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F{EE—FZLE(ZaTURTITLVET

e RS-232#parvy—Ir—7IZHAEL. KDL S IZWAG638D LiFdRI-45
DYxy7ICHBALEFT, FHITA2F—L—bMEIRXRR=—T 2SS /ZS 0,

« WA6638IZDCEIRE/-IZPoEXR A4 v FTEELEXIT DT, PoEXA v FHERBEL
TIEE, PoEXA4 v F %L CPCOLANR— MIZEESEL £9, WABB3SDEA F
DRIJ-45R— FZ100M/1G/10GD BENZEEIC Y £ 9,

A==l

F I AL BDIPF7 RL X
192.168.0.50/24

PGERA WF B Z (FPCDIPY” KL X

192.168.0.10/24




FHEARAUCDFEE—RKDATURIZLBREE °
FIE: REODEEE—FOWHER >EFE—FOZLTE > ZTEINTHLE D HDRESR

#IRIEDE— FZHER(THEHEIRETIZFITE— F)

<H3C> display wlan device role Tera Term: Y Pf-+ B X
Current running mode: Anchor-ac.

# system-view(Z CTap-modea~ ¥ K TfitE— N ICEE T —bk(P): |OOM3 v oK
<H3C> system-view }i APE—FIZIZUTD32DE—F R—=L—MB): :9600 v|

System View: return to User View with Ctrl+Z. BZEIRTZ XY, . . :

[H3C] ap-mode fit ap-mode { anchor-ac | cloud | fit } 7 —3(D): 8 bit ¥ Fr il
Changing working mode will reboot system. Continue? [Y/N]:y 13T A(A) o= 5

#:E'— PEE@ 7":3?5 L:APLi g%j]ﬂl\j CC I’ebOOt L/ i 70 Rh‘?j{gj 1 blt " f\)l,'j(H)
System is starting... '

Press Ctrl+D to access BASIC-BOOTWARE MENU... —0—E[ENE): e o

Booting Normal Extended BootWare

D7 —bhhXy -2 -

Image file flash:/wa6600-boot.bin is self- A (SEE

deCompreSSH']g ..................... 0 EU*’!L"?[C) 0 EIJ?_J},"‘i:]'(L)

....... Done

System image is starting...

Line con0 is available. >V —VEROBEERER. 9600K—, F—48E Y b,
Press ENTER to get started. NYF4HL. Aby7TEY M1, 7084k L

#EBECloudE—FICA 7= & ZHERL £,
<H3C> display wlan device role

Current running mode: FIT AP.

<H3C> save force
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1.APZY7—bFLET, HABZRICRLET,

System is starting...

Press Ctrl+D to access BASIC-BOOTWARE MENU... Booting Normal
Extended BootWare

The Extended BootWare is self-decompressingDone.

Sk sk 3k sk sk sk sk ok sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk ok sk sk sk sk ok sk sk sk sk skosk skskk
E3

E3

*H3C WA6638 BootWare, Version 7.12

E3

E3

E3

3k 3K 3k 3k 3k 3k sk 3k 3k 3k sk sk 3k 3k sk sk 3k sk sk sk 3k sk sk 3k sk sk sk 3k sk sk sk sk sk sk 3k sk sk sk 3k sk sk sk sk sk sk 3k sk sk sk sk sk sk ok sk sk ok sk sk skosk sk sk ksk ke

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd.

Compiled Date: Jan 28 2021

CPU L1 Cache: 32KB

CPU L2 Cache: 256KB

CPU Clock Speed: 2200MHz Memory Type: DDR3 SDRAM

Memory Size: 1024MB

Memory Speed: 933MHz

Flash Size: 256 MB

PCB Version: Ver.A BootWare Validating...

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...

RARDEFIEE—FDBootWare A —a1—([Z&KAZEHE

2. 707 b TCtrl+B%#R L T, EXTENDED-BOOTWAREX=a2—%AAhL X7,
Password recovery capability is enabled. Note: The current operating device is
flash

Enter < Storage Device Operation > to select device.
===============<EXTENDED-BOOTWARE MENU>============
|<1> Boot System

|<2> Enter Serial SubMenu

|<3> Enter Ethernet SubMenu

|<4> File Control

|<5> Restore to Factory Default Configuration TI3HHEREDIRAEICRET
|<6> Skip Current System Configuration

|<7> BootWare Operation Menu

|<8> Skip Authentication for Console Login

|<9> Storage Device Operation

|<0> Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+F: Format File System

Ctrl+C: Display Copyright

Ctrl+Y: Change AP Mode

Enter your choice(0-9):

3.Ctrl+Y¥—%Z# L TAPE—FZZHL X T,

Please select the new mode Current mode is Fit

INO. Mode |
11 Fit Mode |
|2 Anchor-AC (Virtual AC mode) |
|3 Cloud Mode |
10 Exit |

Enter your choice(0-3): 2
4. E—FBESZANLET,
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BERYN TV TIXEREFNTEREDNDSEICLTIZSLY)

ZDERIFACDIRIEZGUITITOI=HDEDTY,

ACHOEEIZVLANLIZHELY, VLANLIZIP7RKL X192.168.0.254% B AIP7RLAEEELTHYET,
ZDETAUKMMIFITAPDIP7ZRELADKIDLSIZ, ACEFDHCPH—/\—(F]RK49AP)ELTERELET,
ZDEIIZFITAPIZA[LERTEE T . TIHHAEEOIKRE TR YN —I(2EHET 51T TTACOEE TIZASE
WAZEFORYFEHREEMEVET , F-. APHAMEL-FOXBLERKRIZEOZYTFE APEAD/N—D3
VTPYTIZACHED LU RS ILIN—2a3 0 Ty T A ERYET,

EHTBHERESSID, /SR —K, VLAN. hidden®—FEZEIXLUTDEYELET,

SSID T T [N

h3c-support @helpdesk99 100 radiol bGHz
h3c-sales @bigsale 100 yes Radio2 bGHz
h3c-lobby thankyou 110 no Raido3 2.4GHz




Ry T—OtERK

Cloudnet

2547 FPCHDHCPY —/~—
Internet (Vlan 100, Vlan 110)

£
H—/—

AC(Z/tRayvbr—55—)
WX3840H, WX1840H 7% &

) ip dhcp-alloc
nat outbound

GE1/0/1} \GE1/0/2
XiE2. tag

1, COFy FT—sEETTYTY Y —
IDBN—R— | BEEEGRT I REHLNLIT S
NIXGEL/0/TEnatD A EITH Y FH A,

LAGG ’:_ "G\g VLAN1, VLAN100, VLAN110
Ge1/0/23| |GEL/0/24 POER A v F

2., ACEPoERA v FRIEER— FIZK
BHLEITNIFLAGGICT 20 EIEHY X

A, T melees =L T R eleeE
192.168.0.51 192.168.0.52 192.168.0.100
FIT AP FIT AP FIT AP

h3c-support h3c-sales  h3c-lobby h3c-support h3c-sales h3c-lobby  h3c-support h3c-sales  h3c-lobby
VLAN100 VLAN100 VLAN110  VLAN100 VLAN100 yiAN110 VLAN100 VLAN100 VLANI10




GUIT®

2% € F BB

7T Y
AR371—R
= > NAT

FIE7
WANF®— k%
NATH—FICT
%

.

10

|‘n: LAGG E:

FE6
gLy
RT]T—RERYT
f1ZDLAGGIZT
%

HoI) 9408371 —R

VLAN H—E X(SSID) DT TL—hk TFoIb—rD
APDTTL—k B Bl
VLAN 1 FEl
#— £ X (service (default-group) 15
FE5 template) Z R L TH— | .
XLAN #1E £ X Zdefault-template A?;I%)Zj__y7°l/_ k Lt l‘kﬁTﬁP
VLAN 100| DRHEERYVS TS default-group % {Ek ,%5&1(%“ iofL) N 3CL%£fgét
*E5 h3c-suppo E#1(radiol) ®i2(adiop) | (< ﬁ AP
YLAN% Ak / h30-sal% E%3(raHi03) e
VLAN 110 =
R TEK2(radio2) I ‘ .%flTiAP
HCPH—/ {_’ h3c-sale h3c-suppor VNI S
FlE4 v
APIZIP% 2] 1) w HEiK3(radiod) {E 5l DNPTE 2=
ifb@DHCP#— \ h3C'|Obby I3
il Defayl
h3c-lobb FIE9 1k a))
BT T—RERY ' _
TZICT EiK3(rqd FIT AP
~»h3c-| p—
$JILES h3c-lobby
2% - F|& VLAN110
%P@Eibaﬁ’&ﬁ?&bk'é‘ AoAD -2 %2
L SE )




GUITOREFIIEHI

FIEL : Y — € X (service-template) Z{Epk 32 (SSID)
- —EX%
- SSIDD X F7]
- H—E R 75:%_57‘}]6:‘@“%)(service—template enable)
- T 7 #J)L FVLANZE
- SSIDMhidden mode;§E<ON/OFF)
- forwarding type(ACEHED L < ixO—AHIL)
- 2REE X 1 7' (Open, PSK, 802.1x, MAC, Portal)
- ZREESAT(AC, AP)
- tx 2T 4 E—FWPA WPA2, WPASGRIEIZO Y KH L DMH))
- BB 7 L — L1RE(ON/OFF)
» PSK3ZFEF D AT
- SSIDA X T 2 EIRDEIR (radiol 5G, radio?2 5G, radio3 2.4G)
. H— B X (service-template) DB/

SN DA T I— 2




GUITH & F 54 - -

FE2 : APDT > 7L — | (default-group) Z1ERR T 5 Sy 7

ACIZiE#:d 5APD 2 14 7 (WA6638-JP, WA6630X-JP, WA6320-JP,
WA538-JP) H ¥ H 35S IEZNZTNICEAL TEKT S

B Z 1L -
WAB638-JPClfradiol(5GHz),radio2(5GHz),radio3(2.4GHz)
ZEnablelZ L x4

Radiol: X9 % SSIDlfsalesTZ 7 4 7 >~ kA9 S vlanif 100
Radio2: X139 5 SSIDItsupport T2 74 7> b AR T S vlaniz110
Radio3: 219 5 SSIDIxlobby T2 7 4 7> b AR D vlaniZ110

FIEI(FTay) : TIAUN IIL—TLHNOBEEEHFOHMAPD ZEE
msRE (Radio 1, Radio 2, Radio 3) (233 BSSIDARTFELAY . EIRD
CICEEL—FZRELRY 558, @EIEKTETA2RELHY £,




GUITDO R TE FIEHI(HEE)

FlE4 : ACZAPD7->DDHCPY —/"—L 5 3
- IP7—IL% ¢ For AP Management

- gateway-list 192.168.0.254

- network 192.168.0.0 mask 255.255.255.0

- address range 192.168.0.51 192.168.0.100

FIE5 : VLANZ{ERRT B
- VLANZE = % %7€ (vlan 100, vlan 110)
m%&bimjkvz%&E¢6

- SSIDIDF L —h

APDF T~
\ (default-group)
/ h3¢
/ BB DAPTE:




GUITO R E FIEHIHEE)
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FIE6: o) DER—MMILAGGDRTEZET S

FINg7: 7yvFTI)oDR—KMZ) 2 2E—KR%route, IPPRLAIXDHCP-alloc,
nati %9 %




GUITRDERE FIEFIHE) ‘ 3_ N

FIES : APDERTE

APDEREZEZAPD T I4IWETUTL— L DRFEEHMEALTITIHEES., Rvb
T—JIZFIT APHERSNh A LB BIMICEFINST—FIZT S

- wlan auto-ap enable

- wlan auto-persistent enable

SN DA T I— 2

FIF9 (7 a ) .default-group. BERIDAPDA 272 —R%2 R
FZ2I2T3

FIEL10: 5 FETHDEERELXRETE(save)




HCL(H3CE A aSL—4—T7 ) TEEEX T HI5E D&k e
RN —=2

€29 ceon 192.168.56.10

oy B LTS

MSR ml
GE1/0/T WXS5540HAMERIE A I
WXSEADH int vlan 1
GE1/0/ ip address 192.168.56.10 24
#
192.168.56.1 CE1/03 line class vty
authentication-mode scheme
E Host-Only GE1/0/9 # . 4
VM-HOST PoE_Switch local-user admin class manage Topology Summary =

password simple XXXXXXXXXX

service-type http https © T ER

authorization-attribute user-role network-admin GE_0/0 <—> WX5540H GE_0I7

# - @ PoE_Switch

ip http enable GE_0/23 =—>= WX5540H GE_0H

ip https enable GE_0/9 <—= VM-HOST NIC:VirtualBox.
- ® VW-HOST

MIC:VirtualBox Host-Only Ethernet Ada. ..

~ ® WX5540H

GE_0M =—= PoE_Switch GE_0/23
GE_O/7 =—= MSR GE_0/0




ACOHOGUIZAY AT B A%

PCOT7 7052 LUTOURLZASDL £,

http://192.168.0.254/, ¥ 2 2 L—4& —®DizEhttp://192.168.56.10/
F74II D1 —H—%:admin. /XX 7 — K: admin

@ togin x  + Change Password .
. _

C A REShTLELEE | https://192.168.100.1/web/frame/login.html?ssi=false
The default passwaord is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2
H3C WLAN Management Platform - ,
types,and a minimum of 1 characters for each type. It can't contain the username or the
WX1840H reversed letters of the username.
@ » old Password | |
‘ . ‘Username ‘ New Password | |
‘ = e ° ‘ Confirm Password | |
[C] Remember me English ~
2 I

INAD)—FRIFIOXFLU LT, ZEHFERLT
ED2EFEEEH . BRINTWNS1—
H—. adminfEEDXFEEEFTHEIN &,



http://192.168.0.254/

ACOGUIZOS A3 2% o

MHTOT AU LT=IIX. region-codeZ R ET ALELHYET,
Xregion-codelZ&YEETHABFEDEFDHFIZHNET . HARIZIAPANJIP)TY ,

Please select a region code




Region CodeM:EIREmE A H

Actions All Networks » Wireless Configuration » AP Management » AP Global Settings

Dashboard AP Global Settings
Quick Start >

Basic Settings
Monitoring >

Region code
Wireless Configuration v I
Wireless Networks I JAPANUP) Y I

AP Management

Wireless QoS

Wireless Security > Region code lock

Radio Management
g Software upgrade

Client Proximity Sensor
Auto AP

Applications

Auto AP conversion
Network Security >

Javascript:void{0)

JAPAN(IP)

donn,

System View Network View

Access Points Clients

Qo ©1 Qo0

Event Logs

00 0o

2 03

19



ACOHOGUIZAY AT B A%

mHTOT A2 LE=EEIX. region-codeZ B ET ADENHYET,
Xregion-codelZ&kYEETHBRDER DFNKIIZHKLNET . HARIZIAPANIP)TY,

<H3C>sys

System View: return to User View with Ctrl+Z.

[H3C]wlan global-configuration
[H3C-wlan-global-configuration]region-code JP

This operation may reset the radio parameters. Continue? [Y/N]:y
[H3C-wlan-global-configuration]quit

[H3C]

20



m By

AEDashboardMRRSNET

Actions
Dashboard
Quick Start >
Monitoring >
Wireless Configuration >
Network Security >
System >

Tools >
Reporting >
Wireless services

i

All Netwaorks » Dashboard

System Logs

APs

o E System usage
Online Offline Unhealthy
5
4
3 0%
2
) CPU
0
02:40:58 02:41:03 02:41:08 02:41:13
|
—
I
o= Clients
2.4GHz 5GHz

— DY) Z [System View | Networ

client number

Intarfara traffir

192.168.0.50/wnm/frame/index. php?sessionid=20000146350de2b50aaec29e5dBedc 3eaclad

I System View MNetwork View I

68%

Memory

Access Points Clients

91 0 @ol0

iew]

¥}
jii

~ W

Event Logs

00 05 45 012

21



— Ee
GUIDA=Za21——F
« Network view
Actions Dashboard Network Security
Quick Start Packet Filter
Add New AP Traffic Policy
Dashboard Add New SSID Qos Policies, Priority Mapping
Add New User Access Control
e 802.1x
Quick Start > || Monitoring L
Wireless Network A‘;;‘RBTSgat'On
Clients
Monitoring > Wireless Security User Management
Client Proximity Sensor ACI:\ZZ%S Etf)trllterr?’lcication
Wireless Configuration > Appllcatlon M?nltorlr_]g Port Security
Wireless Configuration Portal
Wireless Networks S
Network Security > AP Management llgStem
Wireless QoS esource
e Wireless Security ACL, Time Range
ystem ’ WIPS Cloud Platform
Allowlist and denylist Tools
Tools > Radio Management Debug
802.11n/802.11ax settings ,transmission | | Reporting
. distance Client Statistics
Reporting g Applications Wireless Service Statistics

Mesh, Multicast

22



— Ee
GUIDAZa2A——5%

« System view

: Dashboard
Act
e Network Configuration
Network Interfaces
Dashboard VLAN

Network Configuration

Network Security

System

Tools

Network Routing
Routing table
Static Routing

Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security

Packet Filter

Traffic Policy

Access Control
802.1x

Authentication
RADIUS

User Management

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

Local users

23



SSID(h3c-support)Z{EfR9 % ﬁ 740 I S L

Actions All Networks » Quick Start > Add Services » Add Services
Dashboard Add Services
Quick Start v I
Basic settings Authentication settings
Add AP
Wireless service name - Authentication mode O Open (no authentication)
h3c-support 1-63 chars)
Add Services @ Static PSK
SSID = S——
h3c-support 1-32 chars) o
Add User O 802.1% (clear)
Description (1-64 chars) O Static WEP
Monitoring >

[0 MAC Authentication

4
Wireless Confiqurati O IPv4 Portal Authentication
e ’ ireless Service p OFF >:<SSI D%ﬁ&w ‘: ; 6 [JIPv6 Portal Authentication
Metwork Security > Default VLAN 1-4094, 1 by default) Authenticator ®AC
OAP
Hide 551D @®Yes ONo -
S > Security mode OWPA OWPA2 @®WPAorWPAZ O WPA3-Personal WPA3-Enterprise
User Isolation @®Yes ONo
- Management Frame Protection j O ON ® OFF
Tools > Forwarding type © Centralized
. . . . PSKkey = @ Passphrase O Rawkey
@it 3xclient forwarding-location ap
Reporting > ssssassnsas (8-63 alphanumeric chars)
...........| Confirm password

: T Access Points Clients Event Logs
System View Network View ° o o ° o
1 0 00 0 5 8 11




SSID(h3c-support)Z{Efk 3 %

#

wlan service-template h3c-support

ssid h3c-support SSID%

beacon ssid-hide SSID%[EY

client forwarding-location ap 2547 MIZVLANICACEBHET
user-isolation enable FA—SSIDIC2HEH 37 547> FRLOBEFRT
akm mode psk N7 — FHER

preshared-key pass-phrase simple @helpdesk99 /sz7—Fri&E

cipher-suite ccmp WPA2izE#5:

cipher-suite tkip WPA#HFH (WPA or WPA2% 53iR)
security-ie rsn 802.11i (Robust Security Network) X3 it
security-ie wpa Wi-Fi Protected Access2A% & Rk T S
service-template enable ZOFVTL—bEEMICTS

#

25



Security mode&a<w kR

Security mode O WPA OWPA2 O WPAor WPA2 @ WPA3-Personal

WPAS3-Enterprise

WPA3-Personal Mode @® Required O Optional

Cipher suite TKIP @ CCMP TKIP or CCMP

GCMP

HHAHHH BB HHHH RSB R TR RS TR

# Security mode: WPA

HHAHHHR BB HHHHH RS R AR R BB HH B R H

wlan service-template wpa

ssid WPA

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie wpa

#

HHAHHH R B HHHH BB HH AR BB R S HHH R H

# Security mode: WPA2

HHAHHHR BB HHH BB HHH BB RS HHH R H

wlan service-template wpa?2

ssid WPA2

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

security-ie rsn

HHABBHH BB H AR HHRRHH RS HBR Y H AR Y
# Security mode: WPA or WPA2
HHHBHSH B R HH BB HH RS H ARG H AR SR YRS
wlan service-template wpawpa?2

ssid WPA.WPA2

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

#
HHHBHSHBR SR BB HH RS H B RS HBR S H YRS
# Security mode: WPA3-Personal

# WPA3-Personal Mode: Required
HHHBHSH B RS R B R HHBRHH ARG HBR S H IR
wlan service-template WPA-Psersonal
ssid WPA-Psersonal

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

security-ie rsn

wpa3 personal required

26



Security mode&éavw >k

Security mode COWPA OWPA2 O WPA or WPA2 WPA3-Personal Authentication mode O Open (no authentication)
@ WPA3-Enterprise O Static PSK
Cipher suite TKIP ccMmp TKIP or CCMP @ GCMP @® 802.1X%

Management Frame @® ON O OFF O 802.1X (clear)

() Static WEP

Protection

HHAHBHHBHBHHHHH BB HHH BB RS HH B R H
# Security mode: WPA3-Enterprise
HHAHHH BB H AR B R H AR BB HHHHRH
wlan service-template wpa3-enterprise
ssid WPA3-Enterprise

802.1X akm mode dotlx

cipher-suite gcmp

security-ie rsn

Management Frame @® Required O Optional

Protection Mode

Dynamic WEP O ON @® OFF )
wpa3 enterprise
Handshake O 0N @® OFF client-security authentication-mode dotlx
dotlx domain system
Reauthentication O ON @® OFF pmf mandatory
Domain name
system x v

Maximum clients
512 (1-512, 512 by default)
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mark2-6-ax F1 VLA Ry T-20T0/8T4 mark2-6-ax 7 PLA 29 bI-207T0/(7 1 X mark2-6-ax 74 VLA £I+T-5070/(7 4
ge  tFalre 2 R s =V e R e =V
FFIFDESE): WPAZ - J{=YF )l ~ THaF1DESE): WPA3-/{-YT L v tHaUFDES(E): WPA3 - Tu5-F54 7 i
ES{OEEN): ﬁ;"—i’l;g;f,ﬁ SATh ESEOEEN): AES v ES{LDES(N): AES w

29b0-7 ¥4aVF1 (ZEGL(A-7Y YAFh) pi-serilze 0000008

F—(K) WPAS-TY5-T54Z 192 Fyk F-K
% |WPA3- 1:1—9—:"?(5( O A7-Fox=8E5d 3(H)
rﬂzﬁi - IYH-T54 % FybI-JOEAFEDERO):
Microsoft: fREZh I EAP (PEAP) w £E(S)

B 07T IRUic. ZNBER0ESREEEERTIR)

WPA2-/A\—YF )L

FA=ED) FESTED) EEHED)

Sl Fovtll oK Fovtll




SSID(h3c-sales) & {E Rk 29

Actions All Networks » Quick Start > Add Services » Add Services
Dashboard Add Services
Quick Start v
Basic settings Authentication settings
Add AP
Wireless service name ~ Authentication mode © Open (no authentication)
P h3c-sales -63 chars)
Add Services (@ Static PSK
S50 = —
i h3c-sales -32 chars) e
Add User O 802.1X (clear)
Description (1-64 chars) O Static WEP
Monitori .
pritoring > [ MAC Authentication
rs
Wireless Configurati N @ [ IPvd Portal Authentication
ireless Configuration . . . ;7] - _;-
Wireless Service p OFF >°<SSI D%ﬁ} L— 6 [ IPv6 Portal Authentication
. Default VLAN .
Network Security > 100 1-4094, 1 by default) Authenticator @® AC
O AP
Hide S5ID @®Yes ONo 3
System > Security mode (OWPA OWPAZ @ WPA or WPAZ O WPA3-Personal WPA3-Enterprise
User Isolation @ves ONo
Management Frame Protection O ON ® OFF
Tools > Forwarding type
. . . . P5Kkey = @ Passphrase (O Rawkey
@l 3Xclient forwarding-location ap
Reporting > srsssssrnse (8-63 alphanumeric chars)
...........| Confirm password
ST Access Points Clients Event Logs
@1 ©o0@olo0 00 ©5 48 On




SSID(h3c-sales)x1ER 9 %

#

wlan service-template h3c-sales
ssid h3c-sales

beacon ssid-hide

client forwarding-location ap
user-isolation enable

akm mode psk

preshared-key pass-phrase simple @bigsale
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

#
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SSID(h3c-lobby)Z{ERk 9 %

31

Actions All Networks > Quick Start » Add Services > Add Services

Dashboard Add Services

Quick Start v

Basic settings

Add AP
Wireless service name
2 h3c-lobby -63 chars)
Add Services
| SSID =
h3c-lobby -32 chars)
Add User

Description (1-64 chars)

Monitoring b3

Wireless Configuration > Wireless Service

) Default VLAN
Network Security > Elau @

[} xssiDaBEMIT 2

(1-4094, 1 by default)

e 5 Hide 5SID OYes @No
User Isolation (@ves {(ONo
Tools > Forwarding type
ewa  Xclient forwarding-location ap
Reporting >

System View MNetwork View

Authentication settings

Authentication mode

Authenticator

Security mode
Management Frame Protection

PSKkey =

(O Open (no authentication)
@ Static PSK

() B02.1X (clear)

(O Static WEP

[ MAC Authentication
[JIPv4 Portal Authentication
[ IPv6 Portal Authentication
®AC

O AP

COWPA COWPAZ2 @ WPA or WPA2
OON ®OFF

@ Passphrase (O Rawkey

(O WPA3-Personal WPA3-Enterprise

(8-63 alphanumeric chars)

Confirm password

Access Points Clients

([ B o @o 0

Event Logs

00 ©s

8 @1




SSID(h3c-lobby)Z{ERk 9 %

#

wlan service-template h3c-lobby
ssid h3c-lobby

client forwarding-location ap
user-isolation enable

akm mode psk

preshared-key pass-phrase simple thankyou
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#
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APDTIAILNT IL—T%EHRTELET

33

Dashboard AP Groups

Quick Start >
Monitoring > [

O default-group
Wireless Configuration vI

Wireless Networks

AP Management

Wireless Qo5

Wireless Security >

Radio Management

Client Proximity Sensor

Applications
Network Security b
System >
Tools >
Reporting b

Actions All Networks » Wireless Configuration ¥ AP Management » AP Groups

Total 7entries, T matched, Oselected.Page 7/ 1.

System View Metwork View

Search

Access Points Clients

Q0 ©z2 Qo0

Event Logs

00 O

s @2




APDTIAILNT IL—T%EHRTELET

34

Group name %
default-group

Actions All Networks » Wireless Configuration > AP Management » AP Groups > Edit AP Group(default-group)
Dashboard
asibear General
Quick Start >

(1-31 chars)

(1-64 chars)

Monitoring >
Description
Wireless Configuration v
Wireless Networks .
Region code
I JAPAN(IP)
AP Management
LED mode
Normal
Wireless Qo5
AP model
WABE38-IP
Wireless Security >
WABB38-IP
Radio Management
AP connection priority 4

Client Proximity Sensor

CAPWAP tunnel keepalive Echointerval

Applications

10
Network Security n
System >
Tools >
Reporting b

(0-7, 4 by default)

seconds (0,5-255, 10 by default)

SystemView Network View

Request retransmission

Statistics report interval

CAPWAP tunnel encryption

Firmware upgrade

AP model

Interval

5 seconds (3-8, 5 by default)

Retransmission attempts

3 (2-5, 3 by default)
50 seconds (0-240, 50 by default)
(O Enable ® Disable
(O Enable ) Disable ® Inherit (Enabled)

WAG638-IP 5GHz(1)
WAGE38-IP 5GHz(2)
WAG638-IP 2.4GHz(3)

XEBIED/N—F%Z0NICT 3

BRZEEHT )

Access Points Clients

Qo 92 Q@0 0 00 O

Event Logs

29 @1




APDTIAILNT IL—T%EHRTELET

#
wlan ap-group default-group
region-code JP
vian 1
ap-model WA6338-JP
radio 1
radio enable
radio 2
radio enable
radio 3
radio enable
gigabitethernet 1
#
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T4V )L—T Dradio 1(5GHz) & ELFET

H3C WX1840H

Add binding

AP Group Name default-group
AP Type WABE3B-JP

SGHz(1)

Radio
Bind WLAN Sepuice _*
@ H3c-sales N
Bound VLAN @ VLAN
100 |Z|( -4094)

(OVLAN Group ©

@ - canEEI



TI4ILRT IL—T Dradio 1(5GH2)ZEZFELET

#
wlan ap-group default-group
region-code JP
vian 1
ap-model WA6338-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
radio 3
radio enable
gigabitethernet 1
#




T I+ ILEJ )L—T Dradio 2(5GHz) & ELFT

H3C WX1840H

Add binding

AP Group Name default-group
AP Type WAB638-IP

5GHz(2)

Radio
Bind WLAN Sepuice _*
@ H3c-support o
Bound VLAN ® VLAN
110 |Z| -4094)

O VLAN Group §

@ - cance{



TI4ILRT IL—T Dradio 2(6GH2) R FELET

#
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6338-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vilan 110
radio 3
radio enable
gigabitethernet 1
#




T IAILET IL—T Dradio 3(2.4GH2) &R ELET

Add binding

AP Group Name default-group
AP Type WABE3B-IP
Radio 2.4GHz(3)

Bind WLAN Service *
H3c-lobby

Bound VLA @ VLAN
110

O VLAN Group ©

@ - canEEI




TI4ILRT IL—T Dradio 3(2.4GH2)Z/RELET

#
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6338-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vlan 110
radio 3
radio enable
service-template h3c-lobby vian 110
gigabitethernet 1
#




(FT2aN)TIHNT IL—T LS DR EE D EIHAP D & 4% .
Quick Start > Add New AP

Actions All Networks > Quick Start» Add New AP > Add New AP
Dashboard Add New AP
@ Quick Start W
N AP ti forit: ]
ame @ I ROOM-101 |'|_54 chars) connection priority 4linherit) (0-7, Inherit by default)
@ Add New AP
Description room number '|g'|| (1-64 chars) CAPWAP tunnel keepalive Echo interval
Add New SSID
- P 10(Inherit) seconds (0,5-255, Inherit by default)
Add New User Model * Request retransmission Retransmission interval
WABG38-JP x v
Monitoring > @ Serial ID 5(Inherit) seconds (3-8, Inherit by default)
@ I 219801A2YF821BEOOOYX I'I—53 chars)
Retransmission attempts
Wireless Configuration > O MAC address
HH-HH-HH-HH-HH-HH 3(Inherit) (2-5, Inherit by default)
Network Security >
AP group name L ,
~ Statistics report interval
default-group P 50(Inherit) seconds (0-240, Inherit by default)
System >
Region code @I JAPANUP) . - I CAPWAP tunnel encryption § O ON O OFF @ Inherit (OFF)
Tools > Software upgrade OON O OFF @ Inherit (ON)
5GHz radio(1) ) OFF ) OFF O Inherit (OFF)
Reportin > -
S 5GHz radio(2) ) OFF O OFF O Inherit(DFF)

2.4GHz radio(3) O OFF O Inherit(0FF)

KERDN—F%ZONICT 3 (BiREEHT )

= - w Access Points Clients Event Logs
ystem view
©0% ©100% @0% 0 0003 410 O34




(AT2a )T IHILNT IIL—T LS D
Quick Start > Add New AP

ERTEZXFD

49

E

S AP & £}

43

Actions All Networks » Wireless Configuration » AP Management > AP > Edit AP (ROOMO1)
Dashboard I I
asnboar @ WLAN Service Settings
Quick Start >
Bind Wireless Services to Radios
- 0/0 1+ <4 b b
Monitoring >

Wireless Configuration v
Bind wireless service to 2.4GHz(3)radio

_ -
AP Management

Wireless Networks

Wireless QoS

Wireless Security >

Radio Management

Client Proximity Sensor 0/0 14 <4 B> b1
Applications Bind wireless service to 5GHz(2)radio

Hide SSIDs of Overloaded 5 GHz Radios

System View Network View

Access Points Clients

Qo 1 @00

Event Logs

00 00

2 03




(FTLaV)TIAILNT IL—T LN DERTELFF DEIMAPD & &
Quick Start > Add New AP

Add binding

AP name ROOMO1
Radio 2.4GHz(3)

Bind WLAN Service =«

Bound VLAN

(OVLANGroup




(AT 2a)TIHINT IV —TUNDEEZFDEIMAPD & ik

#
wlan ap ROOM-101 model WA6638-JP
serial-id 219801A2YF821E000YX
region-code JP
vian 1
radio 1
radio 2
radio 3
radio enable
service-template h3c-lobby vlan 110
gigabitethernet 1
ten-gigabitethernet 1
#
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ACZ{th AP DHCPH

) ]
i

BT Fa=b
F TN g
Palied [ f el
1T P - .J/‘ . g i
AT
o

IN—ELTERTET S

{:lxl::

|E8] [E] B

Actions

Dashboard

h ) E T TSystem ViewZ FE iR

A AL AT — 2

System> Network Configuration » Network Services » DHCP/DNS » DHCP

DHCP

2

Network Configuration

DHCP

vI

Network Interfaces

VLAN

Network Routing

The Dynamic Host Configuration Protocol{DHCP) provides a framework to assign configuration information to network devices.

Network Services

"I

IP Services

Multicast

ARP

ND

Management Protocols

Network Security

System

Access Points Clients

[} 0 @o 0

Event Logs

00 05 46 @5

System View Metwork View




ACZ{th AP DHCPH

R\

/\

ELTEHET  (#S)

a7

Actions
Dashboard
Network Configuration v
Network Interfaces
VLAN
Network Routing
Network Services v
IP 5ervices
Multicast
ARP
ND
Management Protocols
Network Security >

System b3

System » Network Configuration » Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.

Assigned Address

System View Network View

Address pool

Access Points

Clients

01 0 @olo0

Event Logs

0007 47 05




ACEMDAPDDHCPH —/N—¢,LTERET D
B 1 R D E T TSystem ViewZ &R

#
dhcp enable
#

48
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ACE M DAPDDHCPH —/IN—ELTERTFT A ($5x)

#
dhcp server ip-pool "For AP Management"
#

50



ACEMDAPDDHCPH —/N—ELTERFET B (k=) >

Actions System > Network Configuration > Network Services » DHCP/DNS » DHCP

Dashboard DHCP “ Address pool

The Dynamic Host Configuration Protocol{DHCP) provides a framework to assign configuration information to network devices.

Network Configuration  w

MNetwork Interfaces For AP Management N

VLAN Assigned Address

Network Routing Dynamic assignment
192.168.0.0 | 255.255.255.0 (Metwork address/mask)
Network Services v Pyt add 8
w4 address Range
g 192.168.0.51 ~ 192.168.0.100
IP Services

Static assignment

DHCP/DNS
XXKX Ethernet v

I et Mask length must be in the range of 1to 30.

Hardware Address should be a string of 4-39 characters.
ARP
ND

Management Protocols

Network Security >

System >

- Access Points Clients Event Logs
Systemn View Network View
©1 ©0 Qo0 0007 47 @5




ACZE It MAPDDHCPH—/\—&L T

=L
)74

EY9 B (HiE)

#

dhcp server ip-pool "For AP Management"
network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
#
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ACZE{thtMAPDDHCPH—/\

ELTEHRET ® (#S)

VLAN1®Default gateway% % 7

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP LIl
DHCP Options
Dashboard
Network Configuration — w Lease duration O Unlimited
@ 1 days 0 hours 0 minutes 0 seconds
Network Interfaces
Client domain name )
VLAN (1-50 chars)
bateways 192.168.0.254
Network Routing . e
DNS servers
Network Services v 8.8.8.8
IP Services VIINS servers XX.XX
NetBIOS node type
DHCP/DNS ” Select... v
Multicast DHCP options
ARP 2-254 Hex ~ | 1-256 chars.
ND DHCP Option should be a number of 2-254, but 50-54, 56, 58, 59, 61 and 82.
When the DHCP option type is Hex, the option content must be a hexadecimal string with a length of an even number in the range of 2 to 256.
Management Protocols
Network Security >
_ Access Points Clients Event Logs
m Network View
Q1 @0 @ol0 00021 020
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ACEMDAPDDHCPH—/A—&L T
VLAN1®Default gateway# % &

=1
=374

EY9 B (HiE)

#

dhcp server ip-pool "For AP Management"
gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
dns-list 8.8.8.8

#
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ACODDHCPH—/\—M 3L H

Actions

Dashboard

Network Configuration

Network Interfaces

VLAN

Network Routing

Network Services

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security

v

M=

Monitoring > Access Points % %

NYESE

System » Network Configuration » Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framewaork to assign configuration information to network devices.

for ap admin v

IPInUse

192.168.0.51

L]

O

O 192.168.0.52
O 192.168.0.53
a

192.168.0.54

Total 4 entries, 4matched, 0selected.Page 7/ 7.

0100-ddbb-b187-a0
0100-ddb6-b187-40
0100-ddb6-b17c-al

0100-ddb6-b192-60

Network View

HENTWBIPDHEER

11/13/2021 04:11:46

11/13/2021 04:13:14

11/13/2021 04:16:40

11/13/2021 04:40:40

Address pool

Search
Access Points Clients
@41 ©0 Q00

Roadmap

1«1>>>|Q

Event Logs

Qo0 O+

15 @40

192.168.0.50/wnm/frame/index.php?sessionid =200001da873bd50ef995a3adcde5993bbfas#M_VLAN
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VLAN100Z{ERL T 5

H3C WX1840H

@
)

Create VLAN list

VLAN list
@ 2_4094' o el o
GEE




VLANT10ZERL T 5




VLAN100Z1ERKT 5
VLANT10Z1ERLT 5

#
vlan 100
#
vilan 110
#
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VLAN100, VLAN110%

\

r—

JL

59

Actions System » Network Configuration » VLAN » VLAN

Dashboard VLAN

VLAN

Network Configuration v

Network Interfaces

Search

Roadmap

Network Routing 1 k)
100 0
Network Services b3
110 0

|=

|-

192.168.0.50/255.255.255.0 VLAN 0001

- VLANOT00

- VLANOT10

Management Protocols

Network Security >
System >
Tools >

Total 7entries, 3 matched.Page 7/ 7.

System View Network View

Access Points Clients

01 0 @ol0

S I S =]

Event Logs

0005 410 O




GE1/0/17R—bkZtrunkiR—kZZE

- d

ERG

60

System > Network Configuration » Network Interfaces » Interfaces
Dashboard
Interfaces
MNetwork Configuration v
Mobility Domain Interfaces
Roaming Centers -
Network Interfaces O
O GE1/0/0 Down -
VLAN -
0O GEl/oN Up -
Network Routing —
J GE1/0/2 Down -
Network Services > -
GE1/0/3 D -
Management Protocols S 1ol own
Network Security > O GEl/0/4 Down -

System >
Total 32 entries, 32 matched, 0selected.Page 7/ 1.

Tools >

1000000

1000000

1000000

1000000

1000000

System View Network View

Full

Full

Full

Full

Full

All interfaces ¥  Search

GigabitEthernet1/0/0 Interface

GigabitEthernet1/0/1 Interface

GigabitEthernet1/0/2 Interface

GigabitEthernet1/0/3 Interface

GigabitEthernet1/0/4 Interface

4 <4 B o Q

Access Points Clients

[ §] 1 @ol0

Event Logs
0000 A8 051




GE1/0/1/R—kZtrunkiR—FZZEE T35 o

H Save f. Roadmap | & admin

Actions System » Network Configuration > Network Interfaces » Interfaces » Edit Interface
Dashboard Interface GigabitEthernet1/0/1 (GE1/0/1)
Status up (] Shutdown
Network Configuration v
Description GigabitEthernet1/0/1 Interface (1-255 chars)

Mobility Domain

Roaming Center MAC address
90-23-B4-55-40-A1 (HH-HH-HH-HH-HH-HH)
Network Interfaces VLAN Link type
VLAN ITrunk I h
PVID
Network Routing
1

Network Services >
Permit VLAN List

Management Protocols
1—4094| I ‘{'1—4094. e.g. 3,5,10-100)
Network Security > Link speed {Current:1000000Kbps)
System > Auto A
Duplex (Current: Full)
Tools
Auto hd
Bandwidth (Current: 1000000kbit/s)

) Access Points Clients Event Logs
Network View
Q0 ©:2 Q00 0002 45 O




GE1/0/1/R—kZtrunkiR—FZZEE T35 >

H Save ... Roadmap | A admin

Actions System » Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Auto v
Bandwidth (Current: 1000000kbit/s)
Network Configuration v

(1-400000000)kbit/s
Maobility Domain

Link mode @ Bridge O Route
Roaming Center Jumbo frame O Disable
Network Interfaces ® 4000 (1700-4000)
BPDU interception [J Enable BPDU interception
VLAN
Flow control
Disable A

Network Routing

Traffic suppression Broadcast suppression EEG)%—F i T“
Network Services > »
ratio v 100 z 7 A _}[,9 I7 ‘/

Management Protocols Multicast suppression

Network Security > ratio v 100

Unknown unicast suppression
System b3

ratio « 100
Tools >

m Access Points Clients Event Logs
Network View
Qo0 ©®2 000 Q0 ©c 410 O10




GE1/0/17R—FkZtrunkiR—KFZZEE T3

#

interface GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlian all

#
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GEL1/0/2R—MPOEAD A ™o 7% LAGG)ZtrunkiR— NI ZEE T 5
Bl R ) B T TSystem Views &4k

Actions System > Network Configuration » Network Interfaces » Interfaces

Dashboard Interfaces
I Network Configuration I
Interfaces

Mobility Domain

- Allinterfaces ¥ Search

Roaming Center

L]
Network Interfaces O GE1/0N Up - 1000000 Full GigabitEthernet1/0/1 Interface
VLAN O GE1/0/2 Up — 1000000 Full GigabitEthernet1/0/2 Interface D
Network Routing O GE1/0/3 Down — 0 Auto GigabitEthernet1/0/3 Interface
Network Services > o
O GE1/0/4 Down — 0 Auto GigabitEthernet1/0/4 Interface
Management Protocols
O GE1/0/5 Down - 0 Auto GigabitEthernet1/0/5 Interface
Network Security >
0 GE1/0/6 Down — 0 Auto GigabitEthernet1/0/6 Interface
System > -
O GEl/0/7 Down — 0 Auto GigabitEthernet1/0/7 Interface
Tools > -
Total 77 entries, 77 matched, Oselected.Page 7/ 7. e g
W ) Access Points Clients Event Logs
Network View
Qo0 ©2 Qo0 00 0s 411 O




GE1/0/27€—|\7&trunk7€—|~[:3£kﬁ'§‘%) 65

w Save ..‘ Roadmap | & admin

Actions System » Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Interface GigabitEthernet1/0/2 (GE1/0/2)
Status up [ Shutdown
Network Configuration v
Description GigabitEthernet1/0/2 Interface (1-255 chars)

Maobility Domain

Roaming Center MAC address
90-23-B4-55-40-A2 (HH-HH-HH-HH-HH-HH)
Network Interfaces VLAN Link type
VLAN ITrunk I ~
PVID
Network Routing
1

Network Services >
Permit VLAN List

Management Protocols
1-4094 I ‘{'1 -4094, e.g. 3,5,10-100)
Network Security > Link speed (Current:1000000Kbps)
System > Auto A
Duplex (Current: Full)
Tools
Auto v
Bandwidth (Current: 1000000kbit/s)

W _ Access Points Clients Event Logs
Network View
Q0 ©2 Qo0 0007 412010




GE1/0/27_2—|\7£trunk7'€—|~[:3£kﬁ'§‘%) 66

H Save ... Roadmap | A admin

Actions System » Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Auto v
Bandwidth (Current: 1000000kbit/s)
Network Configuration v

(1-400000000)kbit/s
Maobility Domain

Link mode @ Bridge O Route
Roaming Center Jumbo frame O Disable
Network Interfaces ® 4000 (1700-4000)
BPDU interception [J Enable BPDU interception
VLAN
Flow control
Disable A

Network Routing

Traffic suppression Broadcast suppression EEG)%—F i T“
Network Services > »
ratio v 100 z 7 A _}[,9 I7 ‘/

Management Protocols Multicast suppression

Network Security > ratio v 100

Unknown unicast suppression
System b3

ratio « 100
Tools >

m Access Points Clients Event Logs
Network View
Qo0 ©®2 000 Q0 ©c 410 O10




GE1/0/2iR—K(POE~D R I % LAGG)ZtrunkiR—KZZEET S
B &P RO E T TSystem ViewZE iR

#

interface GigabitEthernetl/0/2
port link-type trunk

port trunk permit vlan all

#




(AF>3>)GE1/0/1, GE1/0/2%LAGGIZ

BEITHEAZL—E2—TIEIT

68

VLAN

System

IELY)

Actions

Dashboard

Network Configuration

Maobility Domain

Roaming Centers

Network Interfaces

Network Routing

Network Services

Management Protocols

Network Security

v

System » Network Configuration > Network Interfaces » Link Aggregation

I Link Aggregation I @

Link Aggregation

Total @entries, 0matched.Page 7/ 7.

System View Network View

Search

Access Points Clients

Do% ©100% @o% 0

B} - (3] Q
Event Logs
0o O 15 @42




(AF>3>) GE1/0/1, GE1/0/2%LAGGIZ

HEIT A AZIL—A3—TIE

69

IPETEVATRY

VLAN

System

Dashboard

Apply
Network Routing @

Network Services >

Actions System » Network Configuration » Network Interfaces » Link Aggregation » New Link Aggregation Group

Aggregate interface type *
LML L Bridge aggregation he

Metwork Configuration v .
Aggregate interface number @I - I (1-a)

Mobility Domain

Aggregation mode %
dared Static v

Roaming Centers

Member Ports
GE1/0/1 * 7

Network Interfaces
@ I GE1/0/1 T

I GE1/0/2 &

Management Protocols

Network Security >

m Network View

Access Points Clients

0 0%

100% @o0% 0

Event Logs

Qo0 O

15 @ a2




GE1/0/1, GE1/0/2%LAGGI

— =N
—AX

EY D

#

interface Bridge-Aggregationl
#

interface GigabitEthernetl/0/1

port link-type trunk

port trunk permit vlan all

port link-aggregation group 1
#

interface GigabitEthernetl/0/2

port link-type trunk

port trunk permit vlan all

port link-aggregation group 1
#
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(AT 3>) GELO/7ZnatiR—RZERE T A= (ZR—FDIinkE—F%

routelZZ &

Actions

Dashboard

System > Network Configuration» Network Interfaces » Interfaces

Interfaces

I Network Configuration

Interfaces

Mobility Domain

Roaming Center

Network Interfaces

VLAN

Network Routing

Network Services

Management Protocols

Network Security

System

Tools

i Save §p Roadmap [ 3 admin

- Allinterfaces ~ Search
L]
GET/0M Up - 1000000 Full GigabitEthernet1/0/1 Interface
O GEV/0/2 Up — 1000000 Full GigabitEthernet1/0/2 Interface
O GE1/0/3 Down — 0 Auto GigabitEthernet1/0/3 Interface
O GE1/0/4 Down — 0 Auto GigabitEthernet1/0/4 Interface
O GE1/0/5 Down - 0 Auto GigabitEthernet1/0/5 Interface
0 GE1/0/6 Down — 0 Auto GigabitEthernet1/0/6 Interface
I O GEl/0/7 Down — 0 Auto GigabitEthernet1/0/7 Interface

| []

Total 77 entries, 77 matched, Oselected.Page 7/ 7.

@ W rJe"M:rk “‘riew

SRS I S -]

Access Points Clients Event Logs

Qo

2 @olo Q0 05 411 @0
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(AT 3ay) GELO/7ZEnatrtR—M IR E T 5=HIZ/R—FDIinkE—F%Z 7
route|ZZ &

Actions System > Network Configuration > Network Interfaces > Interfaces > Edit Interface
Combo O Copper @ Fiber
Network Configuration v
Jumbo frame O Disable
Mobility Domain
; ® 9216
Rpaming Certers BPDU interception L Ennie EPREEtarapeon It will change the capabilities of the interface . Are you sure?
EEE (J Enable EEE
Network Interfaces
Flow control )
Disable
VLAN
Traffic suppression Broadcast suppression @ Yes
Network Routing ratio .
Network Services > Multicast suppression
ratio v 100

Management Protocols

Unknown unicast suppression
Network Security >

v 100

System >

. ; Access Points Clients Event Logs
System View Network View
Qo ®200!0 Q0 Oo0 46 03




(AT 3>) GE1/0/7%natr
route[ZZE H

R—H

4

T9 BI=IZ7

R—rDE—F%

#
interface GigabitEthernetl/0/7

port link-type route
#
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(A7<3>) GE1/0/7%nat7~

Network Routing System » Network Configuration » Network Services » NAT
@ Network Services v I
IP Services
NAT
DHCP/DNS @
Multicast 0
ARP
ND

Management Protocols

Network Security >
System >

Total 0entries, Omatched, 0selected.Page 7/ 7.
Tools >

172.16.84.159/wnm/frame/index.php?sessionid=200001b862f7{7aa2ad708465f52fdd95cd4#

s o

—rIERET D

System View Network View

Dynamic NAT

Static NAT

NAT S

Dynamic NAT444

Search
Access Points Clients
©o% ©100% @0% 0

Static NAT444 ‘

[

.'

;P\Q

Event Logs

00 O

8 @37
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(AT 3ar) GE1/0/T)L—B—~D T v T 9)%natr

System » Network Configuration » Network Services > NAT » New Dynamic NAT Rule

Network Routing

Interface * o
Network Services v I GE1/0/7: GigabitEthernet1/0/7 Interface I

IP Services AL +
Address group O Address Group

DHCP/DNS @ ® Easy IP
VRF

Multicast Public network v
Translation mode

ARP @® PAT
Port preservation [ Try to preserve port number for PAT

ND Enable Enable this rule

o €

Management Protocols

Network Security >
System >
Tools >

System View Network View

— N ZERTE

Access Points Clients

0 0%

100% @@ 0% 0

ERGS

Event Logs

Qo0 O

12 @x
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(AT 3>) GE1/0/THhnatiR—MZERESnT-

System » Network Configuration > Network Services » NAT

Network Routing

Network Services v

IP Services NAT DynamicNAT | StaticNAT | NATServer | DynamicNAT444 | Static NAT444 ‘ O,
Search

L]
I_G GE1/0/7 GigabitEthernet1/0/7 In... EasylP PAT No No Enabled I

DHCP/DNS

Multicast

ARP

ND

NAT

Management Protocols

Network Security >

System >

Total 7 entries, 7 matched, Oselected.Page 7/ 7. 14 < B b Q

Tools >

) . Access Points Clients Event Logs
System View Network View
@o% ©100% @o% 0 Q001 L12 O




(A7<3>) GE1/0/7%nat7

R—H

4

EY D

#

interface GigabitEthernetl/0/7
port link-type route

nat outbound

#
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FYRT—DIZFIT APHEHRSNSEBERIZEREZT/ERL T

E—K(wlan auto-ap enable, wlan auto-persistent enable

H3c WX1840H

Actions All Networks » Wireless Configuration » AP Management » AP Global Settings
Dashboard @l AP Global Settings |
Quick Start >

Basic Settings
Monitoring >

Region code JAPAN(JP)
@ Wireless Configuration v I

Region code lock

Wireless Networks

JLIH

Software upgrade

AP Management

1 —

Wireless QoS Auto AP '>:<W|an aUtO-ap enable ax e

1
:

Wireless Security >

D

Ka
il

auto AP conversion - ¢wlan auto-persistent enable

®
©lm| - =

Radio Management

Client Proximity Sensor

Applications

System View Network View @

https://oasiscloud.h3c.com:27443 /wnm/frame/index.php?sessionid=200001de2d0f769d462e2d4cf0f1f768ee24#M_APSettings

Access Points Clients

£ 100%

0% @o% !4

TEET S

X JE

78

Roadmap

Event Logs

00 0o

798 @ 226




TR —4SIZFIT APHAEfFE SN B &

=E)L:0]

E—Fk(wlan auto-ap enable, wlan auto-persistent enable

—aX

EzxtERLTEE

=JL ==

X 1E )

ER

#
wlan auto-ap enable

wlan auto-persistent enable
#
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Ap—group @ default-group(Z2 TOAPD T T L—RMEERELET 80

GUITERETEADIICET

#
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vlan
100
radio 2
radio enable
service-template h3c-support
vlan 110
radio 3
radio enable
service-template h3c-lobby vian
110
gigabitethernet 1
Ten- gigabitethernet 1
#

CLITTen-gigabitethernet 1&tagiR—MZHELET

[H3C]wlan ap-group default-group

[H3C-wlan-ap-group-default-grouplap-model WA6638-JP
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP]Ten-gigabitethernet 1
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port
link-type trunk

For the configuration to take effect, specify a PVID for the port and configure the port to
allow traffic from the PVID.
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port
trunk permit vian all
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port
trunk pvid vlan 1
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-gigabitethernet-1]quit
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP]quit
[H3C-wlan-ap-group-default-group]quit

[H3C] save force BEZZEL-BEREZHFRETS

Saved the current configuration to mainboard device successfully.

[H3C]

CLICTORE®

[H3C] display current-configuration
wlan ap-group default-group
region-code JP
vian 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vlan 110
radio 3
radio enable
service-template h3c-lobby vlan 100
gigabitethernet 1
Ten-gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vlan 1
[H3C]



Ap—group Ddefault—group(E THDAPDTUITL—MZEHRELET

wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6338-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vlan 110
radio 3
radio enable
service-template h3c-lobby vlan 110
gigabitethernet 1
port link-type trunk
port trunk permit vlan all
port trunk pvid vilan 1
#
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REICSETHRELI-AV T4 R F(save)LTAOT 7Ok

admin > Save £ L T Logout

i All Networks » Dashboard .
Actions be Language English v
Dashboard Save
System Logs
Quick Start 3
ange Password
Monitoring >
Roadmap
Wireless Configuration
g > APs o= System usage Scan and Look Me
) Onli Offi Unhealth
Network Security > s e ne nheaty
4
0, 0
System > ; 0 /‘3 58 /6
1 CPU Memory
0
e 2 02:40:58 02:41:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients o=
2.4GHz 5GHz
ssID
f-kyoi...
fukuro.
f-kyo-
client number
0 1 2 3 4
Intarfara traffir ~ -
R Access Points Clients Event Logs
192,168,0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5daedc Jeaeati o 0@olo 00 Os5 458 012

82
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ACDERTE DHIE o

N — O
VLAN H—EXSSID)OTTL—k
- e wlan service-template h3c-support — P
= ;an ssid h3c-support APO)T:/? l/_l\ —
B interface Vlan-interfacel lan100 (default-group) T./jl/_l“w
¥ | ip afidress 192.168.0.254 beacon ssid-hide BEhE
- 55.255.0 o akm mode psk wlan ap-group default-group -
= 7\yjlj “/7 preshared-key pass-phrase sin\ple vlan 1 wlan ap apl moi'$ r FIT AP
. vién 100 @he|pdesk99 ap—model WA6638-JP WAG638-JP [ g > o
A3 7—R cipher-suite ccmp radio 1 R
cipher-suite tkip radio enable
‘ * NAT 10 security-ie rsn service-template h3c-sales xr>;xo>|<i>(<)xixxxxxxxx< X
- Interface GigabitEthernet security-ie wpa radio 2 e 2 = 01T AP
1/0/7 _ radio enable dio 3 n
port link-mode route VZ'?Q ;gr(;ngel—template h3c-sales«=\" service-template h3c-support rg?gzla?)itethernet 1 -
: si -sales i .
ip address dhcp-alloc oo radio 3 ten-gigabitethefne h3esales
nat outbound L radio enable VLAN100
bfaconjmd-tlde service-template h3c-lobby —
N ElN [N 9 gigabitethernet 1 FIT AP
GG DHCP'U-_v' \— @g:ﬁ;ha:ed—key pass-phrase simple en-gigabitethernet 1 I ; h3—; 2
‘ LA igsale T c-lobby
o’ chcp enable " cipher-suite ccmp por: !(mk I':ype tr!JtnI? Il h3cgsupport VLAN110
L dhcp server ip-pool "For AP S AU L [l LY AN100
Interface GigabitEthernet Maneserient: cipher-suite tkip port trunk pvid vlan 1 BRI DAPE &
1/0/1 ) security-ie rsn
. t - . .0. A o
port link-type trunk ﬁzt\?v‘:)viylg?l%%z.o%gigszl? security-ie wpa wlan ap ROOM-[101 lodel WA6638-JP
por: ;[_rulfk permit \_/Ian all 255 255 255 0 wlan service-template h3c-lobby Serigl—id 219801A2Y@B21BEOOOY X
pr?)ru ”i -aggregation address range 192.168.0.51 ssid h3c-lobby rad!o L =
s 192.168.0.100 lan 110 LRl 2 I%jF'T AP
Interface GigabitEthernet akm mode psk radl? ’ §
port link-type trL_mk I wlan auto-persistent enable gigabitethernet|1 VLAN110
port t_runk permit ylan all cipher-suite tkip ten-gigabitethernet
port link-aggregation group 1 security-ie rsn
Ao )DL B3 T—R security-ie wpa




GUITHER T Aa 740 a2 R TERT

C:¥Users¥H3C>telnet 192.168.0.254
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

* Copyright (c) 2004-2021 New H3C
Technologies Co., Ltd. All rights reserved.
*Without the owner's prior written consent,
*no decompiling or reverse-engineering
shall be allowed.
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk
login: admin

Password: XXXXXXXX

<AC> display current-configuration
version 7.1.064, ESS 2442

sysname WX1840H

#

wlan global-configuration

region-code JP

#

telnet server enable

#

port-security enable

#

dhcp enable

#

lldp global enable

lldp hold-multiplier 8

password-recovery enable

#

vian 1

#

vian 100

#

vian 110

#

dhcp server ip-pool "For AP Management"
gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
#

wlan service-template h3c-lobby

ssid h3c-lobby

vlan 110

user-isolation enable

akm mode psk

preshared-key pass-phrase simple thankyou
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

85

wlan service-template h3c-sales
ssid h3c-sales

vlan 100

beacon ssid-hide

user-isolation enable

akm mode psk

preshared-key pass-phrase simple @bigsale
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

wlan service-template h3c-support
ssid h3c-support

vian 100

beacon ssid-hide

user-isolation enable

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable



GUITHER T B3V 745 2a<v R TEREES) %

interface NULLO
#
interface Vlan-interfacel

local-user admin class manage
password simple h3cjapan
service-type telnet http https

Ip address 192.168.0.254 255.255.255.0 authorization-attribute user-role network-

#

interface Bridge-Aggregation 1

#

interface GigabitEthernet1/0/1
port link-type trunk

port trunk permit vian all

port link-aggregation group 1
#

interface GigabitEthernet1/0/2
port link-type trunk

port trunk permit vian all

port link-aggregation group 1
#

interface GigabitEthernet1/0/7
port link-mode route

ip address dhcp-alloc

nat outbound

#

interface WLAN-Radio1/0/1

i P& g

user-group system

#

admin

#

ip http enable

Ip https enable

#

undo attack-defense tcp fragment enable
#

wlan auto-ap enable
wlan auto-persistent enable

#
wlan ap-group default-group
vlan 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vian 100
radio 3
radio enable
service-template h3c-lobby vian 110

gigabitethernet 1

ten-gigabitethernet 1

port link-type trunk

port trunk permit vian all
port trunk pvid vlian 1

#
wlan ap XXXX-XXXX-XXXX model WA6638-JP

serial-id XXXXXXXXX XXX XXX XXX XX
vlan 1

radio 1

radio 2

radio 3

gigabitethernet 1

ten-gigabitethernet 1

#
wlan ap ROOM-101 model WA6638-JP

serial-id 219801A2YF821BEOOQOY X
vlan 1
radio 1
radio 2
radio 3
radio enable
service-template h3c-lobby vian 110
gigabitethernet 1
ten-gigabitethernet 1

#

cloud-management server domain oasiscloud.h3c.com
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AR AT ERT

System > Event LogsZ =R L £ 3,

Actions System ¥ System » Event Logs » Event Logs LRI
Dashboard Event Logs
Network Configuration >
System Logs
Network Security >
@ System i
@ 2022-02-0402:25:18 @ Notification h3c failed to log in from 10.10.11.180.
2022-02-0402:28:04 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is system-view
Resource
2022-02-04 02:28:04 @ Notification admin logged in from 10.10.11.182.
File Systems 2022-02-0402:28:05 @ Notification admin logged out from 10.10.11.182.
License Management 2022-02-0402:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
2022-02-0402:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
Administrators
2022-02-0402:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is display radius scheme
Management 2022-02-0402:30:18 @ Notification h3c failed to log in from 10.10.11.180.
Tools N 2022-02-0402:35:18 @ Notification h3c failed to log in from 10.10.11.780.
\ Access Points Clients Event Logs
System View I N twi\n w
https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16e8a... £ 100% 0% @0% 5 00 Qo0 799 @225




I5—0O7%5%ora—k

System > File SystemT7 7 A JLIZCF = v 7/ ~— 7 % N DownloadZ &R L 9,

Actions System » System » File Systems » File System Management SIEIED
Dashboard File System Management
Network Configuration >
flash: v
Network Security >

Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

Q[ ] — @
Event Logs
. flash:/logfile/logfile.log 10485731 2022-02-06 15:57:27 No

Resource flash:/map_config.cfg 913 2021-03-1812:12:25 No

@ File Systems (] flash:/pdt_reserve 2022-02-05 16:32:40 Yes
(]  flash:/pdt_reserve/cplog.txt 14778277 2022-02-0516:32:40 No
License Management
O flash:/pdt_reserve/cplog_reboot.txt 1800197 2021-12-03 16:46:37 No
Administrators [J  flash:/pdt_reserve/dplog.txt 10887615 2022-02-05 16:32:58 No
(] flash:/pdt_reserve/dplog_reboot.txt 1476442 2021-12-03 16:46:39 No
Management
Total 49 entries, 49matched, 7 selected.Page 7/ 7. e~
Tools >

' Access Points Clients Event Logs
Systemn View | ew
©100% ©0% @0% 5 Qo0 Qo A799 @225




V49 L—aT7A JU(startup.cfg) DR >

R

System > File SystemTflash:/startup.cfgicF = v 7 ~— 7 % L wlDownload Z &R L £ 9,

Actions

Dashboard

System ¥» System  File Systems > File System Management

File System Management

7598

196346

6191

Network Configuration >
flash: v
Network Security >
Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes
Event Logs u
flash:/startup.cfg
Resource flash:/startup.mdb
File Systems flash:/startup2726641351479625.cfg

License Management

Administrators

Management

o COEEQITAEIVEI-FIEEE S A5 REIEN

O
W)
[ flash:/system.bin
O

flash:/topology.dba

Total 49 entries, 49matched, 7 selected.Page 1/ 1.

E=5)

RiF =

HYUFET . flash_startup.cfg DFIVO-FEEFETH?

91169792

2021-04-09 00:49:16
2021-04-09 00:49:16
2020-11-08 16:57:12
2021-11-09 14:59:59

2020-12-18 21:43:24

System View J Nw

No

No

No

No

No

Roadmap

Search

4 <4 B> i Q

Access Points Clients Event Logs
©100% ©0% @0% |5 00 Qo0 L7399 @225
ReRE X




204 U (display diagnostic—information)

Tools > Debug > Collect#ER L £ 9, A7 '(&flash:/diag AC_yyyymmdd-hhmmss.tar.gzIZ 5
H3C WX1840H

** Collecting diagnostic information...




INELT-

bk

A—k9%

System > File SystemsTflash:/diag_ AC_yyyymmdd-hhmmss.tar.gzz F = v 7 L Download % 32#3R

Actions

Dashboard

Network Configuration

Network Security

System > System 3 File Systems > File System Management

File System Management

flash: v

Total: 1073741824 bytes, Used: 383623168 bytes, Free: 630118656 bytes

System

Event Logs

Resource

License Management

Administrators

Management

@ flash:/diag_AC_20220206-155614.tar.gz

flash:/diagfile
flash:/facebook.zip

flash:/freeradius.bin

o 0o o Qg

flash:/h3cjapan.zip

Total 49 entries, 49matched, 7 selected.Page 7/ 7.

1 (5

D flash__diag AC_2..targz ~

208655 2022-02-06 15:57:31

2019-11-0522:01:41

262878 2021-12-11 16:30:23
1463296 2021-04-08 23:45:29
190739 2021-09-08 11:34:54

@ m Network View

No

Yes

No

No

No

Roadmap

Search

4 <4 » » g

Access Points Clients Event Logs
©@100% ©0% @o% |5 00 Qo Ao @223
TARTET X




(ATLa)ACEYT—RT 5

System > Management > Reboot > Reboot DeviceZ#IR L £9,

Actions System ¥ System » Management » Reboot HELIIT

Dashboard
Network Configuration > @
Network Security >

@ System W I

Event Logs

Resource

File Systems

License Management

Administrators

Management

| . Access Points Clients Event Logs
System View Network View
https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16e8a... © 100% 0% @o% |5 00 o0 799 @225
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POERAMYFDERTE

port Ilnk-mode route
ip dhcp-alloc
GE1/0/7 nat outbound AC

GEl/O/l GE1/0/2
d | s LAGG
f

NS

802.1Q Tag: VLAN1, VLAN100, VLAN110
GE1/0/23 || GE1/0/24 PoEX A v F

AW AW mw AW aw muTa - o mw mm =
B0 8003 Sacte Hb‘b

802. 1Q Tag VLAN1, VLAN100, VLAN110

tag tag

N N W

95



POERX A/ YFDEXTE

<H3C>system-view

System View: return to User View with Ctrl+Z.
[H3C]vlan 100

[H3C-vlan100]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24
[H3C-vlan100]quit

[H3C]vlan 110

[H3C-vlan110]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24
[H3C-vlan110]quit

[H3C]interface GigabitEthernet 1/0/1
[H3C-GigabitEthernet1/0/1]port link-type trunk
[H3C-GigabitEthernet1/0/1]port trunk permit vlian all
[H3C-GigabitEthernet1/0/1]quit

[H3C]interface GigabitEthernet 1/0/2
[H3C-GigabitEthernet1/0/2]port link-type trunk
[H3C-GigabitEthernet1/0/2]port trunk permit vian all
[H3C-GigabitEthernet1/0/2]quit

[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]port link-type trunk
[H3C-GigabitEthernet1/0/3]port trunk permit vian all
[H3C-GigabitEthernet1/0/3]quit

R aBD8E23, 24 TR

96

[H3C]display vlan 100

VLAN ID: 100

VLAN type: Static

Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100

Tagged ports:

GigabitEthernet1/0/1 GigabitEthernet1/0/2
GigabitEthernet1/0/3 GigabitEthernet1/0/4
GigabitEthernet1/0/5 GigabitEthernet1/0/6
GigabitEthernet1/0/7 GigabitEthernet1/0/8
GigabitEthernet1/0/23 GigabitEthernet1/0/24

Untagged ports: None

[H3C]interface Bridge-Aggregation 1
[H3C-Bridge-Aggregationl]quit

[H3C]interface GigabitEthernet 1/0/23
[H3C-GigabitEthernet1/0/23]port link-aggregation group 1
[H3C-GigabitEthernet1/0/23]quit

H3Clinterface GigabitEthernet 1/0/24
[H3C-GigabitEthernet1/0/24]port link-aggregation group 1
[H3C-GigabitEthernet1/0/24]quit

[H3C]save force

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.
[H3C]
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REIT=ZaT7)L FAQLLE

https://knowledge-jp.h3c.com/TechDoc/index
| Hmmhliez

—A — A wF WLAN )T

(T7AT94+—IL)

SS9 Rava—TF1 Y v FO—0BER AD-NET v ) a1—2 3 H—s
UIS({=#81E) (snmp~R—XiIMC)
CloudNet Cloud Lab T AT HE— Others

(Cloud’E=1H) (azL—4—)


https://knowledge-jp.h3c.com/TechDoc/index

EEEEORAREY=1T /L. FAQLE

4\

-
0

- EEO-HDDOEFREE
Y H3C WLAN#ESE D 7~ 8 D I D& A (BER)

NN —TF 4T

% H3C #EWIFI b5 7N a—FT4 T HAKR

H3C WirelessB @B A L1RFH A K (FHER)

* H3ICTANXYLRBRZ NI TN a—T 47 HA FEIER)
WLANBLZEIE S F ST a— b

JANXLRI AT bEREKBEZ TV 2 —FT 47 VI(ERR)

- FAQ
APH B EEAH TR ?
IR0 L < HBER

H3C7 4 v L XE T T —<RBIFAQNVT) (BIER)
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https://knowledge-jp.h3c.com/TechDoc/details/22
https://knowledge-jp.h3c.com/TechDoc/details/204
https://knowledge-jp.h3c.com/TechDoc/details/205
https://knowledge-jp.h3c.com/TechDoc/details/206
https://knowledge-jp.h3c.com/TechDoc/details/207
https://knowledge-jp.h3c.com/TechDoc/details/208
https://knowledge-jp.h3c.com/TechDoc/details/209
https://knowledge-jp.h3c.com/TechDoc/details/35
https://knowledge-jp.h3c.com/TechDoc/details/238
https://knowledge-jp.h3c.com/TechDoc/details/224
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UTDORX1AVMIRSYFDEDTT A, ACEREH \
H3C S5560X-El 02-{R#BILHfifia> 745 14 F (IRF)(FER)

APDCAPWAPRY R ILIZR Ay FZENHLT

AC2 Master$ KU Backupl ZEE# L E T,
H—@Q ve - Y L - e TaTIWI O\ ITITEREL. ACIETR
_Tgontioller. RN TTTY 2 B—ACEL T, AC2ZE /Ny 7Yy TACELTIERE
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Master IRF kup(por active)
DS LAGG 77— INYGTYITACRAYFA—IN\—MRFEEL, AP

RAASEASASAAS Aadsadaddbdd MO Core 2 [ v F  [FAC2ENTLTEELET . ACIAEIET L.
e ACIHBUHY—ERZ5|IEHEET,

PoE

/_ \

Tag7R—K(port link-type trunk)

FIT-APlElZ2 547> b IX
O—I Y7 HA[EETT Y,

- > T T < - 4 > -
W — gl WD) - D)

\ FIT-AP1 FIT-AP2 FIT-AP3
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L1t (Dual link backup:1+1®D L KA1E) 107

wlan ap-group-1 HHEX oA RA~ADYVY
priority 7 H3C_AC _Dual-link_backupar24¥alL—a AL EER)
@ backup-ac ip 172.16.1.202 H3C_AC_Dual-link_backup&SA4t > RA#AL T4 XaL—aV HARERR)

AC 1

YRA—(priority=7)
172.16.1.201

wlan ap- groma;l
priority 5 b

backup-ac ip 172 156 1.201
\\.
5
O—I>70 \x\ ""‘5' Network
\\ Core router
%

wlan tap7-group-1 1N 7y (priority=5)

priority f -

backup-ac ip 172.16.1.202 _=="T B 1 6-1.202

AP 2 priority 5

Master CAFWARF tunnel
@ wlan ap-group-1 === = === Backup CAPWAP tunne|
backup-acip 172.16.1.201
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AC1

wlan service-template north

ssid south

client forwarding-location ap
fail-permit enable keep-online
service-template enable

#

interface Vlan-interfacelO

ip address 172.16.1.201 255.255.255.0

wlan ap-group ap-group-1
priority 7
region-code JP

backup-ac ip 172.16.1.202

vlan 10
ap AP1

(1 CAPWAP control tunnel O q
‘ .

1 | &
\ CAPWAP gata tunnel s

AGC2

wlan service-template north
ssid south
client forwarding-location ap

fail-permit enable keep-online

service-template enable
#
interface Vlan-interfacelO

backup-ac ip 172.16.1.201

~ Vlan 10

D
L)
). /ap AP1

ap AP2
ap-model WA6320-JP
radio 1
radio enable
service-template north vian 11
radio 2
radio enable
service-template south vian 12
gigabitethernet 1
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vian 10 11 12
port trunk pvid vlan 10

wlan ap-group ap-group-2
priority 7
region-code JP

LD THERRZ R T

backup-ac ip 172.16.1./ quurrereer——
‘\Of'

“ ap AP2

EEREOYIYEZIZ109F2E  ap-model WA6320-JP
M3
fail permith & ESN TLNDD
CBREITATUMNEIACERREH radio 2

radio 1
radio enable
service-template north vian 11

radio enable

service-template south vian 12
gigabitethernet 1

port link-type trunk

undo port trunk permit vian 1
port trunk permit vilan 10 11 12
port trunk pvid vlan 10

priority 5
region-code JP

0F\ﬂ')ackup-ac ip 172.16.1.201

L)
GU

ip address 172.16.1.202 255.255.255.0

wlan ap-group ap-group-1
priority 5 I priority ¥ INTEGER <0-7>
region-code JP



109

—)P

3

—_—y
\[/
—~

a5
-

HCL(> 2

[
&




HCL(Y =L —4—)4l

wmBNL—=2

192.168.56.10
GE1/0/7 WX5540HAMNERIIZA I
Wi5EADH int vlan 1
GE1/0/ ip address 192.168.56.10 24
#
192.168.56.1 THT i line class vty
authentication-mode scheme
E Host-Only GE1/0/9 # .
VM-HOST PeE_Switch local-user admin class manage

password simple XxXXXXXXxXxXX

service-type http https

authorization-attribute user-role network-admin
#

ip http enable

ip https enable

FIT-AP
WAG320-HCL E

iPhone 15

Topology Summary

14

FIT-AP

iPhone1s

MSR

GE_0/0 =—= WxX5540H GE_0/7
PoE_Switch

GE_0/2 =—= FIT-AP GE_0/0
GE_0/23 =—= WX5540H GE_0H

GE_0/9 =—=VM-HOST MIC:VirtualBox. ..
YM-HOST
MICVirtualBox Host-Cnly Ethernet Ada. .

Wi5540H
GE_0M1 =—= PoE_Switch GE_0/23
GE_0/7 =—= M3R GE_0/0

110
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HCL(ASL—43—)TLLTDaY 245 %8

XKaIb—2—THEINTULWSAPIZWAG320-
HCLE T LD TUTOREZEML £7

WX5540H (5% 7E 2 Ehl
#
wlan service-template h3c-hcl
ssid h3c-hcl
service-template enable
#
wlan ap 66ea-509b-0400 model WA6320-HCL
serial-id H3C_66-EA-50-9B-04-00
vian 1
radio 1
radio enable
service-template h3c-hcl
radio 2
gigabitethernet 1
#

3 OracleVM®Host Only Ethernet adapter® 7
7V FDIP7 F L X$'192.168.56.1
TWX5540H®Dvlan 107 F L X%192.168.56.101C
REL=-DT, WA6320-HCLAH®DdhcpH—/~i—%
PoEX A v F12192.168.56.0F &L £ L 7=,

PoE SwitchlZi&E %3E0

#

dhcp enable

#

dhcp server ip-pool phone

gateway-list 192.168.56.2

network 192.168.56.0 mask 255.255.255.0
address range 192.168.56.51 192.168.56.100
#

interface Vlan-interfacel

ip address 192.168.56.2 255.255.255.0

#
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