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™ RouterSwitch

ailable.
Waiting for the next...

Automatic configuration attempt: 18.

Not ready for automatic configuration: no interface av
ailable.

Waiting for the next...

Automatic configuration is running, press CTRL C or CT
RL D to break.

Automatic configuration is aborted.

Line con0 is available.

Press ENTER to get started.
<H3C>%Nov 26 11:29:23:801 2021 H3C SHELL/S5/SHELL LOGIN
: Conscle logged in from conO.

<H3C>| |

BRY2: VAT LETTAIVERET HERNGATRERES

FIEL AT LEL—IZAS
BRAVINET T 5L BERAVEI—TIA ANA—F—E1—IZAYET, system-viewa<
UREEFTLT. VRATLEA—ITAVET,
<H3C>sys
<H3C>system-view
System View: return to User View with Ctrl+Z.
[H3C]
TAVTAXXXZEH>TA—HF =N AT LEa—ICA2z2ENMIET,
VAT LEA—TquitavoUREETTHE1—F—Ea1—ICRYFET,
[H3C]quit
<H3C>

FlE2: NIVTHRELHTEREEERALE T,
H3C Comware 7 Z5vb 7+ —Lld. CLIAAIZELTANILT LA TY D oo Ml SER
BEZIRMLET,
AANIVTHEE: AR REANT HLEEIC, ARURAEENZSB S BREL—TO
RUREDRDDXFEANLTNG, ?ZHITENTEFY, VATLALR . HHDX
FTHREDITARTOATURZEHMICIRNFT, aTUFDF—T—FFEIF/NS
A—B—F ANTBHEEL. ?Z2HLFET ., ROFAFRELGF—T—RENTA—E—F
BELET.
DATLEA—T.sysEAAL, ?#WLET, PRATLAICIE, sysTHRFSTATOHI



RURA—ERREINET,
[H3C]sys?
sysname Specify the host name
system-working-mode System working mode
AT LE1—T,sysnameb AL AR—RE?FHLET, VATFLIK UTD
FERATIRELR T R TOX—T—FEN\FA—E—FJRAMFT,
[H3C]sysnhame ?
TEXT Host name (1 to 64 characters)
ATV MEREEE: O UREANT AEEI AYURDRAIDXFEASILT
MoTabF—Z|IIENTEFT, VRATLFEFMITOTUREMATELEY . B
DARUEARELTL T4y I REHBLTVSIHEE L, Tab¥—ZEYRLELTITUR
ZYVEZET,
VRTLE3A—T.sysEANLET,
[H3C]sys
BIOEWMLET, YRATLFBBMICOTURE@HTLES,
[H3C]sysname
DRTLEA—TinEAALET,
[H3C]in
ATEHLET , VAT LIXEFMICINTIREIRDDITUREHTELET:
[H3Clinterface
BTERYRLET , VAT LIEEEMICINTIFESITURERYERLET,
[H3Clinfo-center
FIE3: PRATLREERLFET
SysnameZZE 9§ 51-HIZsysnameav REETLET,
[H3C]sysname YourName
[YourName]
VAT LZIFHICH S YourNamelZEEBShELT =,
Flgs: PRTLRRNEERELET
RAEDVATLBZZEAVVEDLEFET . BRI —F—E1—TELLATLEA—TY
BWEHLESIENTEET,
[YourName]display clock
11:46:17 UTC Fri 11/26/2021
qQUItaARURZEEITFLTURATLAEA—MoiklT. VAT LBBEZEELET,
[YourName]quit
<YourName>clock datetime 10:10:10 11/26/2021
To manually set the system time, execute the clock protocol none command first.



CDIFT—AytE—2E TIAINTIEEFEZENpALERIGT 5E3ITHE-TLSD T,
a7 TCHEZERETHLIETEEFRA, VAT LEA—IZE->Tclock®Zaka
JLZnonelZZEELET,
< YourName >system-view
System View: return to User View with Ctrl+Z.
[YourName]clock protocol none
BZFEEET 5O A—F—E1—~R5:=HICquit#HL T, a—F—E1—TV
Za7 )L TRAZHRELET
[YourName]quit
<YourName>clock datetime 10:10:10 11/26/2021
WEDV AT LEFEZHERLET .
<YourName>display clock
10:10:15 UTC Fri 11/26/2021
DATLEZIFEEShTEYEL=,
AT LICIZEBHBIEEELSHY . RIDXFNIVURE—EICRTENTEDS
B.OYUREHBILET,
<YourName>dis clo
10:10:26 UTC Fri 11/26/2021
FES: PRTLOBREDIL I4FaL—aVvEaRRLET
display current-configurationa<¥ & ETL T, VAT LOREDEHERRLE
T, BEDORFRAVTUVIE, FHPDTNAREED1—ILOXMRELYET, XD
BT, 13—/ RIEMEHEREL. TOEHRET NARADEBEDAEI—TARE
FUED2—ILERERLET,
<YourName>display current-configuration
#
version 7.1.075, Alpha 7571
#
sysname YourName
#
clock protocol none
#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
#
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vian 1
#
interface Seriall/0
#
interface Serial2/0
#
interface Serial3/0
#
interface Serial4/0
#
interface NULLO
---- More ----
SpaceZ g & ROR—IUMNKRREINET, EnterF—ZEHLTRDITERTL.
CtrI+C
L TRTEZHLCE T, COSKRTIE, SpacexLET,
interface NULLO
#
interface GigabitEthernet0/0
port link-mode route
combo enable copper
#
interface GigabitEthernet0/1
port link-mode route
combo enable copper
#
interface GigabitEthernet0/2
port link-mode route
combo enable copper
#
interface GigabitEthernet5/0
port link-mode route
combo enable copper
#
interface GigabitEthernet5/1
port link-mode route
combo enable copper
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#

interface GigabitEthernet6/0

port link-mode route
---- More ----

BREIZEDNT, L—E—IZIF A2 —T x4/ XGigabitEthernet0/0, 1> 2—Jx A X
GigabitEthernet0/1, $ kU A A—TJ A AGigabitEthernet0/ 2 HYET , HEDA
A—DIARBELEAATIE FASNET NARETILER—FIZE>TERBYET,

FlE6: t—TINTWNDaA T Fal—avERRLET
display saved-configurationav¥ > FEETLTIRATLDE—T I TSIV T4
FalL—arERRLET,
<YourName>display saved-configuration
<YourName>
B O7/ILIZEESNER A, display current-configurationa v RMDEITHIC
BEAHDIDFILETIN? REDEHTKKAN —DTIHGL—BHAN—VIC
RESND=HTT, THNARZEEHT L. BEOBEARDNAFES, ELLVER
HEDBHEZIAL)—ITRETIVENHYET, RESNEEBRIE. 75V a(F:
[FCFA—R  N—FTARVGE) ITRFENFS, CCITRESABERIIHYEE
o D=0, 7V alFBET7IMIVIEREFSNFEE A,

FIE7: a2 T74¥aL—avEL—TLET
AV 74F¥aL—3 Et—T 9 5HITsaveav R EERITLET .
<YourName>save
The current configuration will be written to the device. Are you sure? [Y/N].y
BEDRAN—VICHEDIAVIT4F2L—23 FEZT AT DERRT HLIICyEER
LFETS
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):
DRATLIRBRITAIIVDEREANTHIIIBALES . T7MLADHHIE
* cfgTHHILITERLTIZEL . ZOFRTIE JEIT7AILIE. TIAHILLT
startup.cfgELTIIVLalZ®RBFESNET,
TIAIWRDIFAIVEBEERT B, Enterr—Z#HLET
Validating file. Please wait...
Configuration is saved to device successfully.
LEROBEHRIE. BRIFAIVENDTRETHFIRERLTWEY, BEI7MILEE
ERETDE ROLIGRTABDRTEINET,
<YourName>save

The current configuration will be written to the device. Are you sure? [Y/N].y
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Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y
Validating file. Please wait...
Configuration is saved to device successfully.
Enter¥—%109 &, TIHILEDT7A L Astartup.cfgZ:ERLIz1=8 . O X T LILAT
DERI7ANELEESTEINEINZBAMLETS ., REL-ERZBERRLET,
<YourName>display saved-configuration
#
version 7.1.075, Alpha 7571
#
sysname YourName
#
clock protocol none
#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
#
vlan 1
#
interface Seriall/0
#
interface Serial2/0
#
interface Serial3/0
#
interface Serial4/0
#
interface NULLO

<YourName>
saved YU REERTT AL RESN-BRITREDEBRE—HLET,
FIE6: a2 T71¥aL— 3> DHIBREMERE
AT URZHIBRY BI2IE, undoaw U R ERITLTIVURZRIBRLET . =&AL,
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sysnamed YR M HIRESN =% . T/NA RZIEH3CIZETTEINET,
[YourName]undo sysname
[H3C]
ITIHERORTEIZRETIC[X,. 21— —E 1—Treset saved-configurationa< K
EERITLT RESNEBEZVITLEY RESNEBREVVT$HEITTY . R#E®
DERILEIEHEEERATEET ), RIZ. rebootav U FEETLTsystmEBi2ELE
¥, VATLRITHHEROHREICETINET,
[H3C]quit
<H3C>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<H3C>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
RESNTERIIVITINELEZN. BEDI I4F2L—2avE ) 7EInt=o74
JVIZEEZL-DOTIE, BERAZVDOTLEEELGWLELINEERLET,
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):
Validating file. Please wait...
Configuration is saved to device successfully.
This command will reboot the device. Continue? [Y/N]:y
FINg7: F7ANDTALIN)—ERRLET
pwdavUrZEEITLT. WAEDNRERRLET,
<YourName>pwd
flash:
<YourName>
WAD /R [Eflash: /TS, F7valEthDI7AILTAL IR EZREFL, —EBDIL—
A—ICIFEBDN—RTARYECFA—FABEINTWSHEELNHYET, pwda~
VRERTTHE BEDNANRTINET,
RIZ diravoREEFTLT. 75902 LT RTOI7AILERRLET,
<YourName>dir

Directory of flash:
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0 drw- - Nov 26 2021 11:20:23  diadfile

1 -rw- 253 Nov 26 2021 10:13:20 ifindex.dat
2 -rw- 43136 Nov 26 2021 11:20:23  licbackup
3 drw- - Nov 26 2021 11:20:23 license
4 -rw- 43136 Nov 26 2021 11:20:23  licnormal
5 drw- - Nov 26 2021 11:20:23 logdfile
6 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-boot-a7514.bin
7 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-system-
a7514.bin
8 drw- - Nov 26 2021 11:20:30  pki
9 drw- - Nov 26 2021 11:20:23  seclog
10 -rw- 2204 Nov 26 2021 10:13:20  startup.cfg
11 -rw- 41214 Nov 26 2021 10:13:20  startup.mdb

1046512 KB total (1046328 KB free)
BIDBITIE, drav o FDITORAITESHRRIINTOEY, 2EHOHSLAIZE
BHENRREINFES [drw-ToLIR)—ERL, -W-IEERARYE LUV EESAH ATREL
T7ANVERLES ), 3WTLBIEFITFAIL YA XERLET . STHIFEMHICEDSN
T. lodfile N ERIZIETAL IR —THEIIENHMYET,
FlEs: THEARIFAILDHEERTLET
moredY U REFEIETFRNIFAILDHBERTTEET,
<YourName>more startup.cfg
#
version 7.1.075, Alpha 7571
#
sysname H3C
#
clock protocol none
#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
#
vian 1
#
interface Seriall/0
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#

interface Serial2/0

#

interface Serial3/0

#

interface Serial4/0

#

interface NULLO

#

interface GigabitEthernet0/0
port link-mode route
combo enable copper

#

interface GigabitEthernet0/1
port link-mode route
combo enable copper

#

interface GigabitEthernet0/2
port link-mode route
combo enable copper

#

interface GigabitEthernet5/0
port link-mode route
combo enable copper

#

interface GigabitEthernet5/1
port link-mode route
combo enable copper

#

<YourName>

FIgS: WEDTFAINREEELET
CdaVUREF>TRAEDNREER T HENTEET,
logfile@HY T FAL IR )—IZHBEILET,
<YourName>cd logfile/
<YourName>dir
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Directory of flash:/logfile
The directory is empty.
1046512 KB total (1046328 KB free)
REDTALIRMN)—D5—DEDTALIMN—IHBEILET,
<YourName>cd ..
<YourName>pwd
flash:
<YourName>
FIE10: T7AILEHIBRLEYS
saved YU RERITLTHER I 74)L%20211126.cfgE L3 & RTE 11T TREL.
deleteav R EEITLTHERI7MILZHIBRLET,
<YourName>save 20211126.cfg
The current configuration will be saved to flash:/20211126.cfg. Continue? [Y/N]:y
Now saving current configuration to the device.

Saving configuration flash:/20211126.cfg.Please wait...

Configuration is saved to device successfully.

<YourName>dir

Directory of flash:

0 -rw- 2209 Nov 26 2021 14:08:46  20211126.cfg
1 -rw- 41214 Nov 26 2021 14:08:46  20211126.mdb
2 drw- - Nov 26 2021 11:20:23  diagfile
3 -rw- 253 Nov 26 2021 14:08:46 ifindex.dat
4 -rw- 43136 Nov 26 2021 11:20:23  licbackup
5 drw- - Nov 26 2021 11:20:23 license
6 -rw- 43136 Nov 26 2021 11:20:23  licnormal
7 drw- - Nov 26 2021 11:20:23  logfile
8 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-boot-a7514.bin
9 -rw- 0 Nov 26 2021 11:20:23 msr36-cmw710-system-
a7514.bin
10 drw- - Nov 26 2021 11:20:30  pki
11 drw- - Nov 26 2021 11:20:23  seclog
12 -rw- 2204 Nov 26 2021 10:13:20  startup.cfg
13 -rw- 41214 Nov 26 2021 10:13:20  startup.mdb

1046512 KB total (1046276 KB free)

<YourName>delete 20211126.cfg
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Delete flash:/20211126.cfg? [Y/N]:y

Deleting file flash:/20211126.cfg... Done.
20211126.cfg77 A ILDVEIBRESN =1, T7AILURNEBEL T, 77/ ILHEIBRSH
=l EEERLET

<YourName>dir

Directory of flash:

0 -rw- 41214 Nov 26 2021 14:08:46  20211126.mdb
1 drw- - Nov 26 2021 11:20:23  diagdfile
2 -rw- 253 Nov 26 2021 14:08:46 ifindex.dat
3 -rw- 43136 Nov 26 2021 11:20:23  licbackup
4 drw- - Nov 26 2021 11:20:23 license
5 -rw- 43136 Nov 26 2021 11:20:23  licnormal
6 drw- - Nov 26 2021 11:20:23  logfile
7 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-boot-a7514.bin
8 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-system-
a7514.bin
9 drw- - Nov 26 2021 11:20:30  pki
10 drw- - Nov 26 2021 11:20:23  seclog
11 -rw- 2204 Nov 26 2021 10:13:20  startup.cfg
12 -rw- 41214 Nov 26 2021 10:13:20  startup.mdb

1046512 KB total (1046272 KB free)
yEBIRLTI7AILEFBIBRLIZICEM DD 5T, J7/ILINDEHRIREEAR—ZH
1046272KBDEEZRFENEFETYT, £SLT?

T7AILDEIBRESNDE, SHFITAH LT —DMER SN, BMSNF=T7A LR —D
AR—ZREZHALET, SO, HIRINE=T7MLIEEIEHmESHFAEITEFESN, Ak
L—CAR—ZREHALFET, A — =MDV REERIZFERALTI7AILEH
B9 oL TNARADAN—VBENRBIDLEY ., CHABNOREIFAILETLIC
HIBRL . RRL—DZAR—=RZENH A IILT BIZIK. T7AILDTTD T 1L IR )—Treset
recycle-bina<w > REETLET,

dir / allav U REEITLT. BEDTALIMN) —DTFICHEIT R TDI7AIEY T T4
WEERRLES ., RRAVTIUVIZIEK ERTDIT7AIL, ERTDITAHILET—, X
TRDI7AIL BEUVERTDITAHIA —BNEENET,
CHFEIFIF—DEFIL trashT, SO THILF—AD T 74 )LI&dir / all trasha<
VRERFTLTYIITEET,

<YourName>dir /all

Directory of flash:
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0 -rw- 41214 Nov 26 2021 14:08:46  20211126.mdb

1 drw- - Nov 26 2021 11:20:23  diagdfile
2 -rw- 253 Nov 26 2021 14:08:46 ifindex.dat
3 -rw- 43136 Nov 26 2021 11:20:23  licbackup
4 drw- - Nov 26 2021 11:20:23 license
5 -rw- 43136 Nov 26 2021 11:20:23  licnormal
6 drw- - Nov 26 2021 11:20:23 logdfile
7 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-boot-a7514.bin
8 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-system-
a7514.bin
9 drw- - Nov 26 2021 11:20:30  pki
10 drw- - Nov 26 2021 11:20:23  seclog
11 -rw- 2204 Nov 26 2021 10:13:20  startup.cfg
12 -rw- 41214 Nov 26 2021 10:13:20  startup.mdb

1046512 KB total (1046272 KB free)
<YourName>dir /all .trash
Directory of flash:/.trash
0 -rw- 2209 Nov 26 2021 14:08:46  20211126.cfg_0001
1 -rwh 52 Nov 26 2021 14:09:11  .trashinfo
1046512 KB total (1046272 KB free)
T74)L20211126.cfglE 5| EHEETS V1 THEATEET, reset recycle-binav>
FEEFTLT. CHFEEIVTL. ARL—VRAR—XEF)H A IILLET,
<YourName>reset recycle-bin
Clear flash:/20211126.cfg? [Y/N].y
Clearing file flash:/20211126.cfg... Done.

<YourName=>dir /all .trash
Directory of flash:/.trash

0 -rwh 0 Nov 26 2021 14:12:26  .trashinfo
1046512 KB total (1046280 KB free)
CHFEDY)TINT£. 20211126.cfg77 A ILHEIRRESN  FERAATEEARR L —D AR
—2ZXN1046280KBOEEREICEEINFT,
CHFRBEERAETICT7MIILEHIBRT DR DA ENHYFET, delete / unreservedm
TIUREETLT. 7ML ERLICHIBRLET ., ZOaTURIE. a7 Rdelete &%
171% reset recycle-binZE{TLI=DERFTY,
<YourName>delete /unreserved 20211126.mdb
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The file cannot be restored. Delete flash:/20211126.mdb? [Y/N]:y
Deleting the file permanently will take a long time. Please wait...
Deleting file flash:/20211126.mdb... Done.
<YourName>

RZH3:telnetcOF (9%

AR HCLOPCIdtelnetD#EENHYEH A, £ T, PCZHIBRLTPCORDHYIC
Routert>switchz#FALFE T . CDO TR Tldswitchz F| AL Ttelnetz4TWLVET,
ZDIZED . switchDIAV T4 T [FLULTDBYTY,

<H3C>sys

System View: return to User View with Ctrl+Z.

[H3Cl]interface Vlan-interface 1

[H3C-Vlan-interfacellip address 192.168.1.2 24

[H3C-Vlan-interfacel]quit

[H3C]ping 192.168.1.1

Ping 192.168.1.1 (192.168.1.1): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.1.1: icmp_seq=0 ttI=255 time=3.000 ms

56 bytes from 192.168.1.1: icmp_seg=1 ttI=255 time=2.000 ms

56 bytes from 192.168.1.1: icmp_seg=2 ttI=255 time=2.000 ms

56 bytes from 192.168.1.1: icmp_seq=3 ttI=255 time=3.000 ms

56 bytes from 192.168.1.1: icmp_seq=4 ttI=255 time=2.000 ms

--- Ping statistics for 192.168.1.1 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 2.000/2.400/3.000/0.490 ms

%Nov 26 18:14:17:722 2021 H3C PING/6/PING_STATISTICS: Ping statistics for
192.168.1.1: 5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss,
round-trip min/avg/max/std-dev = 2.000/2.400/3.000/0.490 ms.

[H3C]save f

Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
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192.168.0.2/24

GE 0/M1
- GE00 192.168.0.1/24
sSW

Ethernet cable
RouterSwitch

1.4 HCL DIFZEDFRYET—4

FIE1.avY—ILR—khStelnetl—H—DaAL T4 ¥ 2L —2avEw TS
<YourName>sys
System View: return to User View with Ctrl+Z.
testE LN BBID A—HF—FERLET,
[YourName]local-user test
New local user added.
A5 A2 /8RAT—R%testiIZRELE T, passwordaYREEITLT, /SRAT—FDHE
A EERETEEFT, TL—TFRMDNART—REHERT B=DITRSNSF—
J—Ksimple&. BB/ SRXT—FE#EH T 5=IZRENSF—T—Kcipher,
[YourName-luser-manage-test]password simple test
A—H—DTelneth—ERFA(TEHELFET, ERAO—/LIElevel 0TT, LNILEF
DEBEANENEE , 2 —HF—HERIFELGYET,
[YourName-luser-manage-test]service-type telnet
[YourName-luser-manage-test]authorization-attribute user-role level-0
[YourName-luser-manage-test]quit

FE2: super/SRT—FZEEHELET,
A—=N—NRT—=R([F, 2—HF—A— LEEESNLRILIZEE T 5-HIERSN
FY. A—HF—O—)LELANNVISIZEETHIZE, TLb—oTFRAME—FT/RRT—
FZH3CIZERELEY .
[YourName]super password role level-15 simple H3C

FIE3: welcome EHREFZELET
DT )LHLIEHRE "Welcome to H3C world!” [ZERELET . XF "% [FTFRLD
BTXFTY, ‘W EADLTTFRMERTL AYVE—OTURERTLES,
[YourName]header login
Please input banner content, and quit with the character '%'.
Welcome to H3C world!%
[YourName]
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F|E4: telnet1—HF—DO—HILEEEZRET S
VTY 0~631—H—1TZ2AALFET, PRATLIE ZRKRADVIYI—H—DREFTY
T REHYR—FLET, VIYR—MIGRBIGREIRTHY . telnetFE=[FSSHENLTIL
—B—IZT7VERTAHIERENFET,
[YourName]line vty 0 63
IW—E—I&,. A=A Y —N—F = E— RN —TF o —N\—ZFAL T2 %R
SECEET ., COFARTIE, A—AHLBIEAFREASINTLET (BBEEE—FIEXschemeT
ERE
[YourName-line-vty0-63]authentication-mode scheme
[YourName-line-vty0-63]quit

FIE5: 423 T7—RE1—IZA>TEthernetf A7 —XIZIPFRLRZEHRET D
interfacea~Y > REEITLTA—HYRYPE2—IZAY, IPPRLRaTUREETLTIL
—BDA—YFYNPTRLREERELET,
[YourName]interface GigabitEthernet 0/0
[YourName-GigabitEthernetO/O]ip address 192.168.0.1 255.255.255.0
[YourName-GigabitEthernet0/0]quit
PCOIP7FLRZE I —F—R—bERLAR YT =917 A0k E(284192.168.0.10/24
[CERELFT .

PCEERLT-%&. PUTTY TIL—32—R—LMDGigabitEthernet0 / 17 v 1§ E R T
TFY.

%Nov 26 15:33:00:860 2021 YourName IFNET/3/PHY_UPDOWN: Physical state
on the interface GigabitEthernet0/0 changed to up.

%Nov 26 15:33:00:860 2021 YourName IFNET/5/LINK_UPDOWN: Line protocol

state on the interface GigabitEthernet0/0 changed to up.

F)E6: telnett—E X% enablelZ3 %
[YourName]telnet server enable
[YourName]save f
Validating file. Please wait...
Configuration is saved to device successfully.
FIE7: telnetTAY 12T 3
PORRYED =05 —T IV EFERLTPCEIL—E3— DA —HY RyrR—k
GigabitEthernet 0/0IZ#%#EL . PC CLIDA> RO TIL—E—R—bDA—HRYNPTR
L X%telnetL T, Enter¥—%#LET,
C:¥Users¥YourName>telnet 192.168.0.1
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telnetd1—H—ZE/NRNRT—FEAALT. BER—VICAVET, ?ZANTHE
A—H—AERATELITUF(LRIL0O)ERRLET, 1 —F—[EFRELANILTT,
ZD=H, FAEBIFOITURERRL, KON DIATUREFRHTHELNTEEFE
Ao

PSR 192.168.0.1 ...

Press CTRL+K to abort

Connected to0 192.168.0.1 ...

kkkkkkkkkkkkkkkkkkkkhkkkkkkhhkkhkkkkkhkkhkkkkkkhkhkkkkkkkhkkhkkkkkkkhkhkkkkkkkhkkkkkkkkkkkkx

* Copyright (c) 2004-2017 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner's prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

kkkkkkkkkkkkkkkkkkkkhkkkkkkkkkhkkkkkhkkhkkkkkhhkkkkkkhkkhkkkkkkkhkhkkkkkkkkkkkkkkkkkkx

Welcome to H3C world!

login: test

Password: test
<YourName>?

User view commands:

display Display current system information
erase Alias for 'delete’
exit Alias for 'quit'
no Alias for 'undo’
quit Exit from current command view
show Alias for 'display’
system-view Enter System View
write Alias for 'save'
xml Enter XML view
<YourName>
ROEHROBPUTTYIZRRENET , ChlE 2 —F—HPCEATIL—F—IZOT 1>
LTWWSIEERLTULET,
<YourName>

%Nov 29 10:21:18:727 2021 YourName SHELL/5/SHELL_LOGIN: Console logged

in from conO.
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FES: 1 —H —role(REILIER)ELEET S
superav REETLTAI—HY—A—JLZEEL. R—/\—RXT—FZAALTLA
JLISIZCAYET , A—H—L ARV ISTHERATESIATREA—HF—LARLOTHERATE
2aTUREHELET,
<YourName>super level-15 ?

<Cr>

<YourName>super level-15

Password: H3C

User privilege role is level-15, and only those commands that authorized to the
role can be used.

<YourName>?

User view commands:

archive Archive configuration

arp Address Resolution Protocol (ARP) module
backup Backup operation

boot-loader Software image file management
bootrom Update/read/backup/restore bootrom
bootrom-access Bootrom access control

cd Change current directory

clock Specify the system clock

copy Copy afile

debugging Enable system debugging functions
delete Delete a file

diagnostic-logfile Diagnostic log file configuration

dialer Specify Dial-on-Demand Routing(DDR) configuration
information

dir Display files and directories on the storage media

..... el

algorithm

show Alias for 'display’

ssh2 Establish a secure shell client connection

startup Specify system startup parameters

super Switch to a user role

system-view Enter System View
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tar Archive management

tclquit Exit from TCL shell

tclsh Enter the TCL shell

telnet Establish a telnet connection
terminal Set the terminal line characteristics
tftp Open a TFTP connection
tracert Tracert function

umount Unmount a storage medium
undelete Recover a deleted file

undo Cancel current setting

write Alias for 'save'

xml Enter XML view

FIE9: FEEE—TLTIL—E2—FJRF—FLFT,
savedv U REETLT. REDBEHREIL—F—AN—VIZRFLET, RIZ. 537
VREERFTLTORATLEZEEHNLET,
<YourName>save force
Validating file. Please wait...
Configuration is saved to device successfully.
<YourName>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
This command will reboot the device. Continue? [Y/N]:

Now rebooting, please wait...
RARI4 fpEFE>TURTLIFANETYIA—LK . Foo0—K$5
FlEL: a2V —ILR—bhSftp 21— —DEEET S
<YourName>system-view
System View: return to User View with Ctrl+Z.
[YourName]local-user test_ftp
New local user added.
[YourName-luser-manage-test_ftp]password simple test_ftp
Flg2: 1 —F—DF=HIZftph—ERFLTEHEL T, 21— —DroleZlevel 151ZEFRE T
%
[YourName-luser-manage-test_ftp]service-type ftp
[YourName-luser-manage-test_ftplauthorization-attribute user-role level-15
[YourName-luser-manage-test_ftp]quit
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FE3: ftpH—E X% enablelZ3 5
[YourNamel]ftp server enable
Fg4: fiplzOs’ 4235
<H3C>ftp 192.168.0.1
Press CTRL+C to abort.
Connected to 192.168.0.1 (192.168.0.1).
220-
220-Welcome to H3C world!
220 FTP service ready.
User (192.168.0.1:(none)): test_ftp
331 Password required for test_ftp.
Password: test_ftp
230 User logged in.
Remote system type is UNIX.
Using binary mode to transfer files.

FES: fipEFE>TI7FAINETYyIA—RT S
ftp> put test.txt
227 Entering Passive Mode (192,168,0,1,220,127)
150 Accepted data connection

226 File successfully transferred

6187 bytes sent in 0.000 seconds (6.04 Kbytes/s)
FB6: ftpEFE->TIFAILEZT I O—FT S

ftp> get startup.cfg

startup.cfg already exists. Overwrite it? [Y/N]:y

227 Entering Passive Mode (192,168,0,1,222,13)

150 Accepted data connection

226 File successfully transferred

3080 bytes received in 0.002 seconds (1.47 Mbytes/s)
ftp> quit

221-Goodbye. You uploaded 7 and downloaded 4 kbytes.
221 Logout.
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BRG5:tftpZEFE> TV AT LIZAINETYTA—K FHoO0—K3 53

FF1: titpH—/\—%enable(ZF %
ZDSRTIETFTPY—/\—T7 T Jr— 3> L T3CDaemonZEWNET , TFTPY—
N—DINGA—B—FRTEL. 77/ ILDOTyvTA—L Fooa—koa—h)LT4L Ik
)—(CcHEHRELET,

3CDaemon Configuration

General Configuration TFTP Configuration | FTP Profiles | Syslog Configuration

Create directory names in incoming file requests? v
Allow overwrite of existing files? u
Upload/Download directory: |E'_:¥U5&r5¥weigu¥DDwn|Dad5¥ J

Loeging to _|:u:|,||:|g..=

FTF Server

Per-packet timeout in seconds (2-15):

Syzlog Server
TFTP Client

Maximum retries (5-20):

11

For Help, press F1 | Interframe transmission gap:

OK | ool

FB2: thtpZEFE->TI7AINETYITA—KT S
<YourName>tftp 192.168.0.2 get test.cfg
Press CTRL+C to abort.
% Total % Received % Xferd Average Speed Time Time Time
Current
Dload Upload Total Spent Left
Speed
100 598 100 598 0 0 0 0 --:--:--  0:00:40 --:--:--
116k
FIE3: thtpZEE->TI7 I EFHA—FT S
<YourName>tftp 192.168.0.2 put test.txt
Press CTRL+C to abort.
% Total % Received % Xferd Average Speed Time Time Time
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Current
Dload Upload Total Spent Left

Speed
100 598 100 598 0 0 0 0 --:--:--  0:00:40 --:--:--
116k

=1k
1. COFRTIH PATLEZIAIL 74X 2L—2a0EN TS DERHERTEHLN(T
274F 2L — 3 O HIclockBFEINRRSNGVD)DIEHEETT M ?

ER:

clockav U RIE, AT LDIN—FIITINGA—E%F LRI H-OIZFERSNhDa7
RTHY., ICIZAMZLHYET, T0EH. V7OV IFREDERI7MIVE=ITRE
SNEBEI7FAIVIZRTRTESNEE A,
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Lab2 ~ybD—I#ERDFERE

XENBEHE

COIRTIEUTOIEEZVFET :

® L—E—FIYTIINT—TILTHERTDIHEEBR/LET,

R\ N
\\J /‘ 7

® Ping & tracert AR TYRATLADEHRMEERRIT 25 EZEEEBLET,
® TNYXUTaATUREFSHEEEBLET,

b7 —5H

192.168.1.2/30

192.168.0.1/24 I@:
Ser_1/0

RTA 192.168.1.1/30

GE_0M

-: T

SWA
GE_0/2

GE_0/1

@ 192.168.0.10/24

; I@I 192.168.2.1/24
Ser_1/0 GE_01

SWB
GE_0/2

GE_01

192.168.2.10/24 @

PCA PCB
2.1 EERVET—S
XEERE
AEERICDEGR T ISR
N—=sav | HE SRS
EREBRAANEETILES
MSR36-20 Version7.1 TL
S5820Vv2 Version7.1
PC Windows 7 L
V35 DTEL Y7 ILr—T L
V35 DCEZYT7ILr—T )L
PR T =05 —T L DR 4 L
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B FIR

BRYLIPTRLRAERELTr—TIVEERT S
CDERYFE, A—F—DIL—8—  RAvF  PCEHERRT A EICIENDESITLE
ER
FIEL:PCEIL—E—FT—TIILTHHRT S
E2.10&3I222DI—2—%12DT—T L TEKLET  L—F—EThZThDRA
YFS5820V2ERTLET . PCERAYFET—TIILTHEBKLET .
FIE2: IPPRLREHZRET S
RTA.RTBDFREMNT IAILNTHDHZLEHEEITT BHIZILreset saved-
configurationaY >R TTF 74DV T4FaL—arv~RLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y

T2 IP7RLREYHTRF—T

XE A3—7x—R | IPPRELXR BF—kzA
sS1/0 192.168.1.1/30 -
RTA
GO0/0 192.168.0.1/24 -
S1/0 192.168.1.2/30 -
RTB
G0/0 192.168.2.1/24 -
PCA 192.168.0.10/24 192.168.0.1
PCB 192.168.2.10/24 192.168.2.1
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LUTFDESICRTAICIPPRLRAZEIY S TET :
<H3C>sys
System View: return to User View with Ctrl+Z.
[H3C]sysname RTA
Configuration is saved to device successfully.
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 192.168.0.1 24
[RTA-GigabitEthernet0/1]quit
[RTA]interface Serial 1/0
[RTA-Seriall/0]ip address 192.168.1.1 30
[RTA-Serial1/0]quit
[RTA]save f
Validating file. Please wait...
Configuration is saved to device successfully.
RTBOIVI4FaL—avIEUTOEYTY :
<H3C>sys
System View: return to User View with Ctrl+Z.
[H3C]sysnhame RTB
[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1])ip address 192.168.2.1 24
[RTB-GigabitEthernet0/1]quit
[RTB]Jinterface Serial 1/0
[RTB-Seriall/0]ip address 192.168.1.2 30
[RTB-Serial1/0]quit

RRD2:pingAV R TEREDEGKIEEFIVILET
CDERYIE, A—F—DIL—8— R vF  PCOEFTMEETFVITHHEITEND
FIITLET,

FIEL: RTAMBRTB~pINgT %
RTANOY AL TIL—E—DEGEEETF VI T 5=HIZRTBO LT IILR—KS1/0
~ApingLEF,
<RTA>ping 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seg=0 ttI=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seg=1 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seg=2 ttI=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seq=3 ttI=255 time=2.000 ms
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56 bytes from 192.168.1.2: icmp_seq=4 ttI=255 time=2.000 ms
RTAIXICMPIO—E& /N ybEZ{EL. RTADRTBIZpIngTEAHEERLET,
RTAIL, T74I)ILETE5D D56/ A FICMPE R/ Ny hEEELET . pinghNHKIIT 5
& RTAIZSDDIGE /M rybEZIELET . WindowsT /NI RI&, TIHILETADD
328/ FICMPER /Ny EEIELET .

FIE2: pingAT U R DINTA—EF—FFvILET

<RTA>ping ?

-a Specify the source IP address

-C Specify the number of echo requests

-f Specify packets not to be fragmented

-h Specify the TTL value

-i Specify an outgoing interface

-m Specify the interval for sending echo requests

-n Numeric output only. No attempt will be made to lookup host
addresses for symbolic names

-p No more than 8 "pad" hexadecimal characters to fill out the
sent packet. For example, -p f2 will fill the sent packet with
000000f2 repeatedly

-q Display only summary

-r Record route. Include the RECORD_ROUTE option in the
ECHO_REQUEST packets and display the route

-S Specify the payload length

-t Specify the wait time for each reply

-topology Specify a topology

-tos Specify the TOS value

-V Display the received ICMP packets other than ECHO-

RESPONSE

packets

-vpn-instance Specify a VPN instance
STRING<1-253> IP address or hostname of remote system

ip IP information
ipv6 IPV6 information
mpls MPLS ping

BIZ L., -C/ S A—B—F{FE>Tping’/ Ny ES0EEELET,
<RTA>ping -c¢ 50 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
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56 bytes from 192.168.1.2: icmp_seq=0 ttl=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seqg=1 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=2 ttI=255 time=3.000 ms
SINGA—B—FFEOT EETE/NT DY A XESL21NAMILFET,
<RTA>ping -s 512 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 512 data bytes, press CTRL_C to break
512 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=1.000 ms
512 bytes from 192.168.1.2: icmp_seg=1 ttI=255 time=2.000 ms
512 bytes from 192.168.1.2: icmp_seg=2 ttl=255 time=2.000 ms
INTGA—B— -aZFEAL T, ping/ N7 VFDEETIPTFLRAZRELE Y. RYrT—
IDT VT HITGEETIPTRLAZEML TRy —VERERRLES . D7
RTIE. FIETIPFRFLRIERTA GO/LAR—RTHY. ping4A TPV MIPCBTT,
<RTA>ping -a 192.168.0.1 192.168.2.10
Ping 192.168.2.10 (192.168.2.10) from 192.168.0.1: 56 data bytes, press CTRL_C
to break
Request time out
Request time out
Request time out
Request time out
Request time out
EETIPFRLRELTHEATERDIXA—NILR—FFRLADH T, pinghi kB L
EEIE. ROFIRICEAFT
F|E3: PCATRTAIZpingLE T
<PCA>ping 192.168.0.1
Ping 192.168.0.1 (192.168.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.0.1: icmp_seq=0 ttI=255 time=2.000 ms
56 bytes from 192.168.0.1: icmp_seq=1 ttI=255 time=3.000 ms
56 bytes from 192.168.0.1: icmp_seq=2 ttI=255 time=3.000 ms

<PCA>ping 192.168.1.1

Ping 192.168.1.1 (192.168.1.1): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.1.1: icmp_seg=0 ttI=255 time=1.000 ms

56 bytes from 192.168.1.1: icmp_seqg=1 ttI=255 time=3.000 ms

56 bytes from 192.168.1.1: icmp_seg=2 ttI=255 time=1.000 ms
FE4:PCATRTBIZpingLE T

<PCA>ping 192.168.1.2
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Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
Request time out

Request time out

Request time out

Request time out

Request time out

F|E5: PCATPCBIZpingLEY

<H3C>ping 192.168.2.10

Ping 192.168.2.10 (192.168.2.10): 56 data bytes, press CTRL_C to break
Request time out

Request time out

Request time out

PCAMPCBADPINgIZKBRTHDIEHETTMN?

LTOFIEICH-T. RAZHEZRL TS

1. PCA @ RTA /R—Fk GigabitEthernet0/1 & &1\ Seriall/0 [ ping #ETLET ., R

—kIZ ping ZEITTEETS
2. PCA @ RTB 7/R—h Seriall/0 IZ ping ZE{TLE 9, R—IZ ping #EITT5&
[XTEFEEA,

3. PCATPCBIZpingZETLET ., PCBIZping #E{T3 5 LIETEEEA,
RTBE LUPCBIZEEESNBICMPER /My (T3—FER) IZ(F, BE/ryk (T
—IEE)ABHYEHE A,

RTATdisplay ip routing-tablea< > REETLT, L—Ta40 T T—JILERERLET,
<RTA>display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO/1
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO/1
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoopO
192.168.0.255/32 Direct 0 O 192.168.0.1 GEO/1
192.168.1.0/30 Direct 0 O 192.168.1.1 Serl/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Serl/0
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192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Serl/0
192.168.1.3/32 Direct 0 O 192.168.1.1 Serl/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

=T 40 T—TILDIREESIT, TURJ192.168. 20X FATEE A, TDT=0H.
PCB3E T Dping/ N7y bEZ{ET HRTAIX, /Ny hEPCBICEE BT . BiE/\ryb%E
WELET., TOHE. PCAIZIPCBA®DpinglZkBLET,

T2 hJ192.168.1.2HMERRTEETY AS. PCAIXE D KSIZLTRTBR—kSeriall / 0~
DpinglZkBELET A ? RTBOIL—T12JT—TILTIE, TUH)192.168.0.01%
FATEFE A, =L, RTAIZPCA pingZEXR/\VryhERTBIZEELEY ., RTBIE.
pingls &/ yhEPCAICERELFEH A, TOHER. PCAIZRTBR—Fbseriall / 0~D
pinglZRBLET

DHIZEDNT, ATV T1DOREDTANEEDOREIFBHSNTY ., RTAIZIXIPTFR
L 2192.168.2.0/24~MD JL—A—H\15{, RTBIZHIPZ KL X192.168.2.0/24~D JL—F
KHYFEEA,

F g6 static routeZZRELET

ip route-statica<Y U RERITL T, FEERY T =0T AU MEE 7 IL—F2 EPCH it
FTHELDITREL. RYRMRYTEZET IL—2DHR—MIEEL T, RTABKURTBIC
B —FERELET,

RTADERIERDESY T,

[RTA]ip route-static 192.168.2.0 255.255.255.0 192.168.1.2
RTBOERIERDESY T,

[RTB]ip route-static 192.168.0.0 255.255.255.0 192.168.1.1
PCATPCBIZpingLE Y,

<PCA>ping 192.168.2.10

Ping 192.168.2.10 (192.168.2.10): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.2.10: icmp_seq=0 ttI=253 time=5.000 ms

56 bytes from 192.168.2.10: icmp_seqg=1 ttl=253 time=4.000 ms

56 bytes from 192.168.2.10: icmp_seq=2 ttl=253 time=8.000 ms

56 bytes from 192.168.2.10: icmp_seq=3 ttI=253 time=6.000 ms
FHL—FDRTAB K URTB TR ESN =& . PCAIZPCBIZpingZE{TTEET,
PCBIZpingZE1T9 5= DEETIP7FL RELTRTAR—KGigabitEthernet0 / 1%
FEALEY.

[RTA]ping -a 192.168.0.1 192.168.2.10

35



Ping 192.168.2.10 (192.168.2.10) from 192.168.0.1: 56 data bytes, press CTRL_C
to break
56 bytes from 192.168.2.10: icmp_seq=0 ttl=254 time=3.000 ms
56 bytes from 192.168.2.10: icmp_seqg=1 ttl=254 time=6.000 ms
56 bytes from 192.168.2.10: icmp_seq=2 ttl=254 time=6.000 ms
56 bytes from 192.168.2.10: icmp_seq=3 ttl=254 time=5.000 ms
RR93:tracentaV N THEEDERMEEZFIVILET
tracentaTUREETLT. N7y EETRT NS ADSIBET /NS RITRIBT BH)L—
b/—RERTLET, RYNT—VICEENFKELIGEE,. COATUFEETLTE
ED0HLH/—FERELET,
FE1:PCATPCBAtracertd %
PCATCLIZ A>T, PCBDIP7KL Atracertd %,
C:¥Users¥HCL>tracert 192.168.2.10
PCAIE3DDTTLICMP/\rybaZITRRYEY . mAIDHYT13192.168.0.1THY.
RO/ YEDRTAICK S TREN DI EZRLET . FBHICKY . 2BBED/\Vryb
[FRTBIZ&>TiREN, 3FEE D /7y MIPCBICK>TREINFET , 3DDRYLT—
HD/—KRIZELERBETY s RYRT—U/—FDIDIZEFETELRWMGES . ML THTTL
NTryNMEBEESNFEA, CNIZEDWT. BEEDHDI/—FEHFETEET,
FE2:RTATPCBAtracertd %
RTATPCB®DIP7 KL AAtracertd %,
<RTA>tracert 192.168.2.10
traceroute to 192.168.2.10 (192.168.2.10), 30 hops at most, 52 bytes each packet,
press CTRL_C to break

1 192.168.1.2 (192.168.1.2) 16.691 ms 16.620 ms
16.556 ms

2 192.168.2.10 (192.168.2.10) 16.636 ms 16.624 ms 16.569

ms

RPDHRYTIERTBT, RDKRYTIELPCBTY,

R HCLTILtracert DEEENER SN TEYFELAD T, UTDKIBH AIZHEYE
ER

<RTA>tracert 192.168.2.10

traceroute to 192.168.2.10 (192.168.2.10), 30 hops at most, 40 bytes each packet,
press CTRL_C to break

1 * *x %

2 * * %
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3 * k *

tracertaAvY U RD/INTGA—3—%FFyILET,
<RTA>tracert ?

-a Specify the source IP address used by TRACERT
-f Specify the TTL value for the first packet

-m Specify the maximum TTL value

-p Specify the destination UDP port number

-q Specify the number of probe packets sent each time
-t Set the Type of Service (ToS) value

-topology Specify a topology

-vpn-instance Specify a VPN instance

-w Set the timeout to wait for each reply
STRING<1-253> |IP address or hostname of the destination device
ipv6 IPV6 information

mpls MPLS trace route

debuggingav U RZEEITLT. TV EHRERTLET,
RTBDFER D monitoring$: K Udisplay#gEx=AIILET,
RTBTterminal monitora< > F#3E4TL T, AT Lmonitoringtéae =B IZL .
terminal debugginga< FEETLT, T\ ERR THEREEZEMILET,
<RTB>terminal monitor
The current terminal is enabled to display logs.
<RTB>terminal debugging
The current terminal is enabled to display debugging logs.
FiE3: RTBTICMP debugging switchZzenable[ZLFEY
RTBTdebugging ip icmp AT REEITLTICMPE S 2—ILD T/ \yF 2 #EE
enablelZLZEY,
<RTB>debugging ip icmp
F|E4:RTATRTBIZpingL. RTBTT/\wJ EHERFET
<RTA>ping -c 10 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seg=0 ttI=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seg=1 ttI=255 time=3.000 ms
56 bytes from 192.168.1.2: icmp_seg=2 ttl=255 time=3.000 ms
56 bytes from 192.168.1.2: icmp_seg=3 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=4 ttI=255 time=2.000 ms
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56 bytes from 192.168.1.2: icmp_seg=>5 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=6 ttI=255 time=3.000 ms
56 bytes from 192.168.1.2: icmp_seq=7 ttI=255 time=3.000 ms
56 bytes from 192.168.1.2: icmp_seg=8 ttI=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seg=9 ttI=255 time=3.000 ms

--- Ping statistics for 192.168.1.2 ---
10 packet(s) transmitted, 10 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/2.300/3.000/0.781 ms

RTBTN\YFX I EHRERET
*Nov 24 18:00:03:206 2021 RTB SOCKET/7/ICMP:
ICMP Input:
ICMP Packet: vpn = PUBLIC(0), src = 192.168.1.1, dst = 192.168.1.2
type = 8, code = 0 (echo)

*Nov 24 18:00:03:206 2021 RTB SOCKET/7/ICMP:
ICMP Output:
ICMP Packet: vpn = PUBLIC(0), src = 192.168.1.2, dst = 192.168.1.1
type = 0, code = 0 (echo-reply)

*Nov 24 18:00:03:410 2021 RTB SOCKET/7/ICMP:
ICMP Input:
ICMP Packet: vpn = PUBLIC(0), src = 192.168.1.1, dst = 192.168.1.2
type = 8, code = 0 (echo)

*Nov 24 18:00:03:410 2021 RTB SOCKET/7/ICMP:
ICMP Output:
ICMP Packet: vpn = PUBLIC(0), src = 192.168.1.2, dst = 192.168.1.1
type = 0, code = 0 (echo-reply)
FIES: RAYFDT/IN\yF > %disablelCLET,
Undo debugging allaY >R TETHDED 1—ILD R YFDT/\yF 4 ZEdisablelZ
LFET,
<RTB>undo debugging all
All possible debugging has been turned off.
<RTB>undo terminal monitor
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The current terminal is disabled to display logs.

=1k
1. FIB1DHZRY2TIE, ping 192.168.1. 28 KT REFERALET A, ping -a
192.168.0.1 192.168.1.24h5RAV N EFER T HE BRARLBYET, IL—3—(FE
DL/ ryhEREBLET AN ?

£

HEAROATUREFEHATAIEE . ICMPIEE /N yhDEETIPZRL R(£192.168.1.1T
9, VROV UREFERTAES . EETIPZRLAIL192.168.0.1E LT EESNFE
T, TD=H.ICMPILE/NNTYRDEBEIPTRLRIZELZYZET,
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Lab3 VLAND &L 5E

XENBEHE

CDSHREBETTEHELUTDIENTEEESICHYET:
® RRAMNEDLAN—2 5749 0FR BT 5=HIZVLAN ZEZELET .
® THORRKR—IERSUIR—IERELET,

b T—5H

m———

S —
——

-
-

/17/2.16.0.1;"24 VLAN 2 172.16.0.3/24 \\

!

|

g
g, GE-0/1 Ocasel:trunk(PVID=1) <---->trunk(PVID=1) T //

TSPCA T . e PCe~
o= LEHNT TEE e
- -~ GE_0/24 —— ==

-~

—— ekt L e ————————
-

" GEOZ  swa SWB OGE.0/2 ~o
P Ocase2:hybrid(PVID=1)<--->hybrid(PVID=1) .
hY

t @ GE. 01 Acase3:trunk(PVID=1)<--->access(PVID=1) )
.
So GE_0/1 @ e

\"‘*-E.‘:‘:E 172.16.0.2/24 VLAN 1 172.16.0.4/24
-~ -=~PcD

-

—— —

3.1 EExRVEIT—S

E3ZE7N
® XAyF SWA.RAyF SWB,PCA.PCB.PCC.PCD [F. EDOR®D &K IZEHHESH

TWEY,
RRICRESNI-TORILAHEET 2NEINEFIVILET,

AERERICWVEBL TR EHEAM o )
\ N—o3y | #= 0 EIE
EREERAEETILES
AAyFS5820v2 7571 2 7L
PC Windows 7 4 L
FYNT =9 —T )L DS -- 5 L
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== 31z

=EFIE

BRAHL: THEAR—LDAVT4FX2L—3aY
CDEARIIEIDBATENT O CRADR—FEEDELSIZERETEINERLTVET, £
LT.PCRHIDLANY—2a3 25— a3 R A[REIZT HI=HIZED LSITPCEVLAN
(7 HAUTENEEMETH_ETT,

FIEL:

FlE2:

=L DR

B3.1DKSITRAYFE, RAYFEPCRD Ty —TILEHEHLES
SWA. SWBDEEMNT 74 ILbTHAHIEEFEREIZT HIZIEreset saved-
configurationaY >R TTF 74DV T4FaL—av~RLET,
<SWA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<SWA>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

FNEFNDRAYFDTIAILNVLAND A T4 F 2L —S3vF Fvidd

# SWA O VLAN D Z =45l
<SWA>display vlan
Total VLANS: 1
The VLANS include:
1(default)

#O AT LDTIHILEVLAN THS VLAN 1 DAV T4 XL —23vEFvILET,
<SWA>display vlan 1

VLAN ID: 1

VLAN type: Static

Route interface: Not configured

Description: VLAN 0001

Name: VLAN 0001

Tagged ports:  None

Untagged ports:

FortyGigE1/0/53 FortyGigE1/0/54
GigabitEthernet1/0/1 GigabitEthernet1/0/2
GigabitEthernet1/0/3 GigabitEthernet1/0/4
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GigabitEthernet1/0/5 GigabitEthernet1/0/6

GigabitEthernet1/0/7 GigabitEthernet1/0/8

GigabitEthernet1/0/9 GigabitEthernet1/0/10
GigabitEthernet1/0/11 GigabitEthernet1/0/12
GigabitEthernet1/0/13 GigabitEthernet1/0/14
GigabitEthernet1/0/15 GigabitEthernet1/0/16
GigabitEthernet1/0/17 GigabitEthernet1/0/18
GigabitEthernet1/0/19 GigabitEthernet1/0/20
GigabitEthernet1/0/21 GigabitEthernet1/0/22
GigabitEthernet1/0/23 GigabitEthernet1/0/24

HENENDR—bDILT4F2L—2a0FFyILET, HlZ 1L GigabitEthernet
1/0/1,

<H3C>display interface GigabitEthernet 1/0/1
GigabitEthernet1/0/1
Current state: UP
Line protocol state: UP
IP packet frame type: Ethernet Il, hardware address: a61¢-99¢cb-0100
Description: GigabitEthernet1/0/1 Interface
Bandwidth: 1000000 kbps
Loopback is not set
1000Mbps-speed mode, full-duplex mode
Link speed type is autonegotiation, link duplex type is autonegotiation
Flow-control is not enabled
Maximum frame length: 9216
Allow jumbo frames to pass
Broadcast max-ratio: 100%
Multicast max-ratio: 100%
Unicast max-ratio: 100%
PVID: 1
MDI type: Automdix
Port link-type: Access
Tagged VLANs: None
Untagged VLANS: 1
Port priority: 2
Last link flapping: 0 hours 17 minutes 35 seconds
Last clearing of counters: Never
Current system time:2021-10-29 17:22:21
Last time when physical state changed to up:2021-10-29 17:04:46
Last time when physical state changed to down:2021-10-29 17:04:41
Peak input rate: 0 bytes/sec, at 00-00-00 00:00:00
Peak output rate: 0 bytes/sec, at 00-00-00 00:00:00
Last 300 second input: 0 packets/sec 0 bytes/sec 0%
Last 300 second output: 0 packets/sec 0 bytes/sec 0%
Input (total): 0 packets, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts, 0 pauses
Input (normal): 0 packets, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts, 0 pauses
Input: 0 input errors, 0 runts, 0 giants, 0 throttles
0 CRC, 0 frame, 0 overruns, 0 aborts
0 ignored, 0 parity errors
Output (total): 0 packets, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts, 0 pauses
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Output (normal): 0 packets, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts, 0 pauses
Output: 0 output errors, 0 underruns, 0 buffer failures
0 aborts, 0 deferred, 0 collisions, 0 late collisions
0 lost carrier, 0 no carrier

# SWA LD RTOR—KETIHILE VLAN THS VLAN 1 [IZELTLVT.PVID1 T
Hdo

FIE3: VLANEERL TENITR—FERIV S TES,

#SWA DIV TI4F¥al—2avELET
[SWA]vlan 2

[SWA-vlan2]port GigabitEthernet 1/0/1
[SWA-vlan2]quit

#SWB DIV T1¥al—avELET
[SWBI]vlan 2

[SWB-vlan2]port GigabitEthernet 1/0/1
[SWB-vlan2]quit

#aA2J4XaL—2avEFIvILET,
[SWA]display vian

Total VLANSs: 2

The VLANS include:

1(default), 2

[SWA]display vlan 2
VLAN ID: 2
VLAN type: Static
Route interface: Not configured
Description: VLAN 0002
Name: VLAN 0002
Tagged ports:  None
Untagged ports:

GigabitEthernet1/0/1

[SWB]display vlan
Total VLANS: 2
The VLANS include:
1(default), 2

[SWB]display vlan 2

VLAN ID: 2

VLAN type: Static

Route interface: Not configured
Description: VLAN 0002
Name: VLAN 0002

Tagged ports:  None
Untagged ports:

GigabitEthernet1/0/1
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FlE4:

VLANE D 7B REHER T 5,
KI-LIPPRLRATZHAURF—L
B4 IP7FLX
PCA 172.16.0.1/24
PCB 172.16.0.2/24
PCC 172.16.0.3/24
PCD 172.16.0.4/24

PCRITpinga v FEETL T, BUHVLANB TOEREHERL TS,
Bl Z £, PCAMSPCBAping

<PCA>ping 172.16.0.2

Ping 172.16.0.2 (172.16.0.2): 56 data bytes, press CTRL_C to break
Request time out

Request time out

Request time out

Request time out

AZ%H2:Trunk port®a>74¥al—3>

FEL:

CDERYTIE R4y FHETRILVLANIZE T HPCRIL TS 74 vV ERETESD K
3129 %= [Ztrunk port ( 802.1QAT R—bk YEEDKSIZHRET SN ERLTLVE
ER

Trunk port#i%Ed %

B HR(YyF EDE—VLANIZE 3 BPCRL T(PCAEPCC) Tpingl= &Y BRiE i
RELET,

<PCA>ping 172.16.0.3

Ping 172.16.0.3 (172.16.0.3): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request time out

LULEDIERIE. PCCAIngIZE RGN 21=ZEERLTLVET , COFERIEISWAL
SWBRE D R—kAvaccess portTHY . VLAN 1IZBLTLNAD T, VLAN 25D T
—LZEBLFEF A CORBERERT H-HI122D0 Xy FE D GigabitEternet
1/0/247R—k%trunk portl 2SR ELET
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FlE2: RAYFEDR—DAALTZETrunk portiIZFHET S
SWAZI J4¥aL—2avlLET,
[SWA]interface GigabitEthernet 1/0/24
[SWA-GigabitEthernet1/0/24]port link-type trunk
[SWA-GigabitEthernet1/0/24]port trunk permit vian all
[SWA-GigabitEthernet1/0/24]quit

SWB#arJ4¥alL—avLlET,

[SWBJinterface GigabitEthernet 1/0/24
[SWB-GigabitEthernet1/0/24]port link-type trunk
[SWB-GigabitEthernet1/0/24]port trunk permit vian all
[SWB-GigabitEthernet1/0/24]quit

SWADIAYI4Xal—1avEaELET,
[SWA]display vian 2
VLAN ID: 2
VLAN type: Static
Route interface: Not configured
Description: VLAN 0002
Name: VLAN 0002
Tagged ports:
GigabitEthernet1/0/24
Untagged ports:
GigabitEthernet1/0/1

ZD#ER [XGigabitEthernet 1/0/24HWLAN 2[Z8HY . VLAN 2 ™NoDTL—LESY
ENSFITEETRIELERLTULET,

Ay FEDR—FDIERERRLET , HlZ L. SWADGigabitEthernet 1/0/24T
[&:
<SWA>display interface GigabitEthernet 1/0/24

PVID: 1

MDI type: Automdix

Port link-type: Trunk

VLAN Passing:  1(default vian), 2
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FIE3:

’E fl:

VLAN permitted: 1(default vlan), 2-4094

Trunk port encapsulation: IEEE 802.1q
HAIEZDR—LDPVIDML, Yo IBL T trunkTHAHZEERLTLET , R—k
[XVLAN 15540040 TL—LFEELET,
AAYFEFNBVLANEEEZTANT S
PCATPCCIZXLTpinga<woFEFELET,
<H3C>ping 172.16.0.3
Ping 172.16.0.3 (172.16.0.3): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.3: icmp_seq=0 ttI=255 time=6.000 ms
56 bytes from 172.16.0.3: icmp_seq=1 ttI=255 time=7.000 ms
56 bytes from 172.16.0.3: icmp_seq=2 ttI=255 time=4.000 ms
56 bytes from 172.16.0.3: icmp_seq=3 ttI=255 time=6.000 ms
56 bytes from 172.16.0.3: icmp_seq=4 ttI=255 time=5.000 ms

BICLVLAND2DDPCHARAYFEFEIZMN>TIAZa=r—rL TSI EFRLTLY
2o

1. RRH2TSWAESWBDR—kGigabitEthernet 1/0/24TVLAN 2D T — L% &
FTDIEED)HRATTLEIN?

% Z: hybrid

SWAZIVI4Fal—2avLlEFET,

[SWA]interface GigabitEthernet 1/0/24
[SWA-GigabitEthernet1/0/24]port link-type hybrid
[SWA-GigabitEthernet1/0/24]port hybrid vian 1 2 tagged
[SWA-GigabitEthernet1/0/24]quit

SWB#%avJ4¥al—iaslLEY,

[SWBJinterface GigabitEthernet 1/0/24
[SWB-GigabitEthernet1/0/24]port link-type hybrid
[SWB-GigabitEthernet1/0/24] port hybrid vian 1 2 tagged
[SWB-GigabitEthernet1/0/24]quit

2. SWAMDGigabitEthernet 1/0/241&PVID 1% 3 DtrunkiR—kZE{REL . SWB®D
GigabitEthernet 1/0/24(ZPVID 1% Daccessth—h2&9 HE, AR I2MDPCBIE
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PCDEOZaz=—L3rTEERI M ? F-, PCAIFPCCEOZ 2= —2 3V TEFT
mn?

SWAZI J4F¥aL—2avLET,

[SWA]interface GigabitEthernet 1/0/24
[SWA-GigabitEthernet1/0/24]port link-type trunk
[SWA-GigabitEthernet1/0/24] port trunk permit vian all
[SWA-GigabitEthernet1/0/24]quit
SWBZaY74F¥alb—avLES (T 74/ Eaccess),
[SWBJinterface GigabitEthernet 1/0/24
[SWB-GigabitEthernet1/0/24]port link-type access
[SWB-GigabitEthernet1/0/24]quit

&EZ PCAEPCCIFOZa=r—2ar TEE R AN, PCBEPCDIFIZa = —ay
HEET,

<PCA>ping 172.16.0.3

Ping 172.16.0.3 (172.16.0.3): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request time out

<PCB>ping 172.16.0.4

Ping 172.16.0.4 (172.16.0.4): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.4: icmp_seq=0 ttI=255 time=3.000 ms

56 bytes from 172.16.0.4: icmp_seq=1 ttI=255 time=4.000 ms

56 bytes from 172.16.0.4: icmp_seq=2 ttI=255 time=4.000 ms

56 bytes from 172.16.0.4: icmp_seq=3 ttI=255 time=5.000 ms

56 bytes from 172.16.0.4: icmp_seq=4 ttI=255 time=5.000 ms
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Link-typeD&HI5LY:

PVIDERLDIHE.
2T wHIBRETIZD
L—LZEEELE
ER

1N DREDND Access Trunk Hybrid
AM[
-’R—bFT PVID RIS TLVDIHE L. TL—LA
BTLIL—LOD | IL—LIZPVIDARYS [Z PVID #5 &4 1+%E7,
AN R B #F+ET, FS5TRHRWESIX. JL—LZFOYTLE
ERR
-VLAN ID #* PVID £EEL | “VLAN AFR—FTEHFRISNTLSHEL. JL—L4
) ThhlE,. IL—LZEZE #ZELET,
RTFEIL—L e . o
LET, *VLANDR—F TEFRI SN TGS S
D .
-VLAN IDAPVID&E X, 7L—LZFRAYTILET,
AN R B
BhL55E51%,. JL—
LEROYILET,
“IL—LA PVID #5% | VLANAHR—+TEF
#E5 R—rAPVIDIZ | AIESNTULBIEEIC
BLTLWABAEF. 45 | IL—LEEELE
FHIBLTIL—LEE | T, IL—LDAEFX
. fELET. S VAN
VLANZ Y ZHIBRL . "
o ) VLANASHR—F LT | port hybrid
TORAYURAR | IL—LEEELE \
" {ZEINTLSA | vlanvlan-id-list

{ tagged |
untagged }a<kR
DERFEIZLH>TEL
WES, TIAILME
untagged TY,
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Lab4 Spanning Tree D% E

XENBEHE

CDIREETITEHEUTDIENTELIIITHYFET:

® STP OEARMLMSHFIBMFELET
® STP DEKRMLHRTESEZLZEMELET,
ZDERIIE RAYFDSTPIL—r Ty Ty OR—bEREL T, U2 —MSTPIL

—r Iy ETYOR—bD

=1 —

ax &

OARUREDTYAYYRETRA—TEBLSIZL, R—F

DFITERIRLTRSTP / MSTPD O AV IAIN—D 2 AMBEFIBE S 52 ETT,

b —UK

GE 0/23
SWA
GE_0/1
GE_0/1
PCA

172.16.0.1/24

227N

4.1 RERVT—S

GE_0/24 .

GE_0/23
- SWB
GE_0/1

GE_01

PCB
172.16.0.2/24

® XAvF SWA, R4/ vF SWB.PCA.PCB (. EORDLSITEBLEINTULET,
® PCA.PCB [FEGDRAMYFITEBINTLOTENETND R A YF L spanning
tree DEENSINTLET,
REICRESNIZTALILDHEEET DD ESMEFIVILET,
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O B e o
EEEE
AEERICH B TR )
) N—=o3v | = R EIE
EREBRAEETILES
R4 YFS5820v2 7571 2 L
PC Windows 7 2 L
FYNT—=0/r—T L DR - 4 L

B FIR

FIIEL:

FE2:

r—J L DR

B4 1DEIIRA VT, R4V FEPCRID T —TIVEHEHLET . BH. COKRA
TRAYFEstantS2ER MY FRTIL—THRFEETHD T, XKE(startsETav
T4JELET . MADIAVITATMET LIS BA DRy FEstartS TS,
SWA. SWBDEEMN T IAILETHAHEEZHEEIZT HIC[dreset saved-
configurationaY >R TTF 74DV T4FaL—arv~RLET,
<SWA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N]y

Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<SWA>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

Spanning tree DK

Yo OT TV TF—=avld M7 )T —a E —RERIEEBMT )5 —avE
—FTEMELET . COIRIRIIE. 80T T )7 —2avE RIS H42ET
T VATLEA—TLAN2TI VT MU RA—Tx—REERKLET, RIZ.TY
)7F—2av A0 8—D1—RIZRHIET DIV IT TV T —2av T I —T I YER—
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FlE2:

FEYLTET, COIVITITIVT—23V G I —TI2E,. 7TV —av /45—
TI—RERLBEENF TN, THTITF =3 A0 8—J—ADEREIZEEN
[CERENET,

# SWA ORTE

<SWA>sys

System View: return to User View with Ctrl+Z.

[SWA]stp global enable

[SWA]stp priority O

[SWA]Jinterface GigabitEthernet 1/0/1

[SWA-GigabitEthernet1/0/1]stp edged-port

Edge port should only be connected to terminal. It will cause temporary loops if port
GigabitEthernet1/0/1 is connected to bridges. Please use it carefully.
[SWA-GigabitEthernet1/0/1]quit

[SWA]

# SWB DX E

<SWB>sys

System View: return to User View with Ctrl+Z.

[SWB]stp global enable

[SWB]stp priority O

[SWBJinterface GigabitEthernet 1/0/1
[SWB-GigabitEthernet1/0/1]stp edged-port

Edge port should only be connected to terminal. It will cause temporary loops if port
GigabitEthernet1/0/1 is connected to bridges. Please use it carefully.
[SWB-GigabitEthernet1/0/1]quit

[SWB]

Spanning tree DIKEED FEER
SWA & SWB O STP 1R#iZHERT 5. LLTICHZETRT .

<SWA>dis stp
------- [CIST Global Info][Mode MSTP]-------

Bridge ID : 32768.9¢19-1eaa-0100

Bridge times : Hello 2s MaxAge 20s FwdDelay 15s MaxHops 20
Root ID/ERPC : 4096.9¢19-2e97-0200, 20

RegRoot ID/IRPC : 32768.9¢19-1eaa-0100, O

RootPort ID :128.24

BPDU-Protection : Disabled

Bridge Config-

Digest-Snooping : Disabled

TC or TCN received : 4
Time since last TC : 0 days Oh:0m:30s

<SWA>dis stp brief

MSTID Port Role STP State Protection
0 GigabitEthernet1/0/1 DESI FORWARDING NONE
0 GigabitEthernet1/0/23 ROOT FORWARDING NONE
0 GigabitEthernet1/0/24 ALTE DISCARDING NONE

L EDERIZKDE, SWA [FZIL—FT) o TIEHYFEE A, R"—b G1/0/23 [FIL—F
R—rTHY. EEIRETT (RAYFBITT 25X T HRENFE-LFET), R—Fb
Gl 1/0/24 (£, RB2 13 A )L—kiR—P(alternate) THY . TOVIREETY . PC IZHEREL
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FIE3:

TWZ%7R—bk G1/0/1 (X, $ER—K(designate) THY ., ERXIRETT,

<SWB>dis stp
------- [CIST Global Info][Mode MSTP]-------
Bridge ID : 4096.9¢19-2e97-0200
Bridge times : Hello 2s MaxAge 20s FwdDelay 15s MaxHops 20
Root ID/ERPC : 4096.9¢19-2e97-0200, 0
RegRoot ID/IRPC : 4096.9¢19-2e97-0200, 0
RootPort ID :0.0
BPDU-Protection : Disabled
Bridge Config-
Digest-Snooping : Disabled

TC or TCN received : 3
Time since last TC : 0 days Oh:4m:19s

<SWB>dis stp brief

MSTID Port Role STP State Protection
0 GigabitEthernet1/0/1 DESI FORWARDING NONE
0 GigabitEthernet1/0/23 DESI FORWARDING NONE
0 GigabitEthernet1/0/24 DESI FORWARDING NONE

RIDERICEDE SWB [FIL—FTUyDTHY, EDEDT RTOR—MIFEESNI=
R—K(DESI) THY . ErEKEBIZHYFET .

Spanning tree TTRBEBEDFEEE
STPIZEYLVETOVITEET, TIOTAITHRIV IS IBEIZRIET—H
B EETTT 507 9T1471ELET,

KER IPZRL AR gateway
PCA 172.16.0.1/24
PCB 172.16.0.2/24

PCBTping172.16.0.1aY > F#E4TL T, PCBAICMP/ 4y hEPCAIZEET B LI
LET,

<PCB>ping 172.16.0.1

Ping 172.16.0.1 (172.16.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.1: icmp_seq=0 ttl=255 time=2.000 ms

56 bytes from 172.16.0.1: icmp_seq=1 ttl=255 time=5.000 ms

56 bytes from 172.16.0.1: icmp_seq=2 ttl=255 time=5.000 ms

56 bytes from 172.16.0.1: icmp_seq=3 ttl=255 time=5.000 ms

56 bytes from 172.16.0.1: icmp_seq=4 ttl=255 time=5.000 ms

SWAMDSTPIREEFZBELFET, ZLT. EDR—F(C DR TIEG1/0/23) h¥forwarding
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FE4:

KEIZHOINEHERLET . RMvFEHEHKL T SforwadingiRKEED7—T ILESL .
PCBMOIEEESNTZICMP/A T YR EDATWNVGEWLNEINZFERELET ., BEDIS
=P Y (YA AV N F v AV NN R IOVAG AV b g )T S oF (F 3 B8

SWATSTPR—+DREZBERRLEY, HAXRDELYTT,
<SWA>dis stp brief

MST ID Port Role STP State Protection
0 GigabitEthernetl1/0/1 DESI FORWARDING NONE
0 GigabitEthernet1/0/24 ROOT FORWARDING NONE

BIDERICH T, TD T AYHIR—IG1/0/24h orwardiREEIZE B EINFE T,
Kbhhfz\TrybIHYELFA, WREENENIEERLET . i, STPELEEL
fzRSTPIMSTPDHETY , TIAILTIE, RAYFIEIMSTPTEITSNET, SWA
D2D2NDHR—KE, 1D2DIL—bR—bEES1DDREV N J—bR—bTT, THOT4T
BIL—bR—ENTOvIINTVSIZE . RF A )L—RR—REF < Iforward R EEIZ
EEINFET,

J—h:

PCBTping 172.16.0.1a7F#ETLET . “request timed out’ETRRENT=IHE.
PCAXIGELEE A, PCADTF7AT 74— ILEREE - [EXIET 2RV F DIERERE
FLTLEELY,

R—rDIKREDFERR

SWR—FGL/ 0/1IZHEREN TS —TIILEN L. T—TILEBERLET . SWAD
HABHRILLTOREYTY

<SWA>%0ct 28 14:30:13:203 2021 H3C IFNET/3/PHY_UPDOWN:

Physical state on the interface GigabitEthernet1/0/1 changed to down.

%0Oct 28 14:30:13:204 2021 H3C IFNET/5/LINK_UPDOWN: Line protocol state on
the interface GigabitEthernet1/0/1

changed to down.

<SWA>%0Oct 28 14:39:39:057 2021 H3C IFNET/3/PHY_UPDOWN:

Physical state on the interface GigabitEthernet1/0/1 changed to up.

%0ct 28 14:39:39:057 2021 H3C IFNET/5/LINK_UPDOWN: Line protocol state on
the interface GigabitEthernet1/0/1

changed to up.
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FIES:

B

LIBTDRERICE DL R—MIBEFEEIN-ERICforwardiKEBICERINET, KR—F
FTyoR—rELTHERENET, T0ROH.EEET . forwardKEEIZLGYES, Ch
(X, STPELLELIZRSTP/MSTPDE51D0NDHRER T,

R—rDBATIIRETT, R—rOKRBEZAREICRELET, PCICEHKIN TSR
—rGUONDTYOR—MEEEF YU ILLET,

SWA®D L E

[SWA]Jinterface GigabitEthernet 1/0/1

[SWA-GigabitEthernet1/0/1]undo stp edged-port

[SWA-GigabitEthernet1/0/1]quit
SWBHR—FGLO/NIZEHRIN TS r—TIILESN L. 7—T L EBEHKELET, SWBT
R—bOREEZRRLET, HPMERBETITUREERTLT, R—rOBITREEZRTL
F9, HABRIRDEEYTY,

<SWB>dis stp brief

MST ID  Port Role STP State Protection

0 GigabitEthernet1/0/1 DESI DISCARDING NONE

0 GigabitEthernet1/0/24 DESI FORWARDING NONE
<SWB>dis stp brief

MST ID  Port Role STP State Protection

0 GigabitEthernet1/0/1 DESI LEARNING NONE

0 GigabitEthernet1/0/24 DESI FORWARDING NONE
<SWB>dis stp brief

MST ID  Port Role STP State Protection

0 GigabitEthernet1/0/1 DESI FORWARDING NONE

0 GigabitEthernet1/0/24 DESI FORWARDING NONE

R—FDIREXRDIEF TEEINET, Discarding < learning < forwarding, LRI
DERIZLDETYOR—FDEREAF YU ILENTER, STPAVN—DIV RREMN
ETFLET,

SR TIESWBIZT—4% 851X T D IL—hR—bE#G1/0/23IT B U FELT =, IL—FR—F%F
GlI024|1ZEBTAHENTEETM?

5z

LN TIHILEDR—EDIRE200(100MAR—k DT T4 L ME)TY , R—LG1/ 0/24
MESWANDSWBA —/A—AYRDY, iR—FG1 / 0/23HDVHSWAANDF—/ 8 —AyR KU
H DB ES, R—FGL024DAAMEFL100ZEEBLET ., HER. RIVYFIET
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—AELEAD JL—hR—rELTR—MG1/0/24%&IRLET,
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Lab5 Port SecurityD &% E

XENBEHE

CDTREETITEEUTOIENTESLLSIZHYET:

® Portisolation DEAREREEZZBLET,

AR COBBEIEN—FOT7 TERT S-HICHCLTEBELFEADT,
BOHELGYET,

b —UK

SWA
GE_0/1 GE_0/2
GE_0/ GE_0/1
PCA PCB

5.1 EERYFT—Y
E3ZE7N
® XAyF SWA,.PCA.PCB LOE®DXSIZERFEEINTILNET,
RRICRESNI-TORILAHEET 2NEINEFIVILET,

glpll

AERERICWVEBL TR EHEAM . . i
\ N—o3y | #= 0 EIE
EREERAEETILES
AAyFS5820v2 7571 1 L
PC Windows 7 2 7L

56



FYRT =05 =T L DR - 2 Izl

=& FIE
R—r7AYL—2avOarI4F¥aL—ay
CDERYFE RAAYFDR— I BEEBBL T, 26 DPCOEEZTOYIL. PCHATY
TV IR—FENLTHI—ADPCIZT IV ERATEDLIICTHIETT . TAMDE,
R DBEOERREBEEHEERLET,
FIEL: 7 —T )L DR
B5. 1D KSR YFE RAYFEPCRD Ty —TILEHEHLES
SWADFZEMNT I4ILETHAHILEHEEIZT HICIdreset saved-configurationa
TURTT 74DV T4FaL—av~RLET,
<SWA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<SWA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y
FIE2: port isolationEHERTDFEED
HAHDPCIZIPPRLRETHAULET,
PCADQIP7RLRA%172.16.0.1/24
PCBDIP7RL RA%172.16.0.2/24
R—,7AYL—ar DWREL TR I HH1IC. PCRIDBRBZEHEZRLET, PCAIZ
PCB~pingd 52 EMTEET , TOHAIELUTDORBYTY,
<PCA>ping 172.16.0.2
Ping 172.16.0.2 (172.16.0.2): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.2: icmp_seq=0 ttI=255 time=2.000 ms
56 bytes from 172.16.0.2: icmp_seq=1 ttI=255 time=4.000 ms
56 bytes from 172.16.0.2: icmp_seq=2 ttI=255 time=4.000 ms
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FIES:

FE4:

56 bytes from 172.16.0.2: icmp_seq=3 ttI=255 time=4.000 ms
56 bytes from 172.16.0.2: icmp_seq=4 ttI=255 time=4.000 ms

port isolation®a> 745 L—3y

SWATR—rDBEEASIZLET , R—rGigabitEthernet 1/0/1&GigabitEthernet
1/012% 5 B )L—F 2B . FR—hGigabitEthernet 1/0/24% 5B IL—T D7y
TV OR—RELTHERLET,

SWA%ZIYJ4Fal—avlET,
[SWA]port-isolate group 1
[SWA]interface GigabitEthernet 1/0/1
[SWA-GigabitEthernet1/0/1]port-isolate enable group 1
[SWA-GigabitEthernet1/0/1]quit
[SWA]interface GigabitEthernet 1/0/2
[SWA-GigabitEthernet1/0/2]port-isolate enable group 1
[SWA-GigabitEthernet1/0/2]quit
TAIL—2av T =T DEHRERTT B-OICLLTOITUREERITLES,
[SWA]display port-isolate group 1

Port isolation group information:

Group ID: 1

Group members:

GigabitEthernet1/0/1 GigabitEthernet1/0/2

port isolationZE fif & D &2
AR HCLTEIN—FI7HEFIFATEEEADT, L TOHRBREEDYET
(pingHETLEWET),
R—rT7AVL—a OHREEHRELI-RIC, PCRIDBRZHERALFEY . PCAIE
PCBApingd &M TEEH A, ZDOH HIZLUTOREYTT .
<PCA>ping 172.16.0.2
Ping 172.16.0.2 (172.16.0.2): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
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Lab6 Link aggregation®M &% 7

== 31z AN il

EERNBEEEE
ZDISHRERYTIE RAYFEA— —RRATVRTEHNM) VOTT)F—a %
BRLTCHEREERTE2AHEERLET, SBIT, FRARITERShIEZVOTIUY
—2avIL—TRHD) oSN o7 T )T =3 MNED KSIZHEEEL TY
DO DIEEENERININDATRANENET,

b T—5H

GE_0/24 7 GE_0/24
: _
< v
GE_0/23 ! GE_0/23

SWA SWB
GE_0M
GE 0/1 =
GE_0/1
@ GE_0/1
PCA @
PCB

172.16.0.1/24
172.16.0.2/24

6.1 EERVFIT—S

E3ZE7N
® XAyF SWA.RAyF SWB.PCA,.PCB [F. LORDKIICEHRENTLET,

® PCA.PCB [FELGDRAMYFITEBINTOTENETND R YFRIE link
aggregation THEH SN TLVET,
REZICHESNI-TOM L HEET INESIHEFVILET,

== SE1 Y
EEEE
AREERI LB E TR EEH o i
‘ nN—oay | e YSE0ERIE
EREERIEETILES
R4 YFS5820v2 7571 2 HL
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PC Windows 7 2 7L

FYRT =05 =TI DR - 4 1L

B FIR

FIEL:

FlE2:

=L DR

6. 1D IR YFE. R4V FEPCHID T —T IV EEKELET . GH. CORR
TRAYFEstantS2ERMYFRTIL—THREETHD T, XKE(startsETav
T4 LFET . MADIAVIT«TMET LIz, BADRAyFEstartS & TZELY,
SWA. SWBDEEMNT 74 ILbTHAHIEEFEREIZT HIZIEreset saved-
configurationaY >R TTF 74DV T4FaL—av~RLET,
<SWA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N]:y

Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<SWA>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

Static link aggregationM1& AL

Yo OT TV TF—=avl U7 )T —a E —RERIEEBMT ) —av®
—FTEMELET . COTRIRIIE. 80T T )7 —2avE RIS H42ET
Yo YATLEA—TLAV27IVT—MMUA—DJ1—REERLET, RIZ.TT
V7= A= —RIZHIET BV IT TV 7F—2av T I —T(THhER—k
FEYVETET, COULITITIT—23 T W—TIZIX . FTIIVT—30A40 32—
TJ1—RERLBESHF TN, 7T VT —2avA08—TJ1—ADOEREICEER
[TERENFT

# SWA DFRE

<SWA>sys

System View: return to User View with Ctrl+Z.
[SWA]interface Bridge-Aggregation 1
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[SWA-Bridge-Aggregation1]quit

[SWA]int GigabitEthernet 1/0/23
[SWA-GigabitEthernet1/0/23]port link-aggregation group 1
[SWA-GigabitEthernet1/0/23]quit

[SWA]interface GigabitEthernet 1/0/24
[SWA-GigabitEthernet1/0/24]port link-aggregation group 1
[SWA-GigabitEthernet1/0/24]quit

# SWB DBFE

<SWB>sys

System View: return to User View with Ctrl+Z.
[SWB]Jinterface Bridge-Aggregation 1
[SWB-Bridge-Aggregation1]quit

[SWBJint GigabitEthernet 1/0/23
[SWB-GigabitEthernet1/0/23]port link-aggregation group 1
[SWB-GigabitEthernet1/0/23]quit

[SWBJinterface GigabitEthernet 1/0/24
[SWB-GigabitEthernet1/0/24]port link-aggregation group 1
[SWB-GigabitEthernet1/0/24]quit

FIE 3: 20747 L—2a0 DHERR
SWA & SWB DZFhZF N T link-aggregation group 1&E#ZRR<LET,

<SWA>display link-aggregation summary

Aggregation Interface Type:

BAGG -- Bridge-Aggregation, BLAGG -- Blade-Aggregation, RAGG -- Route-
Aggregation, SCH-B -- Schannel-Bundle

Aggregation Mode: S -- Static, D -- Dynamic

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Actor System ID: 0x8000, 441a-fac6-9f5e

AGG AGG Partner ID Selected Unselected Individual Share
Interface  Mode Ports Ports Ports Type

BAGGl1 S None 0 2 0 Shar

<SWB>display link-aggregation summary

Aggregation Interface Type:

BAGG -- Bridge-Aggregation, BLAGG -- Blade-Aggregation, RAGG -- Route-
Aggregation, SCH-B -- Schannel-Bundle

Aggregation Mode: S -- Static, D -- Dynamic

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Actor System ID: 0x8000, 441a-fac6-9f5e

AGG AGG Partner ID Selected Unselected Individual Share
Interface  Mode Ports Ports Ports Type

BAGGl1 S None 0 2 0 Shar
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FIE4: ) o7 TV T —ar DRERER

’E fl:

WMADPCIZIPPRLRET7ZHAULET,
PCADQIP7RL RA%&172.16.0.124
PCBDIP7KLR%172.16.0.2/24

PCBMSPCA~pINgLET

<H3C>ping 172.16.0.2

Ping 172.16.0.2 (172.16.0.2): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.2: icmp_seqg=0 ttl=255 time=3.000 ms

56 bytes from 172.16.0.2: icmp_seg=1 ttl=255 time=5.000 ms

56 bytes from 172.16.0.2: icmp_seq=2 ttl=255 time=5.000 ms

SWA®DGEOQ/23&£SWBDGEQ/ 23BN — T ILEHNLET,
ZLT.BULEDpingEETLTpingMN N 2 EEHEZRLTIESLY,

1. 1DDARAYFIZERD) 0TI )T =23 0T W—TH#EBEMTEFIMN?
2. 1DDR—DEHD) 0T T )T =230 T IW—TICRTHENTEEFIMN?

EZ:

1. 7OV =230 A 3—Jx—REERT HIEICKY . EHDVOT TV —2
AV WN—TH# R T HENTEET,

2. 12DR—MII=EZ12DU T TV —2av T L—TIZLHIETHIENTE
FtH A
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Lab7 ARP

== 131 AN il
EEAREBE
CDIRTIEIUTDIEFZVFET
® ARP Mgk,
® ARP Proxy Q#g{ELarJ4¥al—3>,

b T—5H

//If \\\\ /,//
F hY /
. &)
I GE_0M
!. PCA GE_0/0 - GE_0/1
\ 172.16.0.1/24 172.16.0.254/24 ™ 172.16.1.254/24
M, / 1Y
M S AN
Y rd by

7.1 RERVET—S

E3ZE7N

———
—

\
GE_0M

PCB
172.16.1.1/24 /

® L—5—RTA.PCA.PCB [&. LOEDLIIZEHRSNTNET,

RRICRESNI-TORILAEEET ENEINEFIVILET,

AERERICWNEBL TR EHAM o )
\ N—o3y | #= e S
EREERAEETILES
MSR36-20 Version7.1 1 L
PC Windows 7 2 L
FYNT =9 —T )L DS -- 2 zL
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== 3151

=& FIE

AZX41:ARPIVN)—DFRT
ZDRAIIEEDESICARPIUN)—HMER SN DN ERLTLNET,

FIEL:

FlE2:

PCAERTAZ T —J L THART B

B7. 1D &SI —32—EPCHID T —T L EEHELET .
RTADREEMNT 74 I THAHILEFEEIZT HICIEreset saved-configurationD
TURTT 74DV T4FaL—av~RLET,

<H3C>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<H3C>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y
PCALRTAIZIPPRLRETH AT 5
INTNDEBICIPTRLRETHAULET,
PCADQIP7RLRA%172.16.0.1/24

PCBDIP7RLRA%172.16.1.1/24

RTA®MGigabitEthernet 0/0DIP7 L X%172.16.0.254/24

RTAMGigabitEthernet 0/1MDIPF7 L RX%172.16.1.254/24
PCA®D IP 7PRLAMEEE
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¢ Configure PCA

Interface  Status  IPv4 Address IPv6 Address

G0/0/M1 up 172.16.0.1/24

Interface Management

O Disable  © Enable

IPv4 Configuration:

O DHCP
O Static

IPv4 Address: | 172.16.01

Subnet Mask: | 2552552550
IPv4 Gateway: | 172.16.0.254 Apply

IPv6 Configuration:

O DHCPvG
© Static

IPvE Address:

Prefix Length:

IPv6 Gateway:
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PCB®D IP 7RLAMEETE

¢y Configure PCB X

Interface  Status  IPv4 Address IPvG Address

G0/0M up 172.16.1.1/24

Interface Management
O Disable  © Enable

IPv4 Configuration:

O DHCP
O Static

IPv4 Address: | 172.16.1.1

Subnet Mask: | 255255 2550
IPv4 Gateway: | 172.16.1.254 Apply

IPvE Configuration:

O DHCPvE
O Static

IPvE Address:

Prefix Length:

IPv6 Gateway:

FIE3:ARPTUR)—EKRTT S
RTA. PCALPCBDZNENDIPFRLRAEMACT RLRERRLET,
RTADAVA—TI—RADIPFRLREMACT RLATY,
<RTA>display interface GigabitEthernet 0/0
GigabitEthernet0/0
Current state: UP

Line protocol state: UP

Description: GigabitEthernet0/0 Interface
Bandwidth: 1000000 kbps

Maximum transmission unit: 1500

Allow jumbo frames to pass

Broadcast max-ratio: 100%

Multicast max-ratio: 100%

Unicast max-ratio: 100%
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Internet address: 172.16.0.254/24 (primary)
IP packet frame type: Ethernet Il, hardware address: 4681-b4cd-0105

<RTA>display interface GigabitEthernet 0/1
GigabitEthernet0/1

Current state: UP

Line protocol state: UP

Description: GigabitEthernet0/1 Interface
Bandwidth: 1000000 kbps

Maximum transmission unit: 1500

Allow jumbo frames to pass

Broadcast max-ratio: 100%

Multicast max-ratio: 100%

Unicast max-ratio: 100%

Internet address: 172.16.1.254/24 (primary)
IP packet frame type: Ethernet Il, hardware address: 4681-b4cd-0106

PCADQIP7RLAEMACTRLR:
C:¥Users¥admin>ipconfig/all

A—HFuk PHTE— —HFyk 1.
HEHEEAD DNS HI1v0R ... .

stAA..................Realtek USB GbE Family Controller #1
WMEB7RLA.............: A4-5D-36-59-26-4F

DHCP &% .............. (L

BEERED............ . [FW

)o4o0—Ah)L IPve PRLA. . . . .: fe80::dc0d:609c:17d1:19ee%5(1& %)
IPvd PELR ............:172.16.0.1({&%)

HIxryk YRS ..........:255.255.255.0
J—RERS.............. 2021411828 14:50:40
Y—ZXDEER. ..........:2021F11H38 14:50:40

PCBDIP7RLAEMACTERLR:
C:¥Users¥admin>ipconfig/all
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A=Y Ryb FETE— A—HRyb 1:
E&HGEAO DNS 422499 R& ...

siAA................. Realtek USB GbE Family Controller #1
WMEBFRLR.............. 44-37-E6-AB-7D-F0

DHCP %) .............. (LY

BEERED. . ... F4A

yroO—AhJL IPv6 ZRLA. ... .: fe80::dc0d:609c:17d1:19ee%5(f& %)
IPvd ZRLR .............172.16.0.1(f&%)

HIxryk YRS ..........:255.255.255.0
J—ZERS...............2021%11828 14:50:40
Y—ZXDEER. ..........:2021F11H38 14:50:40

RTALH A DPCHEZERBEMpingIT U RICKYRERLET . TDHER. RTALTE A D
ARPIUR)—MMERENET,

PCADpPingiREDFER I

[PCA]ping 172.16.0.254

Ping 172.16.0.254 (172.16.0.254): 56 data bytes, press CTRL_C to break

56 bytes from 172.16.0.254: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 172.16.0.254: icmp_seq=1 t1=255 time=1.000 ms

56 bytes from 172.16.0.254: icmp_seq=2 ttI=255 time=2.000 ms

56 bytes from 172.16.0.254: icmp_seq=3 ttI=255 time=1.000 ms

56 bytes from 172.16.0.254: icmp_seq=4 tt1=255 time=2.000 ms

PCB®DpingiREDFER (-

<PCB>ping 172.16.1.254

Ping 172.16.1.254 (172.16.1.254): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.1.254: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 172.16.1.254: icmp_seq=1 ttI=255 time=1.000 ms

56 bytes from 172.16.1.254: icmp_seq=2 ttI=255 time=3.000 ms

56 bytes from 172.16.1.254: icmp_seq=3 ttI=255 time=2.000 ms

56 bytes from 172.16.1.254: icmp_seq=4 ttI=255 time=2.000 ms
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FEL:

PCA, PCB, RTAWARPIVNJ—%FhEFNRRLET,
PCADARPIVK)—IE:
C:¥Users¥admin>arp -a
A28 —TJ1—2X:172.16.0.1 - 05
AB—2yk FELR HETRLR EE
172.16.0.254 46-81-b4-cd-01-05 313

PCBMDARPIVR)—[:

C:¥Users¥admin>arp -a

ARA—T1—R:172.16.1.1 --- 0x5
Ao3—Fyk TRLR YETRLR 1EE
172.16.1.254 46-81-b4-cd-0106 E)]: ]

RTAOARPIUR)—I&:

<RTA>display arp all

Type: S-Static  D-Dynamic  O-Openflow R-Rule  M-Multiport I-Invalid
IP address MAC address SVLAN/VSI Interface/Link ID Aging
Type
172.16.0.1 a45d-3659-264f -- GEO0/0 15
172.16.1.1 4437-e6ab-7df0 -- GEO0/1 17

D
D

ARPIUN)—#LERT HEMPCERTAOARPIV ) —RIL THAIEMN S MYET,
AZ%52:ARP Proxy®ar 7445 L— 3>

ZDBRIIFIEDESIZARP proxyxRE T A ERLTLNET,
PCAERTAZ—TJ L THERT S

RTADFREMNT 74 THHZLEHEEIZT HICIdreset saved-configurationa

YURTT 74DV T4FaL—Larv~RLET,

<H3C>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<H3C>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
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[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y
FlE2:PCALPCBDIPFRLRAEEET S

B7.20 &5IZPCOIP7RLRADH TR YT RI%E16E v 172.16.0.0/16)ICEEL

F9. ZORBR. APCIXRALCET AUMNIFETHIEITHYES, LML, mPCLHE

HENTNBRTAD AU A—TT—ADTRLA(F24E vk (172.16.0.0/24&

172.16.1.024)DFEFETT DT, MPCHEIXIZ2=7— 3N TEFE A,

b7 —5H

— -

- PCoarpr - IOk N

e PCO stopistartiz kDT FF ™
[ i
{
\ s GE 0/0 GE_ 0/ GE_0M @
N\ ik 17216.0254124 RTA 172.16.1.254/24 Fa ’

- - - - . - ’
+ 172.16.0.1116 172161116 .7

-~

<RTA> display arp all

<RTA> resetarp all #ARPT V) —%il%

<RTA>system-view

[RTAJinterface GigibitEthernet 0/0

[RTA-GigabitEthernet0/0] proxy-arp enable # Proxy-arpx=Ha%hic33
[RTA-GigabitEthernet0/0] undo proxy-arp enable # proxy-arp=#EZhic 93

72 EExRYEI—S
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PCA®D IP 7RLAMDEETE

™ Configure PCA

Interface Management
O Disable @ Enable

IPv4 Configuration:

O DHCP
© Static

IPv4 Address: | 172.16.01

IPvE Configuration:

O DHCPvB
O Static

IPvE Address:
Prefix Length:

IPvE Gateway:

Interface  Status  IPv4 Address

G0/0M up 172.16.0.116

Subnet Mask: | 255.255.0.0

IPv4 Gateway:. | 172.16.0.254

IPvE Address
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PCB®D IP 7RLAMEETE

¢y Configure PCB

Interface  Status  IPv4 Address

G0/0M ur 172.16.1.1/16

Interface Management

O Disable  © Enable

IPv4 Configuration:

O DHCF
O Static

IPv4 Address: | 172.16.1.1
Subnet Mask: | 255.255.0.0
IPv4 Gateway:

IPv6 Configuration:

O DHCPvG
© Static

IPvE Address:
Prefix Length:

IPvE Gateway:

IPvE Address

RTADIP7RLREH T RYNIRIDERTE

<RTA>system-view
[RTAJinterface GigabitEthernet 0/0

[RTA -GigabitEthernet0/0]ip address 172.16.0.254 24

[RTA -GigabitEthernet0/0]quit
[RTAJinterface GigabitEthernet 0/1

[RTA -GigabitEthernetO/1]ip address 172.16.1.254 24

[RTA -GigabitEthernet0/1]quit
[RTA]display interface brief

Brief information on interfaces in route mode:

Link: ADM - administratively down; Stby - standby

Protocol: (s) - spoofing
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Interface Link Protocol Primary IP Description
GEO0/0 UP UP 172.16.0.254
GEO0/1 UP UP 172.16.1.254
F|IE3:ARP proxyDXEET 5
RTAIZARP proxyDE&EF T HRIIC. MPCREINIAZI =4 — 3o M TELGWNI LEHERL
FY,
PCAMBRTAMN GigabitEthernet 0/ 0NN =4/ —av (A TEFET,
<PCA>ping 172.16.0.254
Ping 172.16.0.254 (172.16.0.254): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.254: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 172.16.0.254: icmp_seq=1 t1=255 time=2.000 ms
56 bytes from 172.16.0.254: icmp_seq=2 ttI=255 time=2.000 ms
56 bytes from 172.16.0.254: icmp_seq=3 ttI=255 time=3.000 ms
56 bytes from 172.16.0.254: icmp_seq=4 ttI=255 time=2.000 ms

PCAMSRTAMDGigabitEthernet 0/1ANAZA =4S —2av [EH T RYMNELZDTIZa
Zh—=av N TEEE A,

<PCA>ping 172.16.1.254

Ping 172.16.1.254 (172.16.1.254): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

LK. PCANSPCBADpinglE TEFEE A

<PCA>ping 172.16.1.1

Ping 172.16.1.1 (172.16.1.1): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

PCAEPCBIFRICH T Ryb EIZHYET A BLGHYTRIMIBT 510 8—Tx—XI(C
RSN TSSO HEICTIERTHILIETEEF R A, L. ARPTAFIAERES
NTWBBE., L—E—([EPCANLDARPERIZIL—F—BIHADMACTRLATIHELE
T RIZ.PCAIZPCBDIFED /A ybE IL—F—ITFEEL, IL—F—(FLayter2 RA v F &
E#IZ/ 4y EPCBIZERELET
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RTAIZARP proxyD & E&#LFT
[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]proxy-arp enable
[RTA-GigabitEthernet0/0]quit
[RTAJinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]proxy-arp enable
[RTA-GigabitEthernet0/1]quit

PCAMSPCBApingLET

<PCA>ping 172.16.1.1

Ping 172.16.1.1 (172.16.1.1): 56 data bytes, press CTRL_C to break

56 bytes from 172.16.1.1: icmp_seq=0 ttI=254 time=3.000 ms

56 bytes from 172.16.1.1: icmp_seq=1 ttI=254 time=4.000 ms

56 bytes from 172.16.1.1: icmp_seq=2 ttl=254 time=4.000 ms

56 bytes from 172.16.1.1: icmp_seq=3 ttl=254 time=4.000 ms
FlE4:ARPTUR)—ERTT D

RTALDARPIUN)—%2%RTRT D

[RTA]display arp all

Type: S-Static  D-Dynamic  O-Openflow R-Rule  M-Multiport I-Invalid

IP address MAC address SVLAN/VSI Interface/Link ID Aging Type
172.16.0.1 a45d-3659-264f -- GEO0/0 18 D
172.16.1.1 4437-e6ab-7df0 -- GEO0/1 18 D

’fé:F:ﬁ:
LORTADARPIUVI)—DRRTIBER RSN TS Aging" &I T A ?

zZ:

FNFNDIPFRLRAODI - T BBMSH THAHIEXZRLTNET , LI=A>T. RTA
NENEFNDOPCOIPTRLRIZHRELTEELI-MACTZFLRIX18F&IZIZHIBREhE
ERS
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Lab8 DHCP

XENBEHE

COIRTIEUTOIEEZVFET :

® DHCP D21k,

® DHCP H—/\—@arI4FXal—3r,
® DHCP relay agent D3> 74¥aL—Y3ay,

b —UK

@ GE_0/1 GE_0/1 .§ GE_0/2

PCA
DHCP client

SWA

172.16.0.1/24

RTA
DHCP Server
ip-pool
172.16.0.0/24

Assigned ip 172.16.0.2/24 <

8.1 EExRVFI—S

== SE1
EEEEB
AEERICWNELG TR EHAM
\ N—3y | B2 Yi0E1E
REBREERAAEETILES
MSR36-20 Version7.1 1 =L
S5820V2 Version7.1 1 Tl
PC Windows 7 1 L
FYRT =95 —T )L DS - 2 L

XBFIR

AZ41: PCARRTADDHCPH—/\—{EEIZ KYIPFRL A E TGS
ZDHRRYTIE, JL—B—TDHCPHY—/\—%1Ep T 5 A iEL. DHCPY ATV rAREIL

ST RYr EDODHCPH —/N—MSIPPRLA F—hIIAT7RLA BLUVFDMODIE
RIERENGT I A EERLET,
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FIEL:

FlE2:

FIE3:

PCAERTAZ T —J L THART B

8. 1M &SI —2—,PCHID T —T L EHEHELET .

SWA. RTADEZREMNT I+ ILETHAHZEEHEEITT S [Ereset saved-
configurationaY >R TTF 74/LbDAV T4FaL—av~ARLET,
<H3C>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<H3C>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y
RTA®MGigabitEthernet 0/0IZIP7FL X172.16.0.1/24% 7 H (49 %
[RTAJinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]ip address 172.16.0.1 24
[RTA-GigabitEthernet0/0]quit

RTAIZDHCPY—/A—DaY74F¥aL—3aET 5
[RTA]dhcp enable

[RTA]dhcp server forbidden-ip 172.16.0.1

[RTA]dhcp server ip-pool 1

[RTA-dhcp-pool-1]network 172.16.0.0 mask 255.255.255.0
[RTA-dhcp-pool-1]gateway-list 172.16.0.1
[RTA-dhcp-pool-1]quit

RTAIZOY 457 L—23Y LIzDHCP7RL AT — )L D1EHRERTT S
[RTA]display dhcp server pool
Pool name: 1

Network: 172.16.0.0 mask 255.255.255.0

expired day 1 hour 0 minute 0 second 0

reserve expired-ip enable
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reserve expired-ip mode client-id time 4294967295 limit 256000
gateway-list 172.16.0.1

F|[E4:PCADONICIZDHCPH —/A\—MBIP7RLRAERMB T HELIIHET S
AVMA—ILARIILTRYNT =D GZREET, O—HILTUT7EGEEZERL. &
DUVIA= 21— TANTAEERLET, RyTT7VITFATOTRYIRT. 1>
A—xybhFARIIL(TCP/IP)Z#BIRL. TO/NTAEDYvILET, K820 K5I
BAT7OTRYIANKTEINET,

£ AE0ER
FybI-IT DEEEFYTR-FEN TS, IP EEESEMICRET LT
39, - R TWENME ST, #ybI-7EEEICENE IP BEERVEDET
Eal.
O P PELAE 5E89(ZENET 3(0)
O ED P FRLARES(S):

© DNS #-/(-OFFLAZ S ERICENE T 3(B)
(O M DNS #-)(-OFFLAEES(E):

e ZEBE(V)..

OK Ful

8.2 Windows PC @ Internet protocol(TCP/IP)7H/37«
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HCLTIZLL FD &LSIZDHCPEEIRLET,

¢ Configure PCA x

Interface Status  IPv4 Address IPv6 Address
G0/0M1 DOWN
Interface Management
O Disable @ Enable
IPv4 Configuration:
© DHCP
O Static
Apply
IPv6 Configuration:
© DHCPv6
O Static

8.3 HCL miz&

PCANERFLIZIPZPRL A, YRR  HF—h DA TRLARZEHER T BH(IZIFavr ROy

kTipconfiga~v > FEADLET,

C:¥Users¥admin>ipconfig

Windows IP #& 5k

A—YRyb FHATA3— 41—H2ub 1:
EREAOD DNS Y7199 ... ..

Joo0—hJL IPv6 PRLA. ... .: fe80:dc0d:609¢c:17d1:19ee%5
IPv4 PRLR .............172.16.0.2

HIxryk YRS ..........1255.255.255.0

TIHIE F—bozA ... ... .2172.16.0.1

£ L. PCANIPFRLROBRFIZKBLE=S . ¥—T L DEHREZEZEL, S5(CavrR7no

>k Tipconfigirenewa< > REAHLET,

HCLMD1IBA . configureD/SRIILD—FBEEIZREDIPFRLARRREINETT DTEIT

HRALET,
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¢_™ Configure PCA

8}

Interface Status  IPv4 Address IPvE Address

G0/0/M1 up 172.16.0.2/24

8.4 DHCP H#—/\—hn&YHTonf=IP 7RLA

FE5: RTAODHCPHY—/\—DIREEXTEZRT S
RTAL MDDHCPH—/N\—D#istiEHERTLET,
<RTA>display dhcp server statistics

Pool number: 1

Pool utilization: 0.78%

Bindings:

Automatic: 1
Manual: 0
Expired: 1

Conflict: 0

Messages received: 143
DHCPDISCOVER: 48
DHCPREQUEST: 48
DHCPDECLINE: 0
DHCPRELEASE: 47
DHCPINFORM:

BOOTPREQUEST:

Messages sent: 96
DHCPOFFER: 48
DHCPACK: 48
DHCPNAK: 0
BOOTPREPLY: 0

Bad Messages: 0

COHEAFIIL—E—DTRLRAT—ILOffeHERERLTONET,
DHCPOSATURAEIY B TONTWSIPPRLRAZHER T HDIEILUTOAT R THER
TEEY,

<RTA>display dhcp server ip-in-use
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IP address Client identifier/ Lease expiration Type
Hardware address
172.16.0.2 0031-3836-632e-6430- Nov 5 13:02:42 2021 Auto(C)
COFER. PCAIZIE172.16.0. 20 EY HToN TS IEN MY ET,
DHCPH—/N\—MEIY S THRERZIPZRFL R FLLTF DAY R THRTEET,
<RTA>display dhcp server free-ip
Pool name: 1
Network: 172.16.0.0 mask 255.255.255.0
IP ranges from 172.16.0.3 to 172.16.0.254
HAIE, IP7FLX172.16.0.2, 172.16.0.1, KU 172.16.0.0H &Y & THBETIE AL
CEERLTVEY . 172.16.0.1FEIYHTHIEMNTET, 172.16.0.20PCAIZEIY
ToNnTHY. 172.16.0.008 % YcT—HUF7FLRATT,

AZ%52:PCANRTANSDHCP relaylZ&YIP7RLRAERET S
ZDSHRERYTIE, SWATDHCPYL—I—S 1 bR T 5 5%E. DHCPYSA 7Y
FJL—Z =Dz b ENL TR DY TRV EDDHCPH—/N\—MSIPFRL R, —k
DIATRLR BV ZEDMMDBAIERENGT 5HEFERLET .

T —0
172.16.1.1/24 172.16.0.1/24 172.16.0.2/24
@ GE_0M1 GE_0/M1 GE 0/2 GE_0/0

PCA SWA RTA
DHCP client DHCP relay DHCP Server
ip-pool
Assigned IP address 172.16.1.2/24 < 172.16.1.0/24

8.5 E&ERYFI—4

FIEL:PCAERTAZ 7 —T L THHRT %
B8.1 D&KL —R—EPCRID T —T L EHEHKELET
SWA, RTADREMNT IHILETHAHZEEFEEIZT Sl (Freset saved-
configurationaY >R TTI4/)LDAV T4 F2L—23V~NRLET,
<H3C>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<H3C>reboot
Start to check configuration with next startup configuration file, please
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FlE2:

wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y
SWALRTADIPTRLRZEEET S

#&8-1 SWALRTAIZEIY HTAHIPTRLARF—L

WIBA 2 RA—T1—
EEA IP7RL X VLANA > B—TJ1—R
3
G1/0/1 172.16.1.1/24 | VLAN-interface 1
SWA
G1/0/2 172.16.0.1/24 | VLAN-interface 2
RTA G0/0 172.16.0.2/24
F=8-1MD KSIZSWALRTAIZIPZPRL RZEIY B TET,
[SWA]vlan 2

[SWA-vlan2]quit

[SWA]interface GigabitEthernet 1/0/2

[SWA-GigabitEthernet1/0/2]port access vlan 2

[SWA-GigabitEthernet1/0/2]quit

[SWA]interface Vlan-interface 1

%Nov 4 15:41:15:621 2021 SWA IFNET/3/PHY_UPDOWN: Physical state on the
interface Vlan-interface1 changed to up.

%Nov 4 15:41:15:621 2021 SWA IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Vlan-interface1 changed to up.

ip address 172.16.1.1 24

[SWA-VIan-interface 1]quit

[SWA]interface Vlan-interface 2

%Nov 4 15:41:57:485 2021 SWA IFNET/3/PHY_UPDOWN: Physical state on the
interface Vlan-interface2 changed to up.

%Nov 4 15:41:57:485 2021 SWA IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Vlan-interface2 changed to up.

[SWA-VIan-interface2]ip address 172.16.0.1 24

[SWA-VIan-interface2]quit

SWATVLAN, interface, IP7RLAMIELLEIY B TONTWSIHIFEELET,
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[SWA]display ip interface brief
*down: administratively down

(s): spoofing (I): loopback

Interface Physical Protocol IP Address Description
MGEO0/0/0 down down -- -
Vian1 up up 172.16.1.1 --
Vlan2 up up 172.16.0.1 --

[SWA]display vlan all

VLAN ID: 1

VLAN type: Static

Route interface: Configured

IPv4 address: 172.16.1.1

IPv4 subnet mask: 255.255.255.0

Description: VLAN 0001

Name: VLAN 0001

Tagged ports:  None

Untagged ports:
GigabitEthernet1/0/1

VLAN ID: 2

VLAN type: Static

Route interface: Configured

IPv4 address: 172.16.0.1

IPv4 subnet mask: 255.255.255.0

Description: VLAN 0002

Name: VLAN 0002

Tagged ports:  None

Untagged ports:
GigabitEthernet1/0/2

RTATIP7FL R &Static routeZ R ELET .
[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 172.16.0.2 24
[RTA-GigabitEthernet0/0]quit
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[RTAJip route-static 172.16.1.0 24 172.16.0.1

W—TAV T T—TINERHERLET,
[RTA]dis ip routing-table

Destinations : 13 Routes : 13
Destination/Mask  Proto  Pre Cost NextHop Interface
172.16.1.0/24 Static 60 0 172.16.0.1 GEO/0

FIE3:PCAERTAZ 7 —T L THHR T 5
RTAIZDHCPH—/\—%3%E L. SWAIZDHCP relay agent#%EL%E T .
RTAZRELET .
[RTA]dhcp enable
[RTA]dhcp server forbidden-ip 172.16.1.1
[RTA]dhcp server ip-pool pool1
[RTA-dhcp-pool-pool1]network 172.16.1.0 mask 255.255.255.0
[RTA-dhcp-pool-pool1]gateway-list 172.16.1.1
[RTA-dhcp-pool-pool1]quit

SWAZRELFEY .

[SWA]dhcp enable

[SWA]interface Vlan-interface 1

[SWA-VIan-interface1]dhcp select relay
[SWA-VIan-interface1]dhcp relay server-address 172.16.0.2
[SWA-VIan-interface 1]quit

FE4: PCAARTAMNSDHCP relaylC&YIPFRLRAEERFT S
PCALSWARID —TILESNLET (HCLOBE . y—TILETHEIYYIL, TILE
DA a—hibdeleteE )y IL Ty —TIILEHIBRLET), TLT. BUYy—J L%
EHLETHCLOBE., BUAAD linkIZ&Yr—TILEDHEET),
PCAMNSWAZ#EH(relay)L T. RTAODHCPH—/\—hoBRELEIPFRL A% %
FEERUCKSICHERLET,
HCLDIZE . LTDKIITHYFET, FY B TONIPFRFLR(F172.16.1.2/24TL
Tz
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¢ Configure PCA

Interface Status  IPv4 Address IPvE Address

G0/0M up 172.16.1.2/24

F|IE5: DHCP relay agentD{&#ERTT 5
SWA L DDHCPH—/N\—D7RLRAEHRLET,
<SWA>display dhcp relay server-address
Interface name Server IP address
Vian1 172.16.0.2

DHCP relay/\srybDiE#RERTLET S
<SWA>display dhcp relay statistics
DHCP packets dropped:

DHCP packets received from clients:
DHCPDISCOVER:
DHCPREQUEST:

DHCPINFORM:

DHCPRELEASE:

DHCPDECLINE: 0
BOOTPREQUEST:

DHCP packets received from servers:
DHCPOFFER:

DHCPACK:
DHCPNAK:
BOOTPREPLY:

DHCP packets relayed to servers:
DHCPDISCOVER:
DHCPREQUEST:

DHCPINFORM:

DHCPRELEASE:
DHCPDECLINE: 0
BOOTPREQUEST: 0

o O =~ =~ N O

O O =~ =~ N O O =~ =~ N O©o
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DHCP packets relayed to clients:
DHCPOFFER:

DHCPACK:
DHCPNAK:
BOOTPREPLY:

DHCP packets sent to servers:
DHCPDISCOVER:
DHCPREQUEST:
DHCPINFORM: 0
DHCPRELEASE:
DHCPDECLINE: 0
BOOTPREQUEST:

DHCP packets sent to clients:
DHCPOFFER:
DHCPACK:

DHCPNAK:
BOOTPREPLY:

o O O O O O =~ =~ DN

o O O o o o

’fé:F:ﬁ:
1. SIRARXH1T. DHCPZRL AT — )LHARTATL92.168.0.0/24L L THEB SN TL S5
& . PCAIXRTAMSIPZRLREZEREBLETMN? ES5LT?

EZ:

YRV

PCAIZH T 1vh192.168.0.024DIPTRLRZRFITEFEF B A, RYMNTI—ITNLRI(E,
FIvIAN=—ALEFERALT, BHRIPTRLRADEY B TEHEES, FRFIRILITIE,
RTAIZDHCPH—/\—,PCAD T —b A DA EL THREL CTT— 2% EniiLE T,
RTAIZ. PCAICHEHKIN TS E—T1—REIFER DY T RYNMIETBIPTRLR%E
BYLBTERA, EILENE, PCAIXRTALEETEE A, EME.DHCP7RLRT—
JVEIFERGZ Y TRy ETHFIASINS M F—T1—X EDDCHPEREIZEL DY TH
JhEIZHBDAR—TI—ATDHCPERZZIET H&. RTAIKERZERL. V5147 k
DERIZIPPRLRZEVETER A,

2. SIRARY2T. . DHCP7RL R T—)LARTAT192.168.0.0./24L L THEB SN TS5
& . PCAIZRTAMSIPZRLREZREBLETMN? ES5LT?
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EZ:

L\NVZ, PCAIZH T RYE192.168.0.0/24DIP7RL RAEEG TEF A, DHCPJL—IT
—DxUME, 1\ yhEDHCPY —/N\—IZBRE T BHIIC, ZIEA2—T—ADIPFRL R
%#DHCPOZA 7 BDHCP/ Ny ZEEMLEY , DHCPH—/3—[&,. DHCPL—T
—CIVMDZIEAB—TI—ADY TR YMIIPTRLRAZEIY L TES, DHCPFRLR
T—=IBZDHTRyb LTIV =HTY, DHCPIXIPZRLRZEIVETEE A,
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Lab9 IPv6

== 131 AN il
EENBEELBE
COSRTIEUTDIEEZUVET:
® JL—A3—IZIPV6 DT7RLAZEHELET,
® [Pv6 7KL RIZ ping LET,
® |PV6 PRLADBEERA/N—DIFEREFTVILET,

b —UK

3001::1 3001::2
GE_0/0 GE_0/0

RTA RTB
9.1 EFARYrT—Y
XEERE
AEERICDEG T IEER R
N—23ay e LR
EREERAEETIVES

MSR36-20 Version7.1 2 7ZL
PC Windows 7 1 7L
FYNT =0 —T )L DS - 1 7L

=& FIE

AR IPv67RLADERTE LR T
CDRARVIE IPTRLREER T 55 EERLTVNET . IPV6RA/N—IU ) ZE/ERR
L. IPVERAN—~DEHETANFT, CDFRIETET T 5L, neighbor
discovery (ND) F7ALIILDAE D KSITHEET DO EHRBATEDLSIZHYET, D5
REAZRIDFTRTHATURIZDONTIE, ARURYT7LUAD I avE=SBLTLE
3Ly,

FIEL: W—3—%&T—T L TR T 5

9. 1D &SI —F—fETr—TIILTHEELET,
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display versiona? U F#FERAL T, RTABKURTBAF SNV IRz T7/N\—D
AVEERFTLTNDILEFRHERLET . EELITHEEMNTHONTULVGRNI EEHEREL
TLIZEL, RTAF[IRTBOREMNEESINT-IHZS L. reset saved-
configurationa< U RZEFERALTT 74 ILAREZETTL. rebootaT U FEFEALT
W—E—% )T —rLTEREZRIALFE T, oI RTODITUFELI—H—Ea—
TRITLFET,

FE2:1)>9O—hILIPV6 7 FLREBBIMICERL. EHET AL, RA/1N—%RTTD

RTAZRELFT

# 423 —2Jx—2X GigabitEthernet 0/0Z BEIRIIC) >0 —HILIPV6FRLREA KT S

FOITERELFET,

[RTAJinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]ipv6 address auto link-local

[RTA-GigabitEthernet0/0]quit

RTBZHRELET

# 423 —2Jx—2X GigabitEthernet 0/0Z BEIRIIC) >0 —HILIPV6 FRLREA KT S
FOITERELFET,

[RTB]Jinterface GigabitEthernet 0/0

[RTB-GigabitEthernet0/0]ipv6 address auto link-local

[RTB-GigabitEthernet0/0]quit

FERDBENTETTHE KA F—T—RIEYIA—DILTRLREERLET, &L
—3—D) A=A TRLRAERRL, LTITRT LIITHEGEETANET,
[RTA]display ipv6 interface GigabitEthernet 0/0 brief

*down: administratively down

(s): spoofing

Interface Physical Protocol IPv6 Address
GigabitEthernet0/0 up up
FE80::3E23:ACFF.:FECA:105

[RTB]display ipv6 interface GigabitEthernet 0/0 brief

*down: administratively down

(s): spoofing

Interface Physical Protocol IPv6 Address
GigabitEthernet0/0 up up
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FE80::3E23:B6FF:FE74:205

[RTA]ping ipv6 -i GigabitEthernet 0/0 FE80::3E23:ACFF:FECA:105

Ping6(56 data bytes) FE80::3E23:ACFF:FECA:105 --> FE80::3E23:ACFF:FECA:105,
press CTRL_C to break

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seg=0 hlim=64 time=0.000 ms

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seg=1 hlim=64 time=0.000 ms

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seg=2 hlim=64 time=0.000 ms

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seg=3 hlim=64 time=0.000 ms

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seg=4 hlim=64 time=0.000 ms

--- Ping6 statistics for FE80::3E23:ACFF:FECA:105 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.000/0.000/0.000 ms

RTADRAN—IFHERTLEYS
[RTA]display ipv6 neighbors all

Type: S-Static D-Dynamic O-Openflow R-Rule I-Invalid

IPv6 address Link layer VID Interface/Link ID  State T Age
3001::2 3c23-b674-0205 N/A  GEO/0 STALE D
619

FE80::3E23:B6FF:FE74:205 3c23-b674-0205 N/A GEO/0 STALE D
609

FIE3: A A—Tx—ANT O—/N\)LAZF Y ANV RZERT HEIITHREL . Bk
RELTRAN—ZRTLET,

RTAZRELF T,

# interface GO/0IZ/ 00—/ )LA=F v AR7RL R 30011 ELFET

[RTAJinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]ipv6 address 3001::1/64

[RTA-GigabitEthernet0/0]quit

RTBZE:RELET .

# interface GO/OIZZ O—/\)LA=F ¥ AFFRL R 3001:2% R ELET
[RTB]Jinterface GigabitEthernet 0/0

[RTB-GigabitEthernet0/0)ipv6 address 3001::2/64
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[RTB-GigabitEthernet0/0]quit

LEOBANTET 5L FEAUF—T—R(EFFTB—/LIPV6 A =F v RN PR REERK
LET, BIL—F—DTO—/N\LIPV6AZF Vv RANFRFLRZRRL, LLTFITTRY LOIHERR
ZTAMNET,

[RTA]dis ipv6 interface GigabitEthernet 0/0 brief

*down: administratively down

(s): spoofing

Interface Physical Protocol IPv6 Address
GigabitEthernet0/0 up up 3001:1
[RTB]display ipv6 interface GigabitEthernet 0/0 brief

*down: administratively down

(s): spoofing

Interface Physical Protocol IPv6 Address
GigabitEthernet0/0 up up 3001::2

[RTA]ping ipv6 3001::2

Ping6(56 data bytes) 3001::1 --> 3001::2, press CTRL_C to break
56 bytes from 3001::2, icmp_seq=0 hlim=64 time=2.000 ms

56 bytes from 3001::2, icmp_seq=1 hlim=64 time=1.000 ms

56 bytes from 3001::2, icmp_seq=2 hlim=64 time=3.000 ms

56 bytes from 3001::2, icmp_seq=3 hlim=64 time=1.000 ms

56 bytes from 3001::2, icmp_seq=4 hlim=64 time=2.000 ms

--- Ping6 statistics for 3001::2 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/1.800/3.000/0.748 ms

IPV6RAN—ERTLES
[RTA]display ipv6 neighbors all

Type: S-Static D-Dynamic O-Openflow R-Rule I-Invalid

IPv6 address Link layer VID Interface/Link ID  State T Age
3001::2 3c23-b674-0205 N/A  GEO/O REACH D
23

FE80::3E23:B6FF:FE74:205 3c23-b674-0205 N/A GEO/O REACH
D 13
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’EF‘:ﬁ:
1. IPVERAN—T—TILIZIZEDRAN—RENEEN, TNLIEESLVSEKRTTN?

EZ:

P HE9 BIREEICIE, INCMP, REACH, STALE, DELAY. 8&UPROBEAEENFET,
INCMPIE, RAN—FELADRRPTHY . RAN—DI VBT RLANTRHATHS L
ZRLELT=, REACHIE, RA/N—DEZERRETHAHEERLET, STALE. DELAY.
F2[ZPROBEI&. 4 /N\—DEEAREMEA RSN TLVENIEERLET, NDTORD
WIE SN DKRBEFERLTRAN—DEEMEZRL. KYZLDBRIEEYR—MTBHIL
T.ARPLYEHFBEWVEX 1 TAZIRELET,
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Labl10 IPJL—T 14 £

XENBEHE

COIGRTIELUTOIEEZZUVET
® Static & default route DA T7445 L—32,
® IL—T4TT—TILDEKRT,

FykD—5H

o s o
-_— —_
— —

AN e T AB2ABBA0 T T TN
,f’ @ “192.168.1.1/24 Ser 310 @ \\
! DTE <~ V.35 —-->DCE \
192/168.0.1/24 RTA »fffzi” 192.163.1,2;2ﬁ RTB 192.153.2.%;24
! GEOO| 1 TTeee - Sy pevien 1‘
| 1I : = |
1 192.168.0.0 ]| 1 192.168.2.0 |
1 .f \ :
\ GE_0/1 J { I
\ /192.168.0.2/24  192.168.2.2/24 | | GE_V/1 !
\\ @ GW:192.168.0.1 GW:192.168.2.1 /
/
"\\ PeA e /,

10.1 EEARYLT—5

EEEE
AERICHELGFIRMHEAM
NnN—av | HE SRS
EREBANEETILES
MSR36-20 Version7.1 2 L
V.35 DCEZ Y7 ILir—T )L - 1
V.35 DTEVUZILr—T )L 1
PC Windows 7 1 7L
2V T =04 —T L D - 2 7L
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B FIR

BRYLIIWN—TAV T T—TIERTT S

CDERRITIE IN—TA4 T T—TILDERTE IN—TA4T TN )—DIEB EHER

EXE

FIEL:PCEIL—2—Fr—T L THEHRT S
K10.1DESITIL—E—EPCRID S —T L EEHELET .

RTA.RTBODEREMNT I+ ILETHAHZEEHEEIZT S (Ereset saved-
configurationaY >R TTF 74DV T4FaL—av~RLET,

<RTA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<RTA>reboot

Start to check configuration with next startup configuration file, please

wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?

[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

FIE2: W—T4 T T—TINERRLET

RTADI—T4VTT—TINERTLET,
<RTA>display ip routing-table

Destinations : 8

Destination/Mask  Proto

0.0.0.0/32 Direct
127.0.0.0/8 Direct
127.0.0.0/32 Direct
127.0.0.1/32 Direct
127.255.255.255/32 Direct
224.0.0.0/4 Direct
224.0.0.0/24 Direct

255.255.255.255/32 Direct

Pre Cost

Routes : 8
0 O
0 O
0 O
0 O
0 O
0 O
0 O
0 O
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NextHop
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
0.0.0.0
0.0.0.0
127.0.0.1

Interface

InLoopO
InLoopO
InLoopO
InLoopO
InLoopO
NULLO
NULLO
InLoopO
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CORERIX. IL—EF—D8DDEFALIMIL—rEEHL 1DDIL—TIN\VIFTRLA
127.0.0.0E12DRDIL—T 1N\ HOFRL AR 127.0.0.1%E->TLVET,
£10-1 IPPRFLRAEYHTRF—7

g 128—7x—RX | IPPELR F—bkroxA
S3/0 192.168.1.1/24 -
RTA
G0/0 192.168.0.1/24 -
S3/0 192.168.1.2/24 -
RTB
G0/0 192.168.2.1/24 -
PCA 192.168.0.2/24 192.168.0.1
PCB 192.168.2.2/24 192.168.2.1
AF—TEICIPPFLRZEIYETET,
RTAZaY74¥aL—3avLET,
[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTAJinterface Serial 3/0
[RTA-Serial3/0]ip address 192.168.1.1 24
[RTA-Serial3/0]quit
RTBZaY24F2L—23VLFET,
[RTBJlinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 192.168.2.1 24
[RTB-GigabitEthernet0/0]quit
[RTB]linterface Serial 3/0
[RTB-Serial3/0]ip address 192.168.1.2 24
[RTB-Serial3/0]quit
RTAD IV —T42 0 T—TVERTLET,
<RTA>display ip routing-table
Destinations : 17 Routes : 17
Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
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127.0.0.0/32 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

H A1, RTAIZ5E4192.168.0.0/24, 192.168.0.1/32, 192.168.1.0/24, 192.168.1.1/32,
H&U192.168.1.2/2~ADFHLWEEIL—IDHEHILEEZRLTVET , CNHDIL—FDS
$5192.168.0.1/ 32, 192.168.1.1 / 32, £ K1,192.168.1.2/32IFH T Rx v IL—hTT , EiE
IL—hE VBT OraLNT YT EEREINET . R—tDY U IBETORILLST S
VEBHE FNICERESNTOWSEEIL—NMIEIBRIhET,

RTA®MGigabitEthernet 0/0Zshut downLZEd,

[RTAJinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]shutdown

%Nov 5 17:56:32:962 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface GigabitEthernet0/0 changed to down.

%Nov 5 17:56:32:962 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state on the
interface GigabitEthernet0/0 changed to down.

[RTA-GigabitEthernet0/0]quit

RTADBRH DI —T1V T T—TIVERTLET,
[RTA]display ip routing-table

Destinations : 13 Routes : 13

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
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127.0.0.0/32
127.0.0.1/32

Direct

Direct

127.255.255.255/32 Direct

192.168.1.0/24
192.168.1.0/32
192.168.1.1/32
192.168.1.2/32
192.168.1.255/32
224.0.0.0/4
224.0.0.0/24

Direct
Direct
Direct
Direct

Direct

o ©O O o o o ©o o

Direct 0
Direct 0

255.255.255.255/32 Direct 0
GigabitEthernet 0/0M )27 Aka)LhidisablelZi 27z D T DR—M IS TLY

BFALIMIL—I D HIBRENETS,

GigabitEthernet 0/0 ZJTICTRELET

0
0
0
0
0
0
0
0
0
0
0

[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0Jundo shutdown
[RTA-GigabitEthernet0/0]%Nov 5 17:57:15:834 2021 RTA IFNET/3/PHY_UPDOWN:
Physical state on the interface GigabitEthernet0/0 changed to up.

%Nov 5 17:57:15:835 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state on the

interface GigabitEthernet0/0 changed to up.
[RTA-GigabitEthernet0/0]quit

127.0.0.1
127.0.0.1
127.0.0.1
192.168.1.1
192.168.1.1
127.0.0.1
192.168.1.2
192.168.1.1
0.0.0.0
0.0.0.0
127.0.0.1

InLoop0
InLoop0
InLoop0
Ser3/0
Ser3/0
InLoop0
Ser3/0
Ser3/0
NULLO
NULLO
InLoopO

YooyBTOra)Lmi Ty I L. GigabitEthernet 0/0DF ALk IL—kREMENET,
A R%2:static routeDERTEEZLET

CDBERAYTIFPCHINDIAZTA = — 3 %A HEIZT Sstatic route DR EETVVET . £

LT.EDKSICLTIL—TAoT =T EETENEHBALET,

FEL:PCOIPFRLREERET S

FR10-1IZHEST. PCHOIPFRLRES — b, AZERLET . XIZ. WindowsOSH
5Start > Runz2')voL., TX ARy I X IZemdEA AL T, OKES) oL,
ipconfigavY U RZEFEAL T RSN IZIPTRLRES —h T4 A IELN EEFESEL

FI,

EHETAN 2=0IZ8&PCOF — Y12 FERALET ., =&XIE PCATY —F
) 14192.168.0.11ZpingZEITLET,

<PCA>ping 192.168.0.1
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Ping 192.168.0.1 (192.168.0.1): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.0.1:
56 bytes from 192.168.0.1:
56 bytes from 192.168.0.1:
56 bytes from 192.168.0.1:
56 bytes from 192.168.0.1:

icmp_seq=0 ttI=255 time=1.000 ms
icmp_seq=1 tt1=255 time=3.000 ms
icmp_seq=2 ttI=255 time=2.000 ms
icmp_seq=3 ttI=255 time=0.000 ms
icmp_seq=4 ttI=255 time=2.000 ms

--- Ping statistics for 192.168.0.1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.600/3.000/1.020 ms

BEULDPCA~pingZITLVET , Bl ZIEL. PCANSPCBA~pingLET,

[RTA]ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

Request time out
Request time out
Request time out
Request time out

Request time out

HAK, FEEICBNZETELNEFTRLTOET, Thid, RTAN192.168.2.2MPCB~MD
IL—FEES>TWVEWN =TI,

RTAD I —T 42T FT—TILERT

[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop
0.0.0.0/32 Direct 0 O 127.0.0.1
127.0.0.0/8 Direct 0 O 127.0.0.1
127.0.0.0/32 Direct 0 O 127.0.0.1
127.0.0.1/32 Direct 0 O 127.0.0.1
127.255.255.255/32 Direct 0 O 127.0.0.1
192.168.0.0/24 Direct 0 O 192.168.0.1
192.168.0.0/32 Direct 0 O 192.168.0.1
192.168.0.1/32 Direct 0 O 127.0.0.1
192.168.0.255/32 Direct 0 O 192.168.0.1
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Interface
InLoop0
InLoop0
InLoop0
InLoop0
InLoopO
GEO0/0
GEO0/0
InLoopO

GEO0/0



192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

H AL, RTAIZH T #vb192.168.2.024~D JL— AN EERLTWVET, COREIRE
FERRT D012, BIL—E2—(TFHIL—FEERTEET,

F)IB2: static routeM EHEZEIL T

RYRRRYTD2DDIL—F—THERSNIZFMIIL—MIEFTN DT ELEBEL TS,
FIE3: static routeFRET %

RTAZEREY %,

[RTA]ip route-static 192.168.2.0 24 192.168.1.2

RTB%ZRET %,
[RTBJip route-static 192.168.0.0 24 192.168.1.1

RTAD IV —T 42T T—TILERTT S
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
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192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
192.168.2.0/24 Static 60 0 192.168.1.2 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 127.0.0.1 InLoop0

PCRIDERIEZETHERT b, AL, PCANSPCBApIngd %,
<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seq=0 tt1=253 time=3.000 ms

56 bytes from 192.168.2.2: icmp_seq=1 t1=253 time=5.000 ms

56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=5.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=5.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=6.000 ms

PCAM 5PCBAtracerouted %(HCLTldtracertaw U RIFRAESINTLEEA)
C:¥Users¥PCA>tracert 192.168.2.2
192.168.2.2 ~MDI)L—rZEFL—ALTWET . BHT DRy T#HITHZK 30 T

1 <1 ms <1 ms <1ms 192.168.0.1
2 23 ms 23 ms 23 ms 192.168.1.2
3 28 ms 27 ms 28 ms 192.168.2.2

I‘D—X"‘C—%Tbibf:o
HHEERIZPCANSPCBADRIEHPCA -> RTA -> RTB -> PCBTH A EERLTLNE

ERS

FEL:IV—T 42T IW—TEERL., L—F3— DR ENEEFERLE T,
W—T AT IW—TEERT BIZIE. RORAMRYTHARTAERTBO FNZEF N DD IL—4
—F/TEIINCT IAIML—FEEBRLET, IL—F—FX U7 ILR— &N LTERSN
TWB=6HTT, RIRMRYFIEZO—HILIYTILR—rELTHREINET,

RTAZERELFT .
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[RTAJip route-static 0.0.0.0 0.0.0.0 s3/0

RTBZE:RELET .
[RTBJip route-static 0.0.0.0 0.0.0.0 s3/0

ENENDIL—E—DIN—T10TT—TNVERTLET HIAEL RTADIL—T42 T T—
TIVERTRLET,
[RTA]display ip routing-table

Destinations : 19 Routes : 19

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/0 Static 60 O 0.0.0.0 Ser3/0
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
192.168.2.0/24 Static 60 O 192.168.1.2 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 127.0.0.1 InLoopO

PCAM53.3.3.3~TracerouteLE 9 (HCLTldtracerta T U R IEFAEINTLEHA),
C:¥Users¥PCA>tracert 3.3.3.3

3.3.3.3 ADIL—rEFL—ALTWET . BHBT DRy T#ITIHEK 30 T
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1 <1 ms <1 ms <1ms 192.168.1.1
2 23 ms 23 ms 23ms 192.168.1.2
3 27 ms 27 ms 27 ms 192.168.1.1
4 31 ms 31 ms 31ms 192.168.1.2
5 56 ms 56 ms 56 ms 192.168.1.1
29 386 ms 387 ms 386 ms 192.168.1.1
30 409 ms 409 ms 409 ms 192.168.1.2

FL—RZEETLEL,

585:3.3.3.3[XT IAIMIL—rE—BT B1=8. 5853.3.3.3IC 7L RIEESN =/ vk
[ERTBIZEESINET, FDHE.RTAICEYRLET, IL—Ta20TI—THREELELET,
INTYRE TTLAN0IZIE T3 AET. 20D L — 42— Tk I B IESh £ 9,

. - o~
o Jb— ? ~. —I-
7T * 192.168.1.0 Na 7 oo

i \
/ @ 192.168.1.1/24 @ A
/ DTE<----- V.35 ---->DCE 4 \

/
192/168.0.1/24 R7A . JL— 70192.168.142!22 RTE 102.168.2.4/24
~ o’ I \

|

pan i JEGSERE | \

I
| |

| — - |
i192.168.0.0 ! N—F 42T —7)Ic3.33.30 192.168.2.0 |
\
\

I
|
SEIRAEVDTET + Lk — b | ;
I ~gYELZETS ‘.\ ]
I
\ /192.168.0.2/24  192.168.2.2/24 \ ]
\ @ GW:192.168.0.1 GW:192.168.2.1 /
\\ PeA /
\\._“____J// POB\_. ’//

Lf=M>T.BALREEICTRLREBESN ., RIRAMRYTH2DDEHFSNT=/IL—2—EDith
DIL—E3—EIETEHHIL— BT AILETEE A, LBV IL—T42 T )L —
ThHRELET,

B M-
1. COIRTRTAIZERHIIL—FDAHERERE T HELET , PCAMNGPCBAEFESNT/ Ny
FMEPCBIZEIZETEEI A ? PCBIIPCAMGPINgTEELF=M?

£z
PCAMBPCBIZEEINT=/ S yMEIPCBIZEETEE Y, RTATHRESIN-H#MIL—F
(X, /8y hERTBICERELET . RIZ, BEEYIRYRL—FENL T/ yhEPCBIZEE
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LET,

RTBIZIZPCAN®D JL—E A58 . PCANSPCBADpingiZEIEHIIE T . PCBAMLD
pingIiG &/ yMERTBIZE>THRESNET,

ERIZIE, FEAEDRYNT =0T T ) r—2aV EWARBEEVEELLET, =&
(. HTTP. FTP. BLUBEFA—ILIF. WA REREHEILT HTCPEEALTULET,

2. PCEIL—EB—DBITIL—TAV T IN—THREETHaEREITHYETHN?
5z

WA, TEFEA, PCIZIXIL—T AT BEEENEULN =6, PCEETTIXHWEE /My H
WEINFET,
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Labll RIPJL—F 424
EERNBEBIE

COIGRTIEUTOIEEZZUVET:
® RIPDIaYI45L—3,
® L—TA4TT—TILDERE,

b —UK

e e s i ————
——— —

’192.153.1.1;24 192.168.1.2/24
il Ser_3/0 Ser_3/0 ~
/7 RIA X3l =7 RIB N\
192.168.0/1/24 (G500 T /ceon| 192.168.2.1/24
! \ \
! 192.168.0.0/24 192.153{2.0:24 !
I
"I GE_0/1 ,l li‘ GE_0M ;I
\ ]
\ 192.168.0.2/24 192.168.2.2/24 @ /
\ GW:192.168.0.1 GW:192.168.2\1 y
~ s ~ #
“<BCA.-” ~ECB-
1.1 EERYLT—5
== 3131
EEEEB
REERI LN BT F R EtEH o ‘ i
\ N—30 = Y0 EIE
REBREERAEETILES
MSR36-20 Version7.1 2 =L
PC Windows 7 1 L
V.35 DCELUTZILr—T )L - 1
V.35 DTEVY 7 IILr—T )L 1
YLD =94 —T )L DR -- 2 L

XBFIR

AAYL:RIPVLIZEEEYT
SDFRYTIE. PCRIDAZ2=7 —2ar M TEDLIITRIPVIZED LIIZERTE T HH
EHERELET
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FIEL:PCEIL—E—FT—TIILTHEHRT S
F11.1D&5(2)—F—EPCHIDT—T ILEEHLET .
RTA.RTBDEREMNT IAILNTHDHZLEHEEITT BHIZILreset saved-
configurationaY >R TCTF 74/LbDAV T4FaL—av~RLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<RTA>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

FE2:PCEIL—F—IZIPFRLRETHAULET
K11-1 IP7RLREYHTRE—7

XE AL83—Jxz4R | IPPFLR H—bkrozA
S3/0 192.168.1.1/24 -
RTA
GO0/0 192.168.0.1/24 -
S3/0 192.168.1.2/24 -
RTB
G0/0 192.168.2.1/24 -
PCA 192.168.0.2/24 192.168.0.1
PCB 192.168.2.2/24 192.168.2.1

o R1M-1DESITIL—EF—IZIPFRLRZT7ZHAULET,
RTAZERELET .

[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTA]interface Serial 3/0
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[RTA-Serial3/0]ip address 192.168.1.1 24
[RTA-Serial3/0]quit

RTBZE:RELET .

[RTB]Jint GigabitEthernet 0/0

[RTB-GigabitEthernet0/0lip address 192.168.2.1 24

[RTB-GigabitEthernet0/0]quit

[RTBJinterface Serial 3/0

[RTB-Serial3/0]ip address 192.168.1.2 24

[RTB-Serial3/0]quit

K111 T.PCOIP FRLRAEHRL. 7—bIz(EHEELET ., BEMNTET L6,
Windows A RL—T AT Y R T LMBRE—F> T7/ LR EHRELTEITEERL. Ry
T7YT 40K 912 emd EAHALET, XRIZ.CLI Tipconfig EAALT, RSN T- IP
FRLRENRE SN — b (ZHEELET,

ping AR RZEFERALT. PC &5 — Iz ARIDEERREMETRANLET ., 1z&Z (L. PCA
D7—bk214(192.168.0.1)IZ ping ZERTLT. ROEHREHEALET,

<PCA>ping 192.168.0.1

Ping 192.168.0.1 (192.168.0.1): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.0.1: icmp_seq=0 ttI=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=1 ttI=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=2 ttI=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=3 ttI=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=4 ttI=255 time=1.000 ms

PC MIDEERREMETANEY ., =EAK. ROEHDT=%HIZ PCA T PCB IZ ping &
EITLFET,

<H3C>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request time out
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HAK =,z A D RERIFEREEAYE—DFRT EERL, pingBERMFEEICERIES
NEAST=CEERLET . W—F—DIL—TAVTT—TIVERTLES, FEXE R
DHEHADORTAD I —T42 T T—TINERRLET,

[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

H AKX, 7T —2192.168.2.0/24 (PCBREE T HIHFT) ~DIL—ARTADIL—T 4>
JT—TITHRATELGNIEERLTVEY, LI > T, PCANSPIngEREZIET S
& RTAITENOEFEL ., STEFETREEAYE—UZFPCAICRLET ., COMBEEHEIRT
51=0IZ. I—32—TRIPEZERTEET,

FIE3:RIPOEREZLET .
RTATI:
[RTA]rip
[RTA-rip-1]network 192.168.0.0
[RTA-rip-1]network 192.168.1.0
[RTA-rip-1]quit

RTBTI&:
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[RTBJrip

[RTB-rip-1]network 192.168.1.0
[RTB-rip-1]network 192.168.2.0
[RTB-rip-1]quit

W—E—DIN—T4VTT—TNVERTLET ., EXE. RTADIL—T12TT—TI%E
*xRLET,
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0

192.168.2.0/24 RIP 1001 192.168.1.2 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

HAIE, #vbT—29192.168.2.024~DJL—r X FIARTEETHY . RIPICK>TEEINT
WBHIEERLTVEY . RIZ, PCHEIDEIZERREMZTANEY, 1=&X (X, PCATPCB
[ZpingZEITTdE. ROEHRMNHASNFET,

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=3.000 ms

56 bytes from 192.168.2.2: icmp_seq=1 {tI=253 time=4.000 ms
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56 bytes from 192.168.2.2: icmp_seq=2 tt1=253 time=6.000 ms
56 bytes from 192.168.2.2: icmp_seq=3 tt1=253 time=5.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 tt1=253 time=5.000 ms

FIRARIPOIREZFTVILET,
Display ripa<v>FE&RTATEITLET,
[RTA]display rip
Public VPN-instance name:
RIP process: 1
RIP version: 1
Preference: 100
Checkzero: Enabled
Default cost: 0
Summary: Enabled
Host routes: Enabled
Maximum number of load balanced routes: 32
Updatetime : 30secs Timeouttime : 180 secs
Suppress time : 120 secs Garbage-collect time : 120 secs
Update output delay:  20(ms) Output count: 3
TRIP retransmit time: 5(s) Retransmit count: 36
Graceful-restart interval: 60 secs
Triggered Interval : 5 50 200
BFD: Disabled
Silent interfaces: None
Default routes: Disabled
Verify-source: Enabled
Networks:
192.168.0.0 192.168.1.0

Configured peers: None
Triggered updates sent: 2
Number of routes changes: 3

Number of replies to queries: 1

HAFKRIPVIARRAESN TSI EERL, L—FEFHEHNAEFIZHE->THET, RIPD
BEFHERIE30F T, 2vbT7—2192.168.0.085 K 1192.168.1 0[XRIPTHE - TLVE
T,
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RIP/N7IRDT N T EBHIZL T, RIEMEESNRIP/AT I ERHEELES
<RTA>terminal debugging

<RTA>debugging rip 1 packet

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on interface GigabitEthernet0/0
from 192.168.0.1 to 255.255.255.255

*Nov 16 16:02:40:904 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 44

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.1.0, cost 1

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.2.0, cost 2

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on interface Serial3/0 from
192.168.1.1 to 255.255.255.255

*Nov 16 16:02:40:904 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 24

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.0.0, cost 1

*Nov 16 16:03:05:339 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Receiving response from 192.168.1.2 on Serial3/0
*Nov 16 16:03:05:339 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 24

*Nov 16 16:03:05:339 2021 RTA RIP/7/RIPDEBUG: AFI1 2, destination 192.168.2.0, cost 1

H 511, RTAAGigabitEthernet 0/0TJL—F192.168.1.0 (3 A1) £ 18192.168.2.0
(ARR)ZELIL—FEHFEEEL. serial3/0TIL—-192.168.0.0 AR M) EET L
—RBHERIETHIEERLTOET, IL—FOEFNITO—FFr R ESNFET,
RTAIZ. JL—F192.168.2.0(AR M) EEL L—FE#HFEserial3/0NDRTB
(192.168.1.2) hi>ZELET,

serial3/0TJL—F192.168.2.0%Z{EL1=%.. ILI—F—TRIPAEMIZHo=,. R T v
rRSA XU MT IHILETERIZE-TULNST=6 . RTAlXserial3/0# ML TIL—h &%
FELEEA,

FIE5:split horizon&poison reversexF vy LET,
serial3/0F=IZRTATsplit horizonZEXH L TH D, EZ
[RTA-Serial3/0]undo rip split-horizon

SNF N obERERELET

i

*Nov 16 16:05:22:404 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on interface Serial3/0 from
192.168.1.1 to 255.255.255.255

*Nov 16 16:05:22:404 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 64

*Nov 16 16:05:22:404 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.0.0, cost 1

*Nov 16 16:05:22:404 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.1.0, cost 1

*Nov 16 16:05:22:405 2021 RTA RIP/7/RIPDEBUG: AFI1 2, destination 192.168.2.0, cost 2
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H A&, split horizon W ERZH > ERLTLVET . RTAIZL. serial3/0T/L—k
192.168.0.0, 192.168.1.0. £X£1U192.168.2.0 L IIL—FEFHEXIELETT . RTAIL.
serial3/0TZ{ELT-/)L—r192.168.2.0%serial3/0Z ML TEIELET, ThiZkY, L—TF
AT =T FEET HAREELHYET .

IW—T 425 I—T%0EET DR D A %L, poison reverse TY, RTAMDserial3/0TRA

AV N—=RZBARLTHL, EREENTF/T VN EHERELES

[RTA-Serial3/0]rip poison-reverse

*Nov 16 16:07:32:404 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on interface Serial3/0 from

192.168.1.1 to 255.255.255.255

*Nov 16 16:07:32:404 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 64

*Nov 16 16:07:32:404 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.0.0, cost 1

*Nov 16 16:07:32:404 2021 RTA RIP/7/RIPDEBUG: AFI1 2, destination 192.168.2.0, cost 16

HAE RAZDYN—ZAMNE 3o RTAAYL—R192.168.2.08 ELIL— T VT

T—bZserial3/0BATEETHEERLTVET L L—FDIARMEI16TY, LI=h' >

T.RTBIERy+T—%192.168.2.058 TD /7y hERTAD serial3/0IZERE LEH A
FE6: silent-interfacea<v R EEAL T, RIP/ Ay DEEZHIELET

BE . IL—F—(E. PCHRIP/NN T Y EZETILENLZNGEETEH, PCICERIATLS
AVE—TIAREELTRTDAUA—TA RENHLTRIPT ORI YR EEELE
9, silent-interfacea<v U REFEAL T, 10 23—T A ADRIP/N b EEETELGLKDS
ST BEMNTEET,

RTAZERE

[RTA]rip

[RTA-rip-1]silent-interface GigabitEthernet 0/0
[RTA-rip-1]quit

RTBZEXE

<RTB>sys

System View: return to User View with Ctrl+Z.
[RTBJrip

[RTB-rip-1]silent-interface GigabitEthernet 0/0
[RTB-rip-1]quit
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BREASET LI=5. debugginga YU REFERAL T, EZ{ESNRIP/N TN EEZELET,
H A& RIP/ Ay b hiGigabitEthernet0/0Z& /M L TEE SN TLVEWNWZ EERLTULVET,

CDFEIZEY W=D &> TEIEFRIENS RV T —I %) T4 DfEREZ )5
TEFT, LA SHORIPHIGIL—IAUE—TARENLTINT YOI T —
JITEBEINTVDIEE . NTVvIRyb T =IO REBIL—MERZIBLALESIZA24
—7J 1A A Tsilent-interfaceav U RE R ETEET .

CDARARYESET LIz, IL—32—NDdebuggingZFENZLET,
<RTA>undo debugging all
All possible debugging has been turned off.
<RTB>undo debugging all
All possible debugging has been turned off.
RRY2:RIPV2IZERET S
ZDERIIE, RIPVIDZDFIBRDF-HIZH T RYNL—FEELLEE TELNILER
LTWEF, COARYTIL, RIPV2EERT 5HELRLET,
FIEL:PCEL—E—%7—T L THEHRT S
H11. 1D &SI —2—EPCRIDT—T L EEHELET
RTA.RTBOEFREMNT I+ ILETHAHIEEHEREITT HIC(Ereset saved-
configurationaY >R TTF 74DV T4FaL—av~RLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N]y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y
FIE2:PCEIL—E—IZIPFRLRAZFEIY S TETS,
K11-2 IPPRLREIYHTRF—7

RiE AB3—Tx( R | IPPRLR F—roxA
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S3/0 192.168.1.1/24 -
RTA
G0/0 192.168.0.1/24 -
S3/0 192.168.1.2/24 -
RTB
G0/0 10.0.0.1/24 -
PCA 192.168.0.2/24 192.168.0.1
PCB 10.0.0.2/24 10.0.0.1

& R11-2DIPTFTRLRZIL—E—IZEIYHTET,
RTAZRELET .
[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTAJinterface Serial 3/0
[RTA-Serial3/0]ip address 192.168.1.1 24
[RTA-Serial3/0]quit

RTBZERELFT .
[RTB]linterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 10.0.0.1 24
[RTB-GigabitEthernet0/0]quit
[RTBJlinterface Serial 3/0
[RTB-Serial3/0]ip address 192.168.1.2 24
[RTB-Serial3/0]quit
® R1-2T.IP7FLRZEEHL.PC D7 —rozAZEELET . BN T LG,
Windows DEEL AT LMBRA—k > J7MIILBERELTETERRL. RyT7vT
4R IIZemd EAHNLET, RIZ. CLI Tipconfig EAALT, EREFEHD IP FRLR
LHEEINIT — b/ ZHERLET,

FIE3:RIPVIZHERL. L—T1 9 T—TILERRLET,
RTAZEELET .
[RTAJrip
[RTA-rip-1]network 192.168.0.0
[RTA-rip-1]network 192.168.1.0
[RTA-rip-1]quit
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RTBZE:RELET .

[RTBJrip

[RTB-rip-1]network 192.168.1.0
[RTB-rip-1]network 10.0.0.0
[RTB-rip-1]quit

BHASET LS. RTADIL—T40 T T—TILERRLET,
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.0.0.0/8 RIP 100 1 192.168.1.2 Ser3/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

H AL, RTANRIPZALTIL—K10.0.0.0/8%%E L=A. RTBMD JL—KX10.0.0.0/24T
HBHEERLTVET, RTAIZIL—FEELLEE TEFEATL

RIP/NFyrDT N\ T HBICL T, RTATREEESNTRIP/ Vb EaFvILET,
<RTA>terminal debugging
The current terminal is enabled to display debugging logs.

<RTA>debugging rip 1 packet
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<RTA>*Nov 16 16:55:12:932 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Receiving response from 192.168.1.2 on
Serial3/0
*Nov 16 16:55:12:932 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 24

*Nov 16 16:55:12:932 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 10.0.0.0, cost 1

H Ak RTANY TRy b A9 LTIL—r10.0.0.02ETRTBMSIIL—REFHEZEL
ZEETRLTULET, LE=A> T RTAIZIL—MNIBRERYNTI—HIRAHZEEBMLET,
2%, 10.0.0.0/8 T,

RIPVIAYE—UZEHTRYRRRIDNEENTLVEN=HOTY . IL—4—FIL—5—%

ELLLEETELRWMGENHYET . COMBEERERT DT RIPV2EZFERALET,
FlE4:RIPV2EFRELET .

RTAZERELEY .

[RTA]rip

[RTA-rip-1]version 2

[RTA-rip-1]Jundo summary

[RTA-rip-1]quit

RTBZERELFT .

[RTBJrip

[RTB-rip-1]version 2

[RTB-rip-1Jundo summary

[RTB-rip-1]quit

BEMNTET LS. RTADIL—TAV T T—TINERKLET,
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.0.0.0/24 RIP 100 1 192.168.1.2 Ser3/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoopO
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192.168.0.255/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 O 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

H A&, RTAAYL—R10.0.0.0/24Z EELKFE LIS EERLTVET
RIPL—FDI—20 T 54 LIF180M THA=0. JL—H10.0.0.0/8F)N—T 42T T—T
JVISEEFELET . 180RLIANICIL—FDEFAZESNENGE S L—MMIIL—T1>
TTAIDBREIBRESNET,

RIPOENMERREZHERRL TZELY, RTADI;
[RTA]display rip
Public VPN-instance name:
RIP process: 1
RIP version: 2
Preference: 100
Checkzero: Enabled
Default cost: 0
Summary: Disabled
Host routes: Enabled
Maximum number of load balanced routes: 32
Update time : 30secs Timeouttime : 180 secs
Suppress time : 120 secs Garbage-collect time : 120 secs
Update output delay: 20(ms) Output count: 3
TRIP retransmit time: 5(s) Retransmit count: 36
Graceful-restart interval: 60 secs
Triggered Interval : 5 50 200
BFD: Disabled
Silent interfaces: None
Default routes: Disabled

Verify-source: Enabled
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Networks:
192.168.0.0 192.168.1.0
Configured peers: None
Triggered updates sent: 4
Number of routes changes: 5
Number of replies to queries: 1
H A REDRIPA—23U HRIPV2THAHZEERLTLET,

RTATEZESN /b RERLET,

<RTA>terminal debugging

The current terminal is enabled to display debugging logs.

<RTA>debugging rip 1 packet

*Nov 16 17:06:35:522 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Receiving response from 192.168.1.2 on Serial3/0
*Nov 16 17:06:35:522 2021 RTARIP/7/RIPDEBUG:  Packet: version 2, cmd response, length 24

*Nov 16 17:06:35:522 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 10.0.0.0/255.255.255.0, nexthop

0.0.0.0, cost 1, tag 0

H A& RIPV2AYE—DITH TR IRIERIEEN TSI EERLTLET,
FIR5: RIPV2IRFEZRELET -

RIPV2(E, £F ) TA4%RILT B DEBFEZHR—ILTLVET . RTAERTBIZEX S/

AT—FEFRELT I —TAV T EREMEICELKEE TEIMNEINEHRLET,

RTAZHERLEY

[RTAJinterface Serial 3/0

[RTA-Serial3/0]rip authentication-mode md5 rfc2453 plain aaaaa

[RTA-Serial3/0]quit

RTBZHALET .

[RTB]interface Serial 3/0

[RTB-Serial3/0]rip authentication-mode md5 rfc2453 plain abcde
[RTB-Serial3/0]quit

BEFDIL— D —E B RICERUINICESHOTY, YvybdFooLTHhHLAUE—T
IAREZEFL T IL—FOEHESFILTEEY, X Drvybd oo LTHL, RTA
TSerial3/0Z#2EILET
[RTAJinterface Serial 3/0
[RTA-Serial3/0]shutdown
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[RTA-Serial3/0]quit

BEDNTET LD N—3—DIN—T12JT—TINERTLET, FEAL II—T10T
T—IIVERIFRTAZ R RT HE ROE\EHRBEHSNFT,
[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

RTATEZESN =/ Vb ERERL TZELY,

<RTA>terminal debugging

The current terminal is enabled to display debugging logs.

<RTA>debugging rip 1 packet

<RTA>*Nov 16 17:29:15:595 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Ignored this
packet on interface Serial3/0 from 192.168.1.2: Authentication digest check
failed.

*Nov 16 17:29:15:595 2021 RTA RIP/7/RIPDEBUG:  First RTE: ff ff 00 03 3c 20 5a
a2 bf d0 69 87 25 c2 9d 1c 5e 5f 1f 2f

117



*Nov 16 17:29:38:365 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on
interface Serial3/0 from 192.168.1.1 to 224.0.0.9

*Nov 16 17:29:38:365 2021 RTA RIP/7/RIPDEBUG: Packet: version 2, cmd
response, length 48

*Nov 16 17:29:38:365 2021 RTA RIP/7/RIPDEBUG: Authentication mode: MD5
RFC2453

*Nov 16 17:29:38:366 2021 RTA RIP/7/RIPDEBUG: Digest:
1d23f8c8.74415840.3a34e8a3.0cf1804 1

*Nov 16 17:29:38:366 2021 RTA RIP/7/RIPDEBUG: Authentication sequence
number: 2583

*Nov 16 17:29:38:366 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination
192.168.0.0/255.255.255.0, nexthop 0.0.0.0, cost 1, tag 0

*Nov 16 17:29:39:084 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Ignored this packet on
interface Serial3/0 from 192.168.1.2: Authentication digest check failed.

*Nov 16 17:29:39:084 2021 RTA RIP/7/RIPDEBUG: First RTE: ff ff 00 03 8d 35 a9
62 a4 d7 29 35 fd 76 80 e0 84 ec e2 59

INRAT—RDOREIZ—EHIL =0, RTAIREZ M DEEShL— 2T TEFE
Ao

RTAD/XRT—FERTBO/ART—FRIZEELTHS., L—F—RBDIL—T1U T ERDR
BEHERLET,

RTAZHER T %

[RTAJinterface Serial 3/0

[RTA-Serial3/0]rip authentication-mode md5 rfc2453 plain abcde
[RTA-Serial3/0]quit

RE®R. RTABRTBMOIIL—RTF YT T—rEZETHETH>THL. RTADIIL—T425
T—TILERRLET,
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.0.0.0/24 RIP 100 1 192.168.1.2 Ser3/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
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127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

IW—T 4T T—TILIZIE BEDIL—K0.0.0.024NEFNTULVET,

RTATEZESN /b RERL TN,

<RTA>

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Receiving response from 192.168.1.2 on Serial3/0
*Nov 16 17:34:43:533 2021 RTARIP/7/RIPDEBUG:  Packet: version 2, cmd response, length 48

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: Authentication mode: MD5 RFC2453

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: Digest: ccfcf958.d75a3e5a.57a561d7.1000f9f3

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: Authentication sequence number: 3074

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 10.0.0.0/255.255.255.0, nexthop

0.0.0.0, cost 1, tag 0

RTAIL, RTBOoIL—hE#HZELLZETEERT,
=1k
1. SIRBRITIL., L—E2—H 180 LINICIL—FDIIL—FBEHEZELLZWNGE . L—F—
(FIN—TATT—T IS —FHIBRLET, T—D T3 LERETEETHN?

5z

IV —%INSWMEIZEREL T, RYRT—a0N—Dx U REERIETEET,
ez IE T—DU T RAT—%60IZERELET .

[RTA-rip-1] timers timeout 60
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2. RIPFEREISHRARY T, SREINF=/IRAT—F R EZEINERIP/ A YD HIERIZEK
RENBLDIFEETTM?

Zz:

BB X/ ART—KIE. MD5EEEEAICERENTWVET, TL—UTFAMD/IART—KNEE
FESNTWBIGE ., NRAT—FRIIHDERICRETTEEFT, =L TL—TFFRAMD/RR
D—FRIEEE XD/ RT—KRIFERLTIEHYEE A,
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Lab12 OSPFJL—FT 424

XENBEHE

ZDFRTIIUTOIEEZZVFET:

® OSPFarea MavI7«45L—3>,

® OSPFDR®av7457L—3>,

® OSPF cost ®ar o445 L—3y,

® OSPF MJL—RERIZDINT,

® EH M OSPF area MDAV I4F¥al—ay,

b T—5H

RouterID 1.1.1.1 RouterID 2.2.2.2

@ GE_0/0 GE_0/0 @
GE_pi1 20.0.0.1 20.0.0.2 GE 1071

——————— ]

I 1
10.0.0.2/24 |/ R™ RTE "\ 10.1.0.2/24
GE 01 GE_0M
@ 10.0.0.1/24 10.1.0.1/24 @
ClientA ClientB

12.1 EEARYLT—S

H12-1(F, BE—DOSPFTYY T %M T 54 E% AT Hlab tasklD Ry bT—IBZERL
TWET, RTALRTBIEX. ENENISATURAEISATURBDS —bI(TE, RTA
DIIL—E—IDIEIN—T 1\ A2 B—Tx—RATLFLX1.1.1.1THY. RTBOJL—E—IDIL/L
—T YDA B3—T1—RXATRLR2.2.2.2TY, RTALRTBIEELLEOSPFIY7O0IZEL
TWFET, RTAERTBIEIR YT —V B THEAIZR|ZETE, Client A&Client BIZHHEIZEIE
TEEY,
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i Area 0 i
! Router ID 1.1.1.1 Router ID 2.2.2.2 !
I GE_0/0 GE_0/0 I
i GE_0M GE_0/1 i
! RTA"10.0.0.1 10.0.0.2 RTB !
I I
[ |

M12.2 EExrvbT—H
®12-2IZ, OSPFIL—rDEIRZEHBET 55 RER 20X T —IRERLET, CORVET
—-TlE. 22MDMSR30-20/L—32—RTAE FURTBMOSPFIL—F /13w (2 8—D1—AFKL
R2222ICEBRASNTLVET, RTALRTBIZEHLHOSPFIY 70IZELTLVEY . RTAERTB
20D OENLTEREIATOET,

Router ID 2.2.2.2

Router ID|1.1.1.1

I
o
GE_0/0 : I GE_0/0
! g
20.0.0.1 Lo 30.0.0.1 @
10.0.0.2/24 ol 10.1.0.2/24
RTA Area 0 || Area 1 L
GEOM | ___ L . | 1 ___JGE_on
GE_0M1 GE_0M1
10.0.0.1/24 10.1.0.1/24
ClientA ClientB

12.3 EERYLT—D

B12-3(Z. lab task3D R YT —IVRERLET , Tl BBDOSPFTI T EERT 54
FEERLTVET, 3B MDMSR30-20/L—%— RTA. RTB, RTC. 8XU2EMDPC. client
Alclient BARYrT—VIZBRASNTULET, RTAERTCIE. N Z fclient ALclient B
DT —hkITATY, RTADIL—F—IDIZIL—TI\vHIAL3—Tx—XF7RLX1.1.1.1TH
Y. RTBDIIL—A—IDIXIL—T I\ O 4 B—D1—R 7KL R2.2.2.2THY . RTCHIL—4
—IDIEIN—T N\ A3 —TDx—RAFKRLR3.3.3.3T9, RTAERTB®DGigabitEthernet
010/ A—Jx—RIEMA ELOSPFITOIZELET . RTBERTCDGigabitEthernet 0/1
A= x—RIEWAELOSPFIYFLUIELET . RTA. RTB, RTCIXEZATGETHY.
DSATUMAEISATUBIEEEWNZEEREETY,
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O B | o
EEEE
AREERRICWNELG TR EHAM ) i
N—o3Y H= YE0EIE
RREBLAEETILES
MSR36-20 Version7.1 3 TL
PC Windows 7 3 TL
YR =95 —T )L DR -- 3 TL

B FIR

BRO1: EKRKHLZOSPFE—TI) 7 DHREEXT S
FIEL:F12- 1D K5I EHIRBEEF#EET S
T3, SARRISRT EIICSRIRBEZHEILLET, RIZ. Client ADIPFRL A%

10.0.0.1/24, L THEERBL. 5¥—F 9T/ 7RLX%10.0.0.2ELTIEELE T, Client BD
IP7RLRA%10.1.0.1/24ELTHERL. 5— 224 F7RLRA%10.1.0.26LTHELE T,

FlIR2: EARMGRELZLET
W—B—AB—T1—ADIPFRLREHRELET,
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 20.0.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 10.0.0.2 24
[RTA-GigabitEthernet0/1]quit
[RTA]interface LoopBack 0O
[RTA-LoopBackO]ip address 1.1.1.1 32
[RTA-LoopBackO]quit

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 20.0.0.2 24
[RTB-GigabitEthernet0/0]quit

[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 10.1.0.2 24
[RTB-GigabitEthernet0/1]quit

[RTB]interface LoopBack 0O

[RTB-LoopBackOQlip address 2.2.2.2 32
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[RTB-LoopBackO]quit

FIE3: AT =V DG EN—T AT T—TINEFIIILET,
Client Ahbclient BApingLEY .

<Client A>ping 10.1.0.1

Ping 10.1.0.1 (10.1.0.1): 56 data bytes, press CTRL_C to break
Request time out

Request time out

Request time out

Request time out

Request time out

Client Al&Client BApingt Sk F A TL =, Thld. RTAIX10.1.0.1~ D JL—+ &
BLTLVELMBSTY,

RTATdisplay ip routing-tableav > RZEETLTHELE,
[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.1/32 Direct 0 O 127.0.0.1 InLoopO
10.0.0.0/24 Direct 0 O 10.0.0.2 GEO/1
10.0.0.0/32 Direct 0 O 10.0.0.2 GEO/1
10.0.0.2/32 Direct 0 O 127.0.0.1 InLoopO
10.0.0.255/32 Direct 0 O 10.0.0.2 GEO/1
20.0.0.0/24 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.0/32 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
20.0.0.255/32 Direct 0 O 20.0.0.1 GEO/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

RTAlZclient BADIIL—rEEH->TUWVEB A, TDT=. Client BAD /Ny bhEEET
=EE A
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RCIEHRZETF V79 5012, RCEEERTBTITOTHELED,

FE4:OSPFEERELET .
OSPFZRTAIZERELFET,
[RTA]Jrouterid 1.1.1.1
[RTA]ospf 1
[RTA-ospf-1]area 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 1.1.1.1 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 10.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit
[RTA-ospf-1]quit

OSPFZRTBIZERELFET,

[RTB]router id 2.2.2.2

[RTB]ospf 1

[RTB-ospf-1]area 0.0.0.0
[RTB-ospf-1-area-0.0.0.0]network 2.2.2.2 0.0.0.0
[RTB-ospf-1-area-0.0.0.0]network 10.1.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit

[RTB-ospf-1]quit

FIE5:OSPFDRAN—EIN—T 42T T—TIWEFIVILET,
OSPFD AR A/N—IREEFXF v I F H1=8IZRTATdisplay ospf peeravRE#ETL
F9,
[RTA]display ospf peer

OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0
Router ID Address Pri Dead-Time State Interface
2.2.2.2 20.0.0.2 1 35 Ful/BDR GEO0/0

RTAERTB(M20.0.0.20 A4 B—TJx—X(JL—4E—ID 2.2.2.2) (I 4/3—T9, RTB
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DAZ—Tx—2R20.0.0.2(%, RYRT—IT AURODRTEHYET, R4/ \—1K
BEAfUllC, RTAERTBAOLSDBARIH SN TILVAZEFRLTWVET, LI=A 5T, RTA

[ZIZRTBADIIL—DNHRETT,

OSPFDIIL—TA42T T—T WEFI v 9 B1=8IZRTATdisplay ospf routinga<>

FEEITLETS,

[RTA]display ospf routing
OSPF Process 1 with Router ID 1.1.1.1
Routing Table

Topology base (MTID 0)

Routing for network

Destination
Area
20.0.0.0/24
10.0.0.0/24
2.2.2.2/132
10.1.0.0/24
1.1.1.1/32

Total nets: 5
Intra area: 5

Cost

Type NextHop AdvRouter

Transit 0.0.0.0 1.11.1 0.0.0.0
Stub 0.0.0.0 1.1.1.1 0.0.0.0
Stub 20.0.0.2 2.2.2.2 0.0.0.0
Stub 20.0.0.2 2.2.2.2 0.0.0.0
Stub 0.0.0.0 1.1.11 0.0.0.0

Inter area: 0 ASE: 0 NSSA: 0

OSPFD Y A— NIV —T 45 T—TIWVEFvo 9 %1=6IZRTATdisplay ip
routing-tableavw > REETLET,

[RTA]display ip routing-table

Destinations : 19

Destination/Mask

0.0.0.0/32
1.1.1.1/32
2.2.2.2/32
10.0.0.0/24
10.0.0.0/32
10.0.0.2/32

Routes : 19

Proto Pre Cost NextHop
Direct 0 O 127.0.0.1
Direct 0 O 127.0.0.1
O INTRA10 1 20.0.0.2
Direct 0 O 10.0.0.2
Direct 0 O 10.0.0.2
Direct 0 O 127.0.0.1
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Interface

InLoopO

InLoopO

GEO0/0

GEO/1
GEO/1
InLoopO



10.0.0.255/32 Direct 0 O 10.0.0.2 GEO/1
10.1.0.0/24 O_INTRA10 2 20.0.0.2 GEO0/0
20.0.0.0/24 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.0/32 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
20.0.0.255/32 Direct 0 O 20.0.0.1 GEO0/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

RTAIEZRTB(2.2.2.2/32£10.1.0.0/24~D JL— & H>TLVET,

BILL I EHREFOHICRTBTRILLSIGIRMEEZL TS,
FlE6: FybT—O DEFREETFIVILET

Client AAv5Client B(10.1.0.1)~pingLE 3,

<Client A>ping 10.1.0.1

Ping 10.1.0.1 (10.1.0.1): 56 data bytes, press CTRL_C to break

56 bytes from 10.1.0.1: icmp_seq=0 ttI=253 time=3.000 ms

56 bytes from 10.1.0.1: icmp_seq=1 ttI=253 time=2.000 ms

56 bytes from 10.1.0.1: icmp_seq=2 ttI=253 time=2.000 ms

56 bytes from 10.1.0.1: icmp_seq=3 ttI=253 time=2.000 ms

56 bytes from 10.1.0.1: icmp_seq=4 ttI=253 time=4.000 ms

Client BA5Client A(10.0.0.1)~pingLE T,

<Client B>ping 10.0.0.1

Ping 10.0.0.1 (10.0.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 10.0.0.1: icmp_seq=0 ttI=253 time=3.000 ms

56 bytes from 10.0.0.1: icmp_seq=1 ttI=253 time=6.000 ms

56 bytes from 10.0.0.1: icmp_seq=2 ttI=253 time=6.000 ms

56 bytes from 10.0.0.1: icmp_seq=3 ttI=253 time=6.000 ms

56 bytes from 10.0.0.1: icmp_seq=4 ttI=253 time=5.000 ms

127



RRY2: LHROSPFE—TUT7DEEET S

FIEL: E12-20 &S5 (ZlabiRBEEHEET S

FlE2: BEARWGREET D
W—B—AB—T1—ADIPTRL AN ELOSPFD3E
RTADERE :
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 20.0.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 10.0.0.1 24
[RTA-GigabitEthernet0/1]quit
[RTA]interface LoopBack 0O
[RTA-LoopBackO]ip address 1.1.1.1 32
[RTA-LoopBackO]quit
[RTA]Jrouterid 1.1.1.1
[RTA]ospf 1
[RTA-ospf-1]area 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 1.1.1.1 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 10.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit
[RTA-ospf-1]quit

kg
filt

RTBDEEE

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 20.0.0.2 24
[RTB-GigabitEthernet0/0]quit

[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 10.0.0.2 24
[RTB-GigabitEthernet0/1]quit

[RTB]Jinterface LoopBack 0O

[RTB-LoopBackO]ip address 2.2.2.2 32
[RTB-LoopBackO]quit

[RTB]router id 2.2.2.2

[RTB]ospf 1

[RTB-ospf-1]area 0.0.0.0
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[RTB-ospf-1-area-0.0.0.0]network 2.2.2.2 0.0.0.0
[RTB-ospf-1-area-0.0.0.0]network 10.0.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit

[RTB-ospf-1]quit

%Nov 18 12:32:18:343 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.1(GigabitEthernet0/1) changed from LOADING to FULL.

%Nov 18 12:32:27:344 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from LOADING to FULL.

FIE3:OSPFRAN—EN—TAV T T—TNEFIVITS
OSPFRA/N\—NDIREFF v T 51=IZRTATdisplay ospf peerav>FZEETL
E
[RTA]display ospf peer
OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
2.2.2.2 20.0.0.2 1 40 Full/BDR GEO0/0
2.2.2.2 10.0.0.2 1 37 Full/BDR GEO/1

RTAIX. RTBL—%4—ID 2.2.2.2) L£2DD A I\— T H#HEILELTz, RTADAY
42— x—XGigabitEthernet 0/0(%. 2y T —YDDRTHSHRTB?120.0.0.2/24I12%H 5
AR—DI—REDRAN—YTEHEILLFES, RTADAUA—TT—R
GigabitEthernet0/1(%, ZD Y+ —YDDRTHHRTB(10.0.0.0/24128H 51 32—
TI—REDRAN—IVTEREILET,

RTATdisplay ospf Routinga¥ > F&XEfTL T, OSPFIL—T 40 T—J L &=HERLE
ERS
[RTA]display ospf routing
OSPF Process 1 with Router ID 1.1.1.1
Routing Table

Topology base (MTID 0)
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Routing for network

Destination
Area

20.0.0.0/24
10.0.0.0/24
2.2.2.2/132
2.2.2.2/132
1.1.1.1/32
Total nets: 5
Intra area: 5

Type NextHop
Transit 0.0.0.0
Transit 0.0.0.0
Stub 10.0.0.2
Stub 20.0.0.2
Stub 0.0.0.0

AdvRouter

1111

1111
2222
2222
1111

Inter area: 0 ASE: 0 NSSA: 0

0.0.0.0

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

H Al RTAIZRYRNT—452.2.2.2/32~AD2DDIIL— b HBEERLTLNET, 1D
[ER473—20.0.0.2[C&>TTRN\E2LXEN, £531D(FF4/3—10.0.0.1I12&K>TTF
NFAXEINET, 22DIIL—+DIAXRIRLTY .

RTATdisplay ip routing-tablea<w > RFEETLT. YA—/NILIL—FT42 T T—T L

ZRERLET,

[RTA]display ip routing-table
Destinations : 18 Routes : 19

Destination/Mask

0.0.0.0/32
1.1.1.1/32
2.2.2.2/32

10.0.0.0/24
10.0.0.0/32
10.0.0.1/32
10.0.0.255/32
20.0.0.0/24
20.0.0.0/32
20.0.0.1/32
20.0.0.255/32
127.0.0.0/8
127.0.0.0/32
127.0.0.1/32

Proto
Direct
Direct

Pre Cost

0
0

0
0

O_INTRA10 1

Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

O O O o ©O O O o © o o

O O O o ©O O © o © o o

130

NextHop
127.0.0.1
127.0.0.1

10.0.0.2

20.0.0.2
10.0.0.1
10.0.0.1
127.0.0.1
10.0.0.1
20.0.0.1
20.0.0.1
127.0.0.1
20.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

Interface

InLoopO
InLoopO
GEO/1
GEO0/0
GEO/1
GEO0/1
InLoopO
GEO0/1
GEO0/0
GEO0/0
InLoopO
GEO0/0
InLoopO
InLoopO
InLoopO



127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

HAK. RTAARBILARMTRYRNT—52.2.2.2[32~AD2 DD IL—rEH >TSS EE
~LTWFET,
RTBTR#HRDIEEZETLT. BEFHEHEELET .
FlE4: 42 3—TT—ZXDOSPF costEZEE T 5
RTA®MGigabitEthernet 0/00DOSPF cost#150(Z5%ELFET
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ospf cost 150
[RTA-GigabitEthernet0/0]quit
FIES V=T 1T T—TINEFIVITH
RTATdisplay ospf Routinga<v> F&3EfTL T, OSPFIL—T42 0 T—J L &=RERRL
F9,
[RTA]display ospf routing

OSPF Process 1 with Router ID 1.1.1.1
Routing Table

Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop AdvRouter

Area
20.0.0.0/24 150 Transit 0.0.0.0 1.1.11 0.0.0.0
10.0.0.0/24 1 Transit 0.0.0.0 1111 0.0.0.0
2.2.2.2/132 1 Stub 10.0.0.2 2.2.2.2 0.0.0.0
1.1.1.1/32 0 Stub 0.0.0.0 1.1.1.1 0.0.0.0
Total nets: 4

Intra area: 4 Interarea:0 ASE:0 NSSA:0
RTA®D A > 4—27x—XGigabitEthernet 0/0MospfaRMF150IZEEEINET , —h
[£. GigabitEthernet 0/1& Ut F<HEYET, LIzA>T. RTAIZIE, *4/3—10.0.0.2
(RTADGigabitEthernet 0/11Z365%) IZE > TP RN\ RSN =R ybT—42.2.2.2/32
ADI—rD1DOLIBYEE A,
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RTATdisplay ip routing-tablea< > FEETLT. F/O—/\ILIL—T1 T T—T )L

ERRLET,

[RTA-GigabitEthernet0/0]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.1/32 Direct 0 O 127.0.0.1 InLoop0
2.2.2.2/32 O_INTRA10 1 10.0.0.2 GEO/1
10.0.0.0/24 Direct 0 O 10.0.0.1 GEO/1
10.0.0.0/32 Direct 0 O 10.0.0.1 GEO/1
10.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
10.0.0.255/32 Direct 0 O 10.0.0.1 GEO/1
20.0.0.0/24 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.0/32 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
20.0.0.255/32 Direct 0 O 20.0.0.1 GEO0/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

[RTA-GigabitEthernet0/0]quit
H A RTADR R YT —52.2.2.2[32~D)L—rZE1DLEIFEF>TEY . A1 2—2
T—AXMGigabitEthernet 0/1 THAHZEERLTLVET,

FE6: 4> B—TT—ADOSPF DRISAA ) T4 EBLET,
RTB®D A > 4—27x—RXGigabitEthernet0O/0NDOSPFDRE L EFOICEELET,
[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ospf dr-priority O
[RTB-GigabitEthernet0/0]quit
%Nov 18 12:43:07:837 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from FULL to DOWN.
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%Nov 18 12:43:17:548 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from LOADING to FULL.

FIE7: )L—42—ETOSPF7OtRE RE—rEE 5D
OSPF7O+tR%ERTBTRA—LEHE | RLWTRTATYRA—SEET,
<RTB>reset ospf 1 process
Reset OSPF process? [Y/N].y
<RTB>%Nov 18 12:47:16:519 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1
Neighbor 20.0.0.1(GigabitEthernet0/0) changed from FULL to DOWN.

%Nov 18 12:47:16:520 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.1(GigabitEthernet0/1) changed from FULL to DOWN.

%Nov 18 12:47:17:605 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from LOADING to FULL.

%Nov 18 12:47:18:612 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.1(GigabitEthernet0/1) changed from LOADING to FULL.

<RTA>

%Nov 18 12:43:07:328 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from FULL to INIT.

%Nov 18 12:43:17:035 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from LOADING to FULL.

%Nov 18 12:47:15:952 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from FULL to INIT.

%Nov 18 12:47:15:953 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.2(GigabitEthernet0/1) changed from FULL to INIT.

%Nov 18 12:47:17:035 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from LOADING to FULL.

%Nov 18 12:47:18:041 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.2(GigabitEthernet0/1) changed from LOADING to FULL.

<RTA>reset ospf 1 process

Reset OSPF process? [Y/N].y

%Nov 18 12:48:43:126 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from FULL to DOWN.

%Nov 18 12:48:43:127 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.2(GigabitEthernet0/1) changed from FULL to DOWN.

%Nov 18 12:48:49:957 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
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10.0.0.2(GigabitEthernet0/1) changed from LOADING to FULL.
%Nov 18 12:49:27:040 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from LOADING to FULL.
FE8:OSPFARAIN—DAT—RREZFIVIT S
RTATdisplay ospf peerav > FE#EITL T, OSPFRA/N\—DIKEEHREHERELE
ER
[RTA]display ospf peer
OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
2.2.2.2 20.0.0.2 0 34 Full/DROther GEO0/0
2.2.2.2 10.0.0.2 1 35 Full/DR GEO0/1

RTB®M A > #—7x—AXGigabitEthernet /0N DREFEEMNOTHABT1=8, 1 3—T1—
AIIDR/BDREHIZSMTEF A, BEFER. RTADAUEZ—TI—X
GigabitEthernet 0/0lE Ry T —9 15 AV RDDRIZZEY . RTBO A A—TT—R
GigabitEthernet 0/0[ZDRotherlZiYE T,

RTBTRI#%RDIEEZEITL T, BEFEHRZEHEELET
RRY3: BEARIZOSPFEHM T 7 DEEET S
FIEL: E12-3D &S5 IZlabiRBEEEET S
BAIC, FRBEISTREN TS EIICFTHRRIBEZEILILES . RIZ. IF1T7UFADIP
TRLZ%10.0.0.1/24&ELTHERKL ., 7—hFo A4 F7RLR%10.0.0.2ELTHEELE T,
94T URBDIPFTRLRA%10.1.0.1/24ELTHEML ., 7—bY /4 F7RLRX%10.1.0.2&
LTHEELET,
Flg2: BARWGHREELFES
W—B—AB—T1—ADIPTRL AN ELOSPFDEEE
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 20.0.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 10.0.0.2 24
[RTA-GigabitEthernet0/1]quit
[RTA]int
[RTA]interface lo
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[RTA]interface LoopBack O

[RTA-LoopBackO]ip address 1.1.1.1 32
[RTA-LoopBackO]quit

[RTA]router

[RTA]Jrouterid 1.1.1.1

[RTA]ospf 1

[RTA-ospf-1]area 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 1.1.1.1 0.0.0.0

[RTA-ospf-1-area-0.0.0.0]network 10.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255

[RTA-ospf-1-area-0.0.0.0]quit
[RTA-ospf-1]quit

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 20.0.0.2 24
[RTB-GigabitEthernet0/0]quit

[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 30.0.0.2 24
[RTB-GigabitEthernet0/1]quit

[RTB]Jinterface LoopBack 0O

[RTB-LoopBackO]ip address 2.2.2.2 32
[RTB-LoopBackO]quit

[RTB]router id 2.2.2.2

[RTB]ospf 1

[RTB-ospf-1]area 0.0.0.0
[RTB-ospf-1-area-0.0.0.0]network 2.2.2.2 0.0.0.0

[RTB-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255

[RTB-ospf-1-area-0.0.0.0]quit

%Nov 18 14:46:19:795 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from LOADING to FULL.

[RTB-ospf-1]area 1

[RTB-ospf-1-area-0.0.0.1]network 30.0.0.0 0.0.0.255

[RTB-ospf-1-area-0.0.0.1]quit
[RTB-ospf-1]quit

[RTClinterface GigabitEthernet 0/0
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[RTC-GigabitEthernet0/OJip address 30.0.0.1 24

[RTC-GigabitEthernet0/0]quit

[RTC]interface GigabitEthernet 0/1

[RTC-GigabitEthernetO/1]ip address 10.1.0.2 24

[RTC-GigabitEthernetO/1]quit

[RTC]interface LoopBack O

[RTC-LoopBackO]ip address 3.3.3.3 32

[RTC-LoopBackO]quit

[RTC]router id 3.3.3.3

[RTCJospf 1

[RTC-ospf-1]larea 1

[RTC-ospf-1-area-0.0.0.1]network 3.3.3.3 0.0.0.0

[RTC-ospf-1-area-0.0.0.1]network 10.1.0.0 0.0.0.255

[RTC-ospf-1-area-0.0.0.1]network 30.0.0.0 0.0.0.255

[RTC-ospf-1-area-0.0.0.1]quit

[RTC-ospf-1]quit
FIE3:OSPFRAN—EN—TAV T T—TNEFIVITS

RTATdisplay ospf peerav > FEEITL T, OSPFRA/N\—DIREFEREHEELE

ER

[RTB]dis ospf peer

OSPF Process 1 with Router ID 2.2.2.2
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
1.1.1.1 20.0.0.1 1 34 Full/DR GEO0/0
Area: 0.0.0.1

Router ID Address Pri Dead-Time State Interface
3.3.3.3 30.0.0.1 1 32 Full/BDR GEO0/1

RTBERTAUL—%—ID 1.1.1.1) [ETY70IZHYET , RTBOAF—T—R
GigabitEthernet 0/01&. *Y;T—JDDRTHSHRTAND?20.0.0.1/24124 B3 —T1—X
EDRAIN—yTEEIILE LT,

RTBERTCUL—%—ID 3.3.3.3) [FTYFLUHYET , RTBOAHF—TT—R
GigabitEthernet 0/11&. RTC(30.0.0.1/24D A 23—z —REDFA IN—y T HE
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ILES., ShiFRVyRT—HDDRTY

RTBTdisplay ospf routinga<v>F&EE{TL T, OSPFIL—T 42 T—J ILEREREL
F9,
[RTB]display ospf routing
OSPF Process 1 with Router ID 2.2.2.2
Routing Table

Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop AdvRouter

Area
20.0.0.0/24 1 Transit 0.0.0.0 1.11.1 0.0.0.0
10.0.0.0/24 2 Stub 20.0.0.1 1.1.1.1 0.0.0.0
3.3.3.3/32 1 Stub 30.0.0.1 3.3.3.3 0.0.0.1
2.2.2.2/132 0 Stub 0.0.0.0 2.2.2.2 0.0.0.0
10.1.0.0/24 2 Stub 30.0.0.1 3.3.33 0.0.0.1
30.0.0.0/24 1 Transit 0.0.0.0 2.2.2.2 0.0.01
1.1.1.1/32 1 Stub 20.0.0.1 1.1.1.1 0.0.0.0
Total nets: 7

Intraarea: 7 Interarea: 0 ASE: 0 NSSA: 0
RTBIZIE. OSPFIL—TFT AT T—TILHD TR TDRYET—I~ADIL—DHYFE
ER
RTBTdisplay ip routing-tablea<w > F&#ETLT. YA—/NILIL—FT42 T T—T L
ERNLET,
[RTB]display ip routing-table

Destinations : 21 Routes : 21

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.1/32 O_INTRA10 1 20.0.0.1 GEO0/0
2.2.2.2/32 Direct 0 O 127.0.0.1 InLoopO
3.3.3.3/32 O INTRA10 1 30.0.0.1 GEO0/1
10.0.0.0/24 O_INTRA10 2 20.0.0.1 GEO/0
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10.1.0.0/24 O_INTRA10 2 30.0.0.1 GEO/1

20.0.0.0/24 Direct 0 O 20.0.0.2 GEO0/0
20.0.0.0/32 Direct 0 O 20.0.0.2 GEO0/0
20.0.0.2/32 Direct 0 O 127.0.0.1 InLoopO
20.0.0.255/32 Direct 0 O 20.0.0.2 GEO0/0
30.0.0.0/24 Direct 0 O 30.0.0.2 GEO0/1
30.0.0.0/32 Direct 0 O 30.0.0.2 GEO0/1
30.0.0.2/32 Direct 0 O 127.0.0.1 InLoopO
30.0.0.255/32 Direct 0 O 30.0.0.2 GEO0/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

RTBOY AB—/\)LIL—T 42T T—TIZIF TRTORYET—IADIL—t ¥ HYFE
Y. RTATHEKRDZEMEZETLT, EEBRREERLET
Flg4: 2D —ODEHREEFVIT S
RDOHAIZDLT, Client AlvsClient B(10.1.0.1) IZpingZETLET,
<Client A>ping 10.1.0.1
Ping 10.1.0.1 (10.1.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.0.1: icmp_seq=0 ttI=252 time=5.000 ms
56 bytes from 10.1.0.1: icmp_seq=1 ttI=252 time=7.000 ms
56 bytes from 10.1.0.1: icmp_seq=2 ttI=252 time=7.000 ms
56 bytes from 10.1.0.1: icmp_seq=3 ttI=252 time=8.000 ms
56 bytes from 10.1.0.1: icmp_seq=4 ttI=252 time=8.000 ms
ZDHAIZDT, Client BM5Client A(10.0.0.1) [ZpingZETLEY,
<Client B>ping 10.0.0.1
Ping 10.0.0.1 (10.0.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 10.0.0.1: icmp_seq=0 ttI=252 time=4.000 ms
56 bytes from 10.0.0.1: icmp_seq=1 ttI=252 time=7.000 ms
56 bytes from 10.0.0.1: icmp_seq=2 ttI=252 time=6.000 ms
56 bytes from 10.0.0.1: icmp_seq=3 ttI=252 time=6.000 ms
56 bytes from 10.0.0.1: icmp_seq=4 ttI=252 time=7.000 ms
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Eﬁ:ﬁ:

1. SIRARI2MD ATV T4T, RTAD A A—27x—AGigabitEthernet0 / 0D OSPFa R A
EHINET, RTBIE. RTAIZEHKSN=RYET—91.1.1.1/32~ADIIL—T425TF—T )L
[ZLDDIL—FEEH>TWETH, TOEBIZRFITTH,

5z
2DOMEIARML—AFIARIEETT, RTADGigabitEthernet0 / 0CiThf-=aORNER
[%. RTBTIZHLRTATOD IL—FEHEIZOAEELET,

2. OSPFTY7HDIEESN =RV T — I SN -4 2—T1—XTOSPFEEMIZ
TBHIZIE. W—F—IDEREEDIDLELHYET M ?

Zx:
WWZ, IBESNEIL—F—IDIE. FRENZAL X IL—F—DIL—T N\ IALB3—T1—X7F
KLRTY,

3. 413 —TJx—RIZOSPFaARIEEZREL T, L—b\YyIF7vTERETBIZITESITIIX
LWNTT Y,

Ex:

ospf costavw U RZEFERAL T, N\VIT7YTA U A—T1—RDARMET 54 )1 R3—Tx—
ADARRKYLREVMBIZERELET . TFMIVI2—T—RICEENRET HE N
IITITABZ—D— AN FEREINET,
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Lab13 ACLIZ&B /N ybkD4 LR 5

== 31z N il
EENBEELBE
COISHRTIEUTDIEEZUVET
o ACLODREEF#ZUET,
® ACLOEARMALZIALI4FXaL—avEaFR/LET,
® ACLOHXEBDIVI4Fal—aravREEELET,

*ybT—9H
192.168.1.1/24 192.168.1.2/24 D
Ser_1/0 Ser_1/0 @

192.168.0.1/24 RTA RTE 192.168.2.1/24
GE_0/0 GE_0/0
GE_0M GE_0/1
@192.163.0.21’24 192.168.2.2/24 @
PCA PCB

13.1 EEARYLT—S

EEEE
AERICHELGFIRMHEAM
NnN—av | HE SRS
EREBERAAEETILES
MSR36-20 Version7.1 2 L
V35 DTEV 7 ILr—T L - 1
V35 DCEV Y7 IILr—T )L - 1
PC Windows 7 2 7L
2V T =04 —T L D - 2 L

XBFIR

BRI ACLOEKRWLRTEET S
ZDBERYIE PCANO—HILRY T =015 AU RERABD R YN T—DIZTHERT
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Bl EERIETHEIIC WN—F—IERHGEACLZHER T HETT . CDFRID

%, ERACLOER G EEMEEEYRE—LET,
FIEL:PCEIL—E—FT—TIILTHRT S

E10. 1D &KS5(2)L—2—EPCHID T —T ILEEHLET

RTA.RTBDEREMNT IAILNTHDHZLEHEEITT BHIZILreset saved-

configurationaAY R CTF 74/LbDAV T4FaL—av~ARLET,

<RTA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N]y

Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<RTA>reboot

Start to check configuration with next startup configuration file, please

wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?

[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

£13-1 IPPRLRAEYHTRF—7

XE A8—2Jx—R | IPPFLR H—bkrozA
S3/0 192.168.1.1/24 -
RTA
GO0/0 192.168.0.1/24 -
S3/0 192.168.1.2/24 -
RTB
GO0/0 192.168.2.1/24 -
PCA 192.168.0.2/24 192.168.0.1
PCB 192.168.2.2/24 192.168.2.1

RI13-LUZHES>TPCHOIPFRLRES — b2 EERLE T, WindowsDI RE—k |5V
D74V BEHRELTETIZRRLET . RRSNEVIVFIT.CMDEASALE
¥, avRTAVT RO R TipconfigaY U REETL T, RESNA TSI RT
DIPTRLRERTRL., R13-UHE>TRTAR—RERTBR—KIIPFRLRES —RD T
AEHELET,
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RTAZERELFET .

[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.0.1 24
[RTA-GigabitEthernet0/0]quit

[RTA]interface Serial 1/0

[RTA-Seriall/0]ip address 192.168.1.1 24
[RTA-Serial1/0]quit

RTBZERELFET .

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 192.168.2.1 24
[RTB-GigabitEthernet0/0]quit

[RTB]Jinterface Serial 1/0

[RTB-Seriall/0]ip address 192.168.1.2 24
[RTB-Serial1/0]quit

FYRT—VERERBR T 5012 L—3—(THHIIL— N EFEED 2T DER
IW—rEBRTEEY . EAL RIPEERAYTHEE. BRITRDKSITHYFET,
RTAZRELFET .

[RTA]rip

[RTA-rip-1]network 192.168.0.0

[RTA-rip-1]network 192.168.1.0

[RTA-rip-1]quit

RTBZ:RELFET .

[RTBJrip

[RTB-rip-1]network 192.168.1.0
[RTB-rip-1]network 192.168.2.0
[RTB-rip-1]quit

PCATpingaY U FEEITL T, PCALIL—F—REDEHE . 5 LUPCALPCBRE DK
TANLEYT, PCAIZIL—E—EPCBIZpingERITTA2HENHYET,
HARRDESYTY,

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=5.000 ms
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56 bytes from 192.168.2.2: icmp_seg=1 ttI=253 time=6.000 ms
56 bytes from 192.168.2.2: icmp_seg=2 ttI=253 time=5.000 ms
56 bytes from 192.168.2.2: icmp_seg=3 ttI=253 time=6.000 ms
56 bytes from 192.168.2.2: icmp_seg=4 ttI=253 time=6.000 ms

IL—HZEIFETERWNEE(E, EETIEZSELT. L—T127 7ArILHELL
BRESNTLDMEIMERERL TS,

FE2: ACLEZEE T %
CDTAME, PCARO—AILRYET—=ILUN DD YT —DIZT I 2RTEHILE
Bit95-DELNDTY  ACLOFEIFICRODEMEERET IMENHYET .

EDRATD ACLZHERTIVENHYET M ?
ACLIL—ILDT O avIFEBFIEFHFRITI M ?
ACLIIL—ILDFIRIIFESHEIRETTM?

ACL AT HIL—F—R—rEARIEENTT D,

BEZFRDELYTT,

EETT IP PRLRIZE DT PCA Iy aHAITESIZE S E. EARMA ACL A
BHINET,

PCA MNA—AILRYET—=ILUSN DD I T—I(ZTIOERTHIEEZZILETS
B, LTzA>T.ACL 7L avIFER TR ELAHBYET,

PC Mo EENT=/\T Y DAHZEFIHT 2BENHE=O . JN—ZATRIIF
0.0.0.0(192.168.0.2 [ZRE)IZBRESNET,

ACL (. PCA I T M2/ 'O K RTAR—b GigibitEtherenet0/0 &L T.
PCA MNA—AILRYET—=ILUSN DD I T—I(ZTIERTHIEEEZILETS
WHELIHYFET,

FIE3:basic ACLEZHERL. ENZEZBEALET,
RTATACLERDKIIZEELFET,
[RTA]acl basic 2001
[RTA-acl-ipv4-basic-2001]rule deny source 192.168.0.2 0.0.0.0
[RTA-acl-ipv4-basic-2001]quit

RTAD N YR ITALIVBY T T AT 94— ILISBEIEX T 74 LN TERNZGE>THY., T
THILEDT I AV IFEFAITY,

ACL%ZRTAMR—hkGigabitEthernetO/0IZEALET .
[RTA]interface GigabitEthernet 0/0
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[RTA-GigabitEthernet0/O]packet-filter 2001 inbound
[RTA-GigabitEthernet0/0]quit
FN&4:T7AT 74— I AEREERERLE T
PCATpingaY > RF#3E{TL T, PCAEPCBD#EHiZT AR LEY, PCAIXPCBIZping
NTEFEE A HAERIIRDEESY T,
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

ACLE/N T YR TAIBRI DT T7AT 0 A—ILDIRBEERTAD I ERRLET . LD
pingH5EIdeny & HFIZEBL =2 &% RLTLVET (5 times matched),
[RTA]display acl 2001
Basic IPv4 ACL 2001, 1 rule,
ACL's stepis 5
rule O deny source 192.168.0.2 0 (5 times matched)
FE5: —E D/ yRIACLIL—ILIZEYRLET,
[RTA]display packet-filter interface inbound
Interface: GigabitEthernet0/0
Inbound policy:
IPv4 ACL 2001
[RTA]display packet-filter statistics sum inbound 2001
Sum:
Inbound policy:
IPv4 ACL 2001
rule O deny source 192.168.0.2 0
Totally 0 packets permitted, O packets denied
Totally 0% permitted, 0% denied
INTYR TR G T7AT 04— ILIERTATHEMIZH>TLVET , ACL 2001%{E
AL T. R—kGigabitEthernet0 / 08 THD A /NI RISy hEBEH LU T1ILAY
YILEY,
BAR2: ACLDE ELHER
ZDARYIE, PCAERYIT—2192.168.2.0/24DRIDFTP7A—% 21t 3 5K5I2,
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IW—E—IZEEBACLEER T HETT . CDFARIDER. G ELGACLOER A EE
HEEEEELET,

BREDFINZ. L—F—DACLB LUV YR I BT /REEZI)TLT,. TDIL—4

—%

REICETTH L FRV2OFIELITY

FlIEL: 2R Y1 THEL-ACLZHIFRT 5
[RTA]Jundo acl basic 2001

FE2: ACLEZEE T %
ZDTAME, PCAERYRT—4192.168.2.024DEDFTP7O—%% 13 51=-HDE
NDTY ., ACLOETEIFFICIE. ROBEMZERHATIDLELHYET,

EDRATD ACLZHERTIVENHYET M ?

ACLIL—ILDT O avIFEBFIEFHFRITI M ?
ACLIIL—ILDFIRIIFESHEIRETTM?
EDIL—E3—EHEENDHBIZACLZERTIBHEALHYETMN?

BEZFRDELYTT,

DT AN, PCA &vbT—% 192.168.2.0/24 MDD FTP 7O0—%21t 3 51-
HDEDTY, FTP N7 ybER—FEFIZE DV THANSNIDELHDT=H.
TENVZA ACL NERSNET,
BHIEPCEBEZELTEILETHAH.ACLTIIIVITIERTILENHYE
ED

PC MbARybhT—% 192.168.2.0/24 ITEESN B/ My b EHIHT 2 ELH D1
. EIET IP FRLADY)/A—AT R 0.0.0.0(192.168.0.2 [Z[RTE)IZHRTESH .
FB% IP FRLRADY/N—ATRAS(F 0.0.0.255(192.168.2.0 DETHFT KL R)IZE%
EENFT, o

ACL [E. PCA [ZE#i T 51/ 2K RTA MR—b GigabitEthernet0/0 [Z@E AL
T.PCAD I ybEFEELEVWELSICTIRENHYET,

FIE3: 7NV AACLERRL ., ENEBRLEY,
RTATACLERDKIIZEELFET,
[RTA]acl advanced 3002
[RTA-acl-ipv4-adv-3002]rule deny tcp source 192.168.0.2 0.0.0.0 destination
192.168.2.0 0.0.0.255 destination-port eq ftp
[RTA-acl-ipv4-adv-3002]rule permit ip source 192.168.0.2 0.0.0.0 destination
192.168.2.0 0.0.0.255
[RTA-acl-ipv4-adv-3002]quit
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RTAD/NTYRNIAIVA) DT T7AT 04— ILBERE (X T 74 L TpermitlZH>TH Y.,
piNglEFFRISN TULVET,

ACLZRTAMNR—kGigabitEthernet0/0IZEALET

[RTA]interface GigabitEthernet 0/0

[RTA-GigabitEthernet0/O]packet-filter 3002 inbound
[RTA-GigabitEthernet0/0]quit

BRESNT-ACLZHERELTHET,
[RTA]display packet-filter verbose interface GigabitEthernet 0/0 inbound
Interface: GigabitEthernet0/0
Inbound policy:
IPv4 ACL 3002

rule O deny tcp source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255
destination-port eq ftp

rule 5 permit ip source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255

FNg4: I7 AT 74— ILEEREERERLET

PCATpingavY > REE{TL T, PCAEPCBD#E#HET AR LE T, PCAIXPCBIZping
ERITTEIRENHYET . HABHIIRDESYTT,
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seg=0 ttI=253 time=2.000 ms
56 bytes from 192.168.2.2: icmp_seg=1 ttlI=253 time=1.000 ms
56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=1.000 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=1.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=1.000 ms

RTBTCFTPH—EREBMICLET,

[RTB]ftp server enable

[RTB]local-user admin class manage

New local user added.

[RTB-luser-manage-admin]password simple h3cjapan
[RTB-luser-manage-admin]service-type ftp
[RTB-luser-manage-admin]authorization-attribute user-role network-admin
[RTB-luser-manage-admin]quit

RIZ.PCALEDFTPYSAT7 UM e{EHALTPCANLRTBIZFTPIE#RILET . FTPIESR:
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[EETBIET TS, HAOBRIEIRDEBYTT,
<PCA>ftp 192.168.2.1
Press CTRL+C to abort.

ACLET7AT I +—ILDKREE LURTADMEIERRLET . LDftphi1EIdeny 5t
[CEBLI-C&ZERLTULVET (1 times matched),
[RTA]display acl 3002
Advanced IPv4 ACL 3002, 2 rules,
ACL's stepis 5

rule O deny tcp source 192.168.0.2 0 destination 192.168.1.0 0.0.0.255
destination-port eq ftp (1 times matched)

rule 5 permit ip source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255 (1 times
matched)

FIES: —ERD /4y REACL 3002)L—)LIZEVRLET,

INTYRTAINR T IT7AT 0 A—ILBRTATEMIZHE->TULNSI5E &, ACL 3002%
{EALT. R—hrgigabitEthernetO/0FE TD /N yhEBEB LU T4 VT LET,
[RTA]display packet-filter interface inbound
Interface: GigabitEthernet0/0

Inbound policy:

IPv4 ACL 3002

[RTA]display packet-filter statistics sum inbound 3002
Sum:
Inbound policy:
IPv4 ACL 3002
rule O deny tcp source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255
destination-port eq ftp
rule 5 permit ip source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255
Totally 0 packets permitted, O packets denied
Totally 0% permitted, 0% denied
FE6(A T ar): RTADOACL 3002)L—)LEHIBRL T, FTPAELKFIRATE A LamEREL
FL&Do
RTADACL 3002ZHIBRLET .
[RTA]Jundo acl advanced 3002

PCAMBRTBIZX L CltpZEITLET,
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<PCA>ftp 192.168.2.1

Press CTRL+C to abort.

Connected t0 192.168.2.1 (192.168.2.1).
220 FTP service ready.

User (192.168.2.1:(none)): admin

331 Password required for admin.
Password:

230 User logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> dir

227 Entering Passive Mode (192,168,2,1,166,220)
150 Accepted data connection

drwxrwxrwx 20 0
-TWXIWXIWX 10 0
-TWXIWXIWX 10 0
drwxrwxrwx 30 0
-TWXTWXIWX 10 0
drwxrwxrwx 20 0
-TWXTWXIWX 10 0
cmw710-boot-a7514.bin
-TWXTWXIWX 10 0
cmw710-system-a7514.bin
drwxrwxrwx 20 0
drwxrwxrwx 20 0
-TWXTWXIWX 10 0
-TWXTWXIWX 10 0

226 12 matches total

ftp> quit

4096 Nov 21 07:16 diagfile
253 Nov 21 07:42 ifindex.dat
43136 Nov 21 07:16 licbackup
4096 Nov 21 07:16 license
43136 Nov 21 07:16 licnormal
4096 Nov 21 07:16 logdfile
0 Nov 21 07:16 msr36-

0 Nov 21 07:16 msr36-

4096 Nov 21 07:16 pki

4096 Nov 21 07:16 seclog

2644 Nov 21 07:42 startup.cfg
43964 Nov 21 07:42 startup.mdb

221-Goodbye. You uploaded 0 and downloaded 0 kbytes.

221 Logout.

B
1. RA91T,ACL 2001 Iz, D /4y b DB BEHF T AH-HIZ RO T

VBB DRENHYETMN? ESLT?

EZ:
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WWE. HYFEBA, TIHILEDACLTZ I avdpermitTY, FD=8H. VAT LT
ACLIL—IUIZETIEELSBWNT R TO/N Ty EERELET .

2. RRJ2T ACLZRTBIZEATEEIMN?

X
[, TEFET, aVTrF¥2L—La BERIEELCTY . 727ZL. ACLZRTAIERAT
5&,. 70—DNEBLELEDFIEMNERINET,

HE:
HCLOPCIZIXftpD#EREILHYFEHA DT, PCAOKDOYIZIL—F—EFALET,
IW—E—DHFRFEFLULTDEYTY:
[PCAlinterface GigabitEthernet 0/0
[PCA-GigabitEthernet0/0]ip address 192.168.0.2 255.255.255.0
[PCA-GigabitEthernet0/0]quit
[PCA] ip route-static 0.0.0.0 0 192.168.0.1

D 192.168.1.1/24 192.168.1.2/24 D
@ Ser_1/0 Ser_1/0 @

RTA 192.168.0.1/24 RTE 192.168.2.1/24
GE_0/0 GE_0/0
GE_0/0 GE_0/1
192.168.0.2/24 192.168.2.2/24 @
PCA PCB
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Lab14 NATDEEE

EENEEHEZE
ZDFRTIXUTOIEFFUVET
® NAT OEAXRMLZIAVTFal—2avaxBRHRLET,
® NAPT DOV I4¥al—avhHEEER/LET,
® Easy|PDavI74F¥al—iavAEEEBLET.
® NAT Server DAV I4¥aL—2avFEEER/LET,

b —UK

! - i
| private i | public i
| 1 |
| | | !
I @ 10.0.0.1/24 o |
| Clieht_A P |
i GE_0/1 ! i i
|
| GE_072 | 198.76.28.1/24 198.76.29.1/24 i
I GE_0/0 GE_0/0 @ I
i GE_0/1 GE 01 GE 01 GE_0M ¢ é ‘ I
SW1 IRTA RTB SW2 |
i Ge oy 10:0.0-20424) | 198.76.28.2/24 GE_072 |
| GE_0/1 | | !
I b GE_0/1 |
! @ 10.0.0.2/24 L @ |
I o
' I
| Client_B | 198.76.29.4/24 i
I | I Server I
|

141 RERYLT—5

FOREIE, TRMRADERLTLVET , 22DMSR3620(RTAERTB) . 20D
S5820V2 (SW1&ESW2) . $LXU3IDMDPC(Client_A. Client_B&Server) TY,

Client_A&Client BIZTSAR—kRxybD—5 LIZHY . RTAIXS —F DA ENATT /N
ARELTHEREL . 1D DT SAR—b Ry R T—IR—K(G0/0) E1DD/NT ) o1y kTd
—9%EL RTBOAN T — bz ELTHEBELET S

FREZIZIE LDKODDNAT7Z T r—avNEENE T, Easy IPIFRLEMT,
FITFANVIWTYTTHORAFIATHERAINET ., ERHUAENATIINAPTIEEED
NTEYFEREA. NAPTIX, NTVYIRYRT—IIPTRLADEREHRETE, /T
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VDY —IN—FVAANDTSAR—KISATUNT IR RIEATEEYT, NATH—
N—[F, TSAR— Y —EZAMS/INTYY IR T—IADF YA IZEATEET,

== 3131+
EEEE
AREERICHELGE G EHEAM o i
\ N—o3y HE YFECEIE
EREBLAIEETILES
MSR36-20 Version7.1 2 IL—5—
S5820V2 Version7.1 2 AAYF
PC Windows 7 3 .S
YT =04 —T )L DS - 6 ArL—rr—T L

B FIR

ARG BERKMENATORTEEZT D
ZDTAMTIE, TZAR—=bRYLT—0954 T bDClient_A&Client_BAY/ T ) vy
FYRD =D Y —N—ZT I ERTIBENHYET, RTBIEFTSAR—bRybT—4
IL—REBIILE V=0 RTATEARMENATEERL T, /8Ty IRyt T—O 7KL
A%Client_A&Client BIZEIRIZEIY S TEY,

FIEL: TAMRREZEET S
SIRORIZHE->TTAMNRIEZEBEL, RTABLKURTBR—MIIP7RLRAZE#ERLE
o B—N—BTO/NTINEIIL—T420TFBICIE. RYXMRYTRTB GO/0Z{EA
LT.RTBZHET LIICRTATHIIIL—MEERLET . RTAEY—/\—[TpingZE1T
TEEY, Client AQIP7FLR%10.0.0.1/24LL T, #—hk9x4%10.0.0.254£L T
#LET, Client BIPPFLRX%10.0.0.2/24LLTHERL. 5 —b;911%10.0.0.254
ELTHRLET,

F14-1 IPPFLREIYE TR —<

ZE A8 —Jx—R | IPPFLR F—kzA
G0/0 10.0.0.254/24 -
RTA
G0/ 198.76.28.1/24 -
G0/0 198.76.28.2/24 -
RTB
G0/1 198.76.29.1/24 -
Client A 10.0.0.1 10.0.0.254
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Client B 10.0.0.2 10.0.0.254

Server 198.76.29.4/24 198.76.29.1/24

FE2: EARMGEIL T4F¥2L—3a>
IP7RLREIL—PEERFELET (RTBTIEL. H X TRTANDstatic routeFZRELE
A)o
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 10.0.0.254 24
[RTA-GigabitEthernet0/0]quit
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 198.76.28.1 24
[RTA-GigabitEthernet0/1]quit
[RTA]ip route-static 0.0.0.0 0 198.76.28.2

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 198.76.28.2 24
[RTB-GigabitEthernet0/0]quit
[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 198.76.29.1 24
[RTB-GigabitEthernet0/1]quit
FIE3: #EHEEF v ILET
Client_Aé&Client BTENREN Y —/A—(IP7KL RX198.76.29.4) [ZpingZETLET,
HARRIEIRDESYTY,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
LIBTDIERIZE DULVT, Client_A&Client BlEH—/\—IZpingZE{TTEEH A,
RTBICIETZAR—b R YR T—IADIL—bDENHTT . RTBIE, —/—H5
EESNT=ping/ Ay rDRYRT =915 A +10.0.0.058 THDIL—FERDITEHIEM
TEFEEA,
F[E4:Basic NATEERELET
RTATBasic NATZERELET
#ACLEERAL T, #vhT—o145 A2 110.0.0.024[HHEETTFLRATIO—%E
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&LFET,
[RTA]acl basic 2000
[RTA-acl-ipv4-basic-2000]rule O permit source 10.0.0.0 0.0.0.255
[RTA-acl-ipv4-basic-2000]quit
# TRLREHBDI=HODTRLRAELTL198.76.28.11H5198.76.28.20 FHE L=NAT
TRULRT—)L1IEERILET
[RTA]nat address-group 1
[RTA-address-group-1]address 198.76.28.11 198.76.28.20
[RTA-address-group-1]quit
# AVRA—TDT—RAEa—IZAY, ACL 2000ENAT ZRLURT—)L1FFHE VT IHT
outbound R—MEHTT7ZRFLRZEIYLETET,
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]nat outbound 2000 address-group 1 no-pat
[RTA-GigabitEthernet0/1]quit
TG IRT—OFTRURT—ILDTRLRY IL—T 1L, RTATHER S, TRL R
#1pH(%198.76.28.11-198.76.28.20TF , /3T A—4no-patld, 11D FTRFL AL %
RLET, INIF. R—rBE BT FRLRIEESN-FRLREZEBRTHILEE
BRLET, CDIHZEE. RTAIL. ACL2000/L—ILEEETEHTIMNIURIT YD TR
LRZEEHLET,
FES: EGEEF v ILET
Client_Aé&Client BTENREN Y —/A—(IP7KL RX198.76.29.4) [ZpingZETLET,
HARRIEIRDESYTY,
<H3C>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
56 bytes from 198.76.29.4: icmp_seq=0 ttI=253 time=4.000 ms
56 bytes from 198.76.29.4: icmp_seq=1 ttI=253 time=9.000 ms
56 bytes from 198.76.29.4: icmp_seq=2 ttI=253 time=9.000 ms
56 bytes from 198.76.29.4: icmp_seq=3 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seq=4 ttI=253 time=8.000 ms
FIE6:NATZU M) —ZFIVILET
RTATNATTIVR)—%FIvILET,
[RTA]display nat session
Slot 0:
Initiator:
Source IP/port: 10.0.0.1/172
Destination IP/port: 198.76.29.4/2048
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DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Initiator:

Source IP/port: 10.0.0.1/171

Destination IP/port: 198.76.29.4/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Total sessions found: 2

[RTA]display nat no-pat
Slot O:

Total entries found: O
[RTA]display nat no-pat
Slot 0:

Local IP:10.0.0.1
Global 1P: 198.76.28.17
Reversible: N

Type : Outbound

Local IP:10.0.0.2
Global IP: 198.76.28.16
Reversible: N

Type : Outbound

Total entries found: 2

LIBTDERICEDNT, SOICMP/ATYhDEET 7L X10.0.0.11&. EETTAR—F
FE2495 LUV ER—FEF2048D /T )y o1y T —UTELR192.76.28.1212%
ENFEL, EETTRFLR10.0.0.2(%,. /TYvoRyrT—HF7RLR
198.76.28.11, E{ETAR—FFES210. 5BEKR—FEFEF2048, 13 &RICLAETHRLE
o MEDRYECT—VIVNEEDIET, 40%. TRXRTOIVN—BERbhE

Y. HABWEIRDELYTY,
[RTA]display nat session
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Slot 0:
Total sessions found: O

NATIURN—IZEI—DU T 8A L(Z—VU T AL L) BRBHYES, T—2U R
BB HENATIEX ST ST M) —ZHIBRLET , Display session aging-time
stateaVYREEFTLT, £yl av DT I SDI—DU T 84 LEBELET,
[RTA]display session aging-time state

SESSION is not configured.

HCLO WL —E—TIET IHIVEDI—O 0T A LHBEESNTLVENEILD T, 7y
av DIREEREELET

[RTA]display session statistics

Slot O:

Current sessions: 4

TCP sessions: 0

UDP sessions: 0

ICMP sessions: 4

ICMPV6 sessions: 0

UDP-Lite sessions: 0

SCTP sessions: 0
DCCP sessions:

RAWIP sessions: 0

History average sessions per second:
Past hour: 0
Past 24 hours: 0
Past 30 days: O
History average session establishment rate:
Past hour: O/s
Past 24 hours: 0/s
Past 30 days: 0/s

Current relation-table entries: 0
Session establishment rate: 0/s
TCP: 0/s

UDP: 0/s
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ICMP: O/s
ICMPV6: 0/s
UDP-Lite: O/s
SCTP: 0/s
DCCP: 0/s
RAWIP: O/s
Received TCP 0 packets
bytes
Received UDP 0 packets
bytes
Received ICMP 0 packets
bytes
Received ICMPVv6 0 packets
bytes
Received UDP-Lite : 0 packets
Received SCTP 0 packets
bytes
Received DCCP 0 packets
bytes
Received RAWIP 0 packets
bytes

0 bytes

session aging-time aAYUREFE>TNAT YAV DI—S T 3A LEEBLTHE

ERS
NATT/AyF UV ERIELU T OBEY TS :
<RTA>terminal monitor
The current terminal is enabled to display logs.
<RTA>terminal debugging
The current terminal is enabled to display debugging logs.
<RTA>debugging nat packet
<RTA>*Nov 22 12:09:21:244 2021 RTA NAT/7/COMMON:
PACKET: (GigabitEthernet0/1-out) Protocol: ICMP
10.0.0.2: 0- 198.76.29.4: O(VPN:
198.76.28.12: 0- 198.76.29.4: O(VPN:
*Nov 22 12:09:21:247 2021 RTA NAT/7/COMMON:

0)
0)
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PACKET: (GigabitEthernet0/1-in) Protocol: ICMP
198.76.29.4: 0-  198.76.28.12:  O(VPN: Q) ------ >
198.76.29.4:  O- 10.0.0.2:  O(VPN:  0)
L EDT /NI J1E#RIZ&LSE, GigabitEthernet GO/1D H AT, ICMP 10.0.0.2M)
EIETTRLAD /Ay F198.76.28. 1212 E#ENTLBIEN DN YET,

J—k:
EEEMIZIE, HIPFRLRIZIE65,536BDHR—ENHYET, dBR—FEFTHR—F
#BRUWT, ARG R—MIEREKLY (XD IDEABRYET,

FIE7: 2> T4F2L—3VETICRLET
RTAMBasic NATEREZHIBRLET .
#NATPRLRAT—ILZHIBRLET .
[RTAJundo nat address-group 1
# R—NBEEF T ONF-NATZHIBRLET
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]Jundo nat outbound 2000
[RTA-GigabitEthernet0/1]quit
RRY2:NAPTOEEET S
TSAR—bRYRT—0954 T kclient_A&Client_ Blk, /8TYy o Ry T —9H—
N—=IZTVERTEIRBELRHYET, /N\TVIIRIET—IFRLADGIRESNTINDS
128 RTATHEREN TS/ ATy IRybT—I 7L ADEiFI$198.76.28.11-
198.76.28.20TY , RTATNAPTZERL T, /N TV IRYNT—IFRLRER—IE
Client_A&Client BIZEIRIIZEIY X TEY,
FIRL: TANMRRZEET S
TANREBEEELET, FRVIORATYTLIE2ESRBLTZEL,
FlIg2: itz F v ILET
Client_A&Client BTZENZE N H—/3—(IP7RL RX198.76.29.4) [ZpingZEEITLET
HARRIEIRDEEYTY,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
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LIBTD1ESRIZE DULVT, Client_A&Client BlEH—/\—IZpingZETTEEH A,
FIE3:NAPTZ#RELFET
#ACLEEAL T, FvhT—U15 A 110.0.0.024[2HHEETFTFLRATIO—45E
&LFET,
[RTA]acl basic 2000
[RTA-acl-ipv4-basic-2000]rule O permit source 10.0.0.0 0.0.0.255
[RTA-acl-ipv4-basic-2000]quit
#NAT7RLRAT—)L1%E1 DD 7L RX198.76.28. 11 CHERLET
[RTA]nat address-group 1
[RTA-address-group-1Jaddress 198.76.28.11 198.76.28.11
[RTA-address-group-1]quit
# A A—J1—RE1—TNAT7FL R%acl 200012/31RFL, PRLRZRHELE
ER
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]nat outbound 2000 address-group 1
[RTA-GigabitEthernet0/1]quit
INTA—=Eno-patlZfEEEIhT . NATHA/ T Y hADR—EERTHEERLET,
FE4: G EEFVILET
Client_Aé&Client BTENREN Y —/A—(IP7KL RX198.76.29.4) [ZpingZETLET,
HARRIEIRDESYTY,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
56 bytes from 198.76.29.4: icmp_seq=0 ttI=253 time=5.000 ms
56 bytes from 198.76.29.4: icmp_seq=1 ttI=253 time=9.000 ms
56 bytes from 198.76.29.4: icmp_seq=2 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seq=3 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seg=4 ttI=253 time=7.000 ms
FIES:NATZU M) —ZFIVILET
RTAOnatT M) —%#FvILET,
[RTA]display nat session verbose
Slot 0:
Initiator:
Source IP/port: 10.0.0.1/191
Destination IP/port: 198.76.29.4/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
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Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/0
Responder:
Source IP/port: 198.76.29.4/3
Destination IP/port: 198.76.28.11/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/1
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 14:55:05 TTL: 22s

Initiator->Responder: 0 packets
Responder->Initiator: 0 packets
Initiator:

Source IP/port: 10.0.0.2/227

Destination IP/port: 198.76.29.4/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/0
Responder:
Source IP/port: 198.76.29.4/2
Destination IP/port: 198.76.28.11/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/1
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 14:54:53 TTL: 9s
Initiator->Responder: 0 packets
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Responder->Initiator: 0 packets 0 bytes
Total sessions found: 2
LIRTDIERICE DT, #IEFTIPFFLX10.0.0.1£10.0.0.2(F, BL/ATUyoHRykTD
—JTF7KLR198.76.28.11I1CE#ENFE T, f=7=L. 10.0.0.1MDKR—krF12289T,
10.0.0.2M7R—k£12288TF , RTAAY198.76.28.115E CD LB/ NTINEZIET S L.
RTAIZ/ Sy EEBRAICIEESNIZ/R—RZ&Y10.0.0.1£10.0.0.20 EL5(ZE8R%E T
HZMERFLET . NAPTIXCDAVYREFERALT, IPBEMSVRR—RET/ N\ yh
FEBMLET, NITKY. NTUVYIIPFRLRADFERALAKIBIZHEINET,
FIE6: 2> T4F¥2L—aETICRLET
RTADNAPTEREZHIBRLET .
#NATPRLRAT—ILZHRIBRLET .
[RTAJundo nat address-group 1
# R—NBEEF T O NF-NATZHIBRLET
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]Jundo nat outbound 2000
[RTA-GigabitEthernet0/1]quit
"AZX%43:Easy IPDEXRTEET S
TS5AR— Ry, T—H954F7 2 kClient AE K UClient_Bl, /\TUyoRrybT—4
Y—N—IIT I ERTEIRENHYET, /A TVIIRIEI—IR—rDIPTRELRE
FRLT. \TVvoRrybT—oF7ELRER—R%Client_A&Client BIZEIRIIZE|L &
TF7,
FIRL: TANMRRZHEET S
TANREBEEELET, FRVIORATYTLIE2ESRBLTZELY,
FIE2: #EREEFvILET
Client_Aé&Client BTENREN Y —/A—(IP7KL RX198.76.29.4) [ZpingZETLET,
HARRIEIRDESYTY,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
F|E3:East IPEHRELET
RTATEasy IPEZERELET
#ACLEEAL T, FvhT—o15 A2 110.0.0.024[HHEETFFLRATIO—%E
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&LFET,
[RTA]acl basic 2000
[RTA-acl-ipv4-basic-2000]rule O permit source 10.0.0.0 0.0.0.255
[RTA-acl-ipv4-basic-2000]quit
# A A—J1—RXE1—TNATF7FLR%acl 20001</31RFL, PRLRZRHELE
ER
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]nat outbound 2000
[RTA-GigabitEthernet0/1]quit
Fg4: G EEFIVILET
Client_Aé&Client BTENREN Y —/A—(IP7KL RX198.76.29.4) [ZpingZETLET,
HABRIEIRDEEYTY,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
56 bytes from 198.76.29.4: icmp_seq=0 ttI=253 time=5.000 ms
56 bytes from 198.76.29.4: icmp_seq=1 ttI=253 time=9.000 ms
56 bytes from 198.76.29.4: icmp_seq=2 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seq=3 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seq=4 ttI=253 time=7.000 ms
FIE5:NATZU M) =% F v ILET

RTATNATTIVR)—Z2FIvILET,
[RTA]display nat session verbose
Slot O:
Initiator:

Source IP/port: 10.0.0.1/200

Destination IP/port: 198.76.29.4/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Responder:

Source IP/port: 198.76.29.4/5

Destination IP/port: 198.76.28.1/0

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)
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Inbound interface: GigabitEthernet0/1
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 15:56:36 TTL: 15s

Initiator->Responder: 0 packets
Responder->Initiator: 0 packets
Initiator:

Source IP/port: 10.0.0.2/238

Destination IP/port: 198.76.29.4/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/0
Responder:
Source IP/port: 198.76.29.4/4
Destination IP/port: 198.76.28.1/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/1
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 15:56:30 TTL: 9s
Initiator->Responder: 0 packets
Responder->Initiator: 0 packets
Total sessions found: 2
[RTA]display nat session
Slot 0:
Total sessions found: 0
[RTA]display nat session
Slot 0:
Initiator:
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Source IP/port: 10.0.0.1/202

Destination IP/port: 198.76.29.4/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Initiator:

Source IP/port: 10.0.0.2/239

Destination IP/port: 198.76.29.4/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Total sessions found: 2
LIRTOERIZEDUNVT, 10.0.0.18K1U10.0.0.2[1C 7 RLRIEE SN 2% E TP,
RTAD7 kAU RIR—h 7KL R198.76.28. 11 E#ish FELT =,
NATHE L% . Client AD\H—/\—[ZpingZE(TTEDEE . H—/\—(dClient_AIZ
pingZEERITTETEIMN? HAOBEREIRDEEYTT,
<Server>ping 10.0.0.1
Ping 10.0.0.1 (10.0.0.1): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
RTAIZ(X10.0.0.0/24~DIIL—bD3HYFEE A, FDT=8 ., H—/ \—I[LClient_AlZping
ERITTEFCE A, Y—/\—DICMPIEE/ryhE Y —/\—TFKL R198.76.29.4%
EETTRLRAELTERAL, RTAT VMO UK 7R RX198.76.28.1% 585 7 RL A &L
THERAT 3=, Client_ AlZH—/\—I[ZpingZERITTEET, Client ADEERDY—
AFFLRIE10.0.0.1TY, DFY.ICMP#E#EILClient AIZ&->TRAESN . RTANT
FLREZEML T/ YhEEEET LSRN A —TERENHYET . NATIZRTAT
) k3 U RR—KGigibitEthernetO/LISE L TEM THAZEITEREL TS, ZD
=8 B—N\—DBIZA4T U MIpingEEITT H1=OIZICMP/ My EEELTH.
RTAZM)A—LTT7FLREZEBRT H LI TEFEE A,
H—/\—TClient_AlZpingZE1TT 5 HEZHBICIE, FRVATEHF T,
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FlE6: 2> T4F2L—avETICRLET
RTAMEasy IPEREZHIFRLET
#NATZRLRAT—)LZBIBRLET .
[RTAJundo nat address-group 1
# R—NBAEF T oM F-NATZHIBRLET
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]Jundo nat outbound 2000
[RTA-GigabitEthernet0/1]quit

RAZ94:NAT ServerDEREET S
Client_Al&. ICMPH—EXZNERICIR T E2MELHYFET, Client AZxFERI/ T
VPRI —IFRLRX198.76.28. 118 KURTADR—HMITYTLET,

FIEL: EGEEFIVILET
Client_Aé&Client BTENREN Y —/A—(IP7KL RX198.76.29.4) [ZpingZEITLET,
HABRIEIRDEEYTY,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

F|IE2:NAT Serverzs2ELET
RTAIZNAT Server&s%ELET
[RTA]interface GigabitEthernet 0/1
# TIONNIURR—RDTFAR—bRY T =9 —N—FRLRENRT) 19k T
—JFRLRIZIFIDNATIVE LY E#RELET,
[RTA-GigabitEthernetO/1]nat server protocol icmp global 198.76.28.11 inside
10.0.0.1
[RTA-GigabitEthernet0/1]quit

FIE3: EEEFVvILET
H—/\—Mh5Client ARYRT—9 7KL X198.76.28.111ZpingEETLET .
H—/\—I[XClient_AlZpingZERITT=ET,
<Server>ping 198.76.28.11
Ping 198.76.28.11 (198.76.28.11): 56 data bytes, press CTRL_C to break
56 bytes from 198.76.28.11: icmp_seq=0 ttI=253 time=5.000 ms
56 bytes from 198.76.28.11: icmp_seq=1 ttI=253 time=8.000 ms
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56 bytes from 198.76.28.11: icmp_seq=2 ttl=253 time=8.000 ms
56 bytes from 198.76.28.11: icmp_seq=3 ttI=253 time=5.000 ms
56 bytes from 198.76.28.11: icmp_seq=4 ttl=253 time=7.000 ms
FIE4NATZURN)—ZFVILET
RTATNAT ServerTLUh)—%&FvILET,
[RTA]dis nat session verbose
Slot 0:
Initiator:
Source IP/port: 198.76.29.4/191
Destination IP/port: 198.76.28.11/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/1
Responder:
Source IP/port: 10.0.0.1/191
Destination IP/port: 198.76.29.4/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/0
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 16:45:42 TTL: 22s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes
Total sessions found: 1
FIES: 2> T4F2L—2aVERICRLET
RTATNAT ServerisR EZHIBRLET
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]undo nat server protocol icmp global 198.76.28.11
#NATZRLRT—LEHIBRLET,
[RTAJundo nat address-group 1
# R—MZBEE TN -NATZHIBRLET
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[RTA]interface GigabitEthernet 0/1

[RTA-GigabitEthernet0/1]Jundo nat outbound 2000

[RTA-GigabitEthernet0/1]quit

NATH—/N\—[& TIAR—bRYRT =B —N—IZTF7 2R T 51D /T) o1y
FI—D9ZAT7 DB EFB T BELBHYET, NATH—/N\—(E, Ty Ry
FO—09SAT DT O ERT BT SAN— bR UL T—OFRLRIR— &IV TLE
T, REOT7ITVTr—23>0TlE, TS5AR—bRyrT—IADWebH—/\—F =&
FTPH—N—\T) IR T = DERICH—EREZRIRTIVENHDIES.
NATH—N—ZFERALT/NT UV IRINT—IFTRLRET A R—b Ry —oH—
N—[ZRYTTEFET, Client ABHY—/—IZpingZEITL-BE . pinglXIEEIZE
TTEXETH ? Client BHNHY—/\—[ZpingZEE1TLI=5EE L. pinglXIEEEIZEITTE
FIMN?

RTADNATH—/N\—#EFa< U RIZE DT, Client ABNFTPH—/A—DiEA . FTP
H—EXRENEBIRBTEFIN? BRAFAIRXTYT, NATH—N—HBREEELFE
T o NATH—/N—DERIFRDEESYTY,
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]nat server protocol tcp global 198.76.28.11 ftp inside
10.0.0.1 ftp
[RTA-GigabitEthernet0/1]quit

=ih
1. SOTAMTIK NTVYIRYNT—OTRLRT—)UIZINT )y oy kT —9R—b
TRLADBEENTVET, BOTRLRET AV EMENI-IGE. RTBEED LS
[T T AIRELHBYFEI N ?

£z
RTBD /NIy T —HFRLRT— LB TDERIL—REBMLET,

2. nat servera< >k Mglobal-addresslE A 23— Y7 RLRATHAIBENHYET
m?

EZ:

WWVZ L ERRIZIE. 7 0—/NIL7RLRITHRETRLRAEZEEIZLTLVET . nat server
AVURERFTLTERSN=R—NE, T O—/\ LRy b T —DI2EHisnEz T,
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Lab15 VRRPMDEE

XENBEHE

ZDFRTIIUTOIEEZZVFET:

® VRRP OEARMGILI4FaL—3VEER/LET,

® VRRP & OSPF #fi#AhE-arI4FXal—avAEEEH/LET,
® VRRP DEFROUIYEBZDERZLET,

b T—5H

- ~a

- ~

e }
10.1.1.1/24 101,3.1/24
G:?_ﬂfﬂ RTA GEfq.\M
or-hsioa VIP: 1004111124 | e op
LT I )
bl /1042124 1 10.4.3.3/24 10.1.3.5/24
i
@ GE 07 GE_0/2 ’F &EJ}M
GE 014 | OSPFarea0 ‘l GE 03 GE_0/1
PC SWA GE03 1| GE 07 SWB HostB
1
VIP: 101.3.111/24
\ 10.1.2.2124 i
\ /
\ GE_0/2 /
BE_0/0 GEJ?’
10.1.1.2124 10,1.3.2124
. RTB

-~ -

———

3.1 EERVEIT—S

FOREIF. TARASERLTULVET, 2D2DMSR3620(RTAERTB) &.2DM
S5820V2(SW1ESW2) . XU 2DDPC(PC. HostB) T,

PCHBHHOStBADRKRETRILT A-OIZVRRPEERELET . CNDIBE . SWANDS
RTA, RTBEIAVRRPIZKYTTRIEEN . (RIEIP7RL AA10.1.1.111EYFET,
F7-. HostBMSPCADERETLRIL T AH=HOIZCRTBO A AIIZEHSWBHI S DR ERETT

FiL T B=0HICVRRPEZHRELE T,

RTADVRRPD TS5A4 4 ) T4%#RTBLYELL TS ERB-2D KSR EIPIXE A LS
RTAIZHFELEY,
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(3
o)

P s/
- ~
s RTA
10.1.1.5/24 VIP; 401111124 VIP:10:
2 10.1.3.5/24
A - ---- N 000 B » @
- e HostB

RTB

X3-2 RTA, RTBO M IIZVRRPEHERL
ZDBE . EAIOVRRPTSWANSRTANDRRICEENFAELTELRI-3DLSIZH
AIDBRRIZSWBMSRTADRKBNDEETY,

10.1.1.5/24
10.1.3.5/24

HostB

RTB

X3-3 SWA, RTARICIEEH 4
L7=hA 2T, PCHSHOStBADBEEIFEUIN TLEWET,
CNEHCT=OIZIZRTAERTBOBIZIL—Ta42F TR BELLZYET,
S EZOSPF#E T, BRERETEMRAMLTELLMERERZIRT HL5I1CLET,
59 BHERZ-ADKSICELLERBBRAEIRSNWE T,
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\
rRra GEO/1

GEQ/2 \
10.1.211/24

10.1.1.5/24

OSPF area 0

10.1.2.2/24 2
VIP: 1011.3.111/24

X|3-4 OSPFIZ kYR IRIEE (%t

ARERICHELGF G mEAM o )
‘ N—3> H= LE R L]
EREERAIEETILES
MSR36-20 Version7.1 2 JL—R—
S5820V2 Version7.1 2 RAYF
Windows
PC 2 KAk
;
FYRT =945 —T )L DIEHR - 7| RRL—RH—T L

XBFIR

BRI FNFNDEBICIPTRLAZERTET S
FIEL:BPCIZIPPRLA . T—br DA T7RLRAZERET D
FRULRBEUT IAHIM = AIER3-LUHE-TEHRELET,
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K31 IP7RLREIYHT

=B A258—Ix4R | IP7FLR F—kryzA
G0/0 10.1.1.1/24 -
RTA GO/ 10.1.3.1/24 -
G0/2 10.1.2.1/24
GO0/0 10.1.1.2/24 -
RTB GO0/1 10.1.3.2/24 -
G0/2 10.1.2.2/24
SWA VLAN 1 10.1.1.4/24 10.1.1.111
SWB VLAN 1 10.1.3.3/24 10.1.3.111
PC 10.1.1.5/24 10.1.1.111
HostB 10.1.3.5/24 10.1.3.111

FIE2: SWA, SWBDSTPEERNIZT 5

# SWADStpZFE|EMIZLET

[SWA]undo stp global enable

[SWA]%Dec 21 17:55:46:538 2021 SWA STP/6/STP_DISABLE: STP is now
disabled on the device.

# SWBDstpZFE|EMIZLET

[SWB]undo stp global enable

[SWB]%Dec 21 17:55:46:538 2021 SWB STP/6/STP_DISABLE: STP is now
disabled on the device.

FE3:SWA, SWBIZIPPRL AR, TI4ILRIL—FEHBTET S

PC. SWAFR. HostB. SWBREIZ/ —J ILEDLHEFET, ZLT. LTDKIIC
SWA,SWBIZIP7RLARET 74 ILMIL—RERELET,

# SWAMDVLAN 1IZIP7RLR10.1.1.4/24%E|Y B TET,

[SWA]interface Vlan-interface 1

[SWA-Vlan-interfacel]ip address 10.1.1.4 24

# RTA, RTBOEIZHDRYNT—IRT AV ADT IHILNT =2/ (REIPTRL
R)EHRELET,

[SWA]ip route-static 0.0.0.0 0.0.0.0 10.1.1.111
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# SWBMDVLAN 1IZIP7RFLX10.1.3.3/24% &Y HTET,
[SWB]interface Vlan-interface 1
[SWB-Vlan-interfacellip address 10.1.3.3 24
# RTA, RTBOXEIZHEI YN T =TT AVCADT I+ IV —b o1 (RBIP7FL
R)EHRELFT
[SWB]ip route-static 0.0.0.0 0.0.0.0 10.1.3.111
FI§4: SWAERTAR, SWBERTBREIZ —T ILEH#AELRTA, RTBICIPZPRLRZRET S
# RTAIZIPPRLRZEEIYHTET,
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 10.1.1.1 24
[RTA-GigabitEthernet0/0]quit
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 10.1.3.1 24
[RTA-GigabitEthernet0/1]quit

#RTBIZIPPRLRZEIVLTET,
[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 10.1.1.2 24
[RTB-GigabitEthernet0/0]quit
[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 10.1.3.2 24
[RTB-GigabitEthernet0/1]quit

RRX%92:RTA, RTBIZVRRPZEET 5

FIEL:RTA, RTBIZVRRPERET S
# RTAOVRID 11ZfR#8IP 10.1.1.111%3%E L. VRID 2(Z{R#IP 10.1.3.111%5% EL
E
RTADEVRIDD Y RAZA—IZF 5 =0ICT 514 ) T4E11012RELFET
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/O]vrrp vrid 1 virtual-ip 10.1.1.111
[RTA-GigabitEthernet0/O]vrrp vrid 1 priority 110
[RTA-GigabitEthernet0/O]vrrp vrid 1 preempt-mode delay 500
[RTA-GigabitEthernet0/0]quit
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]vrrp vrid 2 virtual-ip 10.1.3.111
[RTA-GigabitEthernet0/1]vrrp vrid 2 priority 110
[RTA-GigabitEthernet0/1]vrrp vrid 2 preempt-mode delay 500
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[RTA-GigabitEthernet0/1]quit

# RTBOVRID 1I1ZfR#IP 10.1.1.111%8%E L. VRID 2(Z{R#IP 10.1.3.111%& X EL
F9,
[RTB]int GigabitEthernet 0/0
[RTB-GigabitEthernet0/O]vrrp vrid 1 virtual-ip 10.1.1.111
[RTB-GigabitEthernet0/O]vrrp vrid 1 priority 100
[RTB-GigabitEthernet0/O]vrrp vrid 1 preempt-mode delay 500
[RTB-GigabitEthernet0/0]quit
[RTB]int GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]vrrp vrid 2 virtual-ip 10.1.3.111
[RTB-GigabitEthernet0/1]vrrp vrid 2 priority 100
[RTB-GigabitEthernet0/1]vrrp vrid 2 preempt-mode delay 500
[RTB-GigabitEthernet0/1]quit

RZX%3:RTA, RTBIZOSPFZ&ET %

FIEL: RTAERTBREIZ 7 —T ILZHEKLRTA, RTBIZIPPFLRAZRET S
#RTAICIPPRLRZEIVLTET,
[RTA] interface GigabitEthernet 0/2
[RTA-GigabitEthernet0/2]ip address 10.1.2.1 24
[RTA-GigabitEthernet0/2]quit

#RTBICIP7RLRZEIYHTET,
[RTB] interface GigabitEthernet 0/2
[RTB-GigabitEthernet0/2]ip address 10.1.2.2 24
[RTB-GigabitEthernet0/2]quit

FIE2:RTA, RTBIZOSPFZERET %
# RTAICOSPFERELET
[RTA]Jrouterid 1.1.1.1
[RTA]ospf 1
[RTA-ospf-1]area O
[RTA-ospf-1-area-0.0.0.0]network 10.1.1.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 10.1.2.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 10.1.3.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit
[RTA-ospf-1]quit
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# RTBICOSPFERELFET
[RTB]router id 2.2.2.2
[RTB]ospf 1
[RTB-ospf-1]area O
[RTB-ospf-1-area-0.0.0.0]network 10.1.1.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]network 10.1.2.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]network 10.1.3.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit
[RTB-ospf-1]quit
RR4:0OSPFOIKELTERT S
# RTADOSPFDKEEZFRERRLFET .
<RTA>dis ospf peer
OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
2.2.2.2 10.1.1.2 1 38 Full/DR GEO0/0
2.2.2.2 10.1.3.2 1 40 Full/DR GEO/1
2.2.2.2 10.1.2.2 1 39 Full/DR GEO0/2

# RTBOOSPFDKBEEEFRERLFET .
<RTB>display ospf peer
OSPF Process 1 with Router ID 2.2.2.2
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
1.1.1.1 10.1.1.1 1 38 Full/BDR GEO/0
1.1.1.1 10.1.3.1 1 39 Full/BDR GEO/1
1.1.1.1 10.1.2.1 1 31 Full/BDR GEO0/2

# RTADIV—T4 T T—TIVERTLET,

# CZTHMNSHEIITVRID 10{RFEIP 10.1.1.111, VRID 20 {R#EIP 10.1.3.111D

# RAA—MRTAIZHBENAMYFET (RTBOIL—FT AT T—TILELLRLTHT
{FZELY),

<RTA>dis ip routing-table

Destinations : 18 Routes : 18

173



Destination/Mask  Proto
0.0.0.0/32 Direct
10.1.1.0/24 Direct
10.1.1.1/32 Direct
10.1.1.111/32 Direct
10.1.1.255/32 Direct
10.1.2.0/24 Direct
10.1.2.1/32 Direct
10.1.2.255/32 Direct
10.1.3.0/24 Direct
10.1.3.1/32 Direct
10.1.3.111/32 Direct
10.1.3.255/32 Direct
127.0.0.0/8 Direct
127.0.0.1/32 Direct
127.255.255.255/32 Direct
224.0.0.0/4 Direct
224.0.0.0/24 Direct

255.255.255.255/32 Direct

#RTBOIL—T4TT—TIERRLET,

Pre Cost
0 O
0 O
0 O
1 0
0 O
0 O
0 O
0 O
0 O
0 O
1 0
0 O
0 O
0 O
0 O
0 O
0 O
0 O

<RTB>display ip routing-table
Routes : 16

Destinations : 16
Destination/Mask
0.0.0.0/32
10.1.1.0/24
10.1.1.2/32
10.1.1.255/32
10.1.2.0/24
10.1.2.2/32
10.1.2.255/32
10.1.3.0/24
10.1.3.2/32
10.1.3.255/32
127.0.0.0/8
127.0.0.1/32

Proto
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

Pre Cost
0

O O 0o ©O O p OO 0o o o o
O O 0o O O o O O o O o
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NextHop
127.0.0.1
10.1.1.1
127.0.0.1
127.0.0.1
10.1.1.1
10.1.2.1
127.0.0.1
10.1.2.1
10.1.3.1
127.0.0.1
127.0.0.1
10.1.3.1
127.0.0.1
127.0.0.1
127.0.0.1
0.0.0.0
0.0.0.0
127.0.0.1

NextHop
127.0.0.1
10.1.1.2
127.0.0.1
10.1.1.2
10.1.2.2
127.0.0.1
10.1.2.2
10.1.3.2
127.0.0.1
10.1.3.2
127.0.0.1
127.0.0.1

Interface
InLoopO
GEO/0
InLoopO
InLoopO
GEO/0
GEO/2
InLoopO
GEO/2
GEO/1
InLoopO
InLoopO
GEO/1
InLoopO
InLoopO
InLoopO
NULLO
NULLO
InLoopO

Interface
InLoopO
GEO0/0
InLoopO
GEO0/0
GEO0/2
InLoopO
GEO0/2
GEO0/1
InLoopO
GEO0/1
InLoopO
InLoopO



127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

RR%Y5:VRRPDIKEZETERT S

# RTAOVRRPDIKEEZFERLFET,
# KIFEDRTADIN—T42T T—T ILTRTANMRBIPO TR A—THBHEN MY
# FLEN, CSTHENDLRMAFoNFELE,
<RTA>display vrrp
IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual

Pri Timer  Type

P

GEO0/0 1 Master 110 100 Not supported
10.1.1.111

GEO0/1 2 Master 110 100 Not supported
10.1.3.111

# RTBOVRRPMDIREEZFERLET .

<RTB>display vrrp
IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual

Pri Timer  Type

IP

GEO0/0 1 Backup 100 100 Not supported
10.1.1.111

GEO0/1 2 Backup 100 100 Not supported
10.1.3.111
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2Z6:PCEHostBRIDBEEZREZLET
BRI TROBEYTY,

10. 1’1 124 F\ Q1. 3\1/24
)/GEO/O RITA GEO}IN‘

GEO/2
10.1.1.5/24 VIP; 101.1.111/24 VIP:10: 1‘3‘111/24
10.1.2.1/24 .10.1.3.3/24 10.1.3.5/24

OSPF|area 0

10.1.2.2/24
GED/2 I

' 1

1 1

1 |

1

) " SWB HostB
! 1

)

' GEO/0 @GEO0/1/

1011.2/24 10.1.3.2/24
\ /

\
/
\ RTB p

# PCHh 5HostBApingLET

<PC>ping 10.1.3.5

Ping 10.1.3.5 (10.1.3.5): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.3.5: icmp_seq=0 ttI=254 time=3.000 ms

56 bytes from 10.1.3.5: icmp_seq=1 ttI=254 time=5.000 ms

56 bytes from 10.1.3.5: icmp_seq=2 ttI=254 time=7.000 ms

56 bytes from 10.1.3.5: icmp_seq=3 ttI=254 time=4.000 ms

56 bytes from 10.1.3.5: icmp_seq=4 ttI=254 time=7.000 ms

# HostBABPCApingLET

<HostB>ping 10.1.1.5

Ping 10.1.1.5 (10.1.1.5): 56 data bytes, press CTRL_C to break

56 bytes from 10.1.1.5: icmp_seq=0 ttI=254 time=3.000 ms

56 bytes from 10.1.1.5: icmp_seq=1 ttl=254 time=7.000 ms

56 bytes from 10.1.1.5: icmp_seq=2 ttl=254 time=7.000 ms

56 bytes from 10.1.1.5: icmp_seq=3 ttI=254 time=7.000 ms

56 bytes from 10.1.1.5: icmp_seq=4 ttI=254 time=7.000 ms
RRY7:VRID 1D I RE—([ZHEFESN TLNSSWADR—IEshutdownL TUIY & 2 DK EE
THERLET .
F|E1: PChd>HostBApingZ#itlTE 3
FE2: SWADG1/0/2% shutdownd %

# SWAMG1/0/2%shutdownLZE 9,
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[SWA]interface GigabitEthernet 1/0/2
[SWA-GigabitEthernet1/0/2]shutdown
[SWA-GigabitEthernet1/0/2]%Dec 21 16:38:04:456 2021 SWA
IFNET/3/PHY_UPDOWN: Physical state on the interface GigabitEthernet1/0/2
changed to down.
%Dec 21 16:38:04:456 2021 SWA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface GigabitEthernet1/0/2 changed to down.
F|E3: PCHHHOStBADPINgDIREEFTEELET
# FIB1TGL/0/2%shutdownL=E#&IZ2D/ 8y M RZLEL=AS. F<CIZVRRPE
OSPFIZ&YREIL—IBAESNELT,
<PC>ping -c 5000 10.1.3.5
Ping 10.1.3.5 (10.1.3.5): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.3.5: icmp_seq=0 ttI=254 time=3.000 ms
56 bytes from 10.1.3.5: icmp_seq=1 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=2 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=3 ttI=254 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=4 ttI=254 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=>5 ttI=254 time=6.000 ms
56 bytes from 10.1.3.5: icmp_seq=67 ttI=254 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=68 ttI=254 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=69 ttlI=254 time=7.000 ms
Request time out
Request time out
56 bytes from 10.1.3.5: icmp_seq=72 ttI=253 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=73 ttI=253 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=74 ttI=253 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=72 ttI=253 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=73 ttI=253 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=74 ttI=253 time=7.000 ms
FlE4:RTA, RTBOIN—T 1T T—TILERRLET
#RTADIN—TAV T T—TINVERTRLET . RTADIL—TAV T T—T LMo M5
&lF, RAIP 10.1.1.111IFRTBIZHBYFELF=AY, RIEIP 10.1.3.111[FHEHSFTRTA
[ZHYFET ., TDT-HOSPFILIEREZ®RICRTBIZEIFELT-10.1.3.058D /7 vhE
RTAIZERE T BIL—FEEELELZ(VRRPIZEYRTBMSOSWBD R IFEAL TS T
EEROHLTESEWNY),
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GEO/2 {/1p:
10.1.1.5124 [ 1oSEY2 fpianaleag /e
I I
- ! !
~ 1 OSPF|area 0
PC SWA O

1
VIRW.L1111/28 | |
™\ 10.1.2.2/P4

\ RTB ,
. v

<RTA>dis ip routing-table
Destinations : 15 Routes : 16
Destination/Mask  Proto  Pre Cost NextHop
0.0.0.0/32 Direct 0 O 127.0.0.1
10.1.1.0/24 O _INTRA10 2 10.1.2.2

O INTRA10 2 10.1.3.2
10.1.2.0/24 Direct 0 O 10.1.2.1
10.1.2.1/32 Direct 0 O 127.0.0.1
10.1.2.255/32 Direct 0 O 10.1.2.1
10.1.3.0/24 Direct 0 O 10.1.3.1
10.1.3.1/32 Direct 0 O 127.0.0.1
10.1.3.111/32 Direct 1 O 127.0.0.1
10.1.3.255/32 Direct 0 O 10.1.3.1
127.0.0.0/8 Direct 0 O 127.0.0.1
127.0.0.1/32 Direct 0 O 127.0.0.1
127.255.255.255/32 Direct 0 O 127.0.0.1
224.0.0.0/4 Direct 0 O 0.0.0.0
224.0.0.0/24 Direct 0 O 0.0.0.0
255.255.255.255/32 Direct 0 O 127.0.0.1
#RTBOI—TA T T—TIVERTLET
<RTB>display ip routing-table
Destinations : 17 Routes : 17
Destination/Mask  Proto  Pre Cost NextHop
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~ 10.1.3.3/24

Interface
InLoopO
GEO0/2
GEO0/1
GEO0/2
InLoopO
GEO0/2
GEO0/1
InLoopO
InLoopO
GEO0/1
InLoopO
InLoopO
InLoopO
NULLO
NULLO
InLoopO

Interface

10.1.3.5/24

HostB



0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.1.1.0/24 Direct 0 O 10.1.1.2 GEO0/0
10.1.1.2/32 Direct 0 O 127.0.0.1 InLoop0
10.1.1.111/32 Direct 1 O 127.0.0.1 InLoop0
10.1.1.255/32 Direct 0 O 10.1.1.2 GEO0/0
10.1.2.0/24 Direct 0 O 10.1.2.2 GEO0/2
10.1.2.2/32 Direct 0 O 127.0.0.1 InLoop0
10.1.2.255/32 Direct 0 O 10.1.2.2 GEO0/2
10.1.3.0/24 Direct 0 O 10.1.3.2 GEO/1
10.1.3.2/32 Direct 0 O 127.0.0.1 InLoop0
10.1.3.255/32 Direct 0 O 10.1.3.2 GEO/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

FIE5:RTA, RTBOVIpDIREEFRRLET

# RTADOVIpDIKEEERRLET,
<RTA>display vrrp
IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual

Pri Timer  Type

IP

GEO0/0 1 Initialize 110 100 Not supported
10.1.1.111

GEO0/1 2 Master 110 100 Not supported
10.1.3.111
# RTBOvrpDREEERRLET,
<RTB>display vrrp

IPv4 Virtual Router Information:
Running mode : Standard
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Total number of virtual routers : 2
Interface VRID State Running Adver  Auth
Virtual
Pri Timer  Type
IP
GEO0/0 1 Master 100 100 Not supported
10.1.1.111
GEO0/1 2 Backup 100 100 Not supported
10.1.3.111
AZ98:VRID 2D Y R A—|Z#HE SN TLVDSWAD R—rZshutdownL THIY & 2 D IR EE
ZHERLFET,
FE1: SWADG1/0/2%undo shutdownd %
F|E2: PChibHostBApingZfil+E S
FIE3: SWADG1/0/3%shutdownd 3
# SWAMG1/0/3%shutdownLE 9,
[SWA]interface GigabitEthernet 1/0/3
[SWA-GigabitEthernet1/0/3]shutdown
[SWA-GigabitEthernet1/0/3]%Dec 21 16:38:04:456 2021 SWA
IFNET/3/PHY_UPDOWN: Physical state on the interface GigabitEthernet1/0/3
changed to down.
%Dec 21 16:38:04:456 2021 SWA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface GigabitEthernet1/0/3 changed to down.
F|E4: PCHh SHHostBApingDpingDIREEEFERLET
# FIE2TGL0/2ZshutdownLELT=AY, T CIZVRRPEOSPRIZKYHKE IL—FHH
BINNTIRDOREIEHBNEHFATL,
<PC>ping -c 5000 10.1.3.5
Ping 10.1.3.5 (10.1.3.5): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.3.5: icmp_seq=0 ttI=254 time=3.000 ms
56 bytes from 10.1.3.5: icmp_seq=1 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=2 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=0 ttI=254 time=3.000 ms
56 bytes from 10.1.3.5: icmp_seq=1 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=2 ttI=254 time=8.000 ms
FIE5:RTA, RTBOIN—T 1T T—TIERRLET
# RTADIV—TA4 T T—TIVERTRLET
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# CCTHHIBESITVRID 10O {RAEIP 10.1.1.111, VRID 2D {&*&IP 10.1.3.111MD
# YAI—DRTAIZCES=2EN MY ET (RTBOIIL—T 4T T—TILE
# LEELTHTLIEEWY),

10.1{1/24 (G 10\.1.;.\.1/24
0 RA 07‘1\\-\\
10.1.1.5124 -~ TGE0/2 vip:1gia3 a1 /24
~ 10.fl.2.1 /24 T\ 10.1.3.3/24 10.1.3.5/24
@ D - OSP\l-' area 0 1.
PC ) /V
10.12.2/24
aeo/2 /|
s
v GE0/1/
10 1.3.;’/24
/
\ RTB /’
\\ Vi
<RTA>dis ip routing-table
Destinations : 18 Routes : 18
Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.1.1.0/24 Direct 0 O 10.1.1.1 GEO/0
10.1.1.1/32 Direct 0 O 127.0.0.1 InLoopO
10.1.1.111/32 Direct 1 O 127.0.0.1 InLoop0
10.1.1.255/32 Direct 0 O 10.1.1.1 GEO0/0
10.1.2.0/24 Direct 0 O 10.1.2.1 GEO0/2
10.1.2.1/32 Direct 0 O 127.0.0.1 InLoopO
10.1.2.255/32 Direct 0 O 10.1.2.1 GEO0/2
10.1.3.0/24 Direct 0 O 10.1.3.1 GEO0/1
10.1.3.1/32 Direct 0 O 127.0.0.1 InLoopO
10.1.3.111/32 Direct 1 O 127.0.0.1 InLoopO
10.1.3.255/32 Direct 0 O 10.1.3.1 GEO0/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
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255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
#RTBOIN—T4V T T—TINERRLET
<RTB>display ip routing-table
Destinations : 14 Routes : 15
Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.1.1.0/24 O_INTRA10 2 10.1.2.1 GEO0/2
O_INTRA10 2 10.1.3.1 GEO/1
10.1.2.0/24 Direct 0 O 10.1.2.2 GEO0/2
10.1.2.2/32 Direct 0 O 127.0.0.1 InLoop0
10.1.2.255/32 Direct 0 O 10.1.2.2 GEO0/2
10.1.3.0/24 Direct 0 O 10.1.3.2 GEO/1
10.1.3.2/32 Direct 0 O 127.0.0.1 InLoop0
10.1.3.255/32 Direct 0 O 10.1.3.2 GEO/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

F|[E6:RTA, RTBOVIpDIREEEZRRLET
# RTADVIpDIREEZRRLET,

<RTA>display vrrp
IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual

Pri Timer  Type

IP

GEO0/0 1 Master 110 100 Not supported
10.1.1.111

GEO0/1 2 Master 110 100 Not supported
10.1.3.111
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# RTBOvrrpDIREEERRLET

<RTB>dis vrrp
IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual

Pri Timer  Type

P

GEO0/0 1 Initialize 100 100 Not supported
10.1.1.111

GEO0/1 2 Backup 100 100 Not supported
10.1.3.111
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B FIR

AZXJ1:PCEINDIAZa=—23 N TESHLIIT/IL—2—THDLC%enablelZLET
FIEL:PCEIL—E—FT—TIILTHHRT S
E15. 1D &5(2)L—2—EPCHIDT—T ILEEHLET
RTA.RTBDEREMNT IAILNTHDHZLEHEEITT BHIZILreset saved-
configurationaAY >R CTF 74/LbDAV T4FaL—av~ARLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N]:y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y
FE2:PCEIL—F—IZIPFRLRETHAULET
F15-1 IPPFLREIYE TR —<

XE A8—2Jx—R | IPPFLR H—bkrozA
PCA 192.168.1.2/30 192.168.1.1
PCB 192.168.2.2/30 192.168.2.1
S1/0 10.1.1.1/30 -
RTA
GO0/0 192.168.1.1
S1/0 10.1.1.2/30 -
RTB
G0/0 192.168.2.1

FE3: JL—F—DWANA L B—I1—RIZHDLCOATEILILEIPTRLADEY 1 TEEH
ELEY

RTAMDWANA > 42— x—RASerial 1/0(DCE)&#%XELET

[RTA]interface Serial 1/0
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[RTA-Serial1/0]link-protocol hdlc

%Nov 30 09:57:27:531 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Seriall/0 changed to down.

%Nov 30 09:57:27:534 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to down.

%Nov 30 09:57:31:861 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1l/0 changed to up.

[RTA-Seriall/0]baudrate 2048000

[RTA-Seriall/0]ip address 10.1.1.1 255.255.255.252

[RTA-Serial1/0]quit

RTBOWANA > 4—27x—RXSerial 1/0(DTE)Z{RELET

[RTB]Jinterface Serial 1/0

[RTB-Seriall/0]link-protocol hdlc

%Nov 30 10:00:01:880 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface Seriall/0 changed to down.

%Nov 30 10:00:04:914 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1l/0 changed to up.

%Nov 30 10:00:04:918 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Seriall/0 changed to up.

[RTB-Serial1/0]ip address 10.1.1.2 255.255.255.252

[RTB-Serial1/0]quit

J—bk: VTN ALE—D—RDHR—L—+EHRET DI=HIZFbaudrateav R Z{E
ALET, R—L—k20480001%., LT ILA2A—TT—ADYIEEE H2048000bps
THAHETZEKRLET,

ZNATURIE. DCETFNAATHDMHERTEET,

RTATdisplay interfaceav > RIC&YSBREERELET,
[RTA]display interface Serial 1/0

Seriall/0

Current state: UP

Line protocol state: UP

Description: Seriall/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500
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Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: HDLC

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 10 minutes 33 seconds

Last clearing of counters: Never

Current system time:2021-11-30 10:10:39

Last time when physical state changed to up:2021-11-30 10:00:05
Last time when physical state changed to down:2021-11-30 10:00:02
LEOH AX. serial /IODYEKRENUPTHLSZLERLTEY . MBS F3—Tx—
ADMERFIRETHAEEZRLTLET,

J—k: W—=B—DAEA—D—REAT L, FEHEINTWBT—TILIZE->TERYFE
9, y—TILHADCEDHFTE. IL—EDAF3—T1—RRAALT(EDCETT, y—TILAH
DTEDHZE . IL—F—DA3—Tx—RAA(TEDTETT,

FlE4: )L—F—DGigabitEthernetf > 2—2Jx—XIZIPFFLRZEIY HTET
RTA®MGigabitEthernet0/04 > #—2J7x—XIZIPFRLRAZE|Y L TET,
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.1.1 30
[RTA-GigabitEthernet0/0]quit

RTB®MGigabitEthernet0/04 > #—2J7x—XIZIPFRLRAZEY L TET,
[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 192.168.2.1 30
[RTB-GigabitEthernet0/0]quit

FIE5: L—F—. PCET —b oA RIDEHEEEFVILET
RTAMBPCAIZpingLEY
<RTA>ping 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seg=0 ttI=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seg=1 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seg=2 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=3 ttI=255 time=2.000 ms
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56 bytes from 192.168.1.2: icmp_seq=4 ttI=255 time=2.000 ms

RTADBRTBOWANA LV A—Jx—X(ZpingLET
<RTA>ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=2.000 ms
56 bytes from 10.1.1.2: icmp_seq=1 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=1.000 ms
FE6: 2BDPCADIIL—FEZRELET,
RTATPCBADIIL—REERELET
[RTA]ip route-static 192.168.2.0 255.255.255.252 10.1.1.2
RTBTPCAND IL—RERELET
[RTBJip route-static 192.168.1.0 255.255.255.252 10.1.1.1
FIE7: pingavREHE>TPCALPCBREIDEHRMEEFVvILET,
PCAMBPCBAPINGLET . HL. IEDEEWIZEETEDHL, ULTOHAERFSHS
EMTEET,
<H3C>ping 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seq=0 ttI=253 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=1 ttI=253 time=5.000 ms
56 bytes from 192.168.1.2: icmp_seg=2 ttI=253 time=5.000 ms
56 bytes from 192.168.1.2: icmp_seq=3 ttI=253 time=3.000 ms
56 bytes from 192.168.1.2: icmp_seg=4 ttI=253 time=2.000 ms
BM:
1. 22MHDLCE 7 W ELDF—T 734 TR THRESNTWDIGE. UV VIXIEEICH
RELEIH?

EZ:
Yo h YR Lup/downd B HYET,

188



Labl7 PPPOaJ4¥ a2l —3ay

EENEEHEZE
ZDFRTIIUTOIEEZZVFET:
® HDLC ®arvI4JL—13 &BHB/LET,
® PPPERDSTELGTERER,
® PPP PAP RN ST L/ HE R
® PPP CHAP RREID LK,
® PPP O—RHILEMRELURSFATURICET 248 ERTILEEREL, BRI D

b —UK

192.168.1.2/30 192.168.1.1/30 192.168.2.1/30 192.168.2.2/30
Ser_1/0 Ser_1/0
GE 01 GE_0M @ @ GE_0/M1 GE_0M
PCA RTA 10.1.1.1/30 10.1.1.2/30 rTB PCB

16.1 EEARYLT—5

Ve Y,
G, G.

o,
<4, o
192.168.1.2/30 192.168.1.1/30 2 % 192.168.2.1/30 192.168.2.2/30

Ser 1/0 MP o 1/0'<
B @ @ o
o \__/Ser 2/0 Ser_2/0\__/ e

PCA RTA 10.1.1.1/30  10.1.1.2/30 RTB PCB

16.2 EFARYLT—

B 5 B e
EEEE
AREERICWNELG TR EHAM o . )
\ N—var | ¥E HREE
EREERAEETILES
MSR36-20 Version7.1 2 L
PC Windows 7 2 L
V.35 DCEVUTZILT—T L - 2

189



V.35 DTEVYTZILr—T )L 2

FIET—=0r—T L DR - 2 TL

B FIR

£16-1LIEPCEIL—E—IZRETBIPFRLATY .
£16-1 IPPFLRAEYHTRF—7

KB AL8—2J1—R | IPPRELR F—ryzA
PCA 192.168.1.2/30 192.168.1.1
PCB 192.168.2.2/30 192.168.2.1
S1/0 10.1.1.1/30 PPPz{ER FH
RTA
MP-Group 1 10.1.1.1/30 PPP MP:RE& FH
S1/0 10.1.1.2/30 PPP:iExFH
RTB
MP-Group 2 10.1.1.2/30 PPP MP:RE& FH

RAY1:PPPOEKRMGEREZLEY
FIRL:PCEI—E—%T—TILTHRT S
B15. 1D &5(2)L—2—EPCRHIDT—T ILEEHKLET
RTA. RTBOREMNT 74 THAHEZTEEIZT HIC[Ereset saved-
configurationaY R TT 74DV T4FaL—av~RLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y
FE2:PCEIL—F—IZIPFRLRETHAULET
FIE3: RTAOWANKR—FD = DPPPATEILIEDERELIPTFLADEIY ST
[RTAJinterface Serial 1/0
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[RTA-Serial1/0]link-protocol ppp

[RTA-Serial1/0]ip address 10.1.1.1 255.255.255.252
[RTA-Serial1/0]baudrate 2048000
[RTA-Serial1/0]quit

PPPOATILIED#E . TICLCPEIPCPD1E#R%E R 1= display interffaceav 2 F&E

TLEY,

[RTA]display interface Serial 1/0

Serial1/0

Current state: UP

Line protocol state: UP

Description: Serial1/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: PPP

LCP: opened, IPCP: opened

Output queue - Urgent queuing: Size/Length/Discards 0/100/0

Output queue - Protocol queuing: Size/Length/Discards 0/500/0

Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 20 minutes 4 seconds

Last clearing of counters: Never

Current system time:2021-11-30 17:25:08

Last time when physical state changed to up:2021-11-30 17:05:03

Last time when physical state changed to down:2021-11-30 17:01:24
FlE4: RTBOWANKR—FDT=ODPPPATEILIEDFRELIPTFLADEIY HT

[RTB]linterface Serial 1/0

[RTB-Serial1/0]link-protocol ppp

[RTB-Serial1/0]ip address 10.1.1.2 255.255.255.252

[RTB-Serial1/0]quit

PPPOAT LD . ZICLCPEIPCPD1E#R%E R 1= Idisplay interfacea~v &R
TLEY,

[RTB]display interface Serial 1/0

Serial1/0
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Current state: UP

Line protocol state: UP

Description: Serial1/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.2/30 (primary)

Link layer protocol: PPP

LCP: opened, IPCP: opened

Output queue - Urgent queuing: Size/Length/Discards 0/100/0

Output queue - Protocol queuing: Size/Length/Discards 0/500/0

Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 25 minutes 53 seconds

Last clearing of counters: Never

Current system time:2021-11-30 17:31:07

Last time when physical state changed to up:2021-11-30 17:05:15

Last time when physical state changed to down:2021-11-30 17:05:06
FIES: PCEEIL—F—DT—r oA EDERIEETFIVILET

RTADQLANAR—KZIP7RLRZEIYHTET,

[RTA]int GigabitEthernet 0/1

[RTA-GigabitEthernet0/1]ip address 192.168.1.1 30

[RTA-GigabitEthernet0/1]quit

RTBOLANAR—MIIPPRLRZEIY B TET,
[RTB]Jint GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 192.168.2.1 30
[RTB-GigabitEthernet0/1]quit

RTALPCARIDiEHEEF v T 51=0HIZpingav U REERITLET,
[RTA]ping 192.168.1.2

Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=2.000 ms

56 bytes from 192.168.1.2: icmp_seq=1 {tI=255 time=2.000 ms

56 bytes from 192.168.1.2: icmp_seq=2 ttI=255 time=0.000 ms

56 bytes from 192.168.1.2: icmp_seq=3 ttI=255 time=3.000 ms

56 bytes from 192.168.1.2: icmp_seq=4 {tI=255 time=1.000 ms

192



RTAERTBOWANR—rEDHERIEEF v ILET,

[RTA]ping 10.1.1.2

Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 10.1.1.2: icmp_seq-=1 ttI=255 time=2.000 ms

56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=2.000 ms

56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=0.000 ms

56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=1.000 ms

FlE6: 202D —F—IZBET HLANET AVRADIL—EZTNETNERELET

RTATPCBR YR I =9I ARADIIL—FEHRELET,
[RTA]ip route-static 192.168.2.0 255.255.255.252 10.1.1.2
RTBTPCAR YR I =9 ARADIIL—FEHRELET,

[RTBJip route-static 192.168.1.0 255.255.255.252 10.1.1.1

FIE7: PCAFE=IIPCBTHEMIEZEF VI T 51=HIpingav U FEETLET,
PCATPCBRDIP7RLAANPINGLE YT , EETHNIEUTOHE HEBLIIENTEE
ER
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=3.000 ms
56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=5.000 ms
56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=5.000 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=4.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=2.000 ms

ARXY92:PPP PAPDEREHELET
TAMET BRI FRI1D LTI —E—EMEIRBIZRLET .

FIEL:PC. L—E—DIPTRLRAEHREL. EHEEHEEICLET
PCEIL—R—DLANIP7RLRZEREL. STEICE DV THEKEEZHRALET . HEND
TURDEFMIZONTIE, ARV1ESHBLTLIZELY, pingav U FEEITLT. PCEIL
—A—HBDEGEHEELET ., TIHILEDATEILEIZEINT, RTAIXRTBIZping
ZEITTEET . RTAERTBTPCO H 51 A A Dstatic routeDEEFEEZFRI1%E
SRLTENTITERELTIZELY,

F|E2: RTATH—hO/LPAPSRIEICREZLET
RTATA—ALA—H—D1—HF—ZENRRT—RERELEFT . 1 —HF—RE/RT
—FIERTBEEBEUNHDHEIICLET,

[RTA]local-user rtb class network

193



New local user added.
[RTA-luser-network-rtbclass]service-type ppp
[RTA-luser-network-rtbclass]password simple pwdpwd
[RTA-luser-network-rtbclass]quit

RTATPAPRREZRELEFT

[RTA]interface Serial 1/0
[RTA-Serial1/0]link-protocol ppp

[RTA-Seriall/Olppp authentication-mode pap
[RTA-Seriall/0]ip address 10.1.1.1 255.255.255.252

REFE—FOEEFICR—MMIPTRLRADEESN TUONIE, BREEREZETo1=1IC
R—r&)EybLET,
[RTA-Seriall/0]shutdown
%Dec 110:11:47:246 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Seriall/0 changed to down.
%Dec 110:11:47:246 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Seriall/0 changed to down.
[RTA-Seriall/0Jundo shutdown
%Dec 1 10:11:55:175 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Seriall/0 changed to up.
[RTA-Serial1/0]quit
FIE3: R—bDKREBERRL. EHEIEEHERLET
display interface 3T REFE>TEHELI-R—FDEHRERTLET,
[RTA]display interface Serial 1/0
Seriall/0
Current state: UP
Line protocol state: DOWN
Description: Seriall/0 Interface
Bandwidth: 64 kbps
Maximum transmission unit: 1500
Hold timer: 10 seconds, retry times: 5
Internet address: 10.1.1.1/30 (primary)
Link layer protocol: PPP
LCP: closed
Output queue - Urgent queuing: Size/Length/Discards 0/100/0
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Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours O minutes 16 seconds

Last clearing of counters: Never

Current system time:2021-12-01 10:12:10

Last time when physical state changed to up:2021-12-01 10:11:55
Last time when physical state changed to down:2021-12-01 10:11:47

ZLT. RTATRTBApingLET,
[RTA]ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

F|E4: RTBTPAPRRIID=(CA—HF —RE/NRT—FEHRELET
RTBTPAPERRRED A—H—RZENRT—REERELFT, ZL T IPTFLRZEIYHT
F9,
[RTB]Jinterface Serial 1/0
[RTB-Serial1/0]link-protocol ppp
[RTB-Seriall/Olppp pap local-user rtb password simple pwdpwd
[RTB-Serial1/0]ip address 10.1.1.2 255.255.255.252
[RTB-Serial1/0]quit
PAPRRII T OEREBLHLTLIEEL, PAPREIE. 22D\ R (I THERSH
TWEY, F9. BIASNIz/NN—TolE, I—F—RENRT—FETL—2TFRE
—RTREEN—TAIZEELETS . COTAMTIE, RTBIEEREEEN =/ \—T4THY.
aA—H—%rtb&/ SR T —FpwdpwdZ I/ \—TARTAIZEELFE T, RTAIXIERE

RBLET,

PAPRRILIFRETIEHYFEE A,

FIE5: RTAERTBEIDAR—tDIKAEEFERL . EiGlEEHRALET
pingaY U R TR EEF v L. display interface Serial 1/0a< >R TU T DIEHR%E
K®RLET,
[RTA]display interface Serial 1/0
Seriall/0
Current state: UP
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Line protocol state: UP

Description: Seriall/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: PPP

LCP: opened, IPCP: opened

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 32 minutes 35 seconds

Last clearing of counters: Never

Current system time:2021-12-01 10:44:29

Last time when physical state changed to up:2021-12-01 10:11:55
Last time when physical state changed to down:2021-12-01 10:11:47

RTAMGRTBOWANA > A—Jx—XI[ZpingLE T,
[RTA]ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=1 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=3.000 ms
56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=3.000 ms
FlE6: PCARIIPCBTHMIEEERT H1=0IZpingZERITLET
PCBDIP7RLRIZPCATPINgLET , L—F—DHREMNELITNIE. U TOEREH
LbNFET
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seg=0 ttI=253 time=2.752 ms
56 bytes from 192.168.2.2: icmp_seg=1 ttI=253 time=2.891 ms
56 bytes from 192.168.2.2: icmp_seq=2 ttl=253 time=5.876 ms
56 bytes from 192.168.2.2: icmp_seg=3 ttI=253 time=5.945 ms
56 bytes from 192.168.2.2: icmp_seg=4 ttI=253 time=3.580 ms
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AZ43: PPP CHAPOY 74X al—3avE1T5
TRAMEST BRI FRI1D KT —F—ZENEIKEIZRLET .

FIEL:PC. L—E—DIPFRLAFHRTEL. EHEMEREICLET
PCEIL—B—DLANIPZRLRZERTEL. SHEICE DSV THERZHERALEY ., HEDD
TURDQEFMICOVTIE, 2RV1ESRLTIZEWN, T I+ ILFDOPPPATLLIZE
DT, 22D IIL—F—HEFEARETH D ELVIpingIAT U REEITLET .

FlE2: RTBTCHAPRIID =21 —H—RENRT—RERELET
[RTA]local-user rtb class network
New local user added.

[RTA-luser-network-rtbclass]service-type ppp
[RTA-luser-network-rtbclass]password simple pwdpwd
[RTA-luser-network-rtbclass]quit

CHAPEREIE—RERTEL. A1V A2—TJ—RIZIPFRLREEIY L TET,
[RTA]interface Serial 1/0

[RTA-Seriall/0]ppp authentication-mode chap

[RTA-Seriall/0]ip address 10.1.1.1 255.255.255.252

REAE—FDERERNIR—MIPTRLAMNEESN TN, BBEEREETo1-&IC
R—r&)EybLET,
[RTA-Seriall/0]shutdown
%Dec 111:17:34:121 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Seriall/0 changed to down.
%Dec 111:17:34:122 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to down.
[RTA-Seriall/0Jundo shutdown
%Dec 111:17:45:686 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Seriall/0 changed to up.
[RTA-Serial1/0]quit
FIE3: RTAERTBEIDR—FDIREEHEEL ., it ZHERALES
display interfaceaR U REFE>TEHELI-AR—FDIEHRERTLET,
[RTA]display interface Serial 1/0
Seriall/0
Current state: UP
Line protocol state: DOWN
Description: Seriall/0 Interface
Bandwidth: 64 kbps
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Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: PPP

LCP: closed

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 7 minutes 40 seconds

Last clearing of counters: Never

Current system time:2021-12-01 11:25:25

Last time when physical state changed to up:2021-12-01 11:17:45
Last time when physical state changed to down:2021-12-01 11:17:34

ZLT.RTATRTBA~pingLE Y,
[RTA]ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
FlE4: RTBTRAEE—FZCHAPIZEREL., BREDF=OICA—HF—RENRT—FERE
LEY
RTBOIVI4FaL—avIEUTOEYTY .
[RTB]Jinterface Serial 1/0
[RTB-Seriall/0lppp chap user rtb
[RTB-Seriall/0]ppp chap password simple pwdpwd
[RTB-Seriall/0]quit
FIE5: R—bDIKREERRL., EHEEEHERLET
pingaY R CHERKMEF Ty L. display interface Serial 1/02< > FTU T D1E#HRE
K®RLET,
[RTA]display interface Serial 1/0
Seriall/0
Current state: UP
Line protocol state: UP
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Description: Seriall/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: PPP

LCP: opened, IPCP: opened

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 13 minutes 4 seconds

Last clearing of counters: Never

Current system time:2021-12-01 11:30:50

Last time when physical state changed to up:2021-12-01 11:17:45
Last time when physical state changed to down:2021-12-01 11:17:34

[RTA]ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=1 ttI=255 time=2.000 ms
56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=2.000 ms
56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=1.000 ms
FIE6: PCAXIIPCBTHMRIEZFEET H1=0ITpingEeRITLET
PCBDIP7RLRIZPCATpingLET , L—2—DHREMNELITNIEL, UTDHREZH
LbNFET,
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seg=0 ttI=253 time=2.752 ms
56 bytes from 192.168.2.2: icmp_seg=1 ttI=253 time=2.891 ms
56 bytes from 192.168.2.2: icmp_seg=2 ttI=253 time=5.876 ms
56 bytes from 192.168.2.2: icmp_seg=3 ttI=253 time=5.945 ms
56 bytes from 192.168.2.2: icmp_seg=4 ttI=253 time=3.580 ms
RRY4: PPP MPaYJ4F¥al—>av %1715
TANET BHIZ, ZRI1D IS —E2—ENHREICRLET . MPTIE, RTAE
RTBEZ2AMDV35 7y —J L THERHKLET .
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FIELl: RTAERTBTMP-GroupZ{EmkL. IP7RLRZEIYHTET,
RTADIV 74X aL—2av U TOEYTY,
[RTA]interface MP-group 1
[RTA-MP-groupl]ip address 10.1.1.1 30
[RTA-MP-groupl]quit

RTBOIVI4FaL—avEUTOEYTY,
[RTB]interface MP-group 1
[RTB-MP-groupl]ip address 10.1.1.2 30
[RTB-MP-groupl]quit
FE2: RTALRTBO ¥R —LEMP-GrouplZ:BMLET
RTALRTBOYIER—EMP-GrouplJIBIILET , ZL T, MER—KIPPPAT &)L
LZRELET
RTADIAV 74X aL—av U TOEYTY .
[RTA]interface Serial 1/0
[RTA-Serial1/0]link-protocol ppp
[RTA-Seriall/0]ppp mp MP-group 1
[RTA-Serial1/0]quit
%Dec 1 11:47:06:205 2021 RTA IFNET/S/LINK_UPDOWN: Line protocol state
on the interface Seriall/0 changed to down.
%Dec 111:47:09:281 2021 RTA IFNET/S/LINK_UPDOWN: Line protocol state
on the interface Seriall/0 changed to up.
[RTA]interface Serial 2/0
[RTA-Serial2/0]link-protocol ppp
[RTA-Serial2/0]ppp mp MP-group 1
[RTA-Serial2/0]quit
RTBOAYI74FaL—2av (U TOREYTY,
[RTB]Jinterface Serial 1/0
[RTB-Seriall/0]ppp mp mp
[RTB-Serial1/0]link-protocol ppp
[RTB-Seriall/0]ppp mp MP-group 1
[RTB-Serial1/0]quit
%Dec 1 11:52:19:285 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Seriall/0 changed to down.
%Dec 1 11:52:22:370 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Seriall/0 changed to up.
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%Dec 1 11:52:22:370 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state
on the interface MP-groupl1 changed to up.
%Dec 1 11:52:22:372 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface MP-groupl changed to up.
[RTB]Jinterface Serial 2/0
[RTB-Serial2/0]link-protocol ppp
[RTB-Serial2/0]ppp mp MP-group 1
[RTB-Serial2/0]quit
FIE3: MPOIRREZEMHERT S
[RTA]display ppp mp

Template: MP-groupl
max-bind: 16, fragment: enabled, min-fragment: 128
Master link: MP-groupl, Active members: 2, Bundle Multilink
Peer's endPoint descriptor: MP-groupl
Sequence format: long (rcv)/long (sent)
Bundle Up Time: 2021/12/01 12:07:53:422
0 lost fragments, O reordered, 0 unassigned, O interleaved
Sequence: 0 (rcv)/0 (sent)
Active member channels: 2 members
Seriall/0 Up-Time:2021/12/01 12:07:53:422
Serial2/0 Up-Time:2021/12/01 12:07:53:422

[RTA]display interface MP-group 1
MP-groupl

Current state: UP

Line protocol state: UP

Description: MP-groupl Interface
Bandwidth: 128 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5
Internet address: 10.1.1.1/30 (primary)
Link layer protocol: PPP

LCP: opened, MP: opened, IPCP: opened
Physical: MP, baudrate: 128000 bps
Output queue - Urgent queuing: Size/Length/Discards 0/100/0
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Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last clearing of counters: Never

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, O packets/sec
Input: 4 packets, 48 bytes, O drops

Output: 6 packets, 72 bytes, O drops

RTATRTB®DIP7RL RIZpingLET,

[RTA]ping 10.1.1.2

Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break

56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 10.1.1.2: icmp_seq=1 ttI=255 time=3.000 ms

56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=3.000 ms

56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=3.000 ms

56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=2.000 ms
=1ih
1. CHAPEREEHIZ, RTB7R—KS1 / 0A%ppp chap password simple pwdpwd TERESN T
WEWMEE | RTBARTAN GBI E R EZEL-EEIZ, RTBIXCHAPD 2B B D/ Uk x
A9%F T L. RTAICIEEZRTICEESTNIE LTI N, RTBIZITEMDERALE
TIM?

EZ:

CHAPD R A>T, BEEEN =/ A\—T«[&, A—HILR—bNTIHILEDCHAP/ IR T
—FTHRESN TGN EZRE T HE, B/ A—T4D1—H—RITHE DT, O—AlL
TS —F—BITHET H/RRT—FERELET,

LT=A > T RTBIEFA—HILA—HF—RZELET/IRKRT—RTERETIRELHYFET,
[RTB]local-user rta class network

New local user added.

[RTB-luser-network-rta]service-type ppp

[RTB-luser-network-rta]password simple pwdpwd

[RTB-luser-network-rta]quit

RTATppp chap userav REETLT, 1—HF—ArtaZEELFET,
[RTAJinterface Serial 1/0
[RTA-Seriall/0]ppp chap user rta
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[RTA-Serial1/0]quit

2. MPICEEEEN R ELRIGE . EDKIITHBHTEEI N ?

EZ:

MP-goouplZiBilEn - IBR—FDEBIEE—FEEBRLET ., FIZ(X:
[RTB]Jinterface Serial 1/0

[RTB-Serial1/0]link-protocol ppp

[RTB-Seriall/0]ppp authentication-mode pap

[RTB-Serial1/0]ppp pap local-user rtb password simple pwdpwd
[RTB-Seriall/0]quit

3. ATV T2EARY1TIE, RTAR—L—KE£2048000 bpsTE HY. RTBIRFEAR—L—kIE
64000bpsTY, £EHLT?

I

A

BHEAS )7 ILR—ME T—T AL TITIE L CERMIBEREE EBIRLET . COTRRTIE,
RTBIXDTET/N\ARTY, EHiSN =) 7 ILR—KEIDTET/AA RELTHEAEL . DCET /N
AZAMBIAYIEZELES . R—MIF, FRICEELEEZLGMRER—L— IR RE
NET, REMICIE, R—L—KNEIDCET/NA RADR—L—rE—HBLTWVET , ROOTY
FE#EITLT, [RER—L—FEDCET /NS RADHR—L—HMZEELFET,

/—bk: HCL®M15& . virtualbaudrate 2048000(FH R—rEhTEYEH Ao

[RTB]Jinterface Serial 1/0

[RTB-Seriall/0]virtualbaudrate 2048000

[RTB-Seriall/0]shutdown

%Dec 1 13:14:37:548 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state on the
interface Seriall/0 changed to down.

%Dec 1 13:14:37:551 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface Seriall/0 changed to down.

[RTB-Seriall/0]Jundo shutdown

%Dec 1 13:14:41:927 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface Seriall/0 changed to up.

[RTB-Seriall/0]quit
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=

BFIE

#&5.11FIN—2—IZ’ETBHIPPRELATY,
#£5.1IP7RLREIYHTRF—7

B LB—DT—R IPZ7RLX HF—pyzA

PPPoE.Server | Virtual template 1 1.1.1.1/8

PPPoE.Client | dialer 1 ppp-negotiate dialer 1

BRX1:PPPOEDEARMGTEHREELET
FIEL: IL—F—RILTZLANS—T L TE#HRT S

5.1 D &SI —E2—RD7r—T LEaHEHELET .

PPPoE Server, PPPOE ClientD & EMNT I+ ILhTHAHIEFFEREIZT HI(Treset
saved-configurationa<Y>RTTF 74DV T4FaL—av~RLET,
<RTA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<RTA>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

FE2: PPPoE Server®WANKR—rDT=ODPPPATILILDHZREELIPFRLADE|Y X4

T

< H3C> system-view

[H3C] sysname PPPoE.Server

[PPPoE.Serverinterface Virtual-Template 1
[PPPoE.Server-Virtual-Template1]ppp authentication-mode chap domain system
[PPPoE.Server-Virtual-Template1]ppp chap user h3c
[PPPoE.Server-Virtual-Template1]ip address 1.1.1.1 255.0.0.0
[PPPoE.Server-Virtual-Template1]remote address 1.1.1.2
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[PPPoE.Server -Virtual-Template1]quit

[PPPoE.Server]interface GigabitEthernet 0/1
[PPPoE.Server-GigabitEthernet0/1]pppoe-server bind virtual-template 1
[PPPoE.Server-GigabitEthernet0/1]quit

F|[E3: PPPoE Server®domain®i2iE%ppp loall=¥ 3
[PPPoE.Server]Jdomain name system
[PPPoE.Server-isp-system]authentication ppp local
[PPPoOE.Server-isp-system]quit
FE4: PPPOEQO—hO)LA—H—ZERKT S
[PPPoE.Server]local-user h3c class network
New local user added.
[PPPoE.Server -luser-network-h3c]password simple h3c
[PPPoE.Server -luser-network-h3c]service-type ppp
[PPPoE.Server -luser-network-h3clauthorization-attribute user-role network-operator

[PPPoE.Server -luser-network-h3c]quit

PPPATtILIL#ZICLCPDIEREHEEE T H1=HIdisplay interface virtual-Template 13<
UREEFTLET,

<PPPoE.Server>display interface Virtual-Template 1
Virtual-Template1

Current state: DOWN

Line protocol state: DOWN

Description: Virtual-Template1 Interface

Bandwidth: 100000 kbps

Maximum transmission unit: 1454

Hold timer: 10 seconds, retry times: 5

Internet address: 1.1.1.1/8 (primary)

Link layer protocol: PPP

LCP: initial

Physical: None, baudrate: 100000000 bps

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0
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RZX%2:PPP CHAPD R EZLET
TANET BRI FRI1D LTI —E—ZEMEIRBIZRLET .
FIE1:PPPOE Client®d WANR—k D= DPPPAT UL DERFELIPTRLRADERE
< H3C> system-view
[H3C] sysname PPPoE.Client
[PPPoE.Client]interface Dialer 1
[PPPoE.Client]ppp chap user h3c
[PPPoE.Client]ppp chap password simple h3c
[PPPoE.Client]dialer bundle enable
[PPPoE.Client]dialer timer idle O
[PPPoE.Client]dialer timer autodial 60
[PPPoE.Client]ip address ppp-negotiate
[PPPoE.Client]quit
[PPPoE.Client]interface GigabitEthernet 0/1
[PPPoE.Client -GigabitEthernet0/1]pppoe-client dial-bundle-number 1
%Mar 31 16:30:01:358 2022 H3C IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Dialerl changed to down.
[PPPoE.Client -GigabitEthernet0/1]quit
%Mar 31 16:31:07:856 2022 H3C IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Dialerl changed to up.
FI§2: PPPoOE ClientTT 74 LN —b A DEEELET
[PPPoE.Client]ip route-static 1.1.1.1 32 Dialer 1
[PPPoE.Client]quit
< PPPoE.Client>

W—T1 T T—TIWERRLET,
<PPPoE.Client>display ip routing-table

Destinations : 10 Routes : 10

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.1/32 Direct 0 O 1111 Dial
1.1.1.2/32 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
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224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

FIE3: PPPoE ServerGPPPOE+t Y av DTN\ &ELET
<PPPoE.Server>debugging pppoe-server all
<PPPoE.Server>debugging dialer all
DDR is not configured.
<PPPoE.Server>display pppoe-server session summary
Total PPPoE sessions: 1
Local PPPoE sessions: 1

Ethernet interface: GEO/1 Session ID: 1

PPP index: 0x140000085 State: OPEN

Remote MAC: b238-66d3-0206 Local MAC: b224-7e8e-
0106

Service VLAN: N/A Customer VLAN: N/A

<PPPoE.Server>display pppoe-server session packet
Total PPPoE sessions: 1
Local PPPoOE sessions: 1

Ethernet interface: GEO/1 Session ID: 1
InPackets: 79 OutPackets: 82
InBytes: 825 OutBytes: 875
InDrops: 0 OutDrops: 0

<PPPoE.Server>reset pppoe-server all

<PPPoE.Server>display pppoe-server session summary
<PPPoE.Server>display pppoe-server session packet

<PPPoE.Server>ping 1.1.1.2

Ping 1.1.1.2 (1.1.1.2): 56 data bytes, press CTRL_C to break

Request time out

Request time out

--- Ping statistics for 1.1.1.2 ---

3 packet(s) transmitted, O packet(s) received, 100.0% packet loss
<PPPoE.Server>%Mar 31 16:39:18:830 2022 H3C PING/6/PING_STATISTICS:
Ping statistics for 1.1.1.2: 3 packet(s) transmitted, O packet(s) received, 100.0%
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packet loss.
FlE4: PPPOE Clienth5PPPoE Server@IP7RL R IZxLpingELET
<PPPoE.Client>ping 1.1.1.1
Ping 1.1.1.1 (1.1.1.1): 56 data bytes, press CTRL_C to break
56 bytes from 1.1.1.1: icmp_seq=0 ttI=255 time=0.000 ms
56 bytes from 1.1.1.1: icmp_seq-=1 ttI=255 time=1.000 ms
56 bytes from 1.1.1.1: icmp_seq=2 ttI=255 time=1.000 ms
56 bytes from 1.1.1.1: icmp_seq=3 ttI=255 time=0.000 ms
56 bytes from 1.1.1.1: icmp_seq=4 ttI=255 time=0.000 ms

--- Ping statistics for 1.1.1.1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.400/1.000/0.490 ms
%Mar 31 16:38:37:675 2022 H3C IFNET/5/LINK_UPDOWN: Line protocol state on the
FIE5: PPPOE ClientTPPPOE Server& D gz mRALET
<PPPoE.Client>debugging pppoe-client all
<PPPoE.Client>debugging dialer all
<PPPoE.Client>display pppoe-client session summary

Bundle ID Interface VA RemoteMAC LocalMAC
State
1 1 GEO/1 VAO b224-7e8e-0106 b238-66d3-0206
SESSION
<PPPoE.Client>display pppoe-client session packet
Bundle: 1 Interface: GEO/1
InPackets: 5 OutPackets: 4
InBytes: 230 OutBytes: 78
InDrops: O OutDrops: O
<PPPoE.Client>display dialer
Dialerl
Dialer Route:

Dialer number:

Dialer Timers(in seconds):
Auto-dial: 60 Compete: 20 Enable: 5
Idle: O Wait-for-Carrier: 60

Total Channels: 1

Free Channels: 0
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F|[E6: PPPOE ServerCPPPOE Client: D &R LET
<PPPoE.Server>debugging pppoe-server all
<PPPoE.Server >debugging dialer all

DDR is not configured.

<PPPoE.Server>display pppoe-server session summary
Total PPPOE sessions: 1

Local PPPoOE sessions: 1

Ethernet interface: GEO/1 Session ID: 1

PPP index: 0x140000085 State: OPEN

Remote MAC: b238-66d3-0206 Local MAC: b224-7e8e-0106
Service VLAN: N/A Customer VLAN: N/A

<PPPoE.Server>display pppoe-server session packet
Total PPPOE sessions: 1
Local PPPoOE sessions: 1

Ethernet interface: GEO/1 Session ID: 1
InPackets: 214 OutPackets: 217
InBytes: 3239 OutBytes: 3509
InDrops: 0 OutDrops: 0

<PPPoE.Server>ping 1.1.1.2

Ping 1.1.1.2 (1.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 1.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 1.1.1.2: icmp_seq=1 ttI=255 time=0.000 ms
56 bytes from 1.1.1.2: icmp_seq=2 ttI=255 time=2.000 ms
56 bytes from 1.1.1.2: icmp_seq=3 ttI=255 time=1.000 ms
56 bytes from 1.1.1.2: icmp_seq=4 ttI=255 time=0.000 ms
<PPPoE.Server>
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Lab19 L2TP(LACH Rt b )T E—F)

XENBEHE

COIGRTIEUTOIEEZZUVET:
® [2TP Mav I« L—avu EB{LET,
® LAC ELNSIZDWWTEUET,

LAC: L2TP Access Concentrator(LAC)(&. PPPEL2TPOEAIZH L TLVET,
BE (X, O—AHILISPIZEE &t f=Network Access Server(NAS) T, £IZPPP1—
Y—IZT7 A —ERERHLET,

LACIE, L2TPrU RILD IV RRAUMTHY . LNSEYE— M AT LDOMIZH
UET, L2TPZFEALTIE— N RTLNGRIELIz/\ryhEATEILIEL,
AT LNz YR ELNSITEELET  LNSHSRIELz/\rybEHLT
TIVILEEBRL . h T RILIEBBRRES N/ A b E B D E— R T AIZEEL
F7,

LNS: L2TP Network Server(LNS)I&. PPPE L UL2TPOM A (xS L TLVE

T BE. IVA—TSAARINT = EDIYSTNARTY,
LNSIE., L2TPFo RILDES—ADIURRAUFTT, hldk, LACIZE>ThU 2
Yo ENBPPPEyLar D RBRIERAVNTT, L2TPIX., FORIVEFEILT S
—&IZ&o T PPPEYL Iy DRIGHRA 2 FENASHSLNSIZHESRLET,

® LAC BEIFAIRF RILICDWLWTEUVET,

>

JE—MRTLELACRDERI T (VLT v THERICSRESN S FEDIPR—
ADERITT BoENTEET

L2TPEyiav(d, L2ZTPr U RILA L SN - ERICHEILIINE T, RIZ, LACE
LNSAENENPPPOEYSA 7 hEPPPOEH —/N—ELTEIMEL . PPPARIT Y T—
2avEETLEYS,

LNSIE. YE— S RTLTIFELLACIZTZAR—FPFRLRZEIY HTET,
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b T—UK

10.2.0.216  10.2.0.1/16 3.3.3.1/24 ——--_333.2124 10.1.0.1/16 ,,_1_0_'1_'9;2”6
LT *\\ " Internet N e ™
LGE0M  cEO02) /GE_0/1 GE_0r\ @ GE_02/  GE_ 0N \
Remote hcs?““‘haﬂ"",/ LAC r/\\ f 1 " LNS : c LAN_PC \f
- 10.2.0.016 (1) L2TP Tunnel {1} / \  Corporste LanPC |
N N . Corporate  /
LS I ~~._10.1.0.016. -~
2.1 EERVEIT—S
== 3131
AREBRICH BT F RN o )
N—=av | BE T
EREBERANEETILES
MSR36-20 Version7.1 2 L
PC Windows 7 2 L
PRI =0 —T )L DR -- 2 L

=& FIE

BRAJ1LANSEDL2TPR Y RIVELACEBIFIRE—F THILY HKIICLACERELE Y
FIEL:PCEL—4—%7—T L THEHRT S
B2 1D &SI —2—E,PCHID T —T L EEHRLET .
LAC. LNSDEFREMNT I+ ILETHAHLZHRIZT B([Freset saved-
configurationaY R TT 74DV T4FaL—av~RLET,
<LAC>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<LAC>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
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Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

:=2-1 IP7RLREYLETRF—T

FE2:PCEIL—E—IZIPPRLRZETH AU LET

EE AL8—7x4R | IPPFLR HF—broxA
Remote host 10.2.0.2/16 10.2.0.1
Corporate LAN_PC 10.1.0.2/16 10.1.0.1
GO0/ 3.3.3.1/24 -
NAC
G0/2 10.2.0.1/16
GO0/ 3.3.3.2/24 -
LNS
G0/2 10.1.0.1/16

FIEI:LNSFaY T4F¥aLl—iavLET

HAVA—DIAADIPTRLRAZERELE T GERIZERBRLED),

#vpdnuserEWVSE RO O—H/)LA—F—ZERL. /SART—FZHREL T, PPPH—E

AREBMILES,

<LNS> system-view

[LNS] local-user vpdnuser class network

[LNS-luser-network-vpdnuser] password simple Hello

[LNS-luser-network-vpdnuser] service-type ppp

[LNS-luser-network-vpdnuser] quit

#Create Virtual-Template 1IZIP7RLRZEIYE T, PPPRREEE—FERDLIICIERE

ERAD

PAPZ{#EAL. IP7KLX192.168.0.104PPP1—H—[ZE|Y ¥ TET,

[LNS] interface virtual-template 1

[LNS-virtual-templatel] ip address 192.168.0.1 24

[LNS-virtual-templatel] ppp authentication-mode pap

213




[LNS-virtual-templatel] remote address 192.168.0.10
[LNS-virtual-templatel] quit
#ISPRAL VY R T LTPPPA—H —DO—ALRBHEHRELET .
[LNS] domain system

[LNS-isp-system] authentication ppp local

[LNS-isp-system] quit

#L2TPZEA R —TJLICL, LNSE—FTL2TPY IL—T1ZEERKLET,
[LNS] I2tp enable

[LNS] I2tp-group 1 mode Ins

HO—HILR O RIILBELNSELTEREL. LACH DRV T BREZ(E
¥ BVirtual-Template 1% ELET,

[LNS-I12tp1] tunnel name LNS

[LNS-I2tp1] allow 12tp virtual-template 1 remote LAC
#EURILERREE AR —TILICL ., BEEF—%aabbccELTEHELET,
[LNS-I2tp1] tunnel authentication

[LNS-I2tp1] tunnel password simple aabbcc

[LNS-I2tp1] quit

#AHDARRYTFRL A H192.168.0.10(LNSHLACH Virtual-PPP 11ZE|Y XT3
IP7RLR)DRAT A9 IL— &R EL T, PPPA—H—3ETOD/ N7y EHL2TPR
URIIVEBRTEREINSLIIZLET,

[LNS] ip route-static 10.2.0.0 16 192.168.0.10

214



FlE4:LACEAY I71Fal—2aVLET
HAB—DTIAADIPTRLRZFRELET (GBI HEE),
#L2TPZAR—TILIZLET
<LAC> system-view
[LAC] 12tp enable
#L2TPY IL—T1ZLACE—FTHERLET .

[LAC] I2tp-group 1 mode lac

#O—NILE U RIILBELACELTEREL ., P RILET(LNS)DIP7RFLRERELEY .
[LAC-I2tp1] tunnel name LAC

[LAC-12tp1] Ins-ip 3.3.3.2

#h U RIVEREEE A R—TJLIZL, FREEF—%aabbccELTERELET

[LAC-I2tp1] tunnel authentication

[LAC-I2tp1] tunnel password simple aabbcc

[LAC-12tp1] quit

#Virtual-PPP 1Z4ER L. 1—H—% &/XXT—K%vpdnuser&Hello& 1258 EL . PPP
SREEIZPAPEELNVET,

[LAC] interface virtual-ppp 1

[LAC-Virtual-PPP1] ip address ppp-negotiate

[LAC-Virtual-PPP1] ppp pap local-user vpdnuser password simple Hello
[LAC-Virtual-PPP1] quit

HEERYRT—IBTO/INNTIRDL2TPR O RILEN L TERESN B LT, RET+
Y IL—bhEHRELET,

[LAC] ip route-static 10.1.0.0 16 virtual-ppp 1
HLACHEN)H—L T, LNSEDL2TPA Y RILEREIILET

[LAC] interface virtual-ppp 1
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[LAC-Virtual-PPP1] I12tp-auto-client 12tp-group 1
FIE5:VE—IRAFT, LACES —b A ELTRELEYT
FIE6: 55X E DFERE

#LNST. display L2TP sessionaAvrZFEAL T, LS -L2TPEy avER
RLET,

[LNS] 12tp
display session
LocalSID RemoteSI LocalTl State
D D
21409 3395 4501 Establishe

d

#HLNST. L SN TF=L2TPh R ILERTT SIZ(E. display L2TP tunnela< > & {E
RALET,

[LNS] display tunnel

12tp

LocalTID State Sessions RemotePort
RemoteTID RemoteAddress RemoteName

4501524Established13.3.3.11701LAC

#LNST. LACRID T SA R—b R ybT—UF7RL X T#$H510.2.0.1[CpingTES L%
BEZRLFEIT ., i, 10.2.0.0/16 EDRRAKFEL0.1.0.0/16 EDHRARDL2TPRY 2L
#NLTHEISEETEAZEERLET,

[LNS] ping -2 10.1.0.1 10.2.0.1

Ping 10.2.0.1 (10.2.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 10.2.0.1: icmp_seq=0 ttI=128 time=1.000 ms

56 bytes from 10.2.0.1: icmp_seq=1 ttI=128 time=1.000 ms

56 bytes from 10.2.0.1: icmp_seq=2 ttI=128 time=1.000 ms

56 bytes from 10.2.0.1: icmp_seq=3 ttI=128 time=1.000 ms
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56 bytes from 10.2.0.1: icmp_seq=4 ttI=128 time=1.000 ms
--- Ping statistics for 10.2.0.1 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0%
packet loss round-trip min/avg/max/std-dev =
1.000/1.000/1.000/0.000 ms
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Lab20 IPsecVPND & FE

== 131 AN il
EENBEELBE
COSRTIEUTDIEEZUVET:
® |Psec TIKE AfUE—F, BRIXERZBPAAXETETELET,
® [Psec TIKEF7J Ly TE—R, BRiXERIEARFETELET,

b T—5H

IPsecVPN
1.1.1.1/24 r/"f'l.1.1.2.l'l24 2.2.2.2/124 “\ 2.2.2.1/24
@ GE_0r1 ' GE_0/1 @ GE_0/2 . GE_0/1 @
b //
RTA 102.168.1.1/24 ““‘H-_____‘ SWA _—.#___,/’ 192.168.2.1/24 RTEE o
GE_0/0 9o IFE L AZL—
GE_0/1 GE_0/1
@ 102.168.1.2124 192.153.2.2.*24@
PCA PCB
4.1 RERYT—H
== SE1
EEEE
AREERICHELRE B . i
\ N—3y HE YELEIE
EREBLHIEETIVES
MSR36-20 Version7.1 2 JL—3—
S5820V2 Version7.1 1 RAAYF
PC Windows 7 2 RAR
FYRT =045 —T )L DS - 4 ARL—T—T L

XBFIR

BRIL.ENTNOEKEICIPTRLRAZRET S
CDEE TIIRTAERTBREIKERIEIZLBIPsech RILDEREE E D ESIT 2METR
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LET, ZFLT. EDKSITTT—RITASVE—REEL, FRILF R ZETIIKER
BETEIMNERLET,
FIEL:WPCIZIPPRLA 7 —h DA TFLRAZERTET S
PC. JL—3—  ZLTRAYFERA-1D KSITHERHLET . ZL T, RAYFIZIEVLAN 2
#{ERL. VLAN 2(ZGE1/0/2%:B8MLET,
[H3C]vlan 2
[H3C-vlan2]port gi
[H3C-vlan2]port GigabitEthernet 1/0/2
[H3C-vlan2]quit
TRLRABLUTIHINT—F A ERI-UBFSTERELFETS . RTAZPCAD T 74+
LT —R /12, RTBEPCBD T 74N —bO A IZERELET
#£3-1 IPPRLREIYHT

XE LB8—Tx4R | IPPRELR HF—kroxzA
G0/0 192.168.1.1/24 -
RTA
GO0/1 1.1.1.1/24 -
G0/0 192.168.2.1/24 -
RTB
GO0/1 2.2.2.1/24 -
VLAN 1 1.1.1.2/24
SWA
VLAN 2 2.2.2.2/24
PCA 192.168.1.2/24 192.168.1.1/24
PCB 192.168.2.2/24 192.168.2.1/24

FlE2: —T42FTORLEERET S

RTA, RTB, SWAIZLLFD&LSIZOSPFEERELET .
[RTA-ospf-1]area 0
[RTA-ospf-1-area-0.0.0.0]network 1.1.1.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit

[RTA-ospf-1]quit

[SWA]ospf 1

[SWA-ospf-1]area O
[SWA-ospf-1-area-0.0.0.0]network 1.1.1.0 0.0.0.255
[SWA-ospf-1-area-0.0.0.0]network 2.2.2.0 0.0.0.255
[SWA-ospf-1-area-0.0.0.0]quit

[SWA-ospf-1]quit
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[RTB]ospf 1

[RTB-ospf-1]area O
[RTB-ospf-1-area-0.0.0.0]network 2.2.2.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit

[RTB-ospf-1]quit

LEEDEIIITERFEER. SWALAHRYNT—D%FLIaL— L TWT, 2FERYNT—S
IW—FDAHRFLTVET , CHIFHYTRYM192.168.1.0/24£192.168.2.0/24~D )L
—rEH-S>TUWER AL, HELRSIE. OSPFT!)7PCALPCBIZIE SN TILNSL—4—
AVBITT—AANDIL— EEATNEE A,

FEI—F—TYE— T SFAR—bRINT—=INDRET 4TI —bEUT D EIIZEK
ELET.

[RTA]ip route-static 192.168.2.0 255.255.255.0 1.1.1.2

[RTBJip route-static 192.168.1.0 255.255.255.0 2.2.2.2

LR FETET#E.RTA, RTB, SWADIIL—FTA5TF—TILERELET,
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.0/24 Direct 0 O 1.1.1.1 GEO/1
1.1.1.0/32 Direct 0 O 1.1.1.1 GEO/1
1.1.1.1/32 Direct 0 O 127.0.0.1 InLoopO
1.1.1.255/32 Direct 0 O 1.1.1.1 GEO/1
2.2.2.0/24 O_INTRA10 2 1.1.1.2 GEO0/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
192.168.1.0/24 Direct 0 O 192.168.1.1 GEO0/0
192.168.1.0/32 Direct 0 O 192.168.1.1 GEO/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO
192.168.1.255/32 Direct 0 O 192.168.1.1 GEO0/0
192.168.2.0/24 Static 60 O 1.1.1.2 GEO/1
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224.0.0.0/4 Direct 0 O
224.0.0.0/24 Direct 0 O
255.255.255.255/32 Direct 0 O
<SWA>display ip routing-table
Destinations : 16 Routes : 16
Destination/Mask  Proto  Pre Cost
0.0.0.0/32 Direct 0 O
1.1.1.0/24 Direct 0 O
1.1.1.0/32 Direct 0 O
1.1.1.2/32 Direct 0 O
1.1.1.255/32 Direct 0 O
2.2.2.0/24 Direct 0 O
2.2.2.0/32 Direct 0 O
2.2.2.2/32 Direct 0 O
2.2.2.255/32 Direct 0 O
127.0.0.0/8 Direct 0 O
127.0.0.0/32 Direct 0 O
127.0.0.1/32 Direct 0 O
127.255.255.255/32 Direct 0 O
224.0.0.0/4 Direct 0 O
224.0.0.0/24 Direct 0 O
255.255.255.255/32 Direct 0 O
[RTB]display ip routing-table
Destinations : 18 Routes : 18
Destination/Mask  Proto  Pre Cost
0.0.0.0/32 Direct 0 O
1.1.1.0/24 O_INTRA10 2
2.2.2.0/24 Direct 0 O
2.2.2.0/32 Direct 0 O
2.2.2.1/32 Direct 0 O
2.2.2.255/32 Direct 0 O
127.0.0.0/8 Direct 0 O
127.0.0.0/32 Direct 0 O
127.0.0.1/32 Direct 0 O
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0.0.0.0
0.0.0.0
127.0.0.1

NextHop
127.0.0.1
1.1.1.2
1.1.1.2
127.0.0.1
1.1.1.2
2222
2222
127.0.0.1
2222
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
0.0.0.0
0.0.0.0
127.0.0.1

NextHop
127.0.0.1
2.2.2.2
22.2.1
22.2.1
127.0.0.1
22.2.1
127.0.0.1
127.0.0.1
127.0.0.1

NULLO
NULLO
InLoopO

Interface
InLoopO
Vlanl
Vlanl
InLoopO
Vlanl
Vlan2
Vlan2
InLoopO
Vlan2
InLoopO
InLoopO
InLoopO
InLoopO
NULLO
NULLO
InLoopO

Interface
InLoopO

GEO0/1
GEO0/1
GEO0/1
InLoopO
GEO/1
InLoopO
InLoopO
InLoopO



127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
192.168.1.0/24 Static 60 O 2222 GEO/1
192.168.2.0/24 Direct 0 O 192.168.2.1 GEO0/0
192.168.2.0/32 Direct 0 O 192.168.2.1 GEO0/0
192.168.2.1/32 Direct 0 O 127.0.0.1 InLoopO
192.168.2.255/32 Direct 0 O 192.168.2.1 GEO0/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

CORERIE. SWAD I —T AT T—TIVZIETZAR—b YT = ~DJL—bEHF
DTLWENWIZEERLTLET,

LTD&SIZ, PCALPCBREIDEHEHERLET .

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request time out

COFERIX. PCAIXPCBIZping TERWIEEFRLTULVET . CORERDEBHIISWADL
PCBADIIL—FEF>TLVELNSTY,

FIE3: IKETOR—FILERET S
[RTAJike proposal 1
[RTA-ike-proposal-1]authentication-method pre-share
[RTA-ike-proposal-1]authentication-algorithm md5
[RTA-ike-proposal-1]encryption-algorithm 3des-cbc
[RTA-ike-proposal-1]quit

[RTB]ike proposal 1
[RTB-ike-proposal-1]authentication-method pre-share
[RTB-ike-proposal-1]authentication-algorithm md5
[RTB-ike-proposal-1]encryption-algorithm 3des-cbc
[RTB-ike-proposal-1]quit
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F|E4: IKE keychainZ&XET %
[RTAJike keychain keychainl
[RTA-ike-keychain-keychainl]pre-shared-key address 2.2.2.1 255.255.255.0 key
sim
ple h3c
[RTA-ike-keychain-keychainl]quit

[RTB]ike keychain keychainl
[RTB-ike-keychain-keychainl]pre-shared-key address 1.1.1.1 255.255.255.0 key
sim
ple h3c
[RTB-ike-keychain-keychain1]quit

F|E5: IKE profile%& T3 5
Pre-shared keyZ{£>
[RTAJike profile profilel
[RTA-ike-profile-profilel]local-identity address 1.1.1.1
[RTA-ike-profile-profilel]match remote identity address 2.2.2.1 255.255.255.0
[RTA-ike-profile-profilel]keychain keychainl
[RTA-ike-profile-profilel]proposal 1
[RTA-ike-profile-profile1]quit

[RTB]Jike profile profilel

[RTB-ike-profile-profile1]local-identity address 2.2.2.1
[RTB-ike-profile-profilel]Jmatch remote identity address 1.1.1.1 255.255.255.0
[RTB-ike-profile-profilel]keychain keychainl
[RTB-ike-profile-profilel]proposal 1

[RTB-ike-profile-profile1]quit

FE6:ACLEEZET D
FIL—2—MHYTRvk192.168.1.0/24£192.168.2.0/24DED S T4y % R# T
EBHELSIZACLEERELET,

[RTA]acl advanced 3000

[RTA-acl-ipv4-adv-3000]rule O permit ip source 192.168.1.0 0.0.0.255 destination
192.168.2.0 0.0.0.255

[RTA-acl-ipv4-adv-3000]quit
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[RTB]acl advanced 3000

[RTB-acl-ipv4-adv-3000]rule O permit ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

[RTB-acl-ipv4-adv-3000]quit

FI|IE7: IPsec proposalZRET S
[RTA]ipsec transform-set trans1
[RTA-ipsec-transform-set-transl]esp authentication-algorithm shal
[RTA-ipsec-transform-set-transl]esp encryption-algorithm aes-cbc-128
[RTA-ipsec-transform-set-trans1]quit

[RTB]Jipsec transform-set trans1
[RTB-ipsec-transform-set-transl]esp authentication-algorithm shal
[RTB-ipsec-transform-set-transl]esp encryption-algorithm aes-cbc-128
[RTB-ipsec-transform-set-trans1]quit

FJIE8: IPsec policy D % 5E &3
il )L—2—[Z& VT, IPsec policy DERFE LT HEE LEHSN TS YE 52D
I—RIZENEERT 5,
[RTAJipsec policy policyl 1 isakmp
[RTA-ipsec-policy-isakmp-policyl-1]remote-address 2.2.2.1
[RTA-ipsec-policy-isakmp-policyl-1]security acl 3000
[RTA-ipsec-policy-isakmp-policyl-1]transform-set transl
[RTA-ipsec-policy-isakmp-policyl-1]ike-profile profilel
[RTA-ipsec-policy-isakmp-policy1-1]quit
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ipsec apply policy policyl
[RTA-GigabitEthernet0/1]quit

[RTB]Jipsec policy policyl 1 isakmp
RTB-ipsec-policy-isakmp-policyl-1]remote-address 1.1.1.1
RTB-ipsec-policy-isakmp-policyl-1]security acl 3000
[RTB-ipsec-policy-isakmp-policyl-1]transform-set transl
[RTB-ipsec-policy-isakmp-policyl-1]ike-profile profilel
[RTB-ipsec-policy-isakmp-policyl-1]quit

[RTB]interface GigabitEthernet 0/1
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[RTB-GigabitEthernet0/1]ipsec apply policy policyl
[RTB-GigabitEthernet0/1]quit

FIR9: REEMHRT S
[RTA]display ike proposal
Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group
(seconds)
1 PRE-SHARED-KEY MD5 3DES-CBC Group 1
86400
default PRE-SHARED-KEY SHA1 DES-CBC Group 1
86400

[RTA]display ipsec transform-set
IPsec transform set: trans1
State: complete
Encapsulation mode: tunnel
ESN: Disabled
PFS:
Transform: ESP
ESP protocol:
Integrity: SHA1
Encryption: AES-CBC-128

[RTA]display ipsec policy

IPsec Policy: policyl
Interface: GigabitEthernet0/1

Sequence number: 1
Mode: ISAKMP

Traffic Flow Confidentiality: Disabled
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Security data flow: 3000
Selector mode: standard
Local address:

Remote address: 2.2.2.1
Transform set: tranl
IKE profile: profilel
IKEV2 profile:

SA duration(time based): 3600 seconds

SA duration(traffic based): 1843200 kilobytes

SA idle time:

[RTB]display ike proposal

Priority Authentication Authentication Encryption Diffie-Hellman Duration

algorithm group

method algorithm
(seconds)
1 PRE-SHARED-KEY MD5
86400

default PRE-SHARED-KEY SHA1
86400
[RTB]display ipsec transform-set
IPsec transform set: trans1
State: complete
Encapsulation mode: tunnel
ESN: Disabled
PFS:
Transform: ESP
ESP protocol:
Integrity: SHA1
Encryption: AES-CBC-128

[RTB]display ipsec policy

IPsec Policy: policyl
Interface: GigabitEthernet0/1
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Sequence number: 1
Mode: ISAKMP

Traffic Flow Confidentiality: Disabled
Security data flow: 3000

Selector mode: standard

Local address:

Remote address: 1.1.1.1

Transform set: transl

IKE profile: profilel

IKEV2 profile:

SA duration(time based): 3600 seconds
SA duration(traffic based): 1843200 kilobytes
SA idle time:

FIELO: b RIILDHEIL SN TV TIHRBEL TS0 ERERT D
PCANSPCBIZpingL THEIPCRIDEREHERLET
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out
56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=2.000 ms
56 bytes from 192.168.2.2: icmp_seg=2 ttI=253 time=9.000 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=2.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=4.000 ms

HAIE RPDICMPIO—ERMNIA LT IMIBY DT R TODERIZZA LT
FLEAST=CEERLTVEY . RIDERDFALTIT BAIICIPsec SAsHEM
TEGD S22 RIDERIFHEINELIz, RTOVIIRAMIKERTST—
avER)A—L. RIZFEEIhBIPsec SASHHEESN, BEDITRTD YIRS
IPsechrRIILENLTIREICEEINELS -,

RTALRTBODIPsectIKEIEHERRLET S
<RTA>display ike sa
<RTA>display ike sa
Connection-ID  Remote Flag DOl
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2 2221 RD IPsec
Flags:
RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTA>display ike sa verbose
<RTA>display ike sa verbose

Connection ID: 2

Outside VPN:

Inside VPN:

Profile: profilel
Transmitting entity: Initiator
Local IP: 1.1.1.1

Local ID type: IPV4_ADDR
Local ID: 1.1.1.1

Remote IP: 2.2.2.1
Remote ID type: IPV4_ADDR
Remote ID: 2.2.2.1

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 85632
Exchange-mode: Main
Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled
Assigned IP address:

<RTA>display ipsec sa
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<RTA>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policyl

Sequence number: 1
Mode: ISAKMP

Tunnel id: O
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 1.1.1.1
remote address: 2.2.2.1
Flow:
sour addr: 192.168.1.0/255.255.255.0 port: O protocol: ip
dest addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2415685184 (0x8ffc6e40)
Connection ID: 12884901889
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHAL
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2777
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active
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[Outbound ESP SAs]
SPI: 3646540216 (0xd959c9b8)
Connection ID: 12884901888
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHAL
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2777
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: Active

<RTB>display ike sa
<RTB>display ike sa

Connection-ID  Remote Flag DOI
2 11.11 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTB>display ike sa verbose
<RTB>display ike sa verbose

Connection ID: 2

Outside VPN:

Inside VPN:

Profile: profilel

Transmitting entity: Responder
Local IP: 2.2.2.1

Local ID type: IPV4_ADDR
Local ID: 2.2.2.1

Remote IP: 1.1.1.1
Remote ID type: IPV4_ADDR
Remote ID: 1.1.1.1

Authentication-method: PRE-SHARED-KEY
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Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 85506
Exchange-mode: Main
Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled
Assigned IP address:

<RTB>display ipsec sa

<RTB>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policyl

Sequence number: 1
Mode: ISAKMP

Tunnel id: O
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 192.168.2.0/255.255.255.0
dest addr: 192.168.1.0/255.255.255.0
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[Inbound ESP SAs]
SPI: 1971329230 (0x758018ce)
Connection ID: 4294967296
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHAL
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2592
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 316893198 (0x12e3680€)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2592
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: Active

IPsec policy: policyl
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0

Encapsulation mode: tunnel

Perfect Forward Secrecy:

Inside VPN:

Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428

Tunnel:
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local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3646540216 (0xd959c9b8)
Connection ID: 4294967298
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2677
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 2415685184 (0x8ffc6e40)
Connection ID: 4294967299
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2677
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: Active

HAE., BiEESh BISAKMP SAEIOsec SASH T R TR SN I-CEZERLTLET,
RTADA /N RSADSPIERTBD 77 A7 RSADSPIE—FL . RTAD T+
INOURSADSPIERTAD A/ IV RSADSPIE—BILET, SAslE., RICERE7IL
SJYUXLEBEIETIILTYALEFFERALED,

FIE1L: IPsecOENMEZEERT D
FHET DL TDIPsec SAEISAKMP SAEY)T7$ 5,
<RTA>reset ike sa
<RTA>reset ipsec sa
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<RTB>reset ike sa
<RTB>reset ipsec sa

TINVTEBMILES,

<RTA>terminal monitor

The current terminal is enabled to display logs.
<RTA>terminal debugging

The current terminal is enabled to display debugging logs.
<RTA>debugging ike packet

<RTA>debugging ipsec packet

IPsech> 1 LEHEIL T H1=8IZPCANBPCBAPIngLET ,

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out

56 bytes from 192.168.2.2: icmp_seqg=1 ttI=253 time=2.000 ms

56 bytes from 192.168.2.2: icmp_seg=2 ttI=253 time=9.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=2.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=4.000 ms

TINUEDTEHRIEREL, HLET,
<RTA>*Dec 27 10:59:36:781 2021 RTA IPSEC/7/PACKET:
Failed to find SA by SP, SP Index = 0, SP Convert-Seq = 65536.
*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

Encryption algorithm is 3DES-CBC.
*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

Hash algorithm is HMAC-MD5.
*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

DH group 1.
*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

Authentication method is Pre-shared key.
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*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Lifetime type is in seconds.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Life duration is 86400.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct transform payload for transform 1.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Constructed SA payload.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T rfc3947 vendor ID payload.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T draft3 vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T draft2 vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T draftl vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct XAUTH draft6 vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

2.2.2.1/500

vrif=0,src=1.1.1.1, dst =

vrif=0,src=1.1.1.1, dst =

vrif=0,src=1.1.1.1, dst =

vif=0,src=1.1.1.1, dst =

vif=0,src=1.1.1.1, dst =

vif=0,src=1.1.1.1, dst =

vif=0,src=1.1.1.1, dst =

vif=0,src=1.1.1.1, dst =

vif=0,src=1.1.1.1, dst =

vif=0,src=1.1.1.1, dst =

Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

2.2.2.1/500

I-Cookie: d5f7180aa563cf61
R-Cookie: 0000000000000000
next payload: SA
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version: ISAKMP Version 1.0

exchange mode: Main

flags:

message ID: 0

length: 176
*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500
Sending an IPv4 packet.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500
Received packet from 2.2.2.1 source port 500 destination port 500.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

I-Cookie: d5f7180aa563cf61

R-Cookie: 535bbbeaca951ab0

next payload: SA

version: ISAKMP Version 1.0

exchange mode: Main

flags:

message ID: 0

length: 116
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500
Received ISAKMP Security Association Payload.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vif =0, src = 1.1.1.1, dst =
2.2.2.1/500
Received ISAKMP Vendor ID Payload.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500
Received ISAKMP Vendor ID Payload.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500
Process SA payload.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500
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Check ISAKMP transform 1.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Encryption algorithm is 3DES-CBC.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
HASH algorithm is HMAC-MD5.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
DH group is 1.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Authentication method is Pre-shared key.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Lifetime type is 1.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Life duration is 86400.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Attributes is acceptable.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Process vendor ID payload.

*Dec 27 10:59:36:788 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct KE payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NONCE payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-D payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET:

2.2.2.1/500
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Construct DPD vendor ID payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET: vif =0, src = 1.1.1.1, dst =
2.2.2.1/500

I-Cookie: d5f7180aa563cf61
R-Cookie: 535bbbeaca951ab0
next payload: KE

version: ISAKMP Version 1.0
exchange mode: Main

flags:

message ID: 0

length: 208

BR52:IPsec+tHlIKEZ T Ly TJE—REERFELET
CDIRERY T, IKERTLI— 3% M LTRTAERTBD B ZIPseck o R ILEHE
FTBEHEE. TI—RITTH LYY TE—REEETBAESIZIKER KT 25555
LEI,

IPsecVPN(PH Ly JE-F)

— .
- —
- —

_ __WLAN1 VLANZ ~~_
S4+390IP 1412124 232224 N 2221124
@ GE_0 '\\ GE_0M § GE_0/2 7 GE_0 @
S .—4‘/

RTA 1021681124 - WA 7 49516821/24 RTB_
GE _0/0 95 IEFEL 2T —b -
GE_0M GE_0M1

@ 192.168.1.2/24 192.153.2.2;24@

PCA PCB

FIEL: IPFRLREZHRTET S
R3-BZESZIPPRLRZEIY L TET , PCADT IAHIMF—RH T4 ELTRTA, FL
TPCBDTI74ILNT—b Oz A%ERTBERELET .

R3-3IPFRLREIYHT
RiE AB3—Tx( R | IPPRLR F—roxA
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G0/0 192.168.1.1/24 -
RTA FAFIYIIZIPTR

G0/1 -

LRZERE

G0/0 192.168.2.1/24 -
RTB

G0/1 2.2.2.1/24 -

VLAN 1 1.1.1.2/24
SWA

VLAN 2 2.2.2.2/24
PCA 192.168.1.2/24 192.168.1.1/24
PCB 192.168.2.2/24 192.168.2.1/24

FlE2: 2 TDIPseckIKENAL T4FaL—2avEH)T7LET
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]undo ipsec apply policy
[RTA-GigabitEthernet0/1]quit

[RTA]Jundo ipsec policy policyl

[RTAJundo ipsec transform-set trans1

[RTA]Jundo ike profile profilel

[RTAJundo ike keychain keychainl

[RTAJundo ike proposal 1

[RTAJundo acl advanced 3000

RTBDIPsec&IKERRE DY) 7 I EEIAT VR ERTAR R,
[RTB]interface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]undo ipsec apply policy
[RTB-GigabitEthernet0/1]quit

[RTBJundo ipsec policy policyl

[RTBJundo ipsec transform-set transl

[RTBJundo ike profile profilel

[RTB]Jundo ike keychain keychainl

[RTBJundo ike proposal 1

[RTB]Jundo acl advanced 3000

FIE3: NED RV T — VG ERELET

[SWA]dhcp enable

[SWA]dhcp server ip-pool 1

[SWA-dhcp-pool-1]network 1.1.1.0 mask 255.255.255.0
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[SWA-dhcp-pool-1]gateway-list 1.1.1.2
[SWA-dhcp-pool-1]quit

[RTA]Jundo ospf 1

Undo OSPF process? [Y/N]y

[RTA]undo ip route-static 192.168.2.0 255.255.255.0
[RTA]interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address dhcp-alloc
[RTA-GigabitEthernet0/1]quit

RTADIIL—T 4 T BEHERRLET . CORKRIIRTANIPZFRLRET 74 LN IL—REER
BLTWAIEEZRLTULET,
[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/0 Static 70 O 1.1.1.2 GEO/1
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.0/24 Direct 0 O 1111 GEO/1
1.1.1.0/32 Direct 0 O 1111 GEO/1
1.1.1.1/32 Direct 0 O 127.0.0.1 InLoopO
1.1.1.255/32 Direct 0 O 1111 GEO/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.0/24 Direct 0 O 192.168.1.1 GEO0/0
192.168.1.0/32 Direct 0 O 192.168.1.1 GEO0/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO
192.168.1.255/32 Direct 0 0 192.168.1.1 GEO0/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

PCAMBPCBApIngLEY o PCAMMAE T ZAR—FRYRT—IAD JL—rZEHF>TLVAEL
=& . PCBA®DpinglZ TEFE A,
<PCA>ping 192.168.2.2
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Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out

Request time out

Request time out

Request time out

Request time out

F|I§4: IKE ProposalzskELET

[RTAJike proposal 1
[RTA-ike-proposal-1]authentication-method pre-share
[RTA-ike-proposal-1]authentication-algorithm md5
[RTA-ike-proposal-1]encryption-algorithm 3des-cbc
[RTA-ike-proposal-1]quit

[RTB]Jike proposal 1
[RTB-ike-proposal-1]authentication-method pre-share
[RTB-ike-proposal-1]authentication-algorithm md5
[RTB-ike-proposal-1]encryption-algorithm 3des-cbc
[RTB-ike-proposal-1]quit

FB5: IKE identifyZ:%ELFE T

[RTAJike identity fqdn rta

[RTB]Jike identity fqdn rtb

F|E6: IKE keychainZRELEY

[RTAJike keychain keychainl
[RTA-ike-keychain-keychainl]pre-shared-key address 2.2.2.1 255.255.255.0 key sim
ple h3c

[RTA-ike-keychain-keychainl]quit

[RTB]Jike keychain keychainl
[RTB-ike-keychain-keychainl]pre-shared-key hostname rta key simple h3c
[RTB-ike-keychain-keychainl1]quit

FE7:IKE ProfileZiELET

[RTAJike profile profilel

[RTA-ike-profile-profilel]exchange-mode aggressive
[RTA-ike-profile-profilel]match remote identity fqdn rtb
[RTA-ike-profile-profilel]keychain keychainl
[RTA-ike-profile-profilel]proposal 1
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[RTA-ike-profile-profile1]quit

[RTB]Jike profile profilel

[RTB-ike-profile-profilel]exchange-mode aggressive

[RTB-ike-profile-profilel]match remote identity fqdn rta

[RTB-ike-profile-profilel]keychain keychainl

[RTB-ike-profile-profilel]proposal 1

[RTB-ike-profile-profile1]quit

FIES:ACLERELEY

[RTA]acl advanced 3000

[RTA-acl-ipv4-adv-3000]rule O permit ip source 192.168.1.0 0.0.0.255 destination
192.168.2.0 0.0.0.255

[RTA-acl-ipv4-adv-3000]quit

[RTB]acl advanced 3000

[RTB-acl-ipv4-adv-3000]rule O permit ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

[RTB-acl-ipv4-adv-3000]quit

F|IE9: IPsec ProposalZ&ELE T

[RTAJipsec transform-set trans1

[RTA-ipsec-transform-set-transl]esp authentication-algorithm shal
[RTA-ipsec-transform-set-transl]esp encryption-algorithm aes-cbc-128
[RTA-ipsec-transform-set-trans1]quit

[RTB]Jipsec transform-set trans1

[RTB-ipsec-transform-set-transl]esp authentication-algorithm shal
[RTB-ipsec-transform-set-transl]esp encryption-algorithm aes-cbc-128
[RTB-ipsec-transform-set-trans1]quit

F)E10: IPsec PolicyZskEL CEALET

A D IL—32—TIPsec PolicyZ# % EL . TNZMEIETIEEICEHRSN TSI P T71—
ANBERALEY

[RTAJipsec policy policyl 1 isakmp
[RTA-ipsec-policy-isakmp-policyl-1]remote-address 2.2.2.1
[RTA-ipsec-policy-isakmp-policyl-1]security acl 3000
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[RTA-ipsec-policy-isakmp-policyl-1]transform-set transl
[RTA-ipsec-policy-isakmp-policyl1-1]ike-profile profilel
[RTA-ipsec-policy-isakmp-policy1-1]quit

[RTAJinterface GigabitEthernet 0/1
[RTA-GigabitEthernetO/1]ipsec apply policy policyl
[RTA-GigabitEthernet0/1]quit

BEZHELELTORTBIE, MABIDIPTRLRERGTEL WO, ToTL—hELTHERT
PENBYFES,
[RTBJipsec policy-template templatel 1
[RTB-ipsec-policy-template-template1-1]security acl 3000
[RTB-ipsec-policy-template-template1-1]Jtransform-set transl
[RTB-ipsec-policy-template-template1-1]ike-profile profilel
[RTB-ipsec-policy-template-templatel-1]quit
[RTBJipsec policy policyl 1 isakmp template templatel
[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ipsec apply policy policyl
[RTB-GigabitEthernet0/1]quit
FIRLL: REEHRLET
RTALRTBTdisplaya v U R &#ELE EFERERRLET
<RTA>display ike proposal

Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group (seconds)
1 PRE-SHARED-KEY MD5 3DES-CBC Group 1
86400
default PRE-SHARED-KEY SHAl1 DES-CBC Group 1
86400

<RTA>display ipsec transform-set
IPsec transform set: transl
State: complete
Encapsulation mode: tunnel
ESN: Disabled
PFS:
Transform: ESP
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ESP protocol:
Integrity: SHA1
Encryption: AES-CBC-128

<RTA>display ipsec policy

IPsec Policy: policyl
Interface: GigabitEthernet0/1

Sequence number: 1
Mode: ISAKMP

Traffic Flow Confidentiality: Disabled
Security data flow: 3000

Selector mode: standard

Local address:

Remote address: 2.2.2.1

Transform set: transl

IKE profile: profilel

IKEV2 profile:

SA duration(time based): 3600 seconds
SA duration(traffic based): 1843200 kilobytes
SAidle time:

[RTB]display ike proposal
Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group (seconds)
1 PRE-SHARED-KEY MD5 3DES-CBC Group 1
86400
default PRE-SHARED-KEY SHAl1 DES-CBC Group 1
86400

[RTB]display ipsec policy-template
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IPsec Policy Template: templatel

Sequence number: 1

Traffic Flow Confidentiality: Disabled
Security data flow : 3000

Selector mode: standard

Local address:

IKE profile: profilel

IKEV2 profile:

Remote address:

Transform set: transl

IPsec SA local duration(time based):
IPsec SA local duration(traffic based):
SAidle time:

[RTB]display ipsec policy

IPsec Palicy: policyl
Interface: GigabitEthernet0/1

Sequence number: 1
Mode: Template

Policy template name: templatel
FIEL2: ho IV HEIL SN TV TREBL TV SO EHERLET
PCAMSPCBIZpingL Tl A DPCREIDEfIEZHEELET,
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out
56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=2.000 ms
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56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=1.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=1.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttl=253 time=1.000 ms

H AKX ZHDICMPIO—ERNFA LT IMIGY DT R TOEKRETZALT IR

Bh21zZEERLTOWET, RPDUIIRAMEA LT IMT BREIIZIPsec SASHFIAT
ERMOI=DTY, RUDERIEIWHESH ., RO T N TOEKIEIPsecko RILESL
THEICEESNEL =,

RTALRTBMDIPsect IKEE#HRERRTLET
<RTA>display ike sa

Connection-ID  Remote Flag DOI
2 2.2.2.1 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTA>display ike sa verbose

Connection ID: 2

Outside VPN:

Inside VPN:

Profile: profilel
Transmitting entity: Initiator

Local IP: 1.1.1.1
Local ID type: FQDN
Local ID: rta

Remote IP: 2.2.2.1
Remote ID type: FQDN
Remote ID: rtb

Authentication-method: PRE-SHARED-KEY

Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC
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Life duration(sec): 86400

Remaining key duration(sec): 86080

Exchange-mode: Aggressive

Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled

Assigned IP address:
COENERIZIKENT I LY TE—RTORIMELIIEERLTVET,
<RTA>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policyl
Sequence number: 1
Mode: ISAKMP

Tunnelid: O
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 1.1.1.1
remote address: 2.2.2.1
Flow:
sour addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3943816766 (Oxebllde3e)
Connection ID: 12884901888
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHAL
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SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/3269
Max received sequence-number: 9

Anti-replay check enable: Y

Anti-replay window size: 64

UDP encapsulation used for NAT traversal: N

Status: Active

[Outbound ESP SAs]
SPI: 2248163441 (0x86004071)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3269
Max sent sequence-number: 9
UDP encapsulation used for NAT traversal: N
Status: Active

<RTB>display ike sa

Connection-ID  Remote Flag DOI
2 1111 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTB>display ike sa verbose

Connection ID: 2

Outside VPN:

Inside VPN:

Profile: profilel

Transmitting entity: Responder

Local IP: 2.2.2.1
Local ID type: FQDN
Local ID: rtb
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Remote IP: 1.1.1.1
Remote ID type: FQDN
Remote ID: rta

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 85645
Exchange-mode: Aggressive
Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled

Assigned IP address:
COHAFERIZISAKMP SAB T T Ly TE—RFTRIAESNI=TEERLTUVET,
<RTB>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policyl
Sequence number: 1
Mode: Template

Tunnel id: 0

Encapsulation mode: tunnel

Perfect Forward Secrecy:

Inside VPN:

Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428

Tunnel:
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local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2248163441 (0x86004071)
Connection ID: 4294967296
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2792
Max received sequence-number: 9
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 3943816766 (Oxebl1lde3e)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2792
Max sent sequence-number: 9
UDP encapsulation used for NAT traversal: N
Status: Active
FIEL3: IPsecDIREZEEHRLEY
FHET DL THIPsec SASEISAKMP SAsEVTLET,
<RTA>reset ike sa
<RTA>reset ipsec sa

<RTB>reset ike sa
<RTB>reset ipsec sa

TFTINYXTEBMLET
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<RTA>debugging ike packet

<RTA>debugging ipsec packet

IPsechb RIVERENL T HDER)H—F H1=HIZTPCAMBPCBApingLET,

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

Request time out

56 bytes from 192.168.2.2:
56 bytes from 192.168.2.2:
56 bytes from 192.168.2.2:
56 bytes from 192.168.2.2:

icmp_seg=1 ttI=253 time=5.000 ms
icmp_seq=2 ttI=253 time=4.000 ms
icmp_seg=3 ttI=253 time=3.000 ms
icmp_seqg=4 ttl=253 time=3.000 ms

TNF T IEREREL. AFLET

<RTA>*Dec 27 17:41:06:235 2021 RTA IPSEC/7/PACKET:
Failed to find SA by SP, SP Index = 0, SP Convert-Seq = 65536.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Encryption algorithm is 3DES-CBC.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Hash algorithm is HMAC-MD5.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

DH group 1.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Authentication method is Pre-shared key.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Lifetime type is in seconds.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Life duration is 86400.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Construct transform payload for transform 1.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Constructed SA payload.

*Dec 27 17:41:06:241 2021 RTA IKE/7/PACKET:

Construct KE payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

Construct NONCE payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500
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Local ID type: FQDN (2).

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Local ID value: rta.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Construct ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Construct DPD vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Construct NAT-T rfc3947 vendor ID payload.
*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Construct NAT-T draft3 vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Construct NAT-T draft2 vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Construct NAT-T draftl vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Construct XAUTH draft6é vendor ID payload.
*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Sending packet to 2.2.2.1 remote port 500, local
*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET

I-Cookie: bcded72f665242bf

R-Cookie: 0000000000000000

next payload: SA

version: ISAKMP Version 1.0

exchange mode: Aggressive

flags:

message ID: 0

length: 328
*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET
Sending an IPv4 packet.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET

:vrf=0,src=1.1.1.1, dst = 2.2.2.1/500

:vrf=0,src=1.1.1.1, dst = 2.2.2.1/500

:vrf=0,src=1.1.1.1, dst = 2.2.2.1/500

:vrf=0,src=1.1.1.1, dst = 2.2.2.1/500

:vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

:vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

:vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

:vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

cvrf=0,src=1.1.1.1, dst = 2.2.2.1/500

port 500.
cvrf=0,src=1.1.1.1, dst = 2.2.2.1/500

cvrf=0,src=1.1.1.1, dst = 2.2.2.1/500

cvrf=0,src=1.1.1.1, dst = 2.2.2.1/500

Received packet from 2.2.2.1 source port 500 destination port 500.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET

I-Cookie: bcded72f665242bf

cvrf=0,src=1.1.1.1, dst = 2.2.2.1/500
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R-Cookie: f74c3eafc3262c64
next payload: SA

version: ISAKMP Version 1.0
exchange mode: Aggressive
flags:

message ID: 0

length: 328

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:
Received ISAKMP Security Association Payload.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP Key Exchange Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP Nonce Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP |dentification Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP Vendor ID Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP Vendor ID Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP Vendor ID Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP NAT-D Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP NAT-D Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP Hash Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process NONCE payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process KE payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process ID payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Peer ID type: FQDN (2).

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500
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Peer ID value: FQDN rtb.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process SA payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Check ISAKMP transform 1.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Encryption algorithm is 3DES-CBC.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

HASH algorithm is HMAC-MD5.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

DH group is 1.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Authentication method is Pre-shared key.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Lifetime type is 1.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Life duration is 86400.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Attributes is acceptable.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process vendor ID payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received 2 NAT-D payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

Verify HASH payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

HASH:
df75edf4 8f4bc628 a283abdl b255633c

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

Construct NAT-D payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

HASH:
6a243a4a 79b85851 5372998f fdbfabal

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

Construct authentication by pre-shared-key.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500
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Construct INITIAL-CONTACT payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Encrypt the packet.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500

I-Cookie: bcded72f665242bf
R-Cookie: f74c3eafc3262c64
next payload: NAT-D
version: ISAKMP Version 1.0
exchange mode: Aggressive
flags: ENCRYPT
message ID: 0
length: 116
*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf = 0, src =1.1.1.1, dst = 2.2.2.1/500
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2B FIR

AR BEAMBIRFOREET S
ZDTAFTIX. 28D AL YF (IRF_1EIRF_2) IZIRFOBREETLET,
FIFL: T RAMER
UTORL-LUITRANCEDODNEZEBED A A—TIA X IPPRLRERLTVET,
£1-1 IP7RLREY Y TRF—

AB3—TJx—
= IPPRLR me
A
G1/0/1 -
Link aggregation%
G1/0/2 -
IRF_1 BRE
XGE1/0/49
IRFZE%E
XGE1/0/50
Link aggregation%
G2/0/2 ] -
®RE
IRF_2
XGEZ2/0/49 -
IRFZE%E
XGEZ2/0/50 -
GO0/ Link aggregationZ &%
VLAN 1
SW GO0/2 E
192.168.1.2/24
GO0/3
PCA 192.168.1.10/24 -
PCB 192.168.1.3/24 -

257



IRF DrROS—: IRF HEBAOVIEE/HEBER—EE

A1 :IRF 1/1D'HEAR—NIIRF 220 YBR— EEHT 5,
2FY. IRF 11 &IRF 21 EBEHL TIXULMTFARLY

MEAR—r9  YEAR—F50
IRF 1/1 | [IRF 1/2
SAEES AN A M1 1

AL 42 RRE—TS54A4 )T 11
T—AIXIRFAR—FT

O—kF 7Y 78h5

AOyk2
RBVINTS54FY) T432

IRF 2/1 ||IRF 2/2
WEER—b49 MEER—F50

YR TIE:
irf-port 1/1

port group interface Ten-GigabitEthernet1/0/49
#
irf-port 1/2

port group interface Ten-GigabitEthernet1/0/50
#
irf-port 2/1

port group interface Ten-GigabitEthernet2/0/49
#
irf-port 2/2

port group interface Ten-GigabitEthernet2/0/50
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#HA2:IRF 11O YMBR—MNIBEHOMEBR— L ZR—FTIL—F
ELTI/RSCEMNTES,

IR —M49,50
IRF 1/1

AOvk

A\
IRF 2/2
W3 R—r49,50

YR TIE:
irf-port 1/1
port group interface Ten-GigabitEthernet1/0/49
port group interface Ten-GigabitEthernet1/0/50
#
irf-port 2/2
port group interface Ten-GigabitEthernet2/0/49
port group interface Ten-GigabitEthernet2/0/50
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RA3: ZEOREYIRD &SIV 74T LET MBETHDHINIE
BEICKYRGYET,

IRF 1/1 | |IRF 1/2
HE R U
IRF 2/2
HeiH -

AOvk3
T—3 &M/ vk

MEAR—FOHHBIER AR ER— TN —R—OEAEDE XFTEE
TYH. BRAE—FIERICICEEL TS

FE2: R4 YFIRF_1DHEFTLVET,

IRF_1
XGE 0/49 KGE_0/50

XGE_0/49 KGE_0/50

IRF_2

1.2 EERYLT—Y
# RAYFIRF_1DEEE
<H3C>sys
System View: return to User View with Ctrl+Z.
[IRF] sysname IRF
[IRF] irf auto-update enable
# IRFFR—kZshutdownL T, STP%disablelZLEY
[IRF] interface Ten-GigabitEthernet 1/0/49
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[IRF-Ten-GigabitEthernet1/0/49] shutdown
[IRF-Ten-GigabitEthernet1/0/49] undo stp enable
[IRF-Ten-GigabitEthernet1/0/49] quit
[IRF]interface Ten-GigabitEthernet 1/0/50
[IRF-Ten-GigabitEthernet1/0/50] shutdown
[IRF-Ten-GigabitEthernet1/0/50] undo stp enable
[IRF-Ten-GigabitEthernet1/0/50] quit
# IRFOIREROYMRER—R/1ZE/L . R—FTen-GibabitEternet1/0/49&Ten-
GibabitEternet1/0/50% IRFERIEER OV MEREER—U/1IZBMLETS
[IRF] irf-port 1/1
[IRF-irf-port1/1] port group interface Ten-GigabitEthernet 1/0/49
You must perform the following tasks for a successful IRF setup:
Save the configuration after completing IRF configuration.
Execute the "irf-port-configuration active" command to activate the IRF ports.
[IRF-irf-port1/1] port group interface Ten-GigabitEthernet 1/0/50
[IRF-irf-port1/1] quit
#IRF_1ZTS5ARTNARELTEIRSNSELSIZ, IRF_1DIRFITSAA ) T74%32IZ
LFETS
[IRF] irf domain 1
[IRF] irf member 1 priority 32
# IRFIZERE L= R—hrZenablelZLFET (IRF_2EDFER T FEZITVEEA)
[IRF] interface Ten-GigabitEthernet 1/0/49
[IRF-Ten-GigabitEthernet1/0/49] undo shutdown
[IRF-Ten-GigabitEthernet1/0/49] quit
[IRF]interface Ten-GigabitEthernet 1/0/50
[IRF-Ten-GigabitEthernet1/0/50] undo shutdown
[IRF-Ten-GigabitEthernet1/0/50] quit
[IRF] irf-port-configuration active
[IRF] save force
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
# IRFOREEHERLET
#IRFOTSAA) T4D32THAH LN HERTEET,
[IRF] display irf
MemberlD Role Priority CPU-Mac Description

*+1 Master 32 8459-1858-0104  ----------------
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* indicates the device is the master.
+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 8459-1858-0100

Auto upgrade :yes
Mac persistent : 6 min
Domain ID 01

# IRFIZfEH L H7R—k &L TTen-GigabitEthernet1/0/49 £ Ten-GigabitEthernet1/0/50
MEBREIN TSI ENERTEET,
[IRF] display irf link

Member 1
IRF Port Interface Status
1 Ten-GigabitEthernet1/0/49 DOWN
Ten-GigabitEthernet1/0/50 DOWN
2 disable -

FIE3: RAYFIRF_2DEHE
#HmEAOYNESZE2ICLET
<H3C>sys
System View: return to User View with Ctrl+Z.
[H3C] syshame IRF
[IRF] irf domain 1
[IRF] irf member 1 renumber 2
Renumbering the member ID may result in configuration change or loss.
Continue?[Y/N].y
[IRF] save force
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
[IRF] quit
<IRF> reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
This command will reboot the device. Continue? [Y/N]:Y
Now rebooting, please wait...
%Nov 23 17:23:49:144 2021 IRF_2 DEV/5/SYSTEM_REBOOT: System is
rebooting now.

Cryptographic Algorithms Known-Answer Tests are running ...
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CPU 0 of slot 2 in chassis :

Starting Known-Answer tests in the user space.

Cryptographic Algorithms Known-Answer Tests passed.

Line conl is available.

# AOYRESHI2IERIN-CEEHERELET,

Press ENTER to get started.

<IRF> display irf

MemberlD Role Priority CPU-Mac Description
*+2 Master 1 8459-2a32-0204  ----------------
* indicates the device is the master.
+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 8459-2a32-0200

Auto upgrade :yes
Mac persistent : 6 min
Domain 1D 01

FlE4: RAYFIRF_2DFZEETVNET
# HBDRE
[IRF] irf auto-update enable
# IRF7FR—bk#shutdownL T, STPZdisablelZL%E Y,
[IRF] interface Ten-GigabitEthernet 2/0/49
[IRF-Ten-GigabitEthernet2/0/49] shutdown
[IRF-Ten-GigabitEthernet2/0/49] undo stp enable
[IRF-Ten-GigabitEthernet2/0/49] quit
[IRF]interface Ten-GigabitEthernet 2/0/50
[IRF-Ten-GigabitEthernet2/0/50] shutdown
[IRF-Ten-GigabitEthernet2/0/50] undo stp enable
[IRF-Ten-GigabitEthernet2/0/50] quit
# IRFOFREER O MERIEAR—2/2ZE L . R—kTen-GibabitEternet2/0/49&Ten-
GibabitEternet2/0/50% IRFiHIE R O MR ER—R2/21ZBMLET
[IRF] irf-port 2/2
[IRF-irf-port2/2] port group interface Ten-GigabitEthernet 2/0/49
You must perform the following tasks for a successful IRF setup:
Save the configuration after completing IRF configuration.
Execute the "irf-port-configuration active" command to activate the IRF ports.
[IRF-irf-port2/2] port group interface Ten-GigabitEthernet 2/0/50
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[IRF-irf-port2/2] quit

# RAAYFIRF 2ETSAI)TINARELTEIRSN S K12, IRF_2DIRFISAF )T

1% 1L(TIAILR)IZLET,

[IRF] irf member 2 priority 1

# IRFFR—k#ZenablelLEY,

[IRF] interface Ten-GigabitEthernet 2/0/49

[IRF-Ten-GigabitEthernet2/0/49] undo shutdown

[IRF-Ten-GigabitEthernet2/0/49] quit

[IRF]interface Ten-GigabitEthernet 2/0/50

[IRF-Ten-GigabitEthernet2/0/50] undo shutdown

[IRF-Ten-GigabitEthernet2/0/50] quit

[IRF] irf-port-configuration active

[IRF] save force

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

# IRFOREZEHERLET .

# IRFOTSAA)TADLTHI LN ERTEET,

[IRF] display irf

MemberlD Role Priority CPU-Mac Description
*+2 Master 1 8459-2a32-0204  ----------------
* indicates the device is the master.
+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 8459-2a32-0200

Auto upgrade yes
Mac persistent : 6 min
Domain ID 01

# IRFIZfEHh H7R—k &L TTen-GigabitEthernet2/0/49 £ Ten-GigabitEthernet2/0/50
MERESNTWNSIENERTEET,
[IRF] display irf link

Member 2
IRF Port Interface Status
1 disable -
2 Ten-GigabitEthernet2/0/49 DOWN

Ten-GigabitEthernet2/0/50 DOWN
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F|F5:IRF SWREIES—J L CEHLIRFEREILT S
FE6: IRFOIKAEFESR
[IRF] dis irf link

Member 1
IRF Port Interface Status
1 Ten-GigabitEthernet1/0/49 uUP
Ten-GigabitEthernet1/0/50 UP
2 disable -
Member 2
IRF Port Interface Status
1 disable -
2 Ten-GigabitEthernet2/0/49 UP
Ten-GigabitEthernet2/0/50 UP

[IRF] display irf

MemberlD Role Priority CPU-Mac Description
*+1 Master 32 82ed-032d-0604 ---
2 Standby 1 4cf2-7c42-0204  ---

* indicates the device is the master.
+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 4cf2-7c42-0200

Auto upgrade yes
Mac persistent : 6 min
Domain ID :0

[IRF] display irf topology
Topology Info

IRF-Portl IRF-Port2
MemberID Link neighbor Link neighbor Belong To
2 DIS UP 1 82ed-032d-0604
1 UP 2 DIS 82ed-032d-0604

FE7:IRFIZEEBADIPPRLARAETH AU LET, IRFARIZLTWVET DT, COETEIE
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ELLDARAYFILITO>THLEMILBYET,
[IRF] interface Vlan-interface 1
[IRF-Vlan-interfacel] ip address 192.168.1.1 24
[IRF-Vlan-interfacel] quit
[IRF] save force
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
Slot 1:
Save next configuration file successfully.

AR452: IRFEE L5 EISWElink aggregation TR LE T
COTARTIE, IRFOT—TVICEENRLEL-FHORRERZARET 570255
SWélink aggregation THERRLE T

192.168.1.1/24

/
RF 1 OE02 L

XGE_0/49 || xGE 050 /' \
\ 192.168.1.2/24

!
Linkléggregdltion

[
[GE02 T

1

)

XGE_0M9 || XGE_ 0/50 /
\Y

o
(_é_) GE_0/2

IRF_2

————
——

1.3 EERYLT—2

F|E1: IRFEEHIZlink aggregationDHREELE T
[IRF] interface Bridge-Aggregation 1
[IRF-Bridge-Aggregationl] quit
[IRF]interface GigabitEthernet 1/0/2
[IRF-GigabitEthernet1/0/2] port link-aggregation group 1
%Nov 23 18:15:23:685 2021 IRF IFNET/3/IF_WARN: -Slot=1; The jumboframe of
the aggregate interface Bridge-Aggregationl is not supported on the member port

266



GigabitEthernet1/0/2
[IRF-GigabitEthernet1/0/2] quit
[IRF]interface GigabitEthernet 2/0/2
[IRF-GigabitEthernet2/0/2] port link-aggregation group 1
%Nov 23 18:15:41:339 2021 IRF IFNET/3/IF_WARN: The jumboframe of the
aggregate interface Bridge-Aggregationl is not supported on the member port
GigabitEthernet2/0/2
[IRF-GigabitEthernet2/0/2] quit
[IRF] save force
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
Slot 1:
Save next configuration file successfully.
FJE2:link aggregation DR EEFHERLET
[IRF] dis link-aggregation member-port
Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

GigabitEthernet1/0/2:

Aggregate Interface: Bridge-Aggregationl
Port Number: 3

Port Priority: 32768

Oper-Key: 1

GigabitEthernet2/0/2:

Aggregate Interface: Bridge-Aggregationl

Port Number: 131

Port Priority: 32768

Oper-Key: 1

FE2: 4A ERSWHEIZlink aggregationDREZELET

[SW] interface Bridge-Aggregation 1

[SW] interface GigabitEthernet 1/0/1

[SW-GigabitEthernet1/0/1] port link-aggregation group 1

%Nov 23 19:09:48:044 2021 SW IFNET/3/IF_WARN: The jumboframe of the
aggregate interface Bridge-Aggregationl is not supported on the member port
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GigabitEthernet1/0/1
[SW-GigabitEthernet1/0/1] quit
[SW] interface GigabitEthernet 1/0/2
[SW-GigabitEthernet1/0/2] port link-aggregation group 1
[SW-GigabitEthernet1/0/2] quit
%Nov 23 19:09:55:976 2021 SW IFNET/3/IF_WARN: The jumboframe of the
aggregate interface Bridge-Aggregationl is not supported on the member port
GigabitEthernet1/0/2
[SW] save force
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
FIE3: IRFEBLSWHID —T ILEEHLTEERDIPESWIZEREL. IRFEE LD ES
ZpingTREFELE T,

FE HCLTIXIRFOFREEINTI=-SWHRIGLELLGEAENHYFET , TDHEEE—
BIRF_1FHIRF 2D XMy FZstopdt . BEstatSEF T,

[SW] interface vian 1

[SW-Vlan-interfacel] ip address 192.168.1.2 24

[SW-Vlan-interfacel] quit

[SW] ping 192.168.1.1

Ping 192.168.1.1 (192.168.1.1): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.1.1: icmp_seq=0 ttI=255 time=3.000 ms

56 bytes from 192.168.1.1: icmp_seqg=1 ttI=255 time=1.000 ms

56 bytes from 192.168.1.1: icmp_seg=2 ttI=255 time=1.000 ms

56 bytes from 192.168.1.1: icmp_seq=3 ttI=255 time=0.000 ms

56 bytes from 192.168.1.1: icmp_seg=4 ttI=255 time=0.000 ms
FlE4: IRFHEEEHEZRADPCERE

E1.40D&5IZPCALPCBDEREELET

PCICIP7RLRZEIY LB TAHIZIFPCEREEILET
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[¥| Start

< Add Links
# Rename
Delete

¥ Lower One Layer

[

Raise One Layer

HJ(ZConfigureZ:ERLET .

(]
W] Stop

it i Start CL

© Configure
< Add Links
 Delete

e

Lower One Layer

4 Raise One Layer

ROFSBEBELHLOHONFET DT, UTOLIIHRELFT
1. Interface ManagementZzEnablelZLFE 7,
2. IPv4 Address&Subnet Mask#E&%EL T, Applyx 21w LET,
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¢ Configure PC_5

Interface Status 1Pv4 Address IPv6 Address
Interface Management
O Disable © Enable
IPv4 Configuration:
(O DHCP
©O Static
IPv4 Address: | 192 . 88 . 1 . 3
Subnet Mask: | 255 = 255 . 255 0
IPv4 Gateway: . . Apply
IPv6 Configuration:
(O DHCPvE
©O Static
IPv6 Address:
Prefix Length:
IPv6 Gateway:

BWAHDPCOHBEIEHO=5. FNFNDOPCHSRD LIRS YFAr—T )LEHE

wmLET,
192.168.1.3/24 192.168.1.1/24
@ GE_0 GE_0/1 .@
PCB RF_1 CF02 <
XGE_0/49 XGE_0/50 ," \
1 tf \.. 192.168.1.2/24
Link r{aggregaflon
| | GE_0/1 (_é_,
. ! GE_013
\ JiGE_ﬂ.rz Sl
\
XGE_043 || xGE_05s0 Y /
\ J
\\_.,
GE_0/2
IRF_2

1.4 EFRYLT—
FES: IRFOEEFR
A1 YFIRF 2M5PCBAEHIL TpingZEE1T,
[IRF] ping -c 10000 192.168.1.3

Ping 192.168.1.3 (192.168.1.3): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.1.3: icmp_seq=0 ttI=255 time=3.000 ms
56 bytes from 192.168.1.3: icmp_seq=1 ttI=255 time=1.000 ms
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56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:

icmp_seq=2 ttI=255 time=1.000 ms
icmp_seg=3 ttI=255 time=1.000 ms
icmp_seqg=4 ttI=255 time=1.000 ms
icmp_seg=>5 ttl=255 time=1.000 ms
icmp_seq=6 ttI=255 time=1.000 ms
icmp_seq=7 ttI=255 time=1.000 ms
icmp_seg=8 ttI=255 time=1.000 ms

# RAYFIRF_LDIRFA 22— x4 XTen-GigabitEthernet1/0/49% shutdownd 3
[IRF] interface Ten-GigabitEthernet 1/0/49

[IRF-Ten-GigabitEthernet1/0/49] shutdown

[IRF-Ten-GigabitEthernet1/0/49] quit

%Nov 23 12:49:11:460 2021 IRF LLDP/6/LLDP_DELETE_NEIGHBOR: Nearest
bridge agent neighbor deleted on port Ten-GigabitEthernet2/0/49 (Ifindex 178),
neighbor's chassis ID is 4cf2-7¢42-0200, port ID is Ten-GigabitEthernet1/0/49.
%Nov 23 12:49:11:464 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet2/0/49 changed to down.

%Nov 23 12:49:11:465 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet2/0/49 changed to down.

%Nov 23 12:49:11:466 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet1/0/49 changed to down.

%Nov 23 12:49:11:466 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet1/0/49 changed to down.

[IRF] display irf link

Member 1
IRF Port Interface Status
1 Ten-GigabitEthernet1/0/49 ADM
Ten-GigabitEthernet1/0/50 UP
2 disable -
Member 2
IRF Port Interface Status
1 disable -
2 Ten-GigabitEthernet2/0/49 DOWN
Ten-GigabitEthernet2/0/50 UP

# SWHSPCBADpInglZ(F/ A4 ybORMNE SN iEmo1=
56 bytes from 192.168.1.3: icmp_seg=1 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seq=2 ttI=255 time=1.000 ms

271



56 bytes from 192.168.1.3: icmp_seg=3 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seg=4 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seg=>5 ttI=255 time=1.000 ms

FE6: IRFOEEZEIEER

# RAYFIRF_1D A2 3—T x4 XTen-GigabitEthernet1/0/49%undo shutdownd9 %
[IRF] interface Ten-GigabitEthernet 1/0/49

[IRF-Ten-GigabitEthernet1/0/49] undo shutdown

[IRF-Ten-GigabitEthernet1/0/49] quit

%Nov 23 12:51:40:319 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet2/0/49 changed to up.

%Nov 23 12:51:40:319 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet2/0/49 changed to up.

%Nov 23 12:51:40:065 2021 IRF LLDP/6/LLDP_CREATE_NEIGHBOR: -Slot=1;
Nearest bridge agent neighbor created on port Ten-GigabitEthernet1/0/49 (Ifindex
50), neighbor's chassis ID is 4cf2-7¢c42-0200, port ID is Ten-GigabitEthernet2/0/49.
%Nov 23 12:51:40:321 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet1/0/49 changed to up.

%Nov 23 12:51:40:321 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet1/0/49 changed to up.

%Nov 23 12:51:40:321 2021 IRF LLDP/6/LLDP_CREATE_NEIGHBOR: Nearest
bridge agent neighbor created on port Ten-GigabitEthernet2/0/49 (Ifindex 178),
neighbor's chassis ID is 4cf2-7¢42-0200, port ID is Ten-GigabitEthernet1/0/49.
%Nov 23 12:52:04:067 2021 IRF SHELL/5/SHELL_LOGOUT: Console logged out
from conl.

[IRF] display irf link

Member 1
IRF Port Interface Status
1 Ten-GigabitEthernet1/0/49 UP
Ten-GigabitEthernet1/0/50 UP
2 disable -
Member 2
IRF Port Interface Status
1 disable -
2 Ten-GigabitEthernet2/0/49 UP
Ten-GigabitEthernet2/0/50 UP

# RAYFIRF_2M5PCBA®Dping(ZIE/ My cARBN RSN T=
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56 bytes from 192.168.1.3: icmp_seqg=1 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seg=2 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seg=3 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seq=4 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seg=>5 ttI=255 time=1.000 ms

B LUTOMADDEHREI(EZS AIL—3—TIES5FEEELEE A,

ARY3:IRFT—JILETIZEENRELBSICKAT
ZDTARTIX, 28DRAYF (IRF_1EIRF_2)EIMD2ADIRFS —J JLIZEEMNFLEL
=154 . active/activeb o T, BILIPZRL RZHDEBIZHSTLESCEEHSCTE®
[CAEINTLAMADE N SHEEERELE T,

192.168.1.3/24 192.168.1.1/24
@ GE 0 GEOA .§ GE_0/2 N
PCB IRF|1 [

I

\
\
XGE_0/50 ||| XGE_0/49 "m}f aggre‘;gation 102.168.1.2/24 192.168.1.10/24

_ /BE 0N ! |
MADL 5 | : | | GE_01 (-é—)
\ GE_0/24/ 1. | et GE_0/3 GE_0/1
—L- | .
\

XGE_0/50 ||| XGE_0/49 sw PEX

\
!
NS

IRF_2

~—

1.5 EERYLT—Y

FIEL: IRFEE~BFD MADZEEELEY .
[IRF] vlan 99
[IRF-vlan99] quit
[IRF] interface vlan 99
[IRF-Vlan-interface99] mad bfd enable
[IRF-Vlan-interface99] mad ip address 172.16.0.1 24 member 1
[IRF-Vlan-interface99] mad ip address 172.16.0.2 24 member 2
[IRF-Vlan-interface99] quit
%Nov 23 21:04:48:548 2021 IRF
BFD/4/BFD_MAD_INTERFACE_CHANGE_STATE: BFD MAD function enabled
on Vlan-interface99 changed to the faulty state.
[IRF] interface GigabitEthernet 1/0/24
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[IRF-GigabitEthernet1/0/24] port access vlan 99
[IRF-GigabitEthernet1/0/24] undo stp enable
[IRF-GigabitEthernet1/0/24] quit

[IRF]interface GigabitEthernet 2/0/24

[IRF-GigabitEthernet2/0/24] port access vlan 99

[IRF-GigabitEthernet2/0/24] undo stp enable

[IRF-GigabitEthernet2/0/24] quit

[IRF] save force

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

Slot 1:

Save next configuration file successfully.

FIE2:BFD MADIZEEE L= R—MZ7r—J L EHEHRLET
# 7= IEHENTE T LI-EMADDIREEZFERELET .
[IRF] display mad verbose
Multi-active recovery state: No
Excluded ports (user-configured):

Excluded ports (system-configured):
Ten-GigabitEthernet1/0/49
Ten-GigabitEthernet1/0/50
Ten-GigabitEthernet2/0/49
Ten-GigabitEthernet2/0/50

MAD ARP disabled.

MAD ND disabled.

MAD LACP disabled.

MAD BFD enabled interface: Vlan-interface99

MAD status : Faulty

Member ID  MAD IP address Neighbor  MAD status
1 172.16.0.1/24 2 Faulty

2 172.16.0.2/24 1 Faulty

[IRF] display bfd session
Total Session Num: 1 Up Session Num: 0 Init Mode: Active

IPv4 session working in control packet mode:

LD/RD SourceAddr DestAddr State Holdtime
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Interface
129/0 172.16.0.1 172.16.0.2 Down Oms
VIan99
FIE3: IRFEH#ER T 54— ILEshutdownL TMAD D REEREELE T
# AAYFIRF_1DR—DKEEFUPLED T, CTH5(£192.168.1. 1O FTKLATT It
ATEEY,
[IRF] display ip interface brief
*down: administratively down
(s): spoofing (I): loopback

Interface Physical Protocol IP Address Description
MGEO0/0/0 down down -- --
Vlanl up up 192.168.1.1 --
Vlan99 down down 172.16.0.1 -

# IRAYFRF_2DHR—LDIKEEIXDOWNED T, 25 5(5192.168.1.1DFT KL A TT
DERATEFREA,

[IRF] display ip interface brief

*down: administratively down

(s): spoofing (I): loopback

Interface Physical Protocol IP Address Description
MGEO0/0/0 down down -- --
Vlanl down down 192.168.1.1 -
Vlan99 down down 172.16.0.2 --
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LIV T4FaL—ay
IRFOIYI4Fal—ay
#
version 7.1.075, Alpha 7571
#
sysname IRF
#
irf domain 1
irf mac-address persistent timer
irf auto-update enable
undo irf link-delay
irf member 1 priority 32
irf member 2 priority 1
#
lldp global enable
#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
#
vian 1
#
Vlan 99
#
irf-port 1/1
port group interface Ten-GigabitEthernet1/0/49
port group interface Ten-GigabitEthernet1/0/50
#
irf-port 2/2
port group interface Ten-GigabitEthernet2/0/49
port group interface Ten-GigabitEthernet2/0/50
#
stp global enable
#
interface Bridge-Aggregationl
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#
interface NULLO
#
interface Vlan-interfacel
ip address 192.168.1.1 255.255.255.0
#
interface Vlan-interface99
mad bfd enable
mad ip address 172.16.0.1 255.255.255.0 member 1
mad ip address 172.16.0.2 255.255.255.0 member 2
#
o EREEE
#
interface GigabitEthernet1/0/1
port link-mode bridge
combo enable fiber
#
interface GigabitEthernet1/0/2
port link-mode bridge
combo enable fiber
port link-aggregation group 1
#
interface GigabitEthernet1/0/3
port link-mode bridge
combo enable fiber
#
o —EREEE
#
interface GigabitEthernet1/0/24
port link-mode bridge
port access vlan 99
combo enable fiber
undo stp enable
#
o BREEE
#
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interface GigabitEthernet2/0/1
port link-mode bridge
combo enable fiber
#
interface GigabitEthernet2/0/2
port link-mode bridge
combo enable fiber
port link-aggregation group 1
#
interface GigabitEthernet2/0/3
port link-mode bridge
combo enable fiber
#
o BREEE
#
interface GigabitEthernet2/0/24
port link-mode bridge
port access vlan 99
combo enable fiber
undo stp enable
#
o —EREEE
#
interface Ten-GigabitEthernet1/0/51
port link-mode bridge
combo enable fiber
#
interface Ten-GigabitEthernet1/0/52
port link-mode bridge
combo enable fiber
#
interface Ten-GigabitEthernet2/0/51
port link-mode bridge
combo enable fiber
#
interface Ten-GigabitEthernet2/0/52
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port link-mode bridge
combo enable fiber

#

interface Ten-GigabitEthernet1/0/49
combo enable fiber

#

interface Ten-GigabitEthernet1/0/50
combo enable fiber

#

interface Ten-GigabitEthernet2/0/49
combo enable fiber

#

interface Ten-GigabitEthernet2/0/50
combo enable fiber

#
scheduler logfile size 16

#

line class aux
user-role network-operator

#

o —EREEE
#

return
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SWDIaLI1Falb—ay
#
version 7.1.075, Alpha 7571
#
sysname SW
#
irf mac-address persistent timer
irf auto-update enable
undo irf link-delay
irf member 1 priority 1
#
lldp global enable
#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
#
vlan 1
#
stp global enable
#
interface Bridge-Aggregationl
#
interface NULLO
#
interface Vlan-interfacel
ip address 192.168.1.2 255.255.255.0
#
.. —ERARS
#
interface GigabitEthernet1/0/1
port link-mode bridge
combo enable fiber
port link-aggregation group 1
#
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interface GigabitEthernet1/0/2
port link-mode bridge
combo enable fiber
port link-aggregation group 1
#
interface GigabitEthernet1/0/3
port link-mode bridge
combo enable fiber

#

. —ERE R

#

line class aux

user-role network-operator

#

. —ERE R

#

return
BM:

1. IRFZ#& R 9 B7R—kFactive/stand-byD K3 IZWF DA DR—MIEFEDBEIE
T—ANEZESINGNTLEIN?

EZ:

LR, IRFERER T H7R—k Kload-sharingc TV TENZENDR—E AT —2 D%
REXLTBYET,
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