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AT—FO&M > Alarms > Device state&Smart O&RMMSDEHRE BT S
H3C Network  SmartOBM  Services o N @ (5 vt | HOC_salesdemo) -

Dashboard Alarm List Subscription

=
m)

Issues # Alarm Info:

Alarm Category Alarm Type Alarm Severity Alarm Triggers
Anal o c \

CPU Usage Tip Avg CPU usage within 10 min exceeds | 85 % (75 to 100, 85 by default)
& Memory Usage Tip Avg memory usage within 10 min exceeds | 85 % (75 to 100, 85 by default)
Clients AP bulk dropped Tip Inthe past | o min one or more APs are disconnected, (0 to 120, 0 by default

AP frequent dropped Info An AP dropped more than 5 times in 24 hours yesterday
Network

. Device offline Info Device offline from cloud platform for more than 10 minutes / 24 hours

Optimization & Device frequently offline Minor Device offline from cloud platform more than 7 times within 10 minutes

Device state

AP batch online Tip Inthe past | 0 min one or more APs are connected,(0 to 120, 0 by default)

Security

Port UP/DOWN Info Device port status changed
Safeguard
g Port PoE Info Port PoE function status changed

VIP IP Address Conflict Minor IP address conflicts were detected on a switch interface

EoGRE Tunnel Interface Up/D

Al-Driven Tasks

EoGRE Tunnle Interface State Change

own
Device upgraded successfully Tip Device upgraded successfully
(] Device upgraded failed IMinor Device upgraded failed
Device operation Device restart Info Device restart

~

Device unbinding Info Device unbound from the CLI
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AY—FO&M > Alarms > Device state&Smart

Dashboard Alarm List Subscription
- High forwarding CPU utilizatio
@ Issues
n
Anal
Broadcast multicast ratio is too
B Alarms

high
i - Excessive wired pOI‘[ traffic

2 Cclients

Device temperature alarm

i

&% Network
RF does not start

@ Optimization High noise floor

. Message congestion
Eﬂ Security

Channel radar avoidance

& safeguard

¥ ve

Wired port receiving emor pack
ets continue to grow

AP wired port is Down

(r:..}:- Al-Driven Tasks Wired port negotiation rate is |

ow

Nired port receiving resources

are insufficient
Wired ports continue to send
wrong packets

d ports negotiate half-dupl
ex
AP temperature alarm

Insufficient sending resources

Beacon frame sending failed

Smart O&M _ ; o
Beacon frame resource is insu

B ZA— LTI A B (Fr
O&MM D ERZ BT S

Smart O&M

The device's CPU usage is high because it forwards too many data packets

Broadcast / multicast messages take up too much channel resources

Excessive traffic on the physical interface
Device temperature abnormality detected
RF is off

AP noise floor is too high

IMessage congestion

The RF working channel has detected a radar and has evaded

Continuously receiving error packets on the physical interface of the AP

AP physical interface status is set to DOWN

AP physical interface negotiation rate is low Enable Periodic Sending (Once a Day)

The AP physical interface peer sends packets too fast

The physical interface of the AP continues to send out ermmor messages

AP physical interface duplex mode negotiation is half duplex

AP temperature abnormality detected
Insufficient sending resources

Beacon frame sending failed

Beacon frame resource is insufficient

H3C

The Leader in Digital Solutions
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Smart
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Alarm List Subscription

rd Smart &M Beacon frame resource is insu
Beacon frame resour
(4 Issues )
flicient
Issue A 5
Data message sending failed
m Alarms

Insufficient message resource

2 clents s
WAN port uplink bandwidth ala

l:i:l Network "
L WAN port downlink bandwidth
& Optimization P
alarm
) Security Large deviation in flow ratio in
_ and out direction
= Safeguard

High 2.4GHz channel usage

¥ vip

High 5GHz channel usage
) Too many clients on 2.4 GHz r

¢3= Al Driven Tasks ’ o

adios

Too many clients on 5 GHz rad

ios

WAN port connectivity Minor

Loop detected on switch port Iinor

Too much Tx broadcast or mult
Minor
cast traffic

IRF split Iinor
STP discarding detected on s

Minor
witch port

Beacon frame resource is insufficient

Data message sending failed

Insufficient message resources

Alarm uplink bandwidth within past 10 minutes on the WAN port: | 50 M (Value range: 1-1000. Default: 50).

Alarm downlink bandwidth within past 10 minutes on the WAN port: | 2 M (Value range: 1-1000. Default: 50)

The proportion of the outgoing and incoming traffic of the device exceeds the preset threshold of the system

Channel usage of 2.4 GHz radios exceeds | 60 % (Range: 20-100, Default: 60).

Channel usage of 5 GHz radios exceeds | 60 % (Range: 20-100, Default: 60).

Number of clients on 2.4 GHz radios exceed | 20 (Range: 10-200, Default: 20)

Number of clients on 5 GHz radios exceed | 40 (Range: 10-200, Default: 40)

WAN port connectivity check. Packet loss rate exceeded % (10-100, 10 by default) in 10 minutes

Loop detected on switch port
Broadcast or multicast transmission rate exceeds | 100 in the statistics collection period(40-500, 100 by default)

IRF spiit

STP discarding detected on switch port
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Dashboard Alarm List Subscription
lssues Region lock Tip Device moved out of locked region
3G/4G link detec Tip G link disconnected/established
Traffic threshold Tip Traffic threshold exceeded
iy Signal strength Tip Signal strength lower than threshold
Clients
Router Online device ratio Tip Online device ratio lower than threshold
Network - VPN tunnel state Tip VPN tunnel established/disconnected
L Wired link detection IMinor Wired connection disconnected/established
Optimization
Card Insertion or Removal Tip Acard or sub card on the device was inserted or removed;
Security _ )
Camera Disassociation Minor Camera went offline.
Safeguard Abnormal Camera Traffic Info Uplink traffic of client failed to reach | 50 KB/s (10-2048. 50 by default).
e & Critical client goes offline Minor Inthe past | 0 min one or more critical clients were disconnected (0 to 120, 0 by default
Clients Critical client goes offline frequ
. Info A critical client went offine over 5 times in the past day
Al-Driven Tasks -~ ently
Critical client goes online Tip Inthe past | 0 min ane or more critical clients were connected (0 to 120, 0 by default) (Z
Add Fault Report Tip A new fault report was submitted and needs processing
Fault Reports
Fault Report State Change Tip The state of a fault report changed
Doctor AP Doctor AP Test Notifications Minor One Doctor AP test notification sent
D Cancel
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SELE=A—ILOPI

From: <cloudnet@oasisinfo.h3c.com>
B {F: 2022848128 (A) 10:46

{4 44: Cloud platform—Alarm

To: <site_manager@h3c.com>

Cloud platform—Alarm The device WX1840H_DEMO in the TS Demo site outgoing and incoming traffic ratio
exceeds the system pre—made threshold, and there may be a large humber of broadcast message replication.
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£ 120230910072346755.pcap

IR |EE =TV) BEHEG FrI0Fe0 4w BEHS EFy SRw U-Lm ALTH)
Adma® Reas=F i SEaaqaan
N [FET L5 - <Ctrl=/> %8R
Mo, Time Source Destination Protocol  Leneth Info
2023-09-10 ©8:24:01.390623 172.16.10.45 224.9.9.251 IGMPv2 96 Membership Report group 224.9.8.251
2023-09-10 ©8:24:01.393454 b2:el1:40:dd:2e:61 NewH3CTe_55.. LLC 122 5, func=RNR, N(R)=8; DSAP SNA Individual, SSAP NULL LSAP Command
2023-09-10 08:24:01.393472 b2:el1:40:dd:2e:61 NewH3CTe_55.. LLC 122 5, func=RMR, N(R)=8; DSAP SNA Individual, SSAP NULL LSAP Command
2023-89-16 88:24:01.396053 8.8.8.8 172.16.10.45 DNS 196 Standard query response 8xeS9c4d HTTPS dns.google SOA nsl.zdns.google
2023-89-16 88:24:81.396919 8.8.8.8 172.16.10.45 DNS 152 Standard query response 8x869@ A dns.google A 8.8.8.8 A §.8.4.4
2023-09-10 98:24:01.483564 NewH3CTe_c2:3f:d@ Broadcast 802.11 318 Beacon frame, SN=2747, FN=0@, Flags=........ , BI=1@@, SSID="IKB-311"
2023-09-10 ©8:24:01.420898 b2:e1:40:dd:2e:61 NewH3CTe_4b.. 862.11 56 Null function (Ne data), SN=2328, FN=-8, Flags=...P...T
2023-09-10 08:24:01.420955 b2:e1:40:dd:2e:61 NewH3CTe_4b.. 862.11 56 Null function (No data), SN=2321, FN=8, Flags=....... T
2023-09-10 08:24:091.421679 b2:e1:40:dd:2e:61 IPvdmcast_fb LLC 191 S, func=RNR, N(R)=8; DSAP SNA Individual, SSAP NULL LSAP Command
2023-89-10 08:24:01.421708 b2:el:40:dd:2e:61 IPvbmcast_fb LLC 211 I P, N{R)=3, N(S)=48; DSAP Nestar Individual, SSAP Bxdc Response
— 2023-09-10 08:24:01.422163 172.16.10.45 224.8.8.251 MDNS 189 Standard query ©@x808@ PTR _companion-link._tcp.local, "QU" question PTR _sleep-proxy._udp.lod
2023-09-10 @8:24:01.422493 fe80::183d:2a2f:%al:aabl 82::fb MDNS 289 Standard query 0x808@ PTR _companion-link._tcp.local, "QU" gquestion PTR _sleep-proxy._udp.lod
2023-09-10 08:24:01.437667 b2:e1:40:dd:2e:61 NewH3CTe_4b.. 862.11 56 Null function (No data), SN=2322, FN=8, Flags=...P...T
2023-09-10 08:24:01.480260 b2:e1:40:dd:2e:61 NewH3CTe_4b.. 862.11 62 QoS Null function (No data), SN=2323, FN=8, Flags=o..P...T
2023-09-10 08:24:01.480349 NewH3CTe_f3:62:80 Broadcast 802.11 311 Beacon frame, SN=47@, FN=@, Flags=........ , BI=1@@, SSID="IKB-2@87"
2023-09-10 98:24:01.489195 17.57.145.132 172.16.18.45 TCP 116 5223 -+ 61549 [ACK] Seg=1 Ack=1 Win=581 Len=8 TSwval=4855163988 TSecr=1992325819
2023-09-10 08:24:01.489484 FurunoEl_60:27:d@ Broadcast 8@2.11 477 Beacon frame, SN=2995, FN=@, Flags=........ , BI=1@@, SSID="IKB-41@8"
2023-09-10 08:24:01.585991 NewH3CTe_c2:3f:d@ Broadcast 8@2.11 318 Beacon frame, SN=2748, FN=0@, Flags=........ , BI=1@@, SSID="IKB-311"
2023-09-10 08:24:091.525004 b2:e1:40:dd:2e:61 NewH3CTe_4b.. 862.11 56 Null function (Mo data), SN=2324, FN=8, Flags=....... T
2023-09-10 88:24:01.55731@ 172.16.18.15 172.16.10.45 MDNS 429 Standard query response @x800@ PTR TV21@._companion-link._tcp.local SRV, cache flush 8 @ 491F
2023-89-10 @8:24:981.573391 172.16.18.26 224.8.8.251 MDNS 15@ Standard query response @x8808 PTR TV211. companion-link._tcp.local
2023-89-10 @8:24:01.573754 feB0::c62:7d54:25c6:216e ff02::fb MDNS 170 Standard query response @x880@ PTR TV21l._companion-link._tcp.local
2023-09-10 08:24:01.582524 NewH3(CTe_f3:62:80 Broadcast 8@2.11 311 Beacon frame, SN=471, FN=@, Flags=........ , BI=1@@, SSID="IKB-2@87"
2023-09-10 88:24:01.585180 172.16.10.31 172.16.10.45 MDNS 514 Standard query response 8x8008 PTR TV287._companion-link._tcp.local PTR 78-35-6@-63.1 TvV287. |
2023-09-16 08:24:081.591868 FurunoEl_66:27:d46 Broadcast 802.11 477 Beacon frame, SN=2996, FN=0, Flags=........ , BI=18@, SSID="IKB-418"
2023-89-10 08:24:01.601037 172.16.10.223 172.16.160.45 MDNS 429 Standard query response Bx800@ PTR TV31l._ companion-link._tcp.local SRV, cache flush 8 8 491f
2023-09-10 08:24:01.6088348 NewH3CTe_c2:3f:d@ Broadcast 8@2.11 318 Beacon frame, SN=2749, FN=0@, Flags=........ , BI=1@@, SSID="IKB-311"
2023-09-10 08:24:01.619261 172.16.10.28 224.8.8.251 MDNS 158 Standard query response 8x8808 PTR TV288._ companion-link._tcp.local
2023-09-10 08:24:01.619586 fe80::4d2:7ceb:3817:13 102::fb MDNS 17@ Standard query response 8x880@ PTR TV288. companion-link._ tcp.local
2072_00_10 AR-24-A1 ARAAAG hD-al A0 Ad-Ja-A1 TBuAmract Fh 110 185 €  func=RMR  MN/RY=0- NSAP SMA Tndiuidual SSAD M1 | SAP Cammand
> Frame 386: 189 bytes on wire (1512 bits), 189 bytes captured (1512 bits) 00 00 20 00 6
> PPI version @, 32 bytes 0o1e 91 fe fc 64 Of
> 802.11 radio information 6020
> IEEE 802.11 Data, Flags: ...... F. iz @l 43 54 4]
. . 45 08 60 7d e
> Logical-Link Control o0 00 80 Fb 14
> Internet Protocel Version 4, Src: 172.16.18.45, Dst: 224.8.8.251 00 92 90 99 o
v~ User Datagram Protocol, Src Port: 5353, Dst Port: 5353 69 6f 6e 2d 64
Source Port: 5353 63 61 6c 08 Of
Destination Port: 5353 70 72 &f 78 7




[N ¥=y—

m Area Analysis (V)7 5#7)

w MBS ETS5—L

EI 54T >R R

E FYkT—2 > ACIAP/IL—B—I|RALYF > B
m W > [ FIIS FR#EEt

m Bt > I X —EW

m Bif{t > D *—BiEt

m X741 > WEIRM

E VIPT/IRA R

The Leader in Digital Solutions

55



ACHDEEEFVY H3C

The Leader in Digital Solutions

A

el

Fwbho—42  Z¥—P08M  H—Ez» O & Z=a27)L | H3C_Japan_TS| |-
DN my el W = - H3iC Office - b : HIC BEEA T2 ~ 12 (567 (2465 | AP: @5 @4 | AC: @2 @0 | AN19
Z m= Ae sg o - a s _ o
AT ACE
]
EENERICEITAACOEELEE (7771 YACEED) 22E=TL
ACUZR I ¥ = —— 2 +
: N EESELERFACEES v I LTEEA—VERT (20 =¥
fm
& A
ACE ACHEE AT LEEE L Lt - ] =S a
& =@ AC . 71 days 3 hr 20 min 9 sec 12 11.0Kbps 45 0Kbps - A
e Faus+ WX3E20H L] 70 days 10 hr 16 min 58 sec 0 2.0Kbps 1.0Kbps 2
Ei1~2T kU FuTE | EIE | mE | FE EE 10~
P vr
® Power saving
| AC XEL TOPS
| oi o |

LOF 4 FEROBREERC AT, FYL T L IBRLEOT/U R [

SCPUEEZARISLBRIEEST, S8 Lnyr TV ETLE

, +

” ” HEE - FEROBREEFC AT, BT L TERSBOT/ X

=T EESASISOEESEEET, SETLCH LT UL BTN
. . NI it

A




REFTVY H3C

The Leader in Digital Solutions

APDEE

AT—hFO&M > Rk —%5 > AP > B

Ty bO—2 AN— oM H—EX ) 0 O & [ w=27L | HIC Japan_TS| :

W Syzar—FE FSF (HICOfice Ho h: HICBBEAT AR v FT/AAUTUF 2TOT/AR v Gk 40 (5536 [24G]4 | AP: ed @0 AC: el e0 MD

¥ m= 2R EE| BEE BETH AAS LF5E

& zubho—s ) g EE}_'Et?EﬁEFE @E—ﬂ“iﬁﬁrrﬁ'?%fﬂ')"'“*‘f?\ ENER EE}:.\_T'{"/

vvvvv

i RIH_.FH %;AP&“EEEEETE"%; 5"':\‘*_-;‘:[_*—33‘ g LET. BF: a
-5

P

@ A

& =&

O tFaus+

P v | APESEEENE B =T U HE : 01119 17:20:00

® Power Saving romywermra | Eowyymp—s LieE (APEBEEEA M FL) O&H3BEROITLES YvS LT, C

OEEzI= B 1T 3eBOAPNESEFEIESR .f?lﬁffi?. o, APAOT

T R EESERROF - A AAME. 7517y ML WRRSSIZRARI
UET 5. FEOAPSHIINAPE S ) v LT, APDIBEEN-BROE
: - FHEREEIL T EEL,
APOD2 AC 100 - 1 Excellent 3 35db 36 3%
AFO2 AC 100 - 2 Excellent 4 37db 116 2%
AFO2 AC 100 - 3 Excellent 2 44db 1 13%
APD3 AC 100 - 1 Excellent 6 453db 44 1%
APO3 AC 100 - 2 Excellent 8 41db 132 4%

APO3 AC 100 - 3 Excellent 0 0db " 25%




APRRREFE
APRBERE: ApANJLR ROa7EFRRLET . Excellent: 2 80. Good: 65(&FFEN5) 580, Average: < 65. H3C

AP SRR M. YA RO T R TOAPD LA L RERERRLET . EDITHIERTTBIIL + ~PL
AVEIIYILT, HEOFIERRLET .

AP ¥
. EHAXRAPIEH: APE.MAC. ET /L. BEMITSNT-AC, BEFTITONT-ELR . FEEER. BEM T, BLURED
BEENEAZTRRLET,

APRO7{EM: {5 L-FFRISEEOEMITINERMDAPROTERRLET,

Radio: {§ E S -EBEEE TO)7IL A LB LUVBEROEBRFERIRIERTLET, FHERTITDIZIT ALY
KT52%91)99LFET,

oA VKR ER  IEESN-BREEROKMTINELSBIE T2 0510954 T U DEHERRTLET . A
SAVDFAT UM T BERELIXSRTTBIZIE, FS5T7DXET B/N\—E0)vILFET , KRR =) X
(X 95A4TF72FOMACTRL A  IPVAZRL A IPV67RL R, A—H—£& B AE. Ra7 . TIARYI VR BEE
FFont-AP, BLES (T -8R, BE T on-AC, BELUSSIDARRINET,

o BRI BIENRETAXTBIZIE. + /-FAaAVED)vHILET,

o AT UMNIBTAEMIERERTTAIZIE. 9S4 TFUCDMACTRLRZ Y)Y HOLET,

o ACOFHMIBERERTT BDIZIE.ACEEIIVILET,

RN T4v0: BESN-FRSEEOEMITINEREDISATURDTYTIIELVT I INT T4y

DERRLFET,
CPUERIL UK/ AEY—ERAN VF: FEEL-FRESEE D SR INEAROCPURRAERLAE) —FERARER
~LET,

AP O4: APALUSAUELUVAITSTAVARNEED  APARVRNERRAZRRLET,




APDF 2 JLFI K] H3C
AY—FO&M > RYRT—9 > AP > FYRILSHT

H *y hD—2 AX— ~oam H—EX» 2 H O & Z=27)L | H3C_Japan_TS| |~
Wl Hyzah—Fk JS2F :H3COfice HAR:HICBBEATAR v F)AAUTUTZ 2TOT/AR Vv K38 [56)32 [22G6)6 | AP: @400 AC: 0100 AO
2 H517> b

| 5GHzF v )LEBHTY | 2.4GHzF v ILEEIR @

Fv bo—2o mESEREE R HES W R E B W APRL
AC F¥ 20140
= AP
F o xI132 Frzhil
il 5GHzF + # L TEIET ZRadiom
} - B, EF v LOEtERETLE
e ©m T. 53T ECH T T E#TN
Fraldd F w21
28 =T, EoEHzeYRAEENT,
THAKA —LERTA RER, F
@ tFavuz« _
—:.""JL.':?—-F i?&ﬁmﬁﬁ%: & 1420 14:25 14:30 14:35 14:40 14:45 14:50 14:55 15:00 15:05 15:10 15:15
h HTEET
° Power Saving
| Frr)LFAZEEQ
AP# = APZUZIVES Radio + FrEl FrxLHEE < ForLAERTX F v #ILFIARRX + T - Q

F—HRU

59



e
N
>Z

M

>

AY—RO&M > RYRT—D > )L—3—

Zv ho—2

AX— h0o&M

H3C

The Leader in Digital Solutions

H3C_Japan TS| |-

Ll Syvzak—K JS5F HICOfice  t- I HICEBHATrZ v

¥ r=m

AZSAI—FE IL—SEH

L 54720

& xvbo—

| IL—5UZAR &

¢ A
FIARE S TR

& =&l M3RE30 AT
e t*aUs+ E1~1T>kU HEH 1T U —
¥ ve

| JL—% CPUTOPS (=
° Power Saving

@ -MSRS
. Ih | A\ i | - \

Fg=] 2024-03-22 - 2024-03-22 AP Q

AP - @G B4

AC: @2 @0

MaTs

| IL—%8gE
.
b
4’.1‘1)9 P
..FQ (]
%,
G
,
o
a
142d02h25m36s
= 1= E | ®8 BEE | 10+
| JL—% AEUTOPS
B . 0
h ¥
U 0
1 ) 0 4 )0 4.4 ) 174 i} 140 0 0

60




2

Y
-

SE:]

5 (]

Fv ho—2

Power Saving

AZTA AT E

| Ry FURE

r

FIARE S

CORE_5024

L2sw

S5120W2-10P-PWR

S51308-10P

S55602-El

Nl
Ah

i3 H3C

The Leader in Digital Solutions

v kDO—2 AX— ~oam H—EX»

17 7H 2024-03-22 - 2024-03-22 AF Q

At FEE

HRAT—FEESETS

i}
Bl = °
AuSA 142d02h32m54s
AT 142d02h32m37s
E 36d14h22m14s
AT 142d02h33m53s
AT 142d02h34m07s
ruTE mE ES 10
| ZwF AEUTOPS
® CORE 50 ® 551305-10F @ 120 P 0 @ s e conEsme e ,‘-

61



7o) r—a3y
(It FH)

[N ¥=y—

m Area Analysis (V)7 5#7)

m MBS ETS5—L

EI 54T >R R

E FYkT—2 > ACIAP/IL—B—|RLYF > B
m W R > iR/ ARt

m Bt > I X —EW

m Bif{t > D *—BiEt

m X741 > WEIRM

E VIPT/IRA R

The Leader in Digital Solutions

62



TI)r—a 91 H3C

The Leader in Digital Solutions

FINr—Lav B TIEU T O LN TEET

« LANERUVERZEBELTTIRRTET7I)r— a2 05
s BEDTIVT—3>DT7IAEIE
s BEDTI)r—arDT7 AR
« DSCPIZIGUT=#IBE
e 8021plZ i CT=FE
« 7OAL—HIR
« FIN)T—a EDEEESXY
o« FIN)G—3 DI ATUMDFHETBEHRDIER




PV —Lar S EEHIZT S HsC
RyRI—4 > BE > HSYEAP > APPL#7

+w -4 A~ —HO&M SD-WAN H—E)

T R— JS= : STUDENT1 =~ : LABO1

- HEE ITUFERE HA LV — 2 OEE Device Management Password

e Y o ADA T 22 2EMDT ) AA T

= A3 U DT G ARE TA IS TY
O EEE : 187/ (1 ADEEE TR 2480 E

¥ B SAEFPS—LE] Ry MI-OERETY

¢ AT KR 187 O ADERSEENS

®© &

Application Advanced

Cloudnet

HE FIARE SUPNES 5147 i ! b FIAR—Tay

@®  WAG320 219801A2YFS216E00036 WAG320-JP LABO1 Release 2468

64



PV —Lar S EEHIZT S HsC
kT —4 > BE > H5IKAP > APPSH > 7T

+w -4 A~ —HO&M SD-WAN H—E)

T 1 HIC BBEA DT+ 2 v

Jir—z 38

&) DingTalkvolP
&) WeChatvolP
A  aovolP
TencentMeeting .. Enterprise\Wechat
FeiShu ©  ZhuMuMeeting
] Zoom AirPlay

CiscoWebex CiscoWebexMeetings
Skype

(S]
B skypess
™

SkypeValP

SkypedBVoip

P @2 @ 0O =

HUAWEICIaud\WeLink HUAWEICIoudWeLinkVolP

D

@ JDJoyMeeting JDIntelligentProjection

KiaovuviLian k) LeboMirror
MindLinker & SOMO
'#  HaoShiTong @) QuanShiYunHuiYi

REERELTIO93




BTEDT ) r—avEmsiEitd 5
FYRT—H > BRE > V59KRAP > APPLT > 7D BBk

v k-4 AN —hO&M

@ CosgEDHAR-— M. SORAP QOEFILE —Ta Ll TERDET.

FAUBE{EAR) = —  HAFhL BEATES
Wi-F H3C_WiFi_1 v

SD-WAN

H—E L

H3C

The Leader in Digital Solutions

66



BTEDT7I)r—asxmxiEied 5 H3C

FyT—4 > BE > V59KAP > APPSHT > P71 Db
H3C Fu RO—4 A~ — ~OSM SD-WAN H— )

E-Mail
Financial_Management

Game

I

51Com BaiduTieBa BinZhiWang Blogger DouBan DouBanGry

HuaBanWang In Instagram KaiXinWang LaMaBang B Linksdin LockMook Internet CGI’ITEI’EHCE
MizoPai MopBBS NetEaseVveiBao Odnoklassniki PaPa PengYouWang Pinterest -

RayLiBBS ShiJilia¥uan SinaForum SinalWeiio SoHuWeiBe StackOverfiow Tencentie Life_Zervice

TieXueBES Tinder TongChengLianAi ﬂ Twitter WikiCities WuMi ﬂ Yahoo M a l'-"_” av |g :-‘Itil:lrl
ZhenAiWang ZuoYeBang

) 7 Metwork_Community
| 2797 2 SEEARUS—0ER

Metwork_Download

® #a

Metwork_Storage

EEDSCP 7S AUTA .
BEDSCP T34 AUFr
MNews

EE 02 1p TSAAUF T

OA
Other_Service

8- B= 8021p TS AUF+

54000| (Kbps)

Pop

Frotocol
Remote_Control

Search_Engines

Streaming_Media
Study_and_Reading

System_Tools




BEOT I r—avEREILT S HaC
FYRTI—9 > B&E > VF5IFAP > > APPSR > 7T D R#E1E

+w -4 A~ —HO&M SD-WAN H—E)

% STUDENT1  tF< [~ : LABO

FIUumATIU F7Iu Bl 25 DSCP F 514
custom-subcategory SearchEngineDomain www.google.co jp;www.yahoo.co jp/
custom-subcategory ShoppingPlatformDomain www.amazon.co jpowww. apple comfpwwwira,
custom-subcategory socialDomain twitter. com;www facebook. com;www.instagra._
custom-subcategory videoDomain vimeo.com;www.hulu.comiwelcome www yout
Streaming_Media AmazonPrimeVideo,Spotify --

Protocol isakmp;ldaps:msn-messenger;msrpc;netmeset. .. -

Metwork_Storage Dropbox -

Metwork_Community Blogger;Facebook Linkedin;MSN; Twitter;Yahoo --

Internet_Conference Zoom --

Search_Engines Google --




T IV —a st &

AT—h0O&M > i ¥k Et

:DEMO Yo h:LAB v
| 77Ut
27 FIUE
@ hitps
@ general_udp
tFa2UF <
@& hitp
Advanced
VIP
Power Saving
Ju—g
FIU
https 188.7MB
general_udp 1.5MB
http T82.1KB
Microso 313.3KB
GoogleMest 178.3KB

| ILILIL) |

Fy hD—2

113.5MB
TP IULO NS w s

oy
T

Il

113.1MB

194 TKB

53.3KB

135 7KB

15.6KB

AN — HO&M

e

Elllll
v

H3C

The Leader in Digital Solutions

SD-WAN H—EX» Q [H O & [E <=2l |HCTRANDEMO| |-

El3
A
Is
>

0 AP:e6 @0 AC:e1 @0

Q e

91.8MB

SArwd BRI Irw T
77 | PFUREEES >+ 77
SFa FIUE
188.7MB 1 @ Baidulnfoflow -
1.5MB @ Bing -
T821KB 3 @ GoogleMeet -
313.3KB 4 @ MSN -
178.3KB 5 o N -
ll 23| » i l! 2 3| >
FIA49T SOOI TwT L BT CIat) = YE=

1.3MB - -~ - -

728 3KB - - - -

177.5KB - -~ - -

162.5KB - - - -

69



TV r—alifict etk

a
o

H3C

Z2T—hO&M > [ iRt
| 77 Ut 7T UOREEATEE TR b

e s 7T MW

1 W hitps S 153.7MB

2 @ general_udp f 1 5MB

3 W http T2 1KB

4 W Microsoft 313 3KB

A W GoogleMeet 178.3KB
SE1F > [ 3] 5




T r—avifatE

AT—hO&M > it A%k Et

—

anj

| 7JUERES >+

Ve s 7IUE

1 @ Baidulnfoflow
2 @ Bing

3 W GoogleMeaet
4 & MSN

5 @ Microsoft

L1114

EEE

71



7°| —<,° = 5
TV r—2a ifEt R T B H3C
2T—hO&M > i REt
| 77U—&
ES iy BRSITrwT Py JULORSJeuwa o HOULORSTrwd o EBHE S
1 hitps 364.7MB 116 2MB 245 5MB
2 Cdnoklassniki 17.3MB 176.3KE 17.1MB
3 GoogleMeet 10.0MB 488 5KB 9.5MB
4 Amazon 7.6MB 2.2MB 5.4MB
5 general_udp 3.3MB 444 6KB 2.9MB
G hitp 782.1KB 53.3KB 728 8KB
7 Microsoft 362 3KB 158 0KB 204 3KB




—)770U/7-_:/3\/§j\*ﬁ-§ﬁ%§§m\j_é H3C

AR—hO&M > GRS/ >7FIN3o049

Y RO—2 AN — HO&M SD-WAN

]

HSAT
| #5172 Lok

= D547 BMAC $ hSTJ1w o

cBe2-6535-bdle G 362.3KB

tFaUF«

7iL-— 882 1bps

=m

| RS o RLE
E—% L — b:4.2Kbps 3

- Advanced

VIP .
16.5KB

Power Saving
97.7KB
IE — -
| 557> U
v
FyTUSO NS TawI S FaNUEGR5Trud

54T > BMAC 54T HP BhSIrv g
156.0KB

&5 73
1 cBe2-6535-5d0e 362 3KB
11T U—EFF T S(HES 1T MU—) FyE | BB | RE | FE S5 10~




IV r—av EERT S H3C

The Leader in Digital Solutions

Y RO—2 AN — HO&M SD-WAN

M FyvsaR—pR JS5>F:DEMO HAh:LAB v w19 19 [246]0  AP: @5 @0 AC: el e0
¥ m=E FI) 2 Trw 7T @E (EF1ERE =] #B A4S LEEE Q
2 57k 77 &R X v
£ xvyho—2s
D & - : L2 EERLF
) =HA Ir‘jj’f‘/’jjl"l/_/l' IEEEl..l/_/l.
. E—4
— tE—2L— 336.0Kbps I/IEDL-— 336.0Kbps
- 14.3MB
= 11.4MB
B.6MB
@ tFavus~s o
5.7MB
&% Advanced 2.9MB ~
0.0B P N o o 1 .
P ve 03/27 1650 03/27 17:00 03/27 17:10 03/27 17:20 03/27 17:30 03/27 17:40 03/27 17:50 03/27 16:50 03/2717:00 03/2717:10 03/27 17:20
© Power SEATT]
| 2v5—FL2>F | /oy FERERLF
E—%w & —20ps WEDT YA —2.0ps —
2.0ps 1%
1.0ps
Ops
03/27 16:50 03/27 17:00 03/27 17:20 03/27 17:30 03/27 17:50 03/27 17:00 03/27 17:10 03/27 17:20




IV r—av EERT S H3C

The Leader in Digital Solutions

Yy hDO—2 AX— O&M SD-WAN H—EX»

¥ m= VN o B [EdERlsi] == :i3=] A5 LEE Q Q
L 57>k | 77UERERL >
& xvbo—2u 7T BER @R =&
© ©H
s at
@ tFaUs< ) 03/27 16:55 03/27 17:10 0 03/27 17:20 03/27 17:25 03/27 17:35 03/27 17:40 03/27 17:45 0
=
@E Advanced
¥ vp . )
| 77UREDSFEE o720t
© Power SEATT] v | @
= J—2AMAC EIE TuSH— 3 BEERIOF S BEE
1 T7057-bfff-feda 1.0ps 9.0ps 44 =R
2 c8e2-6535-5d0e
3 T7057-bfff-feda 2.0us 6.0ps 44 =R
4 c8e2-6535-5d0e
5 7057-bfff-feda - 2.0ps 2.0ps 44 (==
6 c8e2-6535-5d0e




T r— a3 0zt

ER

au
v

1 "'IH;I

AT—krO&M > [ERRH > 77 RE

H3C

The Leader in Digital Solutions

| F =00 v oL

— 7 L-— 1467 9Kbps
15.4Kbps | 452.5Kbps

19.1MB
14.3MB
9.5MB
4.8MB

0.0B
03727 1700

037271710

IBTEM

03727 17:20

DL— h 467 EHDpS

03727 17:30

TUZEEZTrus

03727 17:40

®FI)ERFTaul

fﬁf’

03/27 17:50 03/27 18:00

76



T r— a3 0zt

:'5'.'.?.
o
G}
N

AY—hO&M > GRS > 77U GRE
| BiE-L 2P
L — /B2 0ps IRTEDLEIE: 2 Ops
2.0us
1.0ps
Ops
03/27 17:00 03/27 1710 03/27 17:20 03/27 17:30 03/27 17:40 03/27 17:50 03/27 18:00

77



:'5'.'.?.
c
G}
N

T r— a3 0zt

H3C
AY—LO&M > GRS > F7T)RE
| Svsy—HL 2R
E— 5w A—2.0us IREDZ w5 —1.0us
2.0us
1.0pus

Ops
03/27 17:00 03/27 1710 03/27 17:20 03/27 17:30 03/27 17:40 03/27 17:50 03/27 18:00




:'5'.'.?.
c
G}
N

TI)r—a 0zt
AIX—hrO&M > [GRSHT > 77TV HE

H3C

The Leader in Digital Solutions

| 7TUREE LB

1

03/2717:35 03/27 17:40 03/27 17:45 03,27 17:50 03/27 17:55




Dl
c
G}
N

T I r—a 9zt
AY—rO&M > [P > 7T RE

H3C

The Leader in Digital Solutions

| 77UREBOSHE o> 7Y 8RR 0327 18:05

Z= J—ZMAC 2 IOy MEEE T STl
1 cBe2-6535-5d0e - -
2 cBe2-6535-5d0e - ~
3 7057 -bfff-feda - 3.0Us

~ 3T R —FFT

bl




[N ¥=y—

m Area Analysis (V)7 5#7)

m MBS ETS5—L

EI 54T >R R

E FYkT—2 > ACIAP/IL—B—|RLYF > B
m W > [ FIIS FR#EEt

m Bi#EiE > I X —EW

m Bif{t > D *—BiEt

m X741 > WEIRM

E VIPT/IRA R

The Leader in Digital Solutions

81



) x—izl H3C

AVY—FO&M > L > Vo X—BEWr > SI<CEeMHmd 5
H3C vy RO—2 AN— FO&M SD-WAN H—EX»

M AR Sl 55 : DEMO - h:LAB v @
% e > F— B

The Leader in Digital Solutions

D>+ — Witz ER LT, BEiCH D I N TOACKREIL—F—DERNMEEZERL. BREANCHBEZE DI T, DRBEZMRALES.

BEOREER FrvIEEXED

OO

(BBTATL) BEBOASSA VAT —HAFT VY
(BETATL) 51 LY — Bz
[(HBFAT L) BELT> L — OBRFT v

()

tFaUF«

@

Advanced

VIP

© J

Power Saving

[5DEF7A) I —a38EkFz vy (O—HJLERE)
[5DEFATA] TIAAVI FITFOIN—T3FTvd
[5DE7(FL] APSTAE—FRBRFT Vo

[5DET7-1TL] APEESEERFT YYD [EROEEFEMULET]

0O 00O 0O 0OjO|I0OO0O

[5DE7 7] APEESEIEERF T v [(ERpIEE#EELET]

82



Jv¥—k H3C
AT—FO&M > BBk > Do X—M > 9 <CEMHT S

® oEF(7FL] BEDERFTvo BEI®

O [BOEVAFTA] AEVEAEF T Yo

Q@ [DEFFA] CPUBREFT VY

© BOEFAFL] JAT—FECPUEREF YL
Q [52E71FA)] FPGART—5RAFzvo B @
@ [DEFPAFTA] EL— HERFT v [EROEEEEALET]
[32EF7 7] APERFv=)LEFT v B
[3DEF7AFA] JO-FFr ARTO-TJCLBAVE—SBRFT VY [(EBOEZ#REELET]
[32EF7L) BB0OEEFzvo EJ®
[32E74FA] TO-BFr ARBLIUNILFFr A AV E—DOREF TV [(ERDEEERELZT]
(32277 L] EESIEERFT VY (EBOEEFEEULET]




TRNA R LANY—A—F—9BEF LI T DD
user-isolation vian vlan-id enable

TR TELT H3C

The Leader in Digital Solutions

Q@ [oEFCFL]l - U-SEBBRF v (EFEX) EEDEEFHN TEEET]
BEANE  EFEET— FOVLANG I —SRETERSN TV I ESHERELET. 1T —SEMERSINTVRVES. BEDLCEE<L0TO-FFv AN Uy MITFP 25 -JxACAD. EEEERUY-2FZEEL. 1-HF-TI2A~UT>
AlCEEFE53FT,
e . . . H—EAF»TL—k B
FINAAE FTIAAZUPLES FINAAET I VLAN ID 2 7 SSID =2 i BAERY >
219801A1TMG9211Q000
X1840H 0J WX1840H 2 1 IKB-207 User isolation not configured or configured incompletely (2 m Bl St &l
219801A1MG9211Q000
X1840H 0J Wx1840H 2 2 IKB-208 User isolation not configured or configured incompletely [ S A P = T |
219801A1TMG9211Q000
X1840H 0J WX1840H 2 5 IKB-211 User isolation not configured or configured incompletely B OV FFA& -
219801ATMG9211Q000
Wx1840H 0J Wx1840H 2 10 IKB-311 User isolation not configured or configured incompletely B OZ > FFPZ X592~
Total entries: 4 , current entries: 1 - 4. Page 1 of 1 5=
BRAS .
(N2 RFLE2—ICAS.
system-view
(2) 1Y -—oBEERL. ¥~ I IMACERERLET.
user-isolation vlan vian-id permit-mac mac-address
P Yo/ UL 20— —sBEEEICLET.
user-isolation vlan vian-id enable
Fy hI—ITLAV—28EF7/E2AFsERSs. 1V - HBRsEsERc T3 LR TEFRA. ZOF Ty IEERL TS,
ARy FI-—TADTILFFTr A RBSLUTO-FFr A RAYE-—SEBSTRETEVESE. TIPviRy MO —P0EFNRTO-FFv A RBSEUVILFTr A RAYE—SF#] SEEENCTSCETERTEET,
(1)APE 2 —FZ[ZAPYIL—Fap-modelE 1 —E AN LE T
wlan ap ap-name
M[E
wlan ap-group group-name
ap-model ap-mode/
(2) IPvairy FO—SIDERNTTO— FFv A S EURIILFFrA Ay T—THESEEEHICLET. (For some devices, this feature is available only in E1045 and later versions.)
rrop anti-bmc network ipv4-simple enable




FRINAR - BIEEE—RE VS

channel band-width 20/40

MMZEET S

H3C

The Leader in Digital Solutions

e

[5DEF1TA] APERESEEERT T Yo [EROREFRN TESET]

BEAS U MI8MHz B EEE— FTEM SN CEERESIHIN ES N EEELET. IMHzOEHEFEERENBOEETSEIISESTaEElfDDET. 1 2F U MO&GMD 1D F—Fy FO—U8Ek] ZERT3H. BEEEFHTHE

TEFT. U oBREEFrTIL. FEE. BELUET.

FINAAE FIA A UFILES FIAAEFTIL APE APTIL—T RF ID
WX 1840H 519801A1M69211 @00 WX1840H APO3 default-group 1
WX1840H E] S80TATMES2T1a000 WX1840H APO3 default-group 2
WX1840H 519801A1M69211 oo WX1840H APO2 default-group 1
WX1840H ;] 801ATMEIZ11C000 WX1840H APD2 default-group 2
WX 1840H 519801A1M69211 Qoo WX1840H APOG default-group 1
WX 1840H i] S80TATMES2T1a000 WX1840H APOS default-group 2
WX1840H 319801A1M69211 @ooo WX1840H APD1 default-group 1
WX 1840H 3] SB0IATMES271Q000 WX1840H APO1 default-group 2
WX 1840H 519801A1M69211 (000 WX1840H AP04 default-group 1
WX1840H ;.11 JEIATMEIZTI 000 WX1840H APDS default-group 1

Total entries: 10, current entries: 1 - 10. Page 1 of 1

FH

5GHz radios

5GHz radios

5GHz radios

5GHz radios

5GHz radios

5GHz radios

5GHz radios

5GHz radios

5GHz radios

5GHz radios

using 80 MHz bandwidth exist in the site.

using 80 MHz bandwidth exist in the site.

using 80 MHz bandwidth exist in the site.

using 80 MHz bandwidth exist in the site

using 80 MHz bandwidth exist in the site.

using 80 MHz bandwidth exist in the site.

using 80 MHz bandwidth exist in the site.

using 80 MHz bandwidth exist in the site.

using 80 MHz bandwidth exist in the site.

using 80 MHz bandwidth exist in the site.

{5

u
A]
\‘J'
Sl
|
Uf
N
AT
I\
-

50 fFs

BERTIE :
BOMHzEEIEN SAOMHZSEIEICEBE SN EREENEREL. SEEREER2IMHZERECEET S cERBOHLET.
(1)APE 2 — 7 (FAPY ). —Fap-modelEa —E AN LET .
wlan ap ap-name
iz
wlan ap-group group-name
ap-model ap-mode/
(2) ZZAEaL—ICADZET,
radio radio-id
(3) HEIEE— FE20MHzEZ (240MHz(CHEREULET,
channel band-width 20/40
F TN ADESEEEEMEFES L. CloudnetlCEAHST EMIC5~1090N0DET. 2HEREEHFTIHNENSSES(E. B TRHE

=iT=

=TT

=FT.

3 : SGHzER DT 7 )L FOEEEFE80MHz T .

85



9

TENAR ABL—FDFRILEENZT S H3C
5GH: radio disabled 6 9
2.4GH: radiodisabled 125569

Q@ UOEFCFTL] BEL—MERFTvy EEEE [ERoRErshTEEHd]

—=

BEAS T/ A ANMEL— FEERCT S LS CEM SN TV ESHERELEY. EL— FMEEDHCTILSICEMSTNTVRVNES. DoV LARY NI—Y0RECEELET. EL— FEENCTICLEEBHLET.

FIA A5 FIA AU IES TIAAET I AP~ APETF L RF ID E2 i BERY >

219801ATMG9211Q000

Wx1840H 0J WX1840H default-group WABE38-JP 1 Low rates not prohibited E OV FEPZAL2
WX1840H 335801'41“69211[]606 WX1840H default-group WABE38-JP 2 Low rates not prohibited BIORYFFLRE2 R
WX1840H 339801%1 MEszTIanm WX1840H default-group WABG38-JP 3 Low rates not prohibited B OV FFZRAE
Total entries: 3 , current entries: 1 - 3. Page 1 of 1 10 i

APOSZAE 1 —TEL— MEENCTELSICHELLES, J0E:
(1) APE 2 —F R [FAPT).—Fap-modelE 21—~
wlan ap ap-name

E sl

wlan ap-group group-name

ap-model ap-mode/

(2) T=AE2—~

radio radio-id

(3)EL—EEHCT D,

5GHzZ = : rate disabled 6 9

24GHzS =5 : rate disabled 12556 9




TRINAR:T

broadcast-probe reply disable

—kF A +EHIRT % H3C

The Leader in Digital Solutions

Q@ [BOEFAFA) JO-BFvrARTO-T LB AvE—HEREFT VS EEOEEERhTESEET]

BERNE: JO-FFv A RTO0-—JERAV - JCRETIHREEATCT LT/ A AN BRATNTVIHEDNERBLET. COBETERSTNTUVELES., D PLASHEORENMENULET. CosEEATICTEca88nLET.

FIAAA FIAAZUFPILES FTIAAEFTI APIN—F #Hl BAERS >
34 0H 219801ATMG9211Q0000J WX 1840H default-group Response to broadcast probe frames not disabled Z) ANV BPLAS -
Total entries: 1, current entries: 1- 1. Page 1 of 1 B —2
BRAE
BEIFO—-FFvARTO-JUITA AV E-—SEATCRESNTSES, COBEEEFEREL TS,

(1) APE 2 — = (ZAPS)L—Fap-modelf 21—,
wlan ap ap-name

1=
o~ el

wilan ap-group group-name

(2)APOTO—FFw A FJO—JUOTA MAYE—S8BETENCLET.

broadcast-probe reply disable

87



[N ¥=y—

m Area Analysis (V)7 5#7)

m MBS ETS5—L

EI 54T >R R

E FYkT—2 > ACIAP/IL—B—|RLYF > B
m W > [ FIIS FR#EEt

m Bt > I X —EW

m Baf{t > DX —BiEt

m X741 > WEIRM

E VIPT/IRA R

The Leader in Digital Solutions

88



o —2k
AY—FO&M > Tk > D —miEiE

Fy hD—2

AN — FO&M

Y B

|
iR it — 2, AP —TF -3 APS—2

@ tF+avuss A E
@E Advanced fest
P vp
© Power Saving
EEAT7zzr W@ Frewl B =EE2=aE | =7

SD-WAN

H—EX)

| EiRE g
B o R P

JAPAN-Tokya

e |

7

H3C

The Leader in Digital Solutions

JL | H3CTRAINDEMO | : 15

89



CloudnetifiE — vk —YDHEEILZEST H3C

The Leader in Digital Solutions

=IBLERTE SiE{EY SEfbERE

| Z=RI% . 00— ULSEILER

——————— ®
RSfARERS : 2022-06-30 12:06 #hr o 2RI - 214
Bk —4~— (2&{kE | 2F{EE)
1B
FrRIATRE Fr oAIER T Ny FOA%E Bk Py ITUO G I4wd AU b371wd 21w o
2% / 2% 1% /1% 1% /1% 0% / 0% 16% / 13% 81.9MB/ 81.9MB 56.8MB / 56.8MB 138.7MB / 138.7MB SRS

| 2% . 722688&space]

FETRESRS @ - B ot L -2




CloudnetIziE — R vbDJ—V D FEILFER

A )N —APEFTMF v &) AERER

AP=:APO4

@aw;iup: 52 132

AP<5-AP03
APEAPOT FyoL: 44, 132
F ¥ )L 60, 140

AP=:-APO2
F ¥ I 36, 124

The Leader in Digital Solutions

91



SSID#&E 4N

[N ¥=y—

m Area Analysis (V)7 5#7)

m MBS ETS5—L

EI 54T >R R

E FYkT—2 > ACIAP/IL—B—|RLYF > B
m W > [ FIIS FR#EEt

m Bt > I X —EW

m Bif{t > D *—BiEt

m X741 > WEIRA

E VIPT/IRA R

The Leader in Digital Solutions

92



AC/IAPDWIPSH#RED R TELIKREZCloudnet L CHEEET 413

||||||||||||||||

Cloudnet

EEEEEE

FIE1: CloudnetZ @ TACEE L TAPDOWIPSHR %N/
FriEl#EReZ= A NZT 5

= HEC U-Center -
Cloudnet

FE2 : AC/APTHREIL = E % Cloudnet ~N#r &9 5

TR EMR

IR

| ] . R R I8 5749 O1ER
FIE3: Cloudnet E THE /BN Rz IEET 2 S poA— LD LB
L pREEN e WX1840H BH(HTML PDF)

7H+AaAO—5 \ R
. .

N'arm) S
WAG6320

TOERARAUL

Cloudnet & &
93




The Leader #i Digital Solutions

CloudnetTACTOWIPSEHMZRA T H(RLANILDIZEBC

FyhD—5  ZZ—MOSM  H—ER) fE
FS>F : HIC Office 7 b : HIC HBETA T« A AC I:Pl/&)l/—élil\/lalf()rmed
DAL REIUTA PacketIZIIZT.
Honeypot AP, MITMX
B ISYRFPRT—Iq
HEORE SSIDRET BEMACHEE: ya‘figtp*igo)ﬁﬂﬁﬁ
HEOES: 0+-7> Oso-X @ﬁ)éﬁlgllﬁﬁiiﬂ'o

I Stept : BHRELALEZRL. OREERLET

LA =0w® 5 NAEIAX
125IER UREERYT-MTB
) Malformed Packet %) Honeypot AP ) MITM Attack
7)) Flood Attack 7)) Spoofing Attack 2 Assoc/Reassoc DoS Aftack

@) AP Flood Attack

TR 94




Cloudnet ECOWIPSODIREELZHERT S

OO

AY—hrO&M > & al) T > WERA

A~Y—O&M

H—EXZ)

H3C

The Leader in Digital Solutions

S

Hwz ah—F JSF PJ_DEMO  H | : TS Demo v WX1840H v @
. =g y
“ = WEm 04

2 S5

5383[0]
BEERE LT

| HEEssdt : 216418

L S e

Q =&

@ tFaUFr Malformed Packet
a  BeEEEN F Attack |
i DM -
S8 0 HT-Greenfield AP |
FEMACHEA] : !
ti ]

@E Safeguard Weak IV

P vp

{E},‘ Al-Driven Tasks

| L—5aI5Rsas : 91218

®

2164[0]

PR EE S

EHEp -

2246[0]
FEHL—SHE

| BEERIHT 2R : &5

| #EH W2 L FE : Malformed Packet

912[g]

BER L — 48R

&

95



Cloudnet L COWIPSDIRRELFESRT D

WEOEEMNDITS2

BEDOERIIN—2IL

H3C

The Leader in Digital Solutions

| IZE#E : 2164(E

| L —4 %5 9128

offine/blacklist

| mE=eHT3R : &5

| #+ = bL> FE : Malformed Packet

attack countermeature 1

96




Cloudnet L TOWIPSDIRRELFE

KB 2L \MACDTop N(MACT KL X L5 [E )

H3C

The Leader in Digital Solutions

| BEans—99M: &5t

g © Top1o

| Bz —RMAC Top5

Top20

Top30

Top40 Top50

Scal-21e7-38a0: 237

K2V —A MAC

9072-4019-8ed6: 234

- -

B Sca7-21e7-38a0
B 9072-4019-8ed6
B bca5-1115-2229
@ bca5-1115-2220

beca5-1115-2229: 201

| BZE517 Tops

bca5-1115-2220: 193

W24

1119-65c2-4..  Icbf-cebd-c..

0c06-e6a0-2303: 184

2-41b0: 38

B Malformed Packet

B Flood Attack

B 502.11n 40MHz Disabled
B HT-Greenfield AP

B 5poofing Attack

97



Cloudnet L COWIPSDIREELZFEERT S H3C

APEEMTop 5(MACZ KL R) WREESEDTps 000

| Sensor AP Top5 | IVEEESRE Top

«03-3012:15 30
* 03-3010:25 26

» 03-30 10:35 26

’/- » 03-3002:15 24

" * 02-30 08:50 24

| L—oiEsg : 012E v E I - *\-.I- % LT_ ﬁ
- - ~
L— ST 50 R 1 - ;12 attack countermeature: 812

offine/blacklist: 0

| .tiuﬂ_/—fy‘ﬂ%hbbrl‘* L&t J&QIZ*‘T% Lf:ﬂ#?ﬁg?ﬂd) |~—9}l/




Cloudnet ECOWIPSODIREELZHERT S

AY—hrO&M > 21T« > SSIDFRA]

Huyzafhi— R

FE

ST

Fw RI—2

Bt

TFaT+

T aEta]

Safeguard

VIP

Al-Drriven Tasks

Fw I AN—MOEM BB

PJ_DEMO -1 | : TS Demo v WHA1B40H @

SSID#EA]

| ssIDzFv>

— -
AT _SBER

= 551D BS5SIDE HAT — [l it ey T T 70 i I T

[1H]

FREE_Wi-Fi_PAS
1 2022-03-30 08:31:55 2022-03-30 09:26:20 Bc2a-708d-1T82

PORT

z 0000saftbank 1 022-03-20 09:38:18 2022-03-30 00:27:25 Oc2a-708d-178
3 BOZHWa-4AEE30 1 2022-02-30 09:25:41 2022-03-20 09:25:41 1044-0043-2830
- 802ZTa-17748D 1 022-03-30 09:25:41 2022-03-30 09:25:41 9c63-2d17-748d
5 S01KG 1 2022-02-30 10:11:22 2022-03-30 10:08:13 2283-8294-2411
& A102ZTa-BEEDAF 1 022-03-30 09:38:18 2022-03-30 09:37:07 cBea-fBbe-Gdaf

FR— BB S50 BT —EOL—S e

H3C

The Leader in Digital Solutions

99



Cloudnet L COWIPSODIREELXFESRT B H3C

AY—F0o&M > 2T+ > BMACEA] .

H3C Fw I—4 AZ— HO&M Pl

Wil Hwzaf—F JS%F : PI_DEMO  H-{ | : TS Demo v WX1B40H v @

SE {EMACHEH

(4]
@

Fw =4
ik

TFaUFs

anacHEs
= Safeguard

-
vIP HE MW EEMAC EESAT A—h— vi b i”Jb“ IPVEF KL X 11—+ EEHR

= Al-Driven Tasks —_

100




The Leader in Digital Solutions

[N ¥=y—

m Area Analysis (V)7 5#7)

m MBS ETS5—L

EI 54T >R R

E FYkT—2 > ACIAP/IL—B—|RLYF > B
m W > [ FIIS FR#EEt

m Bt > I X —EW

m Bif{t > D *—BiEt

m X741 > WEIRM

E VIPT/IRA R

101



Cloudnet®i& - VIPT/N\( R H3C

AT—FO&M >VIP > VIP AP

"l FYPTI—2  AX—NOSM  H—PZ»
@

vz ami—F F . H3G Ofice & [~ : H3C BEBIA T 5 ~ ETOFIA A

@ mE VIP APs Yesierday Custom Q, Q

| VIP APEEE | oA
él T v o B Excellent B Good Average | ..l I:‘ )
I S .
& =&
TFa)r+
@ viP
L ‘ VIP AP E ALY B2 £ 87T

P
3
=
2

13:04:00 13:10:00 13:16:00 132200 13:28:00 13:40:00 13:46:00 135200 13:58:00 14:04:00 14:10:00 1416:00 14

AP APUZ b
A

AP Hame 4 AC Name # AP Score #§ Deduction Radic # User Experience 4 Online Clients RSS| Channel # Channel Usage 4 AP Remarks 4

apl A 50 radio2Channel Usage:50 1 { 0db 36 3% (?
apl A 50 radio2Channel Usage:50 2 { 0db € 4% (?
Showing 1 to 2 of 2 entries First  Previous  Next | Last Per Page 10 Iﬂ

102




The Leader in Digital Solutions

GIE=ES s

VIP APZVIP AP JL—TIZEBMLET , APIE. BEM FTONT=054 T U EZDETHOIFRICET S
[EEHRFACIZEHREL .. ACIXZ D IE#HRZCloudnet|ZERELE T,

HREEELUHAS1Y

—

el

o o

FIR

VAT L2 ER THRETZIELE T,

AT—hk ORMAZ2—[ZF7HEALET,

ERDOFES—Saikhin, VIP > VIP APEERLET,

R—=SDEBISHARETNAREZERLET,

HACADTRTDAPDAN LA TERZRTT HIZIE. VIP AP BEE S SO THEEDBRRBO/N—%71)vIL
£9,

HHIEAPIEHREZERTI BIZIE. ASAVIP AP YRAMEE TAPDO & RIZIUVILET,

VIP APIZBAEF TN TLVHACHEFMIIBERZE R T HICIE. AFA42VIP AP )X 188 TACR T )Y
LEd,

103



H3C
VIP AP & §%

ACO)CLITAPZAVIP APH JL—T2BINT AT FEETLT, VIP APEEHRLET,

{79 HaATUF
#
wlan vip—ap—group
ap ap#
ap ap#

104




Cloudneti®Rig — VIP H3C

ZT—FO&M >VIP > VIP ik

Sy -4 A~N—0&M H—E2) 9] D 1:5 -:E;:- |§J <17 | H3C_Japan TS| o

vz ih—F 1+F D H3C Office o |~ : HIC BEHAAT L v ETOFT/AA ~

NAZLEE a a

DSAT >

- )— . . .
Y hI—2 e EEEEoL —ZERD T | msssuimer | BEo+7

=t

21

tFaUF« G I .

| —RVIPEEES%IED

| ZsviPieEE SR

105




Gl S5

H3C

HSATIEVIPOISA TN L—FEMUES . 954 T MBI DN IAPIE, VPSS A PO RCEIT B
EACIZIHREL . ACIEZ DIEERE Cloudnet(ZHRELFET

HREESIVHARS1>

—

N

o

FIR

VATLIK 23R TVIPOSA 7 VMBI AitEtEIRELE T,

Smart OQMA=a1—([ZT7HOtALFET,

ERDFES— a3 Mo, VIP > VIP i RkEEIRLET,

R—=UDLEEBISHAETINAREERLET,

5 GHz. 2.4 GHz, F1=[ZF R TOELRIZEERM TE5NTWNBVIPISA T UM 23 MiEMERTI BIZIE. WREE
EISTODHEDBRBIO/N—%59)yoLET, VIP iKY RANMEEIZIE., VIPISA T MIBET 253 MIEERARTEINE
T, RRTBINEHRIIART BIZIE + /-FAAVED)vIL T, REDFHEEIRLET,

VIPOSAT7 U MIBd HFEMEHmE RIS HIZIE, VIP IR AREE TOSA4T7 D

MACT7RL R D%&ED)9ILET,

VIPOSA T U MIBEEM TN TWNSAPDEFMEHRERRT HIZIE. VIPIREKR A TEEM TN TLNDAPYL %D
JwoLET,

VIPOSA T U MIBEEM TN TLNSACHD FEFMIFHRE R TSI, VIPIRRI AN CEEIFT5NTULNDACYVDED
1w LET,

RRTBINEHREIRARTBIZIE + /-FAAE=D)vILFET,

106



Cloudnetizig — VIP H3C

AT—FO&M >VIP > VIP #f5k > VIPEHN

H FYbD—U  AN—HO&M BB

JSF -HICOffice H7 b :HICHBEHATI L v FETOFTITA == 40 | 36 4 AP: @5 ®4 AC:e2ep0 D1
¢ mE o |
VIPEIENN X
& 5171
. £E9 : SA3CLUBDACOAVIPRFY oo o 2
@ xybo-—v T EEE =
& =Bt sEEEE FIAAEER G | AC .

TFaT« mF—

it
i
<

o
@ v | .. # MACT F L2 90ET-10CF-C500 =, i o i

1093-c3e4-9dal & H>- ner 1|
IP AP == =

8c45-00dd-bbsd @ A her l
VIPEE == Zz

b07d-64bd-eas2 ® - nar rl

mn
¥
\
I

107



CloudnetIi®ig - VIP H3C
AY—PFO&M >VIP > VIP ﬂﬁ'iEIE > iﬁl]BEﬁf;E&"E

H FYPTI—2  AX—NOSM  H—PZ»

EEEEYSNN —=- = -H3COfice - b HICBBIATsL v .

I
o
Yl
3
b
ik
A
&
s
L=1]
=
_'I_b
U
L ]
L= g}
=
=
(]
™
L%
=
=

& R e

, WEEEE 7 @ Z&EvIP FEVIP
L v5172+
HH : 5436LIBDACOAHVIPRRBEEN- T3 4 I A ine e e =
‘,l ?‘.y r'j_g M= AR I O s =rbT - e
& =@t —3EE) EREEET ® =+ FO—3 .
@ t¥auF+ LY SRR
AL - ¥ B8 q—HE o SSI0 R VE ¥
@ vip

R  EFIRE 160000 Kbps i
1098-c3e4-9da0d ® A~ = H3C-Inner 1|

8c45-00dd-bbsd ® A >-S- 2 -- FYUE—T HICAnner rl

H3C-Inner [l

>
=

O

Y
L=

3
o

J

o
L]
Py
4l

3,
\,

i
m
[k
i

EAIRE Kbps
- - A 10

108




Cloudnetizig — VIP H3C

ZT—hO&M >VIP > VIP 3 > — {58 A

H FYbD—U  AN—HO&M BB

EEERECNN = - H3C Ofice - | : HIC BAHATsZ v 2TOFIAR % - 40 5636 4 AP: @G ®4 | AC: @200 N1

EA

—EBA X
Q2 54701
. 18 : 54360 MACDAHVIPEREEE S — |
& Fybho—o ENERLEES, EAENLEREVA R FILEEENICESYyO0—F3 3

® =@t BEEESE ’
ad File T, upload FawO0—FF¥TLl—bES Ul
@ wFauFx
AL S ¥ B = S5I0 R VE #|
@ vip
[ P e
1098-c3ed4-9dal ® A5 > - T = H3C-Inner |
VIP AP
8c45-00dd-bbEd ® A5 2 - —&n 1066 20940 Pnnier  — TOU AT Z35HZ = Tree H3C-Inner [l
b07d-64bd-eas2 @ A5, - —iE 10.66.209.12 - - 89 AC 2GHz Retransmissi good H3C-Inner [l
I % EEt 3T 3l 10

109




H3C

igital Solutions

der in D

F—AMDExport(csviEX)

o
i
i




[RigT—ARMDEXport

MBTICARAVMITIERALTWNRISAT UMD E#MESSIDI LI T T HENHFEFET,

BWE7H(EB (20245

E8BH9H)

| HEFPOCA LR (ERY-ERCELB) @ THRM— b

SSID 11:50:00 12:10:00( 12:15:00| 12:20:00( 12:25:00
H3C-Inner 20 19 19 19 19
H3C-Guest 41 40 40 40 40
08/05 12:00
H3C-Gues 4144
i H3C-Inner 18{&
B guest-H3C -{# §
111

The Leader in Digital Solutions

CloudnetTl&549 &I

| TAERBLTRAELT

LVE T, Exportd HEMT
T—RELTERTEET,




JRIRT—SDEXport H3C

The Leader in Digital Solutions

2 B HI(20245E7A27H ~ BE7H (2024588 2H ~
202458 A 18) 202448 H9A)

=H Eid= BETH 2024-07-27 - 2024-08-01 BE7H 2024-08-02 - 2024-08-09

«« 2024F TH 20244 88 > “oe 20244 88

4 '-:I EI n Z 3 . 3

10 11 12 13 4 5 6 7 2 9 - 4] 3] 7 &

14 15 16 17 18 19

20
21 22 23 24 25 26
28 29 30 M n

9

CloudnetTCIXRFT HT—2IZKYDiEE2:8[E., 557 LICHEFLT-
T3 RELTWET,

112




JRIRT—SDEXport H3C

The Leader in Digital Solutions

- L) v S p—
| BEPOUARLYE @R -ERCLEB) O zoxm—h 21E e 8l (20245;7ﬁ 278 ~2024£_8ﬁ 1H )
@ H3C-Guest @ H3C-lnner |
“—
40 A
r A st
i ALY iy
20 - ' ] . i
|' l'Ir‘ A7 ' \ A W
EADF LIPSO = ..
» S>THE ERILRARED AET-> . '.] 07/29 21:55 \ | il -‘.l I-J '
gk ' H3C-Guest:10{# 1 | Al | / lk
W A | J W f o |
v = | . J | . . ,
10 li (i??txﬁb J_r('J| I Aﬂ- BN H3C Inner7E  RUARTCNN B — i jf_l‘ - A ol nhh
________________________________________________________________ I - | — T | — L [ _
iy JI
0 T
07/27 00:00 0727 08:20 O7/2716:40  07/28 01:00 7,28 09:20 07/2817:40 0O7/29 02:00 07/2010:20 07/2918:40 07/3003:00 07/3011:20 07/301940 07/3104:00 07/3112:20 07/3120:40 08/0105:00 08/0113:20 08/01 21:40
| SR7IEANL BB EAESS) © [zt BETE(202458A2H ~202448A9H)
# H3C-Inner H3C-Guest @ guest-H3C |
“
50 -
fin, A =
0 '*.u‘—.,[ M il! ul-l o ‘1| X 4n A
TN A M L"!"h] M Ay LA M
© STBAORENDABRORHE | M RN My |
9 :I: H 75\ o) H O) —C 9 g 4 |i \ J.J ‘_l Ii - 1\ [
20 o Ty f L 4 | | .
~ Lt 1 [ | [ | =t
(&(&7/7@(7% AN A SR s\ )
10 . 1 ) f | "k‘_;—r\_l!' r ﬁ—‘ '_"!! ] H'._l , WL | ! {
- ) . v - Ny
0-5_-"33 00:00 08/03 09:05  08/03 1810 08/0403:15 08/04 12:20 08/04 21:25 0B/0506:30 08/05 15:35  08/06 00040  08/06 09:45  08/06 18:50  08/07 03:55 08/07 13:00 08/07 22:05 08/08 07:10 08/0816:15  08/09 01:20  08/09 10

113




AT—ROMIA W, a7 R—KD>Area Analysis>APEEFA> AP X H3 C

The Leader in Digital Solutions

H3C @@_. —— I
@ @ Fyzat—k TS5 H3C Office 7 |~ : H3C BEEAT 4 X v B 47 [(50)42 (Z56)5 | AP: @4 @4 | AC:@2e0 | AD

Hol)— TUPEHE OS5AF 2 st OSATF 2 R APEEIILTCEEL Q BREOL-H—&MACT LA XFIPEAALTZEL Q

EiE
@ Area Analysis
v @G
R EE A
APRRE Wl G AP vyl =3 AC: ACTUFILES IPvd 5
O 55472k . R AT A A 7 HiLT (—z3> Z UTIINES
. _ =& BT 0 ‘ 943b-b034-2ef0 ATS 0 - - R2466P01 Wi3820H 210235A3MLB219000006 10.10.11.43
& FvbI-2 -
@ m= - ‘ & B2 0 ‘ APO1 AT 13 100 - R2472 AC 219801A1MGS19BQ00023 192.168.100.1
B = . APO2 AT 9 96 radio3Channel Usage:4 R2472 AC 219801A1MG919BQ00023 192.168.100.2
. — APO3 AT 20 100 - R2472 AC 219801A1MG919BQ00023 192.168.100.3
fo TFzU7~ v
- AP04 AT 5 100 - R2472 AC 219801A1MGS19BQ00023 192.168.100.4
&g Advanced ~
@ P . AP05 ATS1 0 - - R2449P12 AC 219801A1MGS19BQ00023 192.168.100.99
—~ A AP0G e 0 - - R2472 AC 219801A1MG919BQ00023 192.168.100.6
%2, Al-Driven Tasks ~
- ) APOT ATS 0 - - R2592P02 AC 219801A1MGS19BQ00023 10.10.11.42
4 Power Saving ~
E1~8T - EEFTIHET BT FI-) b TE | EIE | RE | RE | BS | 10v

ExportabdT—74:

AP Name, AP State, Online Clients, AP Score, Deduction, Version, AP SN, AC Name, AC SN, MAC, IPv4,
IPv6, Model, CPU Usage(%), Memory Usage(%), AP Group, Radio, Associated At, Associated For, Uptime,
Last Disassoc Reason, Power Supply Method, Power Level, Supplied Power, Labels

114




Z?—FO&M)’)'{ w1 1R—K>Area Analysis>APEE#ll>Radio!) X

@

Q@

@ FyZoad—F

H3C

The Leader in Digital Solutions

ﬁjr’/}ﬂ. - DB-U— tz’

75> HIC Office  Hhr b : H3C BREIA TR v

p— ’- -

ey DSAT R

2 g
= RadioUZA I
Area Analysis
o EREE

Q { JAPAN-Tokyo 7

O o7k . o | Al JAPAR-Tokyo ‘ APE 2 Radio ID © Radiothf 2  Radiosg/] 2 Radio 57 ¢  =iiE FrAL D

® o hI—b = = 0 ‘ APO1 1 F-T 802.11ax 5GHz 40MHz 52

Qo) Rl ) A

9 mE . ‘ - 2 0 ‘ APO1 2 F-T 802 11ax 5GHz 40MHz 108

B APO1 3 F-T 802 11gax 2.4GHz 20MHz ]

&4 ERIEID e

® TF2UF~ APO2 1 F-T 202 11ax 5GHz 40MHz 80

o) 4 1/:'_/ v

@ Advanced AP02 2 AT 202 1ax 5GHz 40MHz 100

iy Advanc A4

© P . APOZ2 3 A-T 802 11gax 2.4GHz 20MHz 1

AL . APO3 1 F-T 802 11ax 5GHz 40MHz 44

=, Al-Driven Tasks ~

2 Power Saving 5 APO3 2 F-T 802 11ax 5GHz 40MHz 140
APO3 3 ZO0-Z 802 11gax 2.4GHz 20MHz ]
AP04 1 F-T 802 11ax 5GHz 40MHz %

E ShdT—
Xport -0 BU—EERT B 12T R

Fo R UERE 3

4%

I 47 (5542 [z36]5

Q [ 0 @& E<=37L | H3C_Japan_Subl

AP:eded AC:e@2e0 /A0

BFEOI-H—BMACT FLZXEPEATLTLEEL Q
v @C
JAXI0F 3 CE RSSI 7
-90dBm 5 31db
-91dBm 5 20db
-91dBm 3 45db
-91dBm 3 3&db
-92dBm 3 14db
-92dBm 0 0db
-§9dBm 12 45db
-91dBm 8 44db
0dBm 0 Odb
-92dBm 2 53db
e TE | BIE | RE | FE EE 10~

AP Name, MAC, IPv4 Model Associated AC, Radio ID, Radio State, Radio Capabilities, Radio Type,
Bandwidth, Channel, Secondary Channel, Channel Usage(%), Noise Floor(dBm), Clients, RSSI(db),
Traffic(MB), Uplink Traffic(MB), Downlink Traffic(MB), Packets, Uplink Packets, Uplink ARP Packets,
Downlink Packets, Downlink ARP Packets, Rate(Kbps), Uplink Rate(Kbps), Downlink Rate(Kbps), Uplink
Rate(Mbps), Downlink Rate(Mbps), Latency(ms), Lost Packets, Packet Loss Rate(%), Retransmissions,

Retransmission Rate(%)

115



® ®

AT —FOM> I RED RS RE 73 AT 51 RE 92 HT> Association nn

H3C

The Leader in Digital Solutions

D8 g —p =2

Q [H Q0 @& [Ew—27L H3C_Japan_Subl

Packet Capture

Allowlists

f&2 Advanced
@ VIP
Al-Driven Tasks

&5 Power Saving

: H3C Office

DV ADREE

P b HICHBEAT A v T/ AATUF 2TOT/AR v 45 (5640 [246)5 | AP: ed @4 | AC: @2 @0 | AD

[EF1ERE =8 FIAS NEE APEE AL T <2 Q EEOI-H—EMACTELARZIPEIILTC RS Q

Slow Response:0

B2

Roaming-1 Wireless Signal-0 Access Failure-0 Wireless Condition- 1180 Device-13 Applications:0

- Access Failure 5G Not Preferred Access Error

v o FREZELEN .

-, .. Exportdn ST —4:

- Iﬁgﬁ@g_' Occurred At, Client MAC, IPv4, IPv6, Username, AC, AP, Time Consumed(ms), Radio, SSID, Band,

: . Vendor, System Info ]
. ) ?@Z’éﬁb?i’&@]?ﬁ‘b’(@(&?\lﬁ Bme?J’/?/( i AR
: | | ORERIET H-EMHKET e —

gt | w2p | maws ll mer—5— @ BETR

@3 .

E BRE O HEMAC 2 IPvd & IPv6 2 1522 FOEAAP = el = Radio 7Ot 2 2 Q

116



27— O&M> EEEE> R BE 43 47> RIS 47> Auth nn H3C

H3‘ @z @sowm HEH—p 2 Q [H O © [Ew—27/L H3C_Japan_Subl

TJS5=F :HIC Office T b : HIC HBETA T X v T/ A AUTUT 2TOT/ARX v i 45 (5640 [226]5 | AP: ed @4 | AC: @2 00 | AAD

FAL LR APEEATLT < L Q BROI—H—EMACT L

DL ADRSE

@ Packet Capture —
w @ @ £} G a8 N7

[na]
it

1858

I.'II

. — —] <% 0
Allowlists
' HE Ass0ci Auth: IF:0 FRoaming:1 Wireless Signal.0 Access Failure 0 Slow Response:d  \ireless Condition- 1150 Device:13 Applications:0
FI—A
[ HSLT w . . .
d o5a7r 802.1X Auth Failure Packet Exchange Faile... Slow 802.1X Auth Slow MAC Auth MAC Auth Failed MAC Auth Exchange F...
@ FvbhJ—4 ~ < ™ - >
L]
9 EE v
2 =B v
@ TFa2UF< v
st
g Advanced v
o e 5 | mEE
s . =] N EEoEN O EEAPH EEE y A2 S Vi +—
%, Al-Driven Tasks v O RSoER O REAPH - |
50 . , —
= o~ Wy . g o, U
®, vi i S p . . I —f P, A
&g Power Saving ~ 40 ) Dz cnm naine N | \ S
30 e . | =
- L
20 e B, o
o O O q O—
10
0 > ., C O > » ., C { ) ) C O
08/01 10:00  08/0111:40 08/0113:20 08/01 15:00 08/0116:40 08/0118:20 08/0120:00 08/01 21:40 08/0123:20 08/0201:00 08/02 02:40 08/02 04:20 08/02 06:00 08/0207:40 08/02 09:20 08/0211:00 08/0212:40 08/02 14:20

FEtow || EEAP || EEERE @ BETH

B2= =88 o EMAC 2 FHEAAP 2 Radio 772 = SSID 2 Q

= ot 117




AY—FOM> RRE> EIRE A T BEIRE S ATOIP nn

H3C

The Leader in Digital Solutions

]

&

Packet Capture

Allowlists

N
l
_\
ol
\J‘
-

TFallzas
Advancad

VIP

Al-Driven Tasks

Power Saving

@ v ] sD-WAN BB g—1E Q B 0O @ [[Ew=a7L HC_Japan_Sub1
J52F (H3C Office T b :HICWBEAT AR v F/) A AUTUT &TOHF/)ARA v WA 45 [5G )40 [246)5 | AP: @4 @4 | AC: @2 @0 | AD
DAV - ADEE AL LEE APEEATILT L FEEL Q MACT FLAXEIPEAALTLREL  Q

N 3 =
o) Q X &3 Y N/
BE Associafion 1 IF:0 Roaming:1 Wireless Signal.0 Access Failure 0 Slow Response:0  \Wireless Condition- 1150 Device:13 Applications:0
IP Obtaining Timed Out Slow IP Obtaining
. #0
L]
st
| EEEE
Bl o] O BEEAPEY oS4 Vi y
50 .
40 ’ AR \ . . o
30 =
10
0 0 0 D 0 . D

08/01 08:20 08/0110:00 08/01 11:40 08/0113:20 08/01 15:00 08/01 16:40 08/0118:20 08/01 20:00 08/01 21:40  08/01 23:20 ')Es,.').'-‘h'ﬁ' 00  08/02 02:40 08/02 04:20 08/02 06:00 08/02 07:40  08/02 09:20 08/02 11:00 08/02 12:40  08/02 14:20

BETH
in]
g= B EEMAC 2 FEERAP 2 Radio 7722 % EAEE EEERR HA—H— Q

118



AY—ROM> RRED> IR 73 41> fEl RE 3 T > Wireless Signal nn

H3C

The Leader in Digital Solutions

H3C @7*“ ElSD-wAN DE5—t 2,

(R, ol o

Packet Capture

Allowlists

&3 Advanced

@ vip
5=, Al-Driven Tasks
6o Power Saving

7525 1 H3C Office

DA VL ADEE

T HICHEEAT A v T

ARAITUT £TOFTIHAA v~

Q B 0 & Ewz=a7/L H3C_Japan_Subl

B 45 (55040 (235)5 | AP: @4 @4 | AC: @2 @0 | AD

L2 PR AT LT < 23 Q

Q | | BEEOQI-—H—EMACT 1

o
[
it

|
5
fil
i}

o= HRE [ ;

miERE
@ iz ® =
= Ll =0
BE Associafion:1 Auth:0 IP:0 Wireless Signal:0 Access Failure:0 Slow Response:0  Wireless Condition: 1180 Device:13 Applications: 0
Weak Signal
BEEZAPEL0
b5 EsT BEEESROERE
| EzEEE
=] O M=pEs O SEAPH sEEEy T54 Vi |
50 -y o
. LAy . Fay g O J
40 / o LTl & B ’ .'| 3
30 v TO— ¥
P _
0 ) / Q. o
10
0 O C . ., C O { ; > e
08/01 08:20  08/07 10:0C 08/01 11:40  08/07 13:20 15:00 08/071 16:40 0B8/01 18:20 08/07 20:00 08/01 21:40 08/07 23:20 /02 01:00 08/02 02:40 08/0204:20 08/02 06:00 08/0207:40 08/0209:20 08/02 11:00 08/02 12:40  08/02 14:20

EEEAP

ES RS 2

ImEMAC 2

IPvd 2

BETE

IPvG 2 a-—H—g FHEIAC & FHEIAP Radio 7t72, & SSID & RSSI & Q

119



AY—OM> S ED> I RE 5 >R RE 73 #T>Divice nn H3C

Qe —pE = Q H O @& [@w—a7L H3C_Japan Subl
FTIAATIT 2THT/HA v W45 [50]40 [246])5 | AP: ed @4 | AC:e2 @0 | AD
@ =B FAH LEE APEEATILTCREL Q ACTFELZRFIPEAALT 2 Q
@ Packet Capture A =
) (2] ) Q S 2 N7
Allowlists HE Association:1 Auth:i IP:0 Roaming:1 Wireless Signal0 Access Failure:0 Slow Respense:0  Wireless Device:13 Applications:0
7I—h
[ 55472 v AP Disassociation Device Disassociation High CPU Usage High Forwarding CPU ...
. . o FEZESET . .
© Fvho—7 7 o SEEIUTAPEN .
D A v
¥ =Bk ~
@ TFauzFs ~ -
€ gt
& Advanced ~
| BEEs
@ VIP ~
E O BEoEN O HEAPH a
55, Al-Driven Tasks v “—
6o Power Saving ~ ~
" 08/010820 08/011000 08/0111:40 08/0113:20 08/0115:00 08/0116:40 08/0118:20 08/012000 08/0121:40 08/0123:20 08/0201:00 08/0202:40 08/0204:20 08/020600 08/02 ( 08/0200:20 08/0211:00 08/02 12:40  08/02 14:20
o || e @ ez
@ IO —k i}
E B APE L FLEAAC & EE Q
1 2024/07/27 05:20:47.000 APO4 AC Failzd to retransmit message 1 20




AY—hO&M> R RED> [l RE 73 > R RE 9 #T> Applications nn H3C

Q [H 0 © Evz=i7L | H3C_Japan_Subl

iEF 45 (56 )40 [256]5 | AP: @4 @4 | AC: @2 @0 | /AND

=B @ FAS L EiE APEEATILT < EEL Q EFROI—HF—& MACF FLZ NRIPEATILT <ZE Q

SIS

Packet Capture o A =
S ¥
(L] @ & N E2) & [ife]

Allowlists HE Association:1 Auth:0 IP:0 Roaming:1 Wireless Signal:0 Access Failure0 Slow Response0  Wireless Condition: 1130 Devidg & Applications:0

S5-I
0 5547k » Bad Experience
® FvbI-2 v
@ = v
= SRk v
({' Tl ~

v T .
it
f&3 Advanced ~
| REEE
[5:'._'_:1 VIP e
=} % O =N EErTIM
==, Al-Driven Tasks ~ 1 “
gm Power Saving ~ ~
¥
0 . . . . { ) ' > J —
08/01 08:20 08/01 10:00 08/01 11:40  08/01 13:20 08/01 15:00 08/01 16:40 OB8/0118:20 08/01 20:00 08/01 21:40 08/0123:20 08/02 01:00 08/0202:40 08/02 04:20  08/02 06:00 08/0 08/02 09:20 08/02 11:00 08/0212:40 08/02 14:20

FEtatr || EEnE | EEFIU

Twye— Q

25 TFIUR =RE O Y—ZAMAC o FEHEMAC o JUry MESEE ¢ IEIE

i 121

<)




AY—rOMOEBE> 75— L>EHNOYS

H3C

The Leader in Digital Solutions

3 Advanced
= VIP ~
Al-Driven Tagks ~

& Power Saving ~

=51~

0 EE
o EE
0 EE
0 EE
0 EE
0 EE
0 EE

0 EE

B B B B B @ B B KM

0 EE

i

=

i

BEENFLE
gEENFEUL
grEhFELE
EEEhFELE
gEENFEUL
gRENFELE
grEhFELE
EEEhFELE

gEENFEUL

@A Fyzati—k v 7527 H3COffice T b HICHBEIAT AR v
Packet Capture SEEIELER
Allowlists
[ EGiis) °E= EVN o EE
0 55472k geEn=ELT FERENTLERA

E®/RY1T

High 2.4GHz channel usags
High 2 4GHz channel usage
High 2.4GHz channel usage
High 2.4GHz channel usage
High 2.4GHz channel usags
High 2 4GHz channel usage
High 2.4GHz channel usage
High 2.4GHz channel usage

High 2.4GHz channel usags

ExportesLbT—73:

Severity, State, Type, Site, Area, Device, Device Type, Alarm Information,
===~ Triggered At, Cleared At

=207/ (2

AP02

AP02

AP02

APQ2

AP02

AP02

AP02

APQ2

AP02

EH7 /A RFT

T % 5 % % 3 3 % %

e

Site:

Site:

Site:

Site:

Site:

Site:

Site:

Site:

Site:

H3C LS EIA Jr A area
H3C T84 T X area
H3C LB A Jr A area
H3C L ETA T A area
H3C EESEA Jor A area
H3C HEEA T A area
H3C LB A Jr A area
H3C L ETA T A area

H3C EESEA Jor A area

Q [E Q2 © [Ewza17 H3C_Japan_Subl

U 46 (56 )40 [246]6 | AP: ed ed | AC: @2 @0 | /AND

[FHF 1ERE SH TH

ARG [LEEE

- JAPAN-Tokyo, AP: AP02,
- JAPAN-Tokyo, AP: APD2,
: JAPAN-Tokyo, AP: APD2,
: JAPAN-Tokyo, AP: APD2,
- JAPAN-Tokyo, AP: AP02,
- JAPAN-Tokyo, AP: APD2,
: JAPAN-Tokyo, AP: APD2,
: JAPAN-Tokyo, AP: APD2,

- JAPAN-Tokyo, AP: AP02,

s o
rac 2024-08-02 13:05:37
rac 2024-08-0121:35:37
rac  2024-07-3122:50:39
rac  2024-07-31 22:35:37
rac 2024-07-3107:30:35
rac 2024-07-3107:20:35
rac  2024-07-31 06:40:30
rac  2024-07-31 06:35:35

rac  2024-07-31 06:30:34

Uty b

SRR o

2024-08-02 13:30:C
2024-08-01 22:00:(
2024-07-31 23:15:C
2024-07-31 23:15:C
2024-07-31 08:00:C
2024-07-31 08:00:C
2024-07-31 07:00:C
2024-07-31 07:00:C

2024-07-31 07:00:C

122



AY—hRORMPHISA T |~>ﬁﬁﬁ‘a3ﬁ>ﬁ§

H3C

The Leader in Digital Solutions

@ SHvzad—

0 rs

0 95072k ~

v 2R

@@

| mFERE @

HaC o g

JZF 1 H3C Office T :HICHBEAT+ A v

Q, N ©@ [[E <=7 HC_Japan_Subi

/A TUT 2TOFT/HZ v #F 147 (5641 [24G)6 | AP: @4 @4 | AC: @200 | AND

sz | %= N @77«95%@

APEEATILTLESL Q EROI-—H—EMACFFL-AXRIPEADLTCESEL Q

5GHz 24GHz (@ TAT

BEE HE=EF —f W7 EL

[
0
| O <
75 =
= SR A2SAURE I
{63 Advanced s I I I II I
1 13:20  08/01 14:45 08/01 16:10 08/0117: 35 08/01 19:00  08/01 20: 25 08/01 21:50 08/01 2315 08/02 0040 03,1'02 02 35 08/02 03:30  08/02 04 55  08/02 06:20 08,."32 07:45 08/0209:10 08/0210:35 08/02 12:00
@ viP
%=, Al-Driven Tasks v
&% Power Saving v
| SERRESE @ 97U /B 08/0212:50
—
B @ Exporta 5T —4: )

MAUC, VIP Level, Username, Auth Method, IPv4, IPv6, Security, RF Band, Client Score,

00a49e24658 | P Deduction, Health, Associated SSID, RSSI(db), Signal Strength(dBm), Max Negotiated
00d4-9627-1004 | HFVIP Rate(Mbps), Uplink Rate(Mbps), Downlink Rate(Mbps), Uplink Traffic(MB), Downlink
peroema = Traffic(MB), Total Traffic(MB), Latency(ms), Packet Loss Rate(%), Retransmission
:j:m;; :::: Rate(%), Channel Usage(%), Associated AP, Associated Radio, 5GHz-Capable, 802.11k-
oo e Capable, 802.11v-Capable, 802.11r-Capable, Radio Load, Associated AC, Vendor

123



AI—hOM>OSA T UM ERRIRRO T VX 3 HOIPEER H3C

@?ﬁy ) sp-wan DB =2, Q H 0 2 [E<w—=a7 H3C_lapan_Subi

J5=F :H3C Office T b : HICWBEA T+ X v T/« T 2TOTI A v A 48 [(56 )43 [246]5 | AP: ed @4 | AC: @2 @0 | /AD

E:TT- @ @ ¥Rl HAL LB APEEIIILT < e Q EROI—H—EMACF FLAZFPEAALT ZEn Q
| IPva7 RLRE=S
@ L SRS S BRI, DHCPRS

@ Fw ko

EO = . eSS ImHEMAC 2 ACE 2 APE = S5ID ¢ IPF LA AZSAACTDERE BE Q

. o 2 14:25:58 b09c-6389-acal AC AP(2 H3C-Guest 152.168.209.98 1.44s a2z

2 =ik

:[j, ,I,__ . EE 2 14:25:39 8aba-5181-7777 AC AP02 H3C-Guest 192.168.209.39 471ms =

:Jj -,:1_\'-—3;;.;; FUSA LA R 2 14:24:37 8aba-5181-7777 AC AP02 H3C-Guest 192.168.209.39 539ms =

- \IP U ’2 14:21:30 8ae3-00b7-e366 AC AP04 H3C-Guest 192.168.209.127 799ms =

. ’fl 5 . — 2 14:15:10 04ed-33b1-4450 AC AP(2 H3C-Guest 192.168.209.13 353ms oz

== Al-Driven mAetaT

-R . . 214:14:32 5084-92bf-111 AC AP(2 H3C-Guest 192.168.209.54 124ms oz

& PowerSav

N 2024-08-02 14:14:16 2c33-58fF-9281 AC AP(2 H3C-Guest 192.168.209.89 980ms oz
2024-08-02 14:13:48 20c1-9bdb-8080 AC AP(2 H3C-Inner 10.66.209.24 273ms oz
2024-08-02 14:12:02 edlc

2024-08-02 14:08:36 529: Exportéhé _\\_9
2z Address Changed At, Client MAC, AC Name, AP Name, SSID, IP, Online Duration

E1-10T bU—ZERTTB(

| P67 FLREZS

SHAE ;A A S TR LS. DHCCPY 6T T mIPY 6 F |

TR RIS o TEMAC 2 ACE 2 APZ 3 SSID 2 IPV6 7 LA ALSA TR 2 12fF

o

124




AIX—hrOM>OSA T M LR IR RO IR R FE et H3C

H3‘ @7'JNISDWAN BEH— 2 Q B 0 @& E<za7L H3C_Japan_Subl

@ Suzati—k " J5F :H3C Office T I~ : HIC MSEIA Tr A v LTOT/ (X v AR 47 [50 )41 [246]6 | AP: ed @4 | AC: @280 /MAN1

- et =] @ | A4 L EE APERANLT R Q RO —H—&MACT FL-R,RPEALT < 28 Q
PEARLSE (POL-TCED) @ @

@ — ik Exportéhéﬁ"\—g :
@ A AP Group |AC Name 2024/8/1 23:00 2024/8/1 23:05 2024/8/1 23:10 2024/8/1 23:15}

o _ +¥ 54 VYA F officeap |AC 16 16 16 19

>
G
LH.
=

T4t 25t

&3 Advanced f 1 . . )

-, 4

© VP /27 08:00 07/27 16:00 07/2800:00 07/2808:00 07/28 16:00 07/29 00:00
| #FFPOEANL R (ERY—ERCED) @ [l tozm—~ @

Exporta b7 —74:

T 551D 2024/8/1 23:00| 2024/8/123:05| 2024/8/123:10| 2024/8/123:15| 2024/8/1 23:20 5

—_ —_ —_

H3C-Inner ) ) / / ]
o H3C-Guest 9 9 9 9 (| P

N ——
=]

%5 Al-Driven Tasks =
=N
to Power Saving ~

S
LH.
~

DAL (ARSEEICES) ¢
125




H3C

The Leader in Digital Solutions

AX—rOM> YR —O>AP> B

€3 Advanced

@ VIP

EEsEH C

e

%, Al-Driven Tasks ~ I/JZ'I‘ B @

= A it
& Power Saving

) L TULOERE

H3( @ @ S Zv—Foam [ sDwaN BEH—pE Q H O & [[E<—a17)  HIC_Japan_Subl
@ Fvzat—R y JS5oF H3COfice T b: HICWBEATA X v /A UTUT 2TOF/ AR v #%:48 [50]43 [236)5 | AP: @4 @4 | AC: @2 @0 | AD
i H=E v 2= <8 @ FIAG LEE APEEATILT AL Q | | EROOI—H—EZMACF FLALEPEADILT ZEL  Q

HEE EET

Qo

Fo ot
3"3 EEE 08/01 16:10:00 08/01 17:45:00 08/01 19:20:00 08/01 20:55:00 08/01 22:30:00 8/02 00:05:00 08/02 01:40:00 0&/02 03:15:00 08/02 04:50:00 08/02 06:25:00 08/02 08:00-00 08/02 09:35:00 08/02 11:10:00 08/02 12:45:00 08/02 14:20:00
@ TFaUF<

) 7— AP

: 08/02 14:30:00

Export&L 5T —%4:

APH

o *“ AP Name, AC Name, AP Score, Deduction, Radio, Performance, Online Clients,

. . RsSl(db), CPU Usage(%), Memory Usage(%), Channel, Channel Usage(%), Latency(ms),
APo4 «  Packet Loss Rate(%), Retransmission Rate(%), Uplink Rate(Mbps), Downlink

w02 *  Rate(Mbps), Upllnk Traffic(MB), Downlink Trafflc(MB)

126



e’ =

AX—FORM> R YT —O>AP>APHREI>APUR N F S H3C

H3‘ @ 7o @ Blspwan  DB5—ix, Q @ O ® [z=27LHC Japan Subt

D Fwag—t v JS5= 5 H3C Ofice T b : HIC BEEIAT R v /A ATUT £TOT/AR v #E: 47 (50)42 [236)5 | AP: @4 @4 | AC: @280 | AO

@ = ‘ APAISAZAiEt APEEEIFET APAZ T4 AREREET ARPEZHR 17— FAi— FUAR APEEITILT <EEL Q BEOI-H—BMACT FLAZFPEAALTIZEL Q

2T AP ()
@[ m

| APIESRE A S1aP 4

==
AT B @ WAG638-P : 100% @ 1 - 25 100%
@ n= F v w2
@ TFaUzF~ ) F— AP
@ Advanced APLUZ
= VIP ~

CI®-  ooonsnor—s
> Al-Driven Tasks b

= o » AP Name, AP State, Online Clients, AP Score, Deduction, Version, AP SN, AC Name,

&z Power Saving v

a ” ACSN, MAC, IPv4, IPv6, Model, CPU Usage(%), Memory Usage(%), AP Group, Radio,
i:j j Associated At, Associated For, Uptime, Last Disassoc Reason, Power Supply Method,
AP0 ~ Power Level, Supplied Power, Labels

-4V R)—EERT R 4T M) boTE | HIE O RE | FE | BEE | 10v

127



AY—ROGM> R YT —O>AP>AP#E ET>Radios H3C

H3 @ v -2 =] sD-waN BB H—p 2 Q B 0 @& [Ew=a7L  H3C_Japan_Subl

A Suzat—K v TS5 :H3C Office  Hof b HICHBEATAR v T/ A ATUT 2TOT/ AR v 47 (5042 246)5 | AP: ed @4 | AC: @2 00 | AD
@ m=E v APUA APA IS st APERCENTET APA S BT ARPEE#F 17— Frfi— hUA - APERMNTILT LIS Q | | EROI—F—EMACT FLAXFPEAALTIEZEL Q

| BF#HICE2START | SvAA-—TBRBCEZSTASE
. @ OF : 8%
2T - : @ On:92%
© o F v LB
@ vravz. | — ExportanubdT—4:
e . AP Name, MAC, IPv4, Model, Associated AC, Radio ID, Radio State, Radio Capabilities,
@ VP v T

o Radio Type, Bandwidth, Channel, Secondary Channel, Channel Usage(%), Noise

& Poversang v o5 - e Floor(dBm), Clients, RSSI(db), Traffic(MB), Uplink Traffic(MB), Downlink Traffic(MB),

PO 1 Packets, Uplink Packets, Uplink ARP Packets, Downlink Packets, Downlink ARP Packets,
o ’ Rate(Kbps), Uplink Rate(Kbps), Downlink Rate(Kbps), Uplink Rate(Mbps), Downlink

APO1 3

- 1 Rate(Mbps), Latency(ms), Lost Packets, Packet Loss Rate(%), Retransmissions,
P02 2 Retransmission Rate(%)

APO2 3 A= s U2, 11gax Zatnz Zumnz ! 337 ~s2amm v vao 0.5/ v
APO3 1 b 802 1ax 5GHz 40MHz 44 4% -89dBm 12 44db 229 8MB 130
APO3 2 *-T 802.1ax 5GHz 40MHz 140 4% -91dBm 9 43db 94.1MB 52
APO3 3 frintyr 802.11gax 2.4GHz 20MHz 6 - 0dBm 0 Odb 0.0B 0

128




AT—RORM> R YRI—H>AP> AP EI>APA IS 1 it H3C

H3‘ @ v h@ 27—roam ll @ sD-WAN D8 H5—E 2 Q Q © [Ezza7L owssst
@& Hwyadok v JSF D H3C Office EAET AT 2 ETOF/HR v i 47 [5G )41 [24G])6 | AP: @4 @4 | AC: @2 @0 | /ND
@ mass v APUZ b~ R APEHEHET APA = S-1 = AEERRRST ARPEZIR JAV¥—R—RUR b | APEZAALTLEEL Q BROI-Y—EMACT FLAXBIPEADLTIES Q

| APADSAER @ | APFULT—2 o EEE @
FuvI—i 3 g £ APER -
1 — 1 |
F v #NEH
Q@ ©E
AP%’*"=+ 4
e = 0 B
2 2iE AP 08-03 08-04 08-05 08-06 08-07 08-08 08-09 08-03 08-04 08-05 08-06 08-07 08-08 08-09
T —
@ wFauF
{8 Advanced v
e © 08-07 | APEIETIFRERRSIET @ o U e 0807
v ] \.‘." | P
%5, Al-Driven Tasks v v @ ~
&% Power Saving v _ o _
o BEAC EBROA TS 2 OFH APE O UAFTUST—Sa 8RS
AC U—hERLELE AP02 1
Bi-1IxhU-—zH I>HJ=) RIE *= | EE 10v R s KR | F®m | BE | 10~
129




AI—hOM> R —I>AP>APHEET > APH BN HE &L

H3C

The Leader in Digital Solutions

H3C @*W@SD-WAN 08— 2

) AHusadi— B v J S F I H3COfice T b :HIC HEHATs R v 2TOT/)AR ~
@ pI=s v APV X b Radios APA TS AP S =SB T
| APBESDEH @
=5
F o ~ NS
@ & 5
o 4
&2 28t 7 — MAP 08-03 08-04 08-05 08-06 08-07 08-08
@ tFauz
{6 Advanced v
& e | APBESOFHE @ 7078 0807

» Power Saving > _ —
! THEIA L APE BEHOES

2024-08-07 09:09:59 APO2 AC

—=FRT B

E1~1T ! FE

ARPEZI

=5, Al-Driven Tasks v IOZ’T‘ @ EESN T3 v

User Soft Reboot

i

JV—FR—kUR APEZEANLTLREEL
| APEEE @
- APE#
“— 1
Bt 0
08-03 08-04 08-05

| APHIEENET @ o785 08-07

ez [y)

i : 45 (56 ]40 [246]5

Q

08-06

Q Q @ [@<—a7)L owssst
AP: @4 @4  AC: @2 80 | N0
£EDI—F-LMACT ELAXRPEANLTL RSN Q
|
“
Bt
08-07 08-08 08-09
A
BEEEA) S
1
FyTE | BIE | RE FE =8 10w

130



® ®

AR—FOAM> R YT —I>AP>APIREI>APA >S4 L Kk B ET

H3C

The Leader in Digital Solutions

H3C @?“ F) sD-waN D122

A ATUT 2TOT) AR v

@ Syzaf—E " J3F :HIC Office T b : HICHBEATAR v =
@ mEE v APLZ Radios AP I 51 A= AP APAZ S ZREHET ARPREHT T 7— Fii— hUA R

HS5LT b .

| APA S REER @

LT

07-28 07-29 07-30 7-3 08-01 08-02

%¢, Al-Driven Tasks
€b Power Saving - SEUFULE S APE S EEAC ¢ FEIEE

Q [H Q2 @ [Ev=a17) HIC_Japan_Subl

k47 (56 )42 [246)5 | AP: ed @4 AC:e2e0 | AND

7 LA RIZIPEAALT

APERATILT FEEL Q RO~ —5 MACS

$=ry! Q

APE
e

07-27 07-28 07-29 07-30 07-311 oB-01 08-02

| APEEET T EROER @

APE SENDIER FE(EE)

31




H3C

igital Solutions

der in D

2
B
r
I
>

o
o™
i




REIT=ZaT7)L FAQLE

https://knowledge-jp.h3c.com/TechDoc/index

| RmblRER

The Leader in Digital Solutions

JL—4— A wF WLAN X )Ta
(FF7ATI4—IL)
S Fkava—Fa 5 v FO—0ER AD-NET v Ja1—2 352 H—sm
UIS(fix281k) (snmpAN—XiMC)
CloudNet Cloud Lab TH ZAhAILTHR—} Others
(Cloud & 1) (asL—%42—)

133


https://knowledge-jp.h3c.com/TechDoc/index

RYXZaT7ILDForO0—kH Ak H3C

https://www.h3c.com/jp/

¥ D> 0

http://www.h3c.com/en/Support/Resource_Center/Technical _Documents/

R 01> ® Eithis; o Q ®%

Bm-Biiv YU1—>3>v HHRk—by THE-JE~Y N—PF—0E~> 2HEAE~

-!j-ﬂ_i_ I\ IRTCER
Uy—2e>9— RUS—

VI BIx PO — R Y—EXIBRIR EHmoA JYA0) SRR

A58 — Fr oI —EX Y—EX - Rt
AZSAINIVT

134




ﬂélzj

-
HH

7

-

31)—0

Cloud Computing

Wireless

SDN

M=1=

o

hg

~

iR

Products by Category

_
X1

Routers

Security

License Server

Servers

Switches

==
o8
= =

Network Management

Transceiver Modules

=
f -

Y
"@¢
b A

QOasis

H3C

The Leader in Digital Solutions

135



fiE 7l 2 am D3R

H3C WX1800H Series Access
Controllers

H3C

The Leader in Digital Solutions

H3C WX5800H Series Access H3C 802.11ax Series Access Points
Controllers

H3C WX1800H Series Access
Controllers

Learn More -

H3C WX3800H Series Access
Controllers

H3C WX3800H Series Access
Controllers

Learn More —*

H3C WAB638 Access Point

H3C WX5800H Series Access
Controllers

Learn More —

Leamn More =

H3C 802.11ac Wave2 Series Access H3C WAGB636 Access Point

Points
Learn More =

H3C WA510H Access Paint

Leamn More =

H3C WABB30X Access Point

Learn More —*

H3C WAS30 Access Point

Learn More =

H3C WAB628X Access Point

Learn More =

H3C WAS30X Access Point

Learn More =

136



HE.aX R OO0 RBSER=aTIL H3C

Products & Technology ~ Solutions ~ Training & Certification v Partners v About

Technical Documents Software Download Knowledge Base

Technical Documents Command References
Trending Title Date
nstall =l 10-12-2020
9
Command - N
ﬁ
Configure
9
Maintain 2
%
=
%

137



H3C

The Leader in Digital Solutions

www.h3c.com



	スライド 1: H3C Cloudnet Smart O&Mユーザーガイドv1.2
	スライド 2
	スライド 3
	スライド 4: 登録されたAC/APの健康度
	スライド 5: 登録されたAC/APの健康度
	スライド 6
	スライド 7: 接続性
	スライド 8
	スライド 9
	スライド 10
	スライド 11
	スライド 12
	スライド 13
	スライド 14
	スライド 15
	スライド 16
	スライド 17
	スライド 18
	スライド 19
	スライド 20
	スライド 21
	スライド 22
	スライド 23
	スライド 24
	スライド 25
	スライド 26
	スライド 27
	スライド 28
	スライド 29
	スライド 30
	スライド 31
	スライド 32
	スライド 33
	スライド 34
	スライド 35
	スライド 36
	スライド 37
	スライド 38
	スライド 39
	スライド 40
	スライド 41
	スライド 42
	スライド 43
	スライド 44: 無線クライアント端末の健康度
	スライド 45
	スライド 46: Expert Mode表示 
	スライド 47
	スライド 48: Expert Mode表示 
	スライド 49
	スライド 50: 無線クライアントのRSSI等 
	スライド 51
	スライド 52: Expert ModeでAPのパケットをキャプチャー 
	スライド 53: Expert ModeからメンテナンスでAPのパケットをキャプチャー 
	スライド 54: キャプチャーしたファイルをSnifferで表示 
	スライド 55
	スライド 56: ACの健康度チェック
	スライド 57: APの健康度チェック
	スライド 58
	スライド 59: APのチャネル利用状況 
	スライド 60: ルーターの健康度 
	スライド 61: スイッチの健康度 
	スライド 62
	スライド 63: アプリケーション分析 
	スライド 64: アプリケーション分析を有効にする 
	スライド 65: アプリケーション分析を有効にする 
	スライド 66: 特定のアプリケーションを最適化する
	スライド 67: 特定のアプリケーションを最適化する 
	スライド 68: 特定のアプリケーションを最適化する 
	スライド 69: アプリケーション統計を確認する 
	スライド 70: アプリケーション統計を確認する 
	スライド 71: アプリケーション統計を確認する 
	スライド 72: アプリケーション統計を確認する 
	スライド 73: アプリケーション分析を確認する 
	スライド 74: アプリケーション分析を確認する 
	スライド 75: アプリケーション分析を確認する 
	スライド 76: アプリケーション分析を確認する 
	スライド 77: アプリケーション分析を確認する 
	スライド 78: アプリケーション分析を確認する 
	スライド 79: アプリケーション分析を確認する 
	スライド 80: アプリケーション分析を確認する 
	スライド 81
	スライド 82
	スライド 83
	スライド 84
	スライド 85
	スライド 86
	スライド 87
	スライド 88
	スライド 89
	スライド 90
	スライド 91
	スライド 92
	スライド 93
	スライド 94
	スライド 95
	スライド 96
	スライド 97
	スライド 98
	スライド 99
	スライド 100
	スライド 101
	スライド 102
	スライド 103
	スライド 104
	スライド 105
	スライド 106
	スライド 107
	スライド 108
	スライド 109
	スライド 110
	スライド 111
	スライド 112
	スライド 113
	スライド 114
	スライド 115
	スライド 116
	スライド 117
	スライド 118
	スライド 119
	スライド 120
	スライド 121
	スライド 122
	スライド 123
	スライド 124
	スライド 125
	スライド 126
	スライド 127
	スライド 128
	スライド 129
	スライド 130
	スライド 131
	スライド 132
	スライド 133: 日本語マニュアル、FAQなど
	スライド 134: 英文マニュアルのダウンロードサイト
	スライド 135: 製品カテゴリーの選択
	スライド 136: 個別製品の選択
	スライド 137: 設置、コマンド、コンフィグ、保守マニュアル
	スライド 138

