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01 CLI#fE—View H3C

o | A L0 B )T {8 —TT—RaATUR e s
LRt R P e s
*1 5D RS HER(IT RS 1) VATLEa— quit s LR ES
Lol EBLAICEDLERTE i ’

system-view ‘ JL—a—avT R d —s T e J—FT4qrF7Ara)ILE—
1—4—Fa— | 1 LRFLEL— L " )Dh;;ié - OSPF, BGP, RIP, % JLF
quit quit - F v ANGEDFHTE
aA—H—Ea1— :
7895 TP A LG, FTP, vian 32K ©OVLANEAT _
Telnet, BB DR E. BREHE | VLANE2— VLANISR—hZBINY D&
quit MTEET

e O—A)lla—H¥—Ea1—
O—Ah)la— O—Ah)la1—5—%EMNd5
H—E 21— CEMTEET

A—A)La—F—a<TUR

A 4

quit

user viewMh issystem view~ D FE4T: system-view

XCiscoMenable, config terminalf8 &

Zviewh s Efiiview~DREY: quit
THRIDviewh SHE BEuser view~R5: return X [&ctrl+Z

www.h3c.com



01 CLIBIE—Alias H3C

CISCO H3C CISCO H3C
no no/undo show version show version/display version
show show/display
exit exit/quit show startup-config display saved-configuration
hostname hostname/sysname show running-config display current-configuration
en, config terminal system-view
delete delete no debug all no debug all/ctrl+d
reload reboot erase startup-config reset saved-configuration
write write/save end end/return
username local-user exit exit
shutdown shutdown logging Logging/info-center
<H3C>sys aAYURDOET AYURFUTEIZETSA,

o] s dis cur & (S I RSN D
[H3C] display alias

www.h3c.com 6



01 CLIHE — EfILG#Ee( Q< URAILY) H3C

= 2 (NILVY)

[H3C]sys?
sysname Specify the host name
system-working-mode System working mode

VATLEaA—T,.sysnameb AHL, AR—RE?ZFZMLET, VRATLIEZ ULTOFERET
I RTOF—T—FENTA—2—FJRAFLFET,
[H3C]sysname ?

TEXT Host name (1 to 64 characters)

AT T MMERBERE QTR FANTAEEIZ. AV UFDRVIDOXEFEXANDLTHS
TabF*—%W T ENTEET, VATLAFEEMIZOT U RFZETELET,

www.h3c.com 7




01 CLIBIE - BRI #rEQ~ > FHSE) H3C

- 57

[H3C]sys<tab>

BTEHLET, PATLRFBBMICOTUREZMTLET,
[H3C]sysname

BIZ XS AT LE2—TinEAALET,

[H3Cl]in<tab>

ATHEHLET , VAT LAIFXBEFMICINTIRESIRVDIAI R EHTELET
[H3C]interface

BT YBLET . VAT LIFEHMICINTIRFESITULERYERLET,
[H3C]Jinfo-center

www.h3c.com 38
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01 CLIM#EE — FEFGHEE(ER 7 RR) H3C

- WEDEEEAREERT

[H3C]display current-configuration
LAV DENOEREEFTERTT D
#

dhcp server ip-pool 4094

gateway-list 10.40.94.1

network 10.40.94.0 mask 255.255.255.0
dns-list 10.40.94.1

#

[H3C]dhcp server ip-pool 4094

[H3C-dhcp-pool-4094]display this REDE21—(ZDIFEEdhcpEr—)DHERT
dhcp server ip-pool 4094

gateway-list 10.40.94.1

network 10.40.94.0 mask 255.255.255.0

dns-list 10.40.94.1

#

www.h3c.com
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01 CLIM#EE — FEFGHEE(ER 7 RR) H3C

« BHEDXFTIRFEDITHLRT c HEDXFEETCITOHERT
[H3C]dis current-configuration | begin model [H3C]dis current-configuration | include radio
wlan ap f010-903e-f7e0 model WA6638 radio 1
serial-id 219801A24F8201E0000J radio enable
mac-address f010-903e-f7e0 radio 2
anchor-ap disable radio enable
radio 1 radio 3
radio enable [H3C]
service-template guest
radio 2
radio enable
service-template guest
radio 3

gigabitethernet 1
ten-gigabitethernet 1
#

return

[H3C]

www.h3c.com 10



01 AV 74T DEKTE R3C
HAELTW 1D

+ PC

« Y=L —T )L

« LANS—T)L

wa 21> — )LT—T )L

192.168.1.3/24
192.168.1.10/24

www.h3c.com

11



01 )7 ILiIR—FDBIERTE H=c

Tera Term: YY7)Vik—b BE h¢
T —r(P): COMB v R
F—+L—kB). |9600 v
F—3(D): 8 hit v Fe 12
)T 4(A): none v
v (S): 1 bit U Y7 G
Z0 —HIECF): none v

RSB
0 Z)¥/=F(C) |0 )R /AT0)

DT IIR—BN OBEEFEFREFIS00R—, F—R8EY N, NUFT 174U,
ANYZEY RN, 7O0—FIHEL &V ET,

www.h3c.com 12



01 telnetMEZEH

Telnet 2547k

Telnet H—/\—

ARAIF
i vian 1 IP 7RLR:
192.168.0.254
IP 7L X: HBITRYIRY:
192.168.0.1 255.255.255.0
YIXIEIRY: <H3C>system-view

255.255.255.0

[H3C] telnet server enable

[H3C] interface vlaninterface 1

[H3C-vlanl] ip address 192.168.0.254 24

[H3C-vlanl1] quit

[H3C] line class vty

[H3C-line-vty0] authentication-mode scheme
[H3C-line-vty0] user-role network-admin

[H3C-line-vty0] quit

[H3C] local-user admin class manage
[H3C-luser-manage-admin] password simple h3cjapan.25
[H3C-luser-manage-admin] service-type telnet
[H3C-luser-manage-admin] authorization-attribute user-role network-admin
[H3C-luser-manage-admin] quit

[H3C]

H3C

The Leader in Digital Solutions

www.h3c.com
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01 telnet, ssh, http, https, ftp D EXTE H3C

BEIZTIERATEEODIPPRLRAEHRTET S

interface Vlan-interfacel

ip address 192.168.1.10 255.255.255.0
#

line class console X[ aux
authentication-mode scheme
user-role network-admin

11

line class vty

authentication-mode scheme
user-role network-admin

11

ssh server enable

telnet server enable
—
local-user admin class manage

paseod simple haciapan 25 . o irin T NI DISRT—RE COT I ER

O —=ILDA R ITI—RIZTIERTHAERIZOT AV EERT S

telnet, ssh, http, https, ftpA/ 27T —X(ZT7 7R T BRI
QJAVHEERT D

telnet, ssht—/\—HREEEX B INIZT S

1111

service-type ftp -
service-type telnet http https ssh terminal B3 A2H—ERFIEELFEFT
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator

#

;tp server enable - ftp, http, httpsY—/\—HREZHRNZT 5
XWindowsPCIMNoEIE EDftpBIEY IR, F7A70F—I

ip http enable

Ip https enable BftpZ L HBENKSICERELGZNDERIELERA
27 AP A=) W
&

IT7ATIA—ILETERD/ NIV EE M0, EAERZEHN2ZDTSEAEN
SV EREL, JWVIVTERETSEREHRLUET. FHERD

aACTS

www.h3c.com
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02 AT LHEAERE H3C

T INA RAB(RARR)DERTE (system-viewaA T R)
[H3C] sysname ?
TEXT Host name (1 to 30 characters)

NTPZE{FEHHEW AT LDEBZRVNFA LT —2DERTE

[H3C] clock protocol none

[H3C] clock timezone JP add 09:00:00

[H3C] quit

<H3C> clock datetime hh:mm:ss yyyy/mm/dd

NTPEEST=V AT LDFZUNRUOZA LY —DERTE

[H3C] clock protocol ntp

[H3C] clock timezone JP add 09:00:00
[H3C] ntp enable

[H3C] ntp-service unicast-server ntp.nict.jp

EEO):/Z;AQ,(AO)%EQ_:(user-VieWZI N>/ P)

<H3C> display clock

www.h3c.com 16




02 AT LYRAERE H3C

INFT—I7 BV THEERDER FE (system-viewa T )
[H3C] header ?
iIncoming Specify the banner of the terminal user-interface
[H3C]header motd h
Please input banner content, and quit with the character 'h’.
Hello!
h
[H3C]

IN—TaAVFHRD R
<H3C>display version

ETHDIAT1T DERTE
<H3C>display current-configuration

AR ITT—RABEHRO R

<H3C>display interface

www.h3c.com 17




02 AT LYRAERE H3C

IPRT—RREEFTEIFHRD R
<H3C>display ip interface brief

X E FERDIREF

<H3C>save

&% 7€ [F ¥R O HIl BR
<H3C>reset saved-configuration
ROV T4 IT7AILDIETE
<H3C>startup saved-configuration filename
thtpBr—/N\—,DEENTA T4 T IT7AILDINYITITI) AT

<H3C>backup startup-configuration to dest-addr [ filename ]
<H3C>restore startup-configuration from src-addr filename

www.h3c.com 18



02 VAT LAEASRTE-File H3C
AT IT7AILDRTR

<H3C>display saved-configuration
<H3C>display current-configuration

#ELT . BBIBICHAETEN S0 715 774 VA (T 4V startup.cfg) &R T Ha< R
<H3C>display startup

7 —hI7MIL DIETE CROEENRF)

<H3C>boot-loader file file-url
<H3C>display boot-loader

DATLD)T—k
<H3C>reboot
<H3C>schedule reboot at hh:mm [ date ]

<H3C>schedule reboot delay { hh:mm | mm }
<H3C>display schedule reboot

www.h3c.com 19
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03 H3CAR A yF-Vlan

e  VLANYERK
e VLANIZAR—FETHAY

[H3C] vlan vlan-id
[H3C-vlan10] port Interface-list

The Leader in Digital Solutions

R—k2 AT

77t X7R— (Access port)

52 O7R—bk (Trunk port)

INA 1) ykR— (Hybrid port)

el O R

VLANEAE R vlan { vlan-id1 [ to vlan-id2 ] | all }
VLAN view|Z#1T9 % vlan vlan-id

VLAND BRI ZEXTE Y D name text

VLANDERBAZERE T 5 description text

www.h3c.com
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03 H3CAR A yF-Vlan H=3C

R—MJ O 54T

PVID

R—bD) O34T &, Access. Trunk, £ [EHybridIZERETEET . R—FI I3 A T(2&o T R—FEEHD
VLANIZEIY B TEHIEMTEIMEIMDRESNE T VU IFA1TTIE ROVLANZT MBHENMERINFET,
Access: Accessih—R I, 1D DVLANDS D /Ny 2T HERIEL . CNHD N YRER T ELTEETEET,

BE ., AccessiR—MIRDEHTHERAINET,

o VLAN/\ykhZHR—RLTULNVEWDIRER T 73 AN D IE#HE

o VLANZRAILZZWLSF T,
Trunk: TrunkiR—k EEEBDVLANN S/ N7y hEERIE TEE T, Port VLAN ID(PVID)hN o D/ b EFRE.
TrunkiR—k M SEESIN D/ YMIVLANZT FETT , RYNT—I T N\A RIZEEH T HR—MEEFE. Trunk
R—rELTERESNFET,
Hybrid: Hybrid R—HMEBEEDVLAND /Ny b EBRIE TEEF T - Hybrid R—MI k> TERiEEI NS/ Vv DA
X RAT—ARIE, R—FREIZCKH>TERYFET,

PVIDIZIR—F DT T4 ILRVLANZFEFILET . R—FTRESN=FT LEL/ Ty E ., IR—FPVIDO LD /7y R &
RgEnxd,

AccessR—R E1IDDVLANIZLMIMATEE B A, Accessii—hMNET AVLANIL . R—FDPVIDTY ., Trunkik—
FEf-(EXHybrid R—M &, EHOVLANB L UPVIDEEEZ Y R—rLET,

www.h3c.com
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03 HBCZ'f“J?" Vian

RTELIL—LDA o )
NIV RAM L —LIZPVIDARY Z{FTET,
- VLAN IDAPVIDERILTHNIE. T

RTHEIL—LDA L—LEZRELET,

INTOUR AR - VLAN IDAPVIDEELBIEE .
jl/_lésjépl:l‘yjobgsj-o
kYU RS VLANAZ ST ZHIBRL. ZL—LZE{EL

Y,

-IR—FTPVIDAEF RIS TULVB B S &, 7L—LIZPVIDA

JaTET,

s EITIHRWNEEIX. IL—LZERAYTLET,

- VLANDR—
£,

- VLANDR—
JLET,

JIL—LHPVIDAS EHH .
R—EHPVIDIZELTLVS1E
BlE. 27 %HIRLTIL—
LZEEELET,
VLAND R—F ETlmEEh
TWASHMPVIDEELDIEES.
AT HEIBRETITTIL—L%E
EIELET,

FCHFRISNTWWDIEG A, TL—LZERIEL

FTEFRISN TLVEWNG (X, JL—LZ%FAyY

VLAND A R—RTEFRIEN T
WBIEEICTIL—LEEEL
F9,IL—LDEFUT R
T—2ARX[Z. port hybrid
vianvian—id—list { tagged |
untagged JaAT R DERTEIZ
KOTERYES, TI4/LE
[Zuntagged TY,

FEAET B/ N YNZAT 5 H B0 A IFEND D I BR
“Trunk: PVID&ER]ICZE BT 1F750
“Hybrid: {37550, FFEUL ML K THEE (tagged,
untagged)

www.h3c.com
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03 H3CARAwF-Vlan H3C
« FSUOR—NIATDIEE

o FSUOR—FVLANZT7H A

o FSIUOR—KMITIFHILEVLANDERTE

'H3C-GigabitEthernet1/0/1] port link-type trunk
'H3C-GigabitEthernet1/0/1] port trunk permit vlan {vlan-id list | all}
'H3C-GigabitEthernet1/0/1] port trunk pvid vlan vlan-id

o« NATYYRR—FEZATDIETE

o NATV)YRR—FIVLANZTH A

o NATYYRHR—KNITIAILFVLANDEEE
[H3C-GigabitEthernet1/0/1] port link-type hybrid

'H3C-GigabitEthernet1/0/1] port hybrid vlan vlan-id-list {tagged | untagged}
[H3C-GigabitEthernet1/0/1] port hybrid pvid vlan vlan-id

www.h3c.com 24




03 VlanIZIPZRFLRZEIYH TS H3C

The Leader in Digital Solutions

HEZEHTLHOHICEEIZIPPRLRZEIYETS
VLANZ{EBX
VLANIZIPZRLRZER=ZaFITEIYHTS XiE

* VLANIZDHCPH—/\—MGIP7RLRZEIYH TS

#VLANZVERX

[H3C] vlan vlan_ID

#R=aF I TIPPRLRZEIVETS

[H3C-vlanvlan_ID] ip address address subnet_mask
X [F

#DHCPH—/\—MBIP7RLRZEIYH TS

[H3C-vlanvlan_ID] ip address dhcp-alloc

# WEDRTEFFEZ (display currentlZa>r 749 £RERTTLHIMN. WEDE2—DH)
[H3C-vlanvlan_ID] display this

www.h3c.com 25



03 H3CAR A yF-Vlan H=3C

E1/0/24
802.1q%% E1/0/24

[SWA]vlan 10 [SWB]vlan 10

[SWA-vlan10]port Ethernet1/0/1 [SWB-vlan10]port Ethernet1/0/1
[SWA-vlan10]quit [SWB-vlan10]quit

[SWA]vlan 20 [SWB]vlan 20

[SWA-vlan20]port Ethernet1/0/2 [SWB-vlan20]port Ethernet1/0/2
[SWA-vlan20]quit [SWB-vlan20]quit

[SWA]interface Ethernet1/0/24 [SWB]interface Ethernet1/0/24
[SWA-Ethernet1/0/24]port link-type trunk [SWB-Ethernet1/0/24]port link-type trunk
[SWA-Ethernet1/0/24]port trunk permit vian 10 20 [SWB-Ethernet1/0/24]port trunk permit vian 10 20
[SWA-Ethernet1/0/24]quit [SWB-Ethernet1/0/24]quit

[SWA] [SWB]

www.h3c.com 26




03 H3CAR A wF-Vlan H3C

The Leader in Digital Solutions

<Switch>display vlan

VLAN function is enabled.

Total 3 VLAN exist(s).

Now, the following VLAN exist(s):

1(default), 2, 10 + AA v FEIZEREN-VLAN—E

<Switch> display wvlan 2

VLAN ID: 2

VLAN Type: static

Route interface: not configured

Description: VLAN 0002 VLAN2D nixHE NS 7L —A4lT
Tagged Ports: none X717 L
Untagged Ports: VLAN2ICET B oDl —F

e
Ethernetl/0/1 Ethernetl/0/3 Ethernetl/0/4 PSDTL—LAE4 S E L

<Switch> display interface ethernet 1/0/1

PVID: 1 - Z DR— b DDefault VLAN
Mdi type: auto
Port link-type: access - CDFE—PDY 422,73 access

Tagged VLAN ID : none
Untagged VLAN ID : 1
Port priority: 0

www.h3c.com 27
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04 H3CARAYF-LAGG H3C

Link aggregation Describe
RZT1v7 (Static) INTYNEIZE DIR—EBEET HH [Elink-aggregation
FI4 )Lk global load-sharing mode THEELEY

INTYREIZEDIR—INBEETHEMNE AT LD EIHALACP
& A4 +=v% (Dynamic) FEALTRIST—FLET,
LACPIZ. IEEE 802.3adDMREICTEEINTET,

o HT7 T )F =230 (LAG) T IL—TDERFEIE

o YOTIINET =3 (LAG) T IL—T DIER

o (FTLAN)HOTH )T =3 F—REDynamiclZ9 B (T 74 )Lk Static)
o YLOTTIVET—13  (LAG) T IL—TIZR—bETH A2

[H3C] interface bridge-aggregation interface-number
[H3C- Bridge-Aggregationinterface-number]link-aggregation mode dynamic
[H3C-GigabitEthernet1/0/1] port link-aggregation group number

www.h3c.com 29




04 H3CARAYF-LAGG H3C

RETIIV T IV T—2avDAK—E

[H3C] link-aggregation global load-sharing mode { { destination-

ip | destination-mac | destination-port | ingress-port | ip-protocol | mpls-
labell | mpls-label2 | mpls-label3 | source-ip | source-mac | source-

port | vlian-id } * | flexible | per-packet }

T4V
Layer 2 traffic: packet type-based sharing
Layer 3 traffic: packet type-based sharing

destination-ip: 58 &IP7RL R IZE DN TS I1voE 8 source-ip: FfETLIPTRL RISESWTh5 7190 % 758
destination-mac: 58 EMAC7 KL RIS SN TSI v % 48 source-mac: X ETTMACT EL RITESWTHS 719 0% 78
destination-port: 585 R—FMIEDNTrS T4 99 ZE DR source-port: FE TR —MEINTrSI1v T E 3K
ingress-port: A IR—KIEDNWThS T4 9057 E vlan-id: VLANIDIZE DWW TS5 71y 0& 5%

ip-protocol: IPF AT LAA TSN TRS T1vo%E D8k Flexible: /N7y 34T (L4277 ARV V7 ub, IPvA/NT I,

mpls-labell: LAY 15 JLIZE SN TMPLSkS Tqwo%E 58 IPV6/ ST vk FIEMPLS/A Ty M) ISEDWThSD090% %
mpls-label2: L4725 JLIZE SN TMPLSFS Trwo%HEx  RISHH o L= N
mpls-label3: LA 3SR JLIZESWVTMPLSkSTqwo %t Per-packet: /N7y yhZEIThST1490% R X

www.h3c.com 30



04 H3CRAYF-LAGG H3C

[SWA] interface bridge-aggregation 1

SW-A [SWA-Bridge-Aggregationl] port link-type trunk

[SWA-Bridge-Aggregationl] port trunk permit vlan 1 10 11 12
[SWA-Bridge-Aggregationl] link-aggregation mode dynamic
[SWA-Bridge-Aggregationl] quit
[SWA] interface Ethernet1/0/1 [SWB] interface bridge-aggregation 1
[SWA-Ethernet1/0/1] port link-mode bridge [SWB-Bridge-Aggregationl] port link-type trunk
[SWA-Ethernet1/0/1] port link-type trunk [SWB-Bridge-Aggregationl] port trunk permit vlan 1 10 11 12
[SWA-Ethernet1/0/1] port trunk permit vian 1 10 11 12 [SWB-Bridge-Aggregation1] link-aggregation mode dynamic

R I \ [SWA-Ethernet1/0/1] port link-aggregation group 1 [SWB-Bridge-Aggregation1] quit

.................. [SWA-Ethernet1/0/1] quit [SWB] interface Ethernet1/0/1
[SWA] interface Ethernet1/0/2 [SWB-Ethernet1/0/1] port link-mode bridge
[SWA-Ethernet1/0/2] port link-mode bridge [SWB-Ethernet1/0/1] port link-type trunk
[SWA-Ethernet1/0/2] port link-type trunk [SWB-Ethernet1/0/1] port trunk permit vlan 1 10 11 12

E1/0/1 [SWA-Ethernet1/0/2] port trunk permit vian 1 10 11 12 [SWB-Ethernet1/0/1] port link-aggregation group 1

[SWA-Ethernet1/0/2] port link-aggregation group 1 [SWB-Ethernet1/0/1] quit

[SWB] interface Ethernet1/0/2

[SWB-Ethernet1/0/2] port link-mode bridge
[SWB-Ethernet1/0/2] port link-type trunk
[SWB-Ethernet1/0/2] port trunk permit vlan 1 10 11 12
[SWB-Ethernet1/0/2] port link-aggregation group 1
[SWB-Ethernet1/0/2] quit

[SWA-Ethernet1/0/2] quit

VLAN11 g § VLAN12

www.h3c.com 31




04 H3CARAYF-LAGG H3C

[H3C]dis link-aggregation summary

Aggregation Interface Type:

BAGG -- Bridge-Aggregation, BLAGG -- Blade-Aggregation, RAGG -- Route-Aggregation, SCH-B -- Schannel-Bundle
Aggregation Mode: S -- Static, D -- Dynamic

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Actor System ID: 0x8000, a47b-88d2-0100

AGG AGG Partner ID Selected Unselected Individual Share
Interface Mode Ports Ports Ports Type

BAGGL1 S None 1 1 0 Shar
TIONF—3o43T7x—RIDIE: 1
S - ATV E—F

www.h3c.com 32
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aA7SW aAr7SW

irf-port 2/2
en-GE1/0/29 Ten-GE2/0/29#
/\ /\ 52

[ ] Port group )
Ten-GE1/0/30 Ten-GE2/0/30

IRFATIREH:: IRFEERTARESE
DI7—LIOTT7DIN—aV0bE
ThdL,
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IRFORAS

<
V.

IRF RE

IRF 1/1

IRF 3/1

IRF 1/2

IRF 3/2

2Oy MBS/

BR— &S

IRF 1/1

IRF 1/2

T —3 &l f#/ b
MER—FDFAEIE : SRR — ENL T 7/ —

R—rDBASHEIEAIRETI A, BERAE—FIE

ACISEREL T =y
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#ACLODERTE

#IL B DERE

[AC1] irf auto-update enable
#IRFAR—hDEEZ500ms TR AN

[AC1] irf link-delay 500
#IRF7R—kdisablelZLET

[AC1] interface Ten-GigabitEthernet 1/0/29
[AC1-Ten-GigabitEthernet 1/0/29] shutdown
[AC1-Ten-GigabitEthernet 1/0/29] quit

[AC1] interface Ten-GigabitEthernet 1/0/30
[AC1-Ten-GigabitEthernet 1/0/30] shutdown
[AC1-Ten-GigabitEthernet 1/0/30] quit

IRF 1/1(port29,3

IRF 2/2 (port29,30)

#IRFIREZOYMAR—F1/1Z/EREL . R—FGigabitEthernet1/0/8%IRFERER OV
R—b1/1I1ZBMLET

[AC1] irf-port 1/1

[AC1-irf-portl/1] port group interface Ten-GigabitEthernet 1/0/29

# IRFZactivelZLT=d&savea Y U R XTI 5L ELVI AV E—UNRTREND
You must perform the following tasks for a successful IRF setup:

Save the configuration after completing IRF configuration.

Execute the "irf-port-configuration active" command to activate the IRF ports.
[AC1-irf-portl/1] port group interface Ten-GigabitEthernet 1/0/30
[AC1-irf-portl/1] quit

#ACLETFARYTINARELTRIRTED LI ACLDTSA A T1%32(H%E)I<
BRELET

[AC1] irf domain 1

[AC1] irf member 1 priority 32

#IRFiR—k&enablelTT H(fERRITEZLEEA)

[AC1] interface Ten-GigabitEthernet 1/0/29

[AC1-Ten-GigabitEthernet 1/0/29] undo shutdown

[AC1-Ten-GigabitEthernet 1/0/29] quit

[AC1] interface Ten-GigabitEthernet 1/0/30

[AC1-Ten-GigabitEthernet 1/0/30] undo shutdown

[AC1-Ten-GigabitEthernet 1/0/30] quit

[AC1] irf-port-configuration active

[AC1] save force

Validating file. Please wait...
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#AC20D & TEEE

#HMEBAOYMESZ2(ZT S
<AC2>sys

System View: return to User View with Ctrl+Z.
[AC2]irf domain 1

[ACZ2]irf member 1 renumber 2
Renumbering the member ID may result in configuration
change or loss. Continue?[Y/N]:y

[AC2]save force

Validating file. Please wait...

[AC2] quit

<AC2>

<AC2>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

This command will reboot the device. Continue? [Y/N]:y

Now rebooting, please wait....%Jan 1 01:25:08:472 2013 H3C
DEV/5/SYSTEM_REBOOT: System is rebooting now.

Starting......

Press Ctrl+D to access BASIC BOOT MENU

Booting Normal Extend BootWare....

www.h3c.com
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#AC2MDER5E

#ILBEDEE

[AC2] irf auto-update enable
#IRFAR—hDEEZ500ms TR AN

[AC2] irf link-delay 500
#IRF7R—kdisablelZLET

[AC2] interface Ten-GigabitEthernet 2/0/29
[AC2-Ten-GigabitEthernet 2/0/29] shutdown
[AC2-Ten-GigabitEthernet 2/0/29] quit

[AC2] interface Ten-GigabitEthernet 2/0/30
[AC2-Ten-GigabitEthernet 2/0/30] shutdown
[AC2-Ten-GigabitEthernet 2/0/30] quit

#IRFEREEZX Oy MR—b2/2Z24ERK L . R—KGigabitEthernet2/0/7,
GigabitEthernet2/0/8ZIRFROy MEREEAR—I2/2I12BMLET

[AC2] irf-port 2/2

[AC2-irf-port2/2] port group interface Ten-GigabitEthernet 2/0/29

# IRFZactivelZLT=3H &savea T U R ERITT DEIITELDIAYE—UNRREND
You must perform the following tasks for a successful IRF setup:

Save the configuration after completing IRF configuration.

Execute the "irf-port-configuration active" command to activate the IRF ports.
[AC2-irf-port2/2] port group interface Ten-GigabitEthernet 2/0/30
[AC2-irf-port2/2] quit

HACLE AU A —TIRARELTRBIRTEDESIZ, AC2OTSAA) T4 %2 L(BAE) IZ5)

ELET
[AC2] irf member 2 priority 1
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#AC2D % 7E (=)

#IRFIR—PZenablelCF H(fERRIFEZLEEA)

[ACZ2] interface Ten-GigabitEthernet 2/0/29
[AC2-Ten-GigabitEthernet 2/0/29] undo shutdown
[AC2-Ten-GigabitEthernet 2/0/29] quit

[ACZ2] interface Ten-GigabitEthernet 2/0/30
[AC2-Ten-GigabitEthernet 2/0/30] undo shutdown
[AC2-Ten-GigabitEthernet 2/0/30] quit

[AC2] irf-port-configuration active

[AC2] save force

Validating file. Please wait...

[AC2]
#IRFR—MEILZ#ER T HEIRFAIREYAC2AACLIE R T 51=8IC
rebootL T, rebootM5ET I HEIRFMNSTERELET,

#AC2h MasterMACLIZEIHILsysname B A EHLACLELS
[AC1]display irf

MemberID Role Priority CPU-Mac Description
*+1 Master 32 f010-90db-7402 ---
2 Standby 1 f010-90db-7403 ---

* Indicates the device is the master.
+ indicates the device through which the user logs in.

H3C

The Leader in Digital Solutions

#HIRFOSTEHMENOONTI=DTEEI T1J ZsaveLET
[AC1] save force
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
Slot 2:
Save next configuration file successfully.
#Z DD IRFEETEDFESE
[AC1]display irf link
Member 1

IRF Port Interface Status
1 Ten-GigabitEthernet1/0/29 uP

2 Ten-GigabitEthernet1/0/30 UP
Member 2

IRF Port Interface Status
1 Ten-GigabitEthernet2/0/29 UP

2 Ten-GigabitEthernet2/0/30 UP
#IRFDIRTE DR ER R D FERE
# stablelZ bR TEREE
[AC1]display system stable state
System state : Stable
Redundancy state : Stable

Slot CPU Role State

1 0 Active Stable

2 0 Standby Stable
[AC1]
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YAZ—ERL, RORKRTIRFIFZIT )Y IMRACHNEESND-UICEAELEFT,

IRFO71) vy EILINT=,
YARARA—HEBI[CEENRET LN, TREI—EEHITYFRINT-,
IRF27J)yOMRAT)yrEnT=,

Fo RATVYRENEIRFI7T )y N —2 (BIB) SnizigE . T AZ—ERIE1T%
nPNnFEE A,
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05 H3CR A YF-IRF (RARA—ERIL—IL) H3C

TARAA—ZBIRTIE. BIBIZTRA—HAEIRENE T,

1. HLWAN—DEEIECENETEL. BEDIRZI—HIEIRSINET,
IRFI7 )OS SE. TRTDAVN—DBEBEEIRI—LERLGLETD
T.ZDIL—ILIFRFTYTENET,

2. BERIBEDZFDNAIN—MNIAA—TT,

3. VAT LDBREEBMNAREREWNAVN—MNTRAA—TT,

ERENFBOENODLLTDEE .. 20D A N—IERIFICEE T HEALINTE
T, DA N—IZIE, &0)’5!471/ —h—hEHESNEY,

4. &x/NDCPU MACTRL RZH DAV IN—MNIYRAZ—TT,

HLWRFI7I w9 yb7yvI 9558 TRAZ—ERRIZEYNTYITETET
IHIZIE, THEEZ)T—FTB2HEAHYET,

5. IRF¥—U Tl TRAA—ERICEKBLIIRFO7 IV ORNDEEE) T —F9 5

HENHYET,
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aA7SW

en-GE1/0/29 Ten-GEZ2/0/29
o o
(] Port group (]
Ten-GE1/0/30 Ten-GE2/0/30

IRF—TJILORABICFREERH-1-1HE. MRAIYFH
active-activeMIREEIZZY ., IRFULVICEENRET S
& IRFIZTVYIHNRLLA Y —3REEFD2DODIRF o
277Uy DIZHBISh, PRLADBRENRRBETHEN &
HYFETDTHRADARAIYFDIRF, MADLISFDR—I%
shutdownLEd
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#BFD MADDERFEHI(vVIanFEFIZECITHLRSHNES)

[AC1] vlan 99

[AC1-vlan99] quit

[AC1] interface Vlan-interface99

[AC1-Vlan-interface99] mad bfd enable

[AC1-Vlan-interface99] mad ip address 172.16.0.1 24 member 1
[AC1-Vlan-interface99] mad ip address 172.16.0.2 24 member 2
[AC1-Vlan-interface99] quit

[AC1] interface GigabitEthernet1/0/24
[AC1-GigabitEthernet1/0/24] port link-mode bridge
[AC1-GigabitEthernet1/0/24] port access vian 99
[AC1-GigabitEthernetl1/0/24] undo stp enable
[AC1-GigabitEthernet1/0/24] quit

[AC1] interface GigabitEthernet2/0/24
[AC1-GigabitEthernet2/0/24] port link-mode bridge
[AC1-GigabitEthernet2/0/24] port access vian 99
[AC1-GigabitEthernet2/0/24] undo stp enable
[AC1-GigabitEthernet2/0/24] quit

[AC1] save force

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.
Slot 2:

Save next configuration file successfully.

#BFD MAD®D & & D FERR
<ACl>display mad verbose
Multi-active recovery state: No
Excluded ports (user-configured):
Excluded ports (system-configured):
IRF physical interfaces:
Ten-GigabitEthernet1/0/29
Ten-GigabitEthernet1/0/30
Ten-GigabitEthernet2/0/29
Ten-GigabitEthernet2/0/30
BFD MAD interfaces:
Vlan-interface99
MAD ARP disabled.
MAD ND disabled.
MAD LACP disabled.
MAD BFD enabled interface: Vlan-interface99

MAD status : Normal

Member ID MAD IP address Neighbor MAD status
1 172.16.0.1/24 2 Normal

2 172.16.0.2/24 1 Normal
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#IRFIR—FDWTF D IEEE T RE

<ACl>display bfd session verbose
Total Session Num: 1 Up Session Num: 0  Init Mode: Active
IPv4 session working in control packet mode:
Local Discr: 129 Remote Discr: 0
Source IP: 172.16.0.1 Destination IP: 172.16.0.2
Session State: Down Interface: Vlan-interface99
Min Tx Inter: 400ms Act Tx Inter: 100ms
Min Rx Inter: 400ms Detect Inter: 5000ms
Rx Count: 2 Tx Count: 18011
Connect Type: Direct Running Up for: 00:00:00
Hold Time: Oms Auth mode: None
Detect Mode: Async Slot: 1
Protocol: MAD
Version: 1
Diag Info: No Diagnostic

#IRFIR—FDEAENRFT HLI=tREE, MAD BFD#E
[CEYIPPRLADEFEZRITHBBENEE)

<ACl>display bfd session verbose
Total Session Num: 1 Up Session Num: 1  Init Mode: Active

IPv4 session working in control packet mode:
Local Discr: 129 Remote Discr: 129

Source IP: 172.16.0.1 Destination IP: 172.16.0.2
Session State: Up Interface: Vlan-interface99
Min Tx Inter: 400ms Act Tx Inter: 100ms
Min Rx Inter: 400ms Detect Inter: 5000ms
Rx Count: 4 Tx Count: 21060
Connect Type: Direct Running Up for: 00:01:08
Hold Time: 5000ms Auth mode: None
Detect Mode: Async Slot: 1
Protocol: MAD
Version: 1

Diag Info: No Diagnostic

www.h3c.com

44



05 H3CRAYF-IRF (MADA T 3>)
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#activelm ARW
<H3C>diplay mad verbose
Multi-active recovery state: NO
Excluded ports (user-configured):
Excluded ports (system-configured):
IFéFigF;%S;ﬁLLT}f{E‘&Z’ Xactiveld A @ kX Multi-active hY

GigabitEthernet1/0/30 recoverytkRE TV &

BFD MAD interfaces:  3¢IRF(KRE[E £ TDROykhMaster
GigabitEthernet1/0/24

Vlan-interface99
MAD ARP disabled.
MAD ND disabled.
MAD LACP disabled.
MAD BFD enabled interface: Vlan-interface99

MAD status : Normal
Member ID MAD IP address Neighbor MAD status
1 172.16.0.1/24 2 Normal
<H3C>display irf
MemberID Role Priority CPU-Mac Description

*+1 Master 32

* indicates the device is the master.
+ indicates the device through which the user logs in.

f010-90db-7402 ---

The bridge MAC of the IRF is: 70c6-dd4d-167c

Auto upgrade :yes
Mac persistent : 6 min
Domain ID 01

#active Tl (recoveryiREB) ROy
<H3C>display mad verbose
Multi-active recovery state: Yes
Excluded ports (user-configured):
Excluded ports (system-configured):
e XacliveTENADYMEMult-actver
GigabitEthernet2/0/30 recoveryiRREETHd_ &

BFD MAD interfaces: = 3¢|RFDRRE (T2 THDAOY kA Master
GigabitEthernet2/0/24

Vlan-interface99
MAD ARP disabled.
MAD ND disabled.
MAD LACP disabled.
MAD BFD enabled interface: Vlan-interface99

MAD status : Normal
Member ID MAD IP address Neighbor MAD status
2 172.16.0.2/24 1 Normal
<H3C>display irf
MemberID Role Priority CPU-Mac Description

*+2 Master 1 f010-90db-7403 ---

* indicates the device is the master.
+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 70c6-dd4d-167c

Auto upgrade :yes
Mac persistent : 6 min
Domain ID 1
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#active’Zz AOwk #active Tl (recoveryKiE) A Awk
(<] (=]
#IRFAR—FEGE1/0/29, GE1/0/30, MAD7R—K I #IRFAR—F, MADIR—REISNA DA 27 —X [
GE1/0/24 shutdown
<H3C>dis int link-info <H3C>dis int link-info
Link: ADM - administratively down; Stby - standby Link: ADM - administratively down; Stby - standby
Protocol: (s) - spoofing Protocol: (s) - spoofing
Interface Link Protocol InUsage OutUsage InErrs OutErrs Interface Link Protocol InUsage OutUsage InErrs OutErrs
GE1/0/1 UP UP 5% 2% 0 0 GE2/0/1 DOWN DOWN 0% 0% 0 0
GE1/0/2 UP UP 10% 2% 0 0 GE2/0/2 DOWN DOWN 0% 0% 0 0
GE1/0/3 UP UP 10% 2% 0 0 GE2/0/3 DOWN DOWN 0% 0% 0 0
GE1/0/24 UP UP 20% 20% 0 0 GE2/0/24 UP UP 20% 20% 0 0
GE1/0/28 UP UP 10% 10% 0 0 GE2/0/28 DOWN DOWN 0% 0% 0 0
GE1/0/29 DOWN DOWN 0% 0% 0 0 GE2/0/29 DOWN DOWN 0% 0% 0 0
GE1/0/30 DOWN DOWN 0% 0% 0 0 GE2/0/30 DOWN DOWN 0% 0% 0 0
InLoopO UP UP(s) -% -% 0 0 InLoopO UP UP(s) -% -% 0 0
NULLO UP UP(s) -% -% 0 0 NULLO UP UP(s) -% -% 0 0
Vianl UP UP -% -% 0 0 Vianl UP UP -% -% 0 0
Vlan99 UP UP -% -% 0 0 VIan99 UP UP -% -% 0 0
Overflow: More than 7 digits. Overflow: More than 7 digits.
--- Not supported. --> Not supported.
#IRFAEIAT B&recoveryiREED ROV ML EEIRY
[ZrebootL TA ATz —ANUPDREIZRYET
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AAYFIZRBTAVIIN—bERET DIGEDAV T« T IFUTDEY,

[SW]ip route-static { dest-address { mask-length | mask } next-hop-address
AAYFIZT IAIMIL—EBRET HEHEEDIAV T« T LT DEY,
[SW]ip route-static 0.0.0.0 0.0.0.0 next-hop-address

EX T :

[SW]ip route-static 0.0.0.0 0.0.0.0 10.1.0.1

Router Router

® 0.1.0.2/24 10.1.0.1/21@?[0.2.0.1/24 10.2.0.2/24@ 10.3.0.2/24

[SW]ip route-static 10.3.0.0 0.0.0.255 10.1.0.1

SW

10.1.0.10/24

PC
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« JO—/\NJLRIPN—D30FBELET .
[Router] rip [ process-id ]
[Router-rip-1] version {1 |2}

¢ ZOI—EF—THDIL—F—NEZ DI FTI—REHEELFT,
[Router-rip-1] network network-address [ wildcard-mask |

* RIPV2DIL—BEIY Y SA X ET14E—TILICLET,
[Router-rip-1] undo summary

BESFYNT—IOMENENL—TA2 T T—TINDHAZXNKELGYTELDTEHMICHE
[CTEAHRYNT—DOF7FLRAERTH I RYMNRRAVZRBELTIVN)—ZHIB T 5FEZTT~

SARXEFUVET , TI4ILMESUumMmMarymE# T,
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06 RIPV2®D %5 Hl

192.168.1.0/24

192.168.1.1/24 | GE_0/0
192.168.0.1/24
RTA

H3C

The Leader in Digital Solutions

192.168.2.0/24

GE_0/0 1192.168.2.1/24
192.168.0.2/24

Ser_1/0

[RTA]rip 1

[RTA-rip-1]undo summary

[RTA-rip-1]version 2

[RTA-rip-1]network 192.168.0.0

[RTA-rip-1]network 192.168.1.0

[RTA]interface Serial 1/0

[RTA-Seriall/0]ip address 192.168.0.1 24
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.1.1 24

Ser 1/0 RTB

[RTB]rip 1

[RTA-rip-1]undo summary

[RTA-rip-1]version 2

[RTB-rip-l]network 192.168.0.0

[RTB-rip-l]network 192.168.2.0

[RTB]interface Serial 1/0

[RTB-Seriall/0]ip address 192.168.0.2 24
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.2.1 24
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06 OSPFOEARMWGZOTUR H3C
IL—RIDZERTET 5

[Router]router id router-id

OSPF7OtRZEZH®NZT S
[Router]ospf [ process-id |
OSPF7B+tER%ENEVYNT D

<Router>reset ospf [ process-id | process

OSPFTVT7Z/ERT %

[Router-ospf-100]area area-id

I)T7HADEEINTF=RYET—DIZEHNTI=AF3—T A X L TOSPFZH
95

[Router-ospf-1-area-0.0.0.0] network ip-address wildcard-mask
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A R3—TARDDRIFAF T 4%ERET D
[Router-Ethernet0/0] ospf dr-priority priority

A RA—DTAADOSPFORMEERTET S

[Router-Ethernet0/0] ospf cost value
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Eth0/0

JL—ARID22.2.2

EthO/1
20.0.0.1/24

Etho/1
20.0.0.2/24 B <14 30.0.0.2/24

ROUTER

RT-CJL—AID 3.3.3.3

[RTA] interface loopback 0

[RTA-loopback-0]ip address 1.1.1.1 255.255.255.255
[RTA-loopback-0]quit

[RTA] router id 1.1.1.1

[RTA] ospf 1

[RTA-ospf-1] area O

[RTA-ospf-1-area-0.0.0.0] network 1.1.1.1 0.0.0.0
[RTA-ospf-1-area-0.0.0.0] network 10.0.0.0 0.0.0.
[RTA-ospf-1-area-0.0.0.0] network 20.0.0.0 0.0.0.
[RTA-ospf-1-area-0.0.0.0] quit

[RTA-ospf-1] quit

[RTA]

255
255
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« DHCPZH®NIZT 5,

[Router] dhcp enable

* DHCP7RLRT—LEERLET,
[Router]| dhcp server ip-pool pool-name
c FAFIVIEIYHTHDIPPRLADMEEEIEELET

[Router] dhcp server ip-pool O
[Router-dhcp-pool-0] network network-address [ mask-length | mask
mask |

* DHCPOZAT7 U bDT—b 0z AIP7RLAZIEELEFTY
[Router-dhcp-pool-0] gateway-list ip-address&<1-8>
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e« DHCPOSA T rD=ODDNSH—/I\TRLRZIEELET,
[Router-dhcp-pool-0] dns-list ip-address&<1-8>

« BATFTIVIENNETHLREIPTRLRZRMLET

[Router] dhcp server forbidden-ip start-ip-address
| end-ip-address ]

. ;;_TE‘VOIZEIJ DB ToNDIP7RLAD) —RAHRZEETEL

[Router] dhcp server ip-pool 0
[Router-dhcp-pool-0] expired { day day [ hour hour
 minute minute [ secondsecond |] | unlimited }
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DNSH—/\—
192.168.1.10
f A2 —2Yhk
DHCPH—/\—
DHCPOS4A4 7>k

[Router] dhcp enable

[Router] dhcp server forbidden-ip 192.168.1.10

[Router] dhcp server forbidden-ip 192.168.1.254

[Router] dhcp server ip-pool O

[Router-dhcp-pool-0] network 192.168.1.0 mask 255.255.255.0
[Router-dhcp-pool-0] gateway-list 192.168.1.254
[Router-dhcp-pool-0] dns-list 192.168.1.10
[Router-dhcp-pool-0] expired day 5

[Router-dhcp-pool-0] quit
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DRTLDTIFILEDIIVR) T T oA ERELET,
STIHINTIE VATFLDTIAHILECDITAILE) T TH 3>
[X. EF 8] ( permit ) T9",

[H3C] packet-filter default deny
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« EARACLZRTFEL.ACLESZIEET S
o« ERACLOACLESDEIFHIEL2000~2999T9

[H3C] acl basic acl-number

« IL—ILEERT S
> BETHEETIPPRLASEEDIEE
> TR T T FEFR (permit) = IFEE (deny) [T EET 5

[H3C-acl-basic-2000] rule [ rule-id ] { deny | permit } [ counting | fragment |
logging | source { sour-addr sour-wildcard | any } | time-range time-range-name |
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« [GHACLOEZRTEELACLEBESDIEE
> S FAACLOACLE S D EiHE EX3000~3999T9,

[H3C] acl advanced acl-number

o JL—ILEERLT D
S>HBEITHEETIPFRFLA.SBEIPFRFLAIPTGEIZND AL R—FBE

SR FELITIETD I IILE) T TH Y

[H3C-acl-adv-3000] rule [ rule-id ] { deny | permit } protocol [ destination { dest-addr dest-
wildcard | any } | destination-port operator portl [ port2 ] established | fragment | source
{ sour-addr sour-wildcard | any } | source-port operator portl [ port2 ] | time-range time-range-

name |
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07 EAXRACLDREH

o« PC-ADRRYRT—OALERYNT—IBIZT7OERTAHIEXZEEIEL.,
DRI T—DIZT IR TAHEEFHFR[T 5

Ry —9B RyrI—5C rYbI—9D
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

TYRT—IA E0/1 E0/0
192.168.0.0/24
RT-C PC-A
172.16.0.1

[RTA]acl basic 2000

[RTA-acl-basic-2000]rule deny source 172.16.0.1 0
[RTA-acl-basic-2000] quit

[RTA] interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1] packet-filter 2000 inbound
[RTA-GigabitEthernet0/1] quit

[RTA]

H3C
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08 SNMPIZDLNT H3C

SNMPTEHET LI DREIFUTDEYTT
System-viewlZ Ao Tinfo-centera ¥k CRAREERTHIT—DLARNIILEFHEELET .
<H3C> system-view
[H3C] snmp-agent community write simple XXXXXXX
[H3C] snmp-agent community read simple XXXXxx

[H3C] snmp-agent sys-info version all

IS—HENDERNFEELI-BEEIZTSNMPDtrap A vt—S%E RIS A EUTDOLILHREELE
9, SecuritynamelXE B DEREZEL . v2clItrapD/N\—I 3 FBELET,

[H3C] snmp-agent trap enable syslog
[H3C] snmp-agent target-host trap address udp-domain ASw £ 57 Bip-

address params securityname WA6638 01 v2c

www.h3c.com
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08 syslogl=2L\T H3C

syslog RRMAOT EEETHEEIILUTDREY TY,
System-viewlZ Ao Tinfo-centera ¥k CRAREERTHIT—DLARNIILEFHEELET .
<H3C> system-view
[H3C] info-center loghost syslog¥—/A\—®DIPF7KL R

[h3C] info-center source default loghost level critical
# LAV TO@EY

Alert WEET O AVIETCIZEITITOILELHYET (severity=1)
Critical FEMERITTIRRE (severity=2)

Debugging  T/\WJLARLDAyt— (severity=7)
Emergency L RATLMEIELTULVEE A (severity=0)
Error T5—4KEE (severity=3)
Informational & AvtE— (severity=6)

Notification  IEBE=AEKTIKEE (severity=5)
Warning ZEIKEE (severity=4)
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m [EEHRDINE

AL ADEA Bk AV A—IL-BEFIE

K
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09 EFIFHmDINLE H3C

« O %flashkSA4TZT77A4ILELTIREFEL T, 770 ILE S HR—FIERMLTUL=1EL,
FTERRM 915

<WX3820H-AC>dis diagnostic-information

Save or display diagnostic information (Y=save, N=display)? [Y/N].y

Please input the file name(*.tar.gz)[flash:/diag_ WX3820H-AC_20130101-040914.tar.gz]:
Diagnostic information is outputting to flash:/diag_ WX3820H-AC 20130101-040914.tar.gz.
Please wait...

Save successfully.

<WX3820H-AC>

* Flashk 2547 D774 LI ftp £ LLIEL titp IZT PC A put 95, FTPH —/ Y —

<WX3820H-AC>ftp 192.168.1.3 e rap
Press CTRL+C to abort.

Connected to 172.16.1.10 (172.16.1.10).

220 3Com 3CDaemon FTP Server Version 2.0

User (172.16.1.10:(none)): anonymous

331 User name ok, need password

Password:

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> put diag_ WX3820H-AC 20130101-040914.tar.gz
227 Entering passive mode (172,16,1,10,251,22)

125 Using existing data connection

226 Closing data connection; File transfer successful.

159041 bytes sent in 0.008 seconds (18.57 Mbytes/s)

ftp> quit

<WX3820H-AC>

192.168.1.3/24
192.168.1.10/24
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10 4/ ADBA B 1V A—IL-BIEEFIR H3C

FJALOADEAN B AR —IL-BEFIEICEALTIXTHIC/N—FO7E G 5S4t ADE Tk
ERHIFIFETATHIC/N—FOz 7RG SAE o ADZFEEFH I1ZSHBL TS0,

7HERaVFA—S5(WX3840H)IZIZAPEEEH T A1=-OIZRIES 1t A

"H3C | BEELYET, ZOBOEIELE (DN TERICEEBLTEBENHY
A R | F9,

New H3C Technologies Co., Ltd.
Software License Certificate ]

4fri & / Product Info

fi
3132A04R  LIS-UIS-MANGERA-STD-2 1007005060013
3132A04R02010001C3  <==> 213132A04R02010001C3 1  4/PCS
OgE o)

T4V RZEEEBTHIZIE LTDIRIVZEEITLTIEE0Y,
SAEU AR — DER
WEIZIHLT) 1BV AR —U D IEHE
A REFITHEZIFEROINE
SAt AN B
AV RADAVAR—)L
AVAMN—IIWVEHTAERADEE
o TABVADTUAVAM—IL
o TAEADIER
7. TOTARN—32 D74 )L ZRI1ETS

HERGR, BZERF

Caution: Please keep this certificate carefully,
you may need to use it in the future.

O a s wN -
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11 BARFEY=a7 /L, FAQE H3C
https://knowledge-jp.h3c.com/TechDoc/index
| REBIRE
L—5— A wF WLAN e )
(FF7AT24—IL)
o9 RavPa—TFaY v FO—0ER AD-NET v Uax—< 32 H—s
UIS(IRZ81k) (snmpA—XiMC)
CloudNet Cloud Lab T = HILF -} Others
(Cloud&E1#) (asL—42—)
www.h3c.com
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11 BEXI=aT7ILOFHoA—KY Ak H3C

https://www.h3c.com/jp/

0> 0

http://www.h3c.com/en/Support/Resource_Center/Technical _Documents/

R 01> ® Eithis; o Q ®%

Bm-Biiv YU1—>3>v HHRk—by THE-JE~Y N—PF—0E~> 2HEAE~

tj7T€__ f\ IRTER
UY—-ZAtz>45— RUS—

VIR OS> O—R H—E X1IB R RS A IJHA ) EIRHER
AR —X Fv oI H—EX H—EX - R
A>SAINIVT
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Products by Category

I -

—
Cloud Computing Routers Switches

A" - : Ikl

Wireless Security Network Management
00 = =]
o "
SDN License Server Transceiver Modules
f BE
[”] x e @¢
NFV Servers QOasis
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H3C WX1800H Series Access H3C WX5800H Series Access H3C 802.11ax Series Access Points
Controllers Controllers

H3C WAB638 Access Point

H3C WX1800H Series Access H3C WX5800H Series Access o Mo

Confrollers Conftrollers R

Learn More — Learn More =
H3C WX3800H Series Access H3C 802.11ac Wave2 Series Access H3C WAGB636 Access Point
Controllers Points

Learn More —»

H3C WX3800H Series Access H3C WA510H Access Paint
Controllers

Leamn More =

Learn More —*

H3C WABB30X Access Point

Learn More —*

H3C WAS30 Access Point

Learn More =

H3C WAB628X Access Point

Learn More =

H3C WAS30X Access Point

Learn More =
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Products & Technology ~ Solutions ~ Training & Certification v Partners v About

Technical Documents Software Download Knowledge Base

Technical Documents Command References
Trending Title Date
nstall =l 10-12-2020
9
Command - N
ﬁ
Configure
9
Maintain 2
%
=
%
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TIHHAEROREICET

<H3C>SYS

System View: return to User View with Ctrl+Z.

<H3c>restore factory-default

This command will restore the system to the factory default configuration

and clear the operation data. Continue [Y/N].Y
Restoring the factory default configuration. This process might take a few

minutes. Please wait........ Done.

Please reboot the system to place the factory default configuration into
effect.

<H3C>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current

configuration? [Y/N]:N
This command will reboot the device. Continue? [Y/N].Y

Now rebooting, please wait.....%Jan 1 01:01:13:194 2021 H3C
DEV/5/SYSTEM_REBOOT: System is rebooting now.

Starting......
Press Citrl+D to access BASIC BOOT MENU
Press Ctrl+E to start flash test

khkkkkkkkkkkhhhkkkkkhhhkhkkkkhkhhhhkkkkhkkhkkhkhhhkkkhkkkhhhkkkkkkhkhhhhkkkkhkhkhkhhkkkkhkkkkhkkkkkkhkhkkkkk
* *

* H3C S5560X-34S-El BOOTROM, Version 119 *
* *

kkkkkkkkkkkkhkhkkhkkkkkkkrkhkhkhkkhkhkkkkrhkhkhkkhkhhkkkkkrhkhkkhkkkkkrkkhhkkhkhkkkkkkrkhkkhkkhkkkx

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd.

H3C

The Leader in Digital Solutions

Use default net params.

Press Ctrl+B to access EXTENDED BOOT MENU...0

Loading the main image files...

Loading file flash:/s5560x_ei-cmw710-system-r6552.bin............ccccccoeeeee.
Done.

Loading file flash:/s5560x_ei-cmw710-freeradius-r6552.bin....Done.

System is starting...
Cryptographic algorithms tests passed.

Startup configuration file doesn't exist or is invalid.
Performing automatic configuration... Press CTRL_C or CTRL_D to
break.

Automatic configuration attempt: 1.

Interface used: Vlan-interfacel.

Enable DHCP client on Vlan-interfacel.

Set DHCP client identifier: 441afac6a066-VLANOOO1
Obtained an IP address for Vlan-interfacel: 10.10.11.49.

Automatic configuration is running, press CTRL_C or CTRL_D to
break.

Automatic configuration is aborted.

Line auxO0 is available.

Press ENTER to get started.

www.h3c.com
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d—H—role( level0 - level15) H3C

VAT LICIE. BRIEEFRDA—F—O— LAREShTVWET . Cho®a—H—0—)LiE,. <
TOVATLYI—RIZFIEATEET . =L, RICTTT LI POERERITEGYET.

EREESIAE=TATOL——D0—)LOST, O—hlla—HF—HLU0—hlLa—HF -5 )L—
THEERL. FE B LUVHIBRTEAMIL. network-adminB £ Flevel-156MA T, 21— —0O—
LE. B—hla—HF—ELUa—hiLa—H—FIL—TEZEBETIERLHIBSIZDH, BB
DNRRAT—FEEETEET.

L0 sLA 140 1—F —O— L DT VAR, 2—F—O0—LIIL—ILELUSY)I—RTFT
AR —EFRALTEETEET . L. ChoDA—H—O—- ILOBRIEEFODTFTIEAIE
FEETEERA. FEAE. ChoD 1 —HF—0O—LOF 2+t AEEdisplay history-command
allaTURIZEETAZLIATEER AL

a—H—0—)L4% & REFw

display security-logfile summary. info-center security-logfile

) directory. £ & Usecurity-logfile saveavFZ&R{. X ATLADT

network-admin RTOWEESLUYY—RIZFIEALET,

s  LRTFLAOHRESIVYV—DdisplayavRIZFIEALE
T A—HF—O—)LOFIERARAREGTITFET <TRTTHIC
I, display roleawFEFERALET.

o O—ALEHEOTAA—HF—HEFDNAT—FEZEETEL
£IILET.

o XMLEa—@DQARIZEATHITURIZTIEALET,

o FTATORAMUBEBXMLERIZFIEALET.

s FTATORAHWMYIATMIB/—FIZFHEALET.

network-operator
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a—H—role( level0 — level15) H3C

* Level-0 - ping. tracert, ssh2. telnet. mtrace. superii& Ha~<
VRIZFORATEET LAIIODTFTOEAEIERETRTT.

o level-1- SRTLAOHERES LU Y—A0displayawFIZF
SEATEET . level-1 12— —rO—)LIZ[E. level-01—HF—0O—

) LOFTATOFTIEAELHFEENET . leve 1 PO EAEITRE
LS JL-n(n=0~13) AkETT .

o level-2irclevel-8, & EUlevel-10h'Slevel-14 - F74LRTIE,
FoEAEEBYERA. TOEREIZEAEFTRETT,

o level-8- LATFLODEEAE DBEREIUY—RZTFTHLATE
FY. LALIDA—F—D—LEFOO—HILIA—F—FHo
O AL TLNSBR X, O—hLaA—F—=FHho kD R7
—FEEETEET,
Rz, LANIA—F—O— LD FP oA TEGEG#RELDT
FERLET.
o RBAC non-debugginga<=/F.
s A—AlaA—HF—,
o j?“rJL’ﬁEn
o %-" {"rREEn
o display history-command alla<>F.

s level-15 - network-adminE B UHEREHEET .
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a—H—role( level0 — level15) H3C

[H3C] super password simple zemy&%2648.com [H3C]local-user test class network
[H3C -luser-network-test]password simple 123789.com
local-user testuser class manage [H3C -luser-network-test]service-type ?
password simple bsektr%tt@259 advpn ADVPN service
service-type terminal ike IKE service
authorization-attribute user-role level-0 ipoe IPOE service
lan-access LAN access service
*hkkkkkkkkkhkkkkhkkkhkhkhkhkkhkkhkhkhkhkhkhkkhkhkhhkhkkhhkkhhkkhhkhhkhhkhhkhhkhhkhhhhhkhhkiikx portal Portal SerV|Ce
* Copyright (c) 2004-2023 New H3C Technologies Co., Ltd. All rights ppp PPP service
reserved.* sslvpn SSL VPN service
* Without the owner's prior written consent, * [H3C -luser-network-test] quit
* no decompiling or reverse-engineering shall be allowed. *
kkkkkkkkkkkkkkkkkkkkkhhhkkkkkkkkkhhkkkkkkkkkkhhkhkkkkkkkkkkkhkkkkkkkkkkkkhkhkkkkxkx [H3C]|Ocal_user testz CIaSS man age
Line conO is available. [H3C -luser-manage-test2]ser
Press ENTER to get started. [H3C -luser-manage-test2]service-type ?
ftp FTP service
login: testuser http HTTP service type
Password : bsektr%tt@259 https HTTPS service type
<H3C>dir pad X.25 PAD service
Permission denied. ssh Secure Shell service
telnet Telnet service
<H3C>super level-15 terminal Terminal access service
Password: : zemy&%2648.com [H3C]

User privilege role is level-15, and only those commands that authorized
to the role can be used.

<H3C>dir
Directory of flash:
0 drw- - Aug 10 2023 09:13:54 anchor-ac

1 -rw- 218 Aug 03 2023 08:57:59 ap-diag.txt
24 -rw- 55543808 Aug 30 2023 06:52:53 wa6600-system.bin
262144 KB total (124540 KB free)
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AR Y

A7 %#RTT DEICHLWIEICR TS SIZITUT DA T3 (reverse)hMfE
HhhFET,

<H3C>dis logbuffer reverse

logbufferl&AE!) —LICRFSNFET DT, rebootd 5&/\VIT7—DRE
DV ENET AN TOVT I A ELHYZFET
<H3C>reset logbuffer

logbuffer® 4 X (EwmK10244 5 D AvE—CFREL. TIHILETIE
5004 TENZBASE—BOVEEIAOLEEINET,
LUTDATUFTRRiEd 2l HERETEFY .

[H3C]Jinfo-center logbuffer size 1024

logbuffer@RBIET 7A4/ILETIE1IBEIZLE, logfile&EWVWS5TFaLIRM)—IZH
Blogfile.logEWL\> 7L IVICHIEIEDE R HLBREESNET,

1FFE (3600 [C1EEZH T ICITUTOIAYURTITWVET,

f=fzL. BIEHRFLI-FR DB ER DARUENELELTVETRIEE
FHLFE A,

[H3C]info-center logfile frequency 3600

H3C

The Leader in Digital Solutions

045 #logfile.loglcZEH IR, RRBREFTILERINET,

logfile.logIZAJ ZE N TWARPIZHRRBEEZHEADHEZD
T71ILEHIRRL . #T=ICRLC 774 /L4 TYERL Tlogbuffer®
O NEDFEFEERFNET . T7 ML T A XFEHRKIOMET,
[H3CJinfo-center logfile size-quota 10

BEfE 12457 <TH . TR Dlogbufferd WA #logfile.loglZEF
HFIZIEUTOIATUREENET,

<H3C>logfile save

The contents in the log file buffer have been saved to the file
flash:/logfile/logfile.log.

T4 ILNTIEA R hOS [Tlogbuffer&byS AE!) —EIEIZE
BENFTH, BELLGEVEIICHLTEET,
[H3CJundo logging enable

O IX@EEIY—ILIZIEH AENFERTAN. BETHEITE
Yay)—ILIZEHERREINFET,

<H3C>terminal monitor
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USB® #| H H3C

The Leader in Digital Solutions

# RAYF DHEFEIC K> TITUSBR A TEHEATHYET, # Windows T74+—yhENT=USBEMZ FT A, TS5—hiH Bk S>%formatLE S
<H3C> <H3C>format usbaoO:
#USBAMEAShZELT- All data on usbaO: will be lost, continue? [Y/N].y
%Jan 1 00:21:10:705 2013 H3C FS/5/FS_INSERTED: usba: inserted into slot 1. Formatting usbao:................... Done.
<H3C>dir usbao:

<H3C>dir usbha0: Directory of usbha0:
Directory of usba0: The directory is empty.

0-rw- 54765568 Oct 12 2023 11:58:16 S5570S_EI-CMW710-R1123.ipe

1 drw- - Jul 14 2023 18:06:18  System Volume Information 15822736 KB total (15822728 KB free)
15822736 KB total (15769216 KB free) # BEREUSBZIRVTHLT7 VAR TRITNISEESHY EE AA . un mountTR £
<H3C>copy usba0:/S5570S_EI-CMW710-R1123.ipe flash:/ <H3C>umount usba0:
Copy usba0:/S5570S_EI-CMW710-R1123.ipe to flash:/S5570S_EI-CMW710-R1123.ipe? Umount usba0: successiully.
[Y/N]y %Jan 1 00:32:05:731 2013 H3C FS/4/FS_UNMOUNTED: usba0: unmounted
Copying file usba0:/S5570S_EI-CMW710-R1123.ipe to flash:/S5570S_EI-CMW?710- from slot 1.
R1123.0P€..c.ecereeeeeceereeeeenainn, Done. %Jan 100:32:11:410 2013 H3C FS/4/FS_REMOVED: usba: removed from slot 1.
<H3C>dir

Directory of flash:
0 -rw- 54765568 Jan 01 2013 00:22:49 S5570S_EI-CMW710-R1123.ipe
1-rw- 220684 Jan 01 2013 00:00:01 defaultfile.zip

2 drw- -Jan 01 2013 00:00:50 diagfile

3 -rw- 735 Jan 01 2013 00:21:34 hostkey

4 -rw- 827 Jan 01 2013 00:57:42 ifindex.dat
5 drw- -Jan 01 2013 01:01:45 logfile

6 drw- -Jan 01 2013 00:01:12 pki

7 -rw- 6330368 Aug 08 2008 20:00:00 s5570s_ei-cmw710-boot-r1113.bin
8 -rw- 81301504 Aug 08 2008 20:00:00 s5570s_ei-cmw710-system-r1113.bin

9 drw- -Jan 01 2013 00:00:50 seclog
10 -rw- 591 Jan 01 2013 00:21:34 serverkey
11 drw- -Jan 01 2013 00:02:22 versioninfo

505856 KB total (361760 KB free)
<H3C>
. www.h3c.com 384
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ViR A AT —AD—FDIEE

Bl Z (X, LSWM2XMGT8PA A7 —AH—KI[E8-Port
1/2.5/5/10G BASE-TO T ILFXH8KR—KMZHYET,

AVBII—RBEORT VILFXHAOR—MEEIREEEEZR
~=LET ., 8-Port 1/2.5/5/10G BASE-TDIEE . 10GHIHERSHD T,
Ten-GigabitEthernetE R RSN ET,

AVBITI—RABEBTDRR: xlylz

X :IRFA2/N\—ID, RAYFMNIRF 77TV IRNIZIEWNES.
TIAIETIE x1E 1 TF,

y A—FRAYRES, 0 (X AVEF—TA AR YFDEE
AVA—TIARATHAHEEZRLET,
1LIE A=A RDEFEARA—TzA(RX h—F 1 EIC
HHEERLET,
2 (X A=A RADERA 2 A—TA R 1—F 2 LIC
HHEERLET,

Z AVRITI—RH—FDEEL INLIRFELIR—FES

ZDEE. RAMYFOEEDIRA—F ROV IZZOA—FFEFEA
THELDRBRNIZRESERDIIIHYFET:

interface Ten-GigabitEthernet1/1/1
port link-mode bridge

#

interface Ten-GigabitEthernetl1/1/2
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/3
port link-mode bridge

#

interface Ten-GigabitEthernetl/1/4
port link-mode bridge

#

interface Ten-GigabitEthernetl1/1/5
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/6
port link-mode bridge

#

interface Ten-GigabitEthernetl/1/7
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/8
port link-mode bridge

H3C
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