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Comware 7 : SSIDDRES1LERTE (GUI)

Authentication mode (O Open (no authentication)
@® Static PSK
O B02.1X
(O B02.1X (clear)
O Static WEP

[J MAC authentication

[CJ IPv4 Portal Authentication

[J IPv6 Portal Authentication

Authenticator ® AC
O Ap
Security mode OWPA OWPA2 @ WPAorWPA2 O WPA3-Personal
Cipher suite OTKIP O CCMP @ TKIP or CCMP
Management Frame O O0ON @ OFF
Protection
Static PSK
Key type @ Passphrase (O Rawkey
Key

Confirm password

WPA3-Enterprise

(8-63 alphanumeric chars)




#

HHSHHHHEH SRR R R
# Authentication mode: Static PSK

# Security mode: WPA2

# ( Cipher suite : AES-CCMP )
HHSHHHHEH SRR R R
wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $c$3$EZKnZU10JCQdKFqE0jl09QIBIEbGSHUJBuDh/Pw=
cipher-suite ccmp

security-ie rsn

HHHHHHHEH R

# Authentication mode: Static PSK

# Security mode: WPA or WPA2

# ( Cipher suite or AES-CCMP )

HHHHHHHHH

wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $¢$3$EZKnZU10JCQdKFqE0jl09QIBIEbGSHUJBuDh/Pw=
cipher-suite ccmp

security-ie rsn
security-ie wpa

HHHHEHEHEHEHE B
# Authentication mode: Static PSK

# Security mode: WPA3-Personal

# WPA3-Personal Mode: Required

# ( Cipher suite : AES-CCMP )
HHHHHHHHH B
wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $¢$3$EZKnZU10JCQdKFqE0jl09QIBIEbGSHUJBuDh/Pw=
cipher-suite ccmp

security-ie rsn

wpa3 personal mandatory

HHHHHHHHH B
# Authentication mode: Static PSK

# Security mode: WPA3-Personal

# WPA3-Personal Mode: Optional

# ( Cipher suite : AES-CCMP )
HHHHHHHHH B
wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $¢$3$EZKnZU10JCQdKFqE0jl09QIBIEbGSHUJBuDh/Pw=
cipher-suite ccmp

security-ie rsn

wpa3 personal optional



HHHHEHEHEHEHE B
# Authentication mode: 802.1X

# Security mode: WPA2

# ( Cipher suite : AES-CCMP )
HHHHEHEHEHEHE B
wlan service-template 5

ssid H3C_Wifi_x

akm mode dotlx

cipher-suite ccmp

security-ie rsn

client-security authentication-mode dotlx
dotlx domain system

HHHHEHEHEHEHE B
# Authentication mode: 802.1X

# Security mode: WPA or WPA2

# ( Cipher suite : TKIP or AES-CCMP )
HHHHEHEHEHEHE B
wlan service-template 5

ssid H3C_Wifi_x

akm mode dotlx

cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

client-security authentication-mode dotlx
dotlx domain system

HEHEHHEH R R
# Authentication mode: 802.1X

# Security mode: WPA3-Enterprise

# ( Cipher suite : AES-GCMP )

HEHHHH
wlan service-template 5

ssid H3C_Wifi_x

akm mode dotlx

cipher-suite gcmp

security-ie rsn

wpa3 enterprise

client-security authentication-mode dotlx
dotlx domain system



HHHHEHEHEHEHE B

# Authentication mode: 802.1X ( clear)
HHHHEHEHEHEHE B
wlan service-template 5

ssid H3C_Wifi_x

client-security authentication-mode dotlx
dotlx domain system

HHHHEHEHEHEHE B

# Authentication mode: 802.1X ( clear)

# Handshake

#

HHHHEHEHEHEHE B
wlan service-template 5

ssid H3C_Wifi_x

client-security authentication-mode dot1x
dotlx handshake enable

dotlx domain system

HBHH
# Authentication mode: Static PSK

#
# Security mode: WPA or WPA2
# ( Cipher suite : or AES-CCMP )

HHHHEHEHEHEHE B

wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $¢$3$b2tziJ8W+8HK+ahVcXUckiSkOKSCFNPhPc4WYS8=
cipher-suite ccmp

security-ie rsn
security-ie wpa

HUHHH R R R R R
# Authentication mode: Static PSK

#
# Security mode: WPA
# ( Cipher suite : or AES-CCMP )

HEHHEHEHEHEHE

wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $¢$3$b2tziJ8W+8HK+ahVcXUckiSkOKSCFNPhPc4WYS8=
cipher-suite ccmp

security-ie wpa



S

# Authentication mode: Open ( no authentication )
S

wlan service-template 5

ssid H3C_Wifi_x

S
# Authentication mode: Open ( no authentication )

S
wlan service-template 5
ssid H3C_Wifi_x

HHHHEHEHEHEHE B

# Authentication mode: Open

# ( Security mode: WPA2, AES-CCMP )

HHHHEHEHEHEHE A

OpenDEXTE I ITWPA2, AESDERTED A LrD TCLITTEINERE
cipher-suite ccmp  ( ccmp = AES-CCMP ), ( gcmp = AES-GCMP )
security-ie rsn



Comware 9 : SSIDDIEELERTE (GUI )

Authentication settings

Authentication mode

Authenticator

Security mode
WPA3-Personal Mode
SAE Password Element
WPA3 Anti-Downgrade
Management Frame
Protection

PSK key =

(O Open (no authentication)

() Enhanced-0pen

@ Static PSK

() 802.1X

() 802.1X (clear)

() Static WEP

(] MAC Authentication

[ IPv4 Portal Authentication
[)1Pv6 Portal Authentication
@®AC

OAP

OWPA OWPA2 O WPAor WPA2 @ WPA3-Personal
@ Required O Optional
@H2EorHnP O HZ2E O HnP
(OON @ OFF

(OON @ O0FF

@ Passphrase (O Rawkey

WPA3-Enterprise

(8-63 alphanumeric chars)

Confirm password

Security mode

RRAN TS59T4RELT.WPAS ZERICLTEF 1) T4 E—FK%Personall

Management Frame{R#E#ONIZLET,

SAE PasswordElement

WPA3-SAEt 1) T4E—KRIZBULT. SAETALAFRIZPWEZE RT3 EFIEELET  HED
HEERETDHE FDOHEEZFR—FLTOEWNMERIZTAVLARYNT—II2EHR TEHRYET,

WPA3 Anti-Downgrade
COWEEEBMIZT HE. WPAIR YR T —(ZH ki LIZWPA3UZA 7 U k&, RILSSIDZEEFDWPA2
FYRT =G TEERYET  ChICKY, ImRA X 1) T HEREDEVLER RV N7 —D 1T

TEDEMEFT .

Management Frame

COBBEZAENICT e BESNIFZRARRIL —LOT YV I —2aV BRIV — LG EDKREZER

CT-ONEEIL—LRENMTONET,

EL=1.




S
# Authentication mode: Enhanced-Open
S
wlan service-template 5

ssid H3C_Wifi_x

enhanced-open enable

HHHHEHEHEHEHE B
# Authentication mode: Static PSK

# Security mode: WPA3-Personal

# WPA3-Personal Mode: Required

# SAE PasswordElement: H2E or HnP

# WPA3 Anti-Downgrade :OFF

# ( Cipher suite : AES-CCMP )

# Management Frame: OFF
HHHHEHEHEHEHE B
wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $c$35ANII+fet+KzKd2+mw2UrHfG5PCtPPK58wNxtneE=
cipher-suite ccmp

security-ie rsn

wpa3 personal mandatory

HHHHEHEHEHEHE B
# Authentication mode: Static PSK

# Security mode: WPA3-Personal

# WPA3-Personal Mode: Required

# SAE PasswordElement: H2E

# WPA3 Anti-Downgrade :OFF

# ( Cipher suite : AES-CCMP )

# Management Frame: OFF

HHHHHHHHH B
wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $c$35ANII+fet+KzKd2+mw2UrHfG5PCtPPK58wNxtneE=
cipher-suite ccmp

security-ie rsn

wpa3 personal mandatory

akm sae pwe h2e



HHSHHHHEH SRR R R
# Authentication mode: Static PSK

# Security mode: WPA3-Personal

# WPA3-Personal Mode: Required

# SAE PasswordElement: HnP

# WPA3 Anti-Downgrade :OFF

# ( Cipher suite : AES-CCMP )

# Management Frame: OFF

HHHHHHHHH R
wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $c$35ANII+fet+KzKd2+mw2UrHfG5PCtPPK58wNxtneE=
cipher-suite ccmp

security-ie rsn

wpa3 personal mandatory

akm sae pwe hnp

HHHHEHEHEHEHE A
# Authentication mode: Static PSK

# Security mode: WPA3-Personal

# WPA3-Personal Mode: Required

# SAE PasswordElement: HZE or HnP

# WPA3 Anti-Downgrade :ON

# ( Cipher suite : AES-CCMP )

# Management Frame: OFF
HHHHEHEHEHEHE B
wlan service-template 5

ssid H3C_Wifi_x

akm mode psk

preshared-key pass-phrase cipher $c$35ANII+fet+KzKd2+mw2UrHfG5PCtPPK58wNxtneE=
cipher-suite ccmp

security-ie rsn

wpa3 personal mandatory

wpa3 transit-wpa2-disable



HittH ** WIFT 702085 ** T
# Authentication mode: Static PSK

# Security mode: WPA3-Personal

# WPA3-Personal Mode: Required

# SAE PasswordElement: H2e

# WPA3 Anti-Downgrade :OFF

# ( Cipher suite : AES-CCMP )

# Management Frame: ON
HHHHEHEHEHEHE B
wlan service-template staff-wpa3

ssid staff-wpa3

akm mode psk

preshared-key pass-phrase simple h3cjapan123
cipher-suite ccmp

security-ie rsn

wpa3 personal mandatory

akm sae pwe h2e

pmf mandatory

Hutt ** WIiFi 702085 **
# Authentication mode: Static PSK

# Security mode: WPA3-Personal

# WPA3-Personal Mode: Optional

# SAE PasswordElement: HnP

# WPA3 Anti-Downgrade :OFF

# ( Cipher suite : AES-CCMP )

# Management Frame: OFF

HEHHHHHH R
wlan service-template user-wpa3

ssid user-wpa3

akm mode psk

preshared-key pass-phrase simple h3cjapan123
cipher-suite ccmp

security-ie rsn

wpa3 personal optional

akm sae pwe hnp

pmf optional

HHHHHHHHH B
# Authentication mode: 802.1x

# Security mode: WPA3-Enterprise (E%%E 4~ B]:WPA3-Personal)
# ( Cipher suite : AES-GCMP )

# Management Frame: OFF

# Dynamic WEP: off

# Handshake: OFF

# Reauthentication: OFF

# Domain name: system

HHHHHHHHH B
wlan service-template 5

ssid H3C_Wifi_x

akm mode dot1x

cipher-suite gcmp

security-ie rsn

wpa3 enterprise

wpa3 transit-wpa2-disable

client-security authentication-mode dot1x
dotlx domain system

10



AES-CCMP (Counter Mode with Cipher Block Chaining Message Authentication Code Protocol) &
AES-GCMP (Galois/Counter Mode Protocol) I&. Wi-Fixy F 7 =27 (CHBIF2BSIAXO—ZLTH Y.
ZNZENICHHERAEDYHY £, UTICHEOTHREVERLET,

BeStE—F
AES-CCMP:
A7~ ZE— K (Counter Mode) Z £ L THES{L Z 1T\ . CBC-MAC (Cipher Block Chaining Message
Authentication Code) ZEARA L TTF— X DEEU AR L £7,
T—ADEF1UT 4 EEEEENT UV RALIREHELET,

AES-GCMP:

a7 /h7 % E— K (Galois/Counter Mode) 1A L £ 9,

HAT7 74— L REFBLESERT —4BEMF oy 7%A[8EICL T,
LyFmLWwWr o oL, HEHENEL,

2.tF 2T g

AES-CCMP:

WPA2DIEHERE S FH & L TLK ERENTWET,

X2V TF4IEFEVD, BEOKEY FUFTIEGMPL Y HETEWZ EAB Y £7,

AES-GCMP:
WPA3 :F:L\’Cﬁéﬁﬁéﬂ\ WPA2E KB L TEaBilifbaniztxa T4 2RHEL 7,
— RN EEEAITEEINTWE D, SHEML DLLEUELT L

3.N\NT7FH—< R

AES-CCMP:

ESL EEREIAIL L TRITEND /20, SAEENEZL R Y DB TT,
NI A= VADRKRDOLND ST YA TIEGCMPIZE B 2 &hHY £,

AES-GCMP:
RAEEBES e —Hb L7cEREHC &L Y. coMP L ) HALEBERE AVE L
FICBESR Y b7 =7 PARRLBEEN H BB TH,

4. BAYFUF

AES-CCMP:

BfFEDOWPA2y k77— TOEM,
B8R 255 ICELTVWET,

AES-GCMP:

;ﬁLL\Wu FifR A& (FFICWi- F|6’PWPA3) IS T 2T 78R RAV FRTRARZELTWET,
SRINDOREMBENIVERIGE ITHE,
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