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01 Comware &l

One OS

12DO0STHRYNI—VEGmETR—L,
KIV—F— A vF TRk, F2)T10E

T 21— )LEEE

Comware V71, 7 EE&E. S AMRE
£, ISSU. &=L T4 E KR .
LinuxzR—XIZLI=RABRA—T U AT LT
ERP
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01 CLI#tE—View H3C

F1—H—LA _ < A B3—7x—RATUKR . <A o
S ] - e
¥ 15 REIER(THRSR) YATLE2— quiit o LR ES
|| l l EELKICEDLIRE i °
system-view VAR =g | =T 7araLE1—
1—4—Fa— [, | SRFLE2— | « OSPF, BGP, RIP,ZLF
o quit R XrRMEEDBRE
A—Y—Ea— ! \
FINvY | T7AIVER, FTP, [ vian AYK ° VIANEa— _
Telnet, BB DR E . BREBEE " VLANE 21— VLANIZR—hZ BT &
quit b‘f%i?
O—AL1—H—aTUR © B—ALA—Y—ba-
y O—Ah)La1— O—AlL1—HY—%EBMNT 5
H—Ea1— CEMNTEET

quit

user viewh issystem view~ D 1T system-view

X Cisco®Menable, config terminaltf &

Zviewh s Efiiview~DRY: quit
THIDviewh S E HEuser view~NR5: return X [Zctri+Z

www.h3c.com




01 CLIBTE—Alias H3C

The Leader in Digital Solutions

CISCO H3C CISCO H3C

no no/undo show version show version/display version
show show/display
exit exit/quit show startup-config display saved-configuration
hostname hostname/sysname show running-config display current-configuration
en, config terminal system-view
delete delete no debug all no debug all/ctrl+d
reload reboot erase startup-config reset saved-configuration
write write/save end end/return
username local-user exit exit
shutdown shutdown logging Logging/info-center
<H3C> sys OYRDET:AVURIFITEIZEfTIN,

[H3C] alias run dis cur

[H3C] run ERISANFFICRMEINS
[H3C] display alias

www.h3c.com 6



01 CLI#EE - ERGHEEQ~<UEAILD) H3C

= 2 (NILVY)

[H3C]sys?
sysname Specify the host name
system-working-mode System working mode

VATLEa1—T,.sysnameb AHL, AR—RE?ZMLET, VRATLIZ. ULTOFEHET
I RTOF—T—FENTA—2—FJRAFLFET,
[H3C]sysname ?

TEXT Host name (1 to 64 characters)

ATV MEREE AR VR Z AN T HESIT, AV DORIDXFEANDLTH DL
TabF—ZMIENTEFT . VATLFBEMITATUNZ@ETELET

www.h3c.com 7




01 CLIBIE - ERILGHeE(a~ > i5T) H3C

- 57

[H3C]sys<tab>

RT7EHLET, DRATLFBEMICOTUREHTLED,
[H3C]syshame

BIZ IR T LEA—TinEAALET,

[H3C]in<tab>

ATERLET, VAT LIZEFMICINTIRESHZRADIAV R EFHTELET
[H3C]interface

RTERYBLET , VAT LIZBEIMICINTIRESITURERYERLET,
[H3C]info-center

www.h3c.com 38
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01 CLIMEEE — EFIGHEE(EB 72 R R) H3C

- WAEDHREEARZERT

[H3C]display current-configuration
LAV DENOEREEFTERTT D
I

dhcp server ip-pool 4094

gateway-list 10.40.94.1

network 10.40.94.0 mask 255.255.255.0
dns-list 10.40.94.1

=+

[H3C]dhcp server ip-pool 4094

[H3C-dhcp-pool-4094]display this BREDE 1—(ZDIFEdhcpE 1 —)DHEERTR
dhcp server ip-pool 4094

gateway-list 10.40.94.1

network 10.40.94.0 mask 255.255.255.0

dns-list 10.40.94.1

i

www.h3c.com
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01 CLIMEEE — EFIGHEE(EB 72 R R) H3C

« BHEDXFTIRFEDITHLRT c HEDXFEETCITOHERT
[H3C]dis current-configuration | begin model [H3C]dis current-configuration | include radio
wlan ap f010-903e-f7e0 model WA6638 radio 1
serial-id 219801A24F8201E0000J radio enable
mac-address f010-903e-f7e0 radio 2
anchor-ap disable radio enable
radio 1 radio 3
radio enable [H3C]
service-template guest
radio 2
radio enable
service-template guest
radio 3

gigabitethernet 1
ten-gigabitethernet 1
#

return

[H3C]

www.h3c.com 10



01 AV 74T DEKTE R3C
HAELTW 21D

+ PC

« OY—I)L—T )L

 LANS—T)L

wm 71> — )LT—D )L

192.168.1.3/24
192.168.1.10/24

www.h3c.com
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01 )7 ILiIR—FDBIERTE H=c

Tera Term: YV 7)Vik—b BE X
T —k(P): COMB v o
F—-L—kB). |9600 v
F—3(D): 8 hit v Fv 12
)T 4(A): none v
Ak (S): 1 bit v NJLFH)
Z0 —HIECF): none v

RSB
0 Z)¥/=F(C) |0 Z)F/A70)

DT IIR—bBNOBEEFREEFIS00R—, F—R8EY N, NUFT 1740,
ANYZEY RN, 7O0—FIHEL &V ET,

www.h3c.com 12



01 telnet® & &4 H3C

Telnet V547> Telnet H—/\—
. AAYF
vian 1 P 7RLZ:
192.168.0.254
IP 7ELX: H IRy RY:
192.168.0.1 255.255.255.0
YITRINTRY: <H3C>system-view
255.255.255.0 [H3C] telnet server enable

[H3C] interface vlaninterface 1

[H3C-vlan1] ip address 192.168.0.254 24

[H3C-vlan1] quit

[H3C] line class vty

[H3C-line-vty0] authentication-mode scheme
[H3C-line-vty0] user-role network-admin

[H3C-line-vty0] quit

[H3C] local-user admin class manage
[H3C-luser-manage-admin] password simple h3cjapan.25
[H3C-luser-manage-admin] service-type telnet
[H3C-luser-manage-admin] authorization-attribute user-role network-admin
[H3C-luser-manage-admin] quit

[H3C]

www.h3c.com 13




01 telnet, ssh, http, https, ftpD & E H3C

interface Vlan-interface1

ip address 192.168.1.10 255.255.255.0
i3
line class console X (3 aux
authentication-mode scheme
user-role network-admin

(T
# -
{—
(T

BEIZTIERATEEODIPPRLRAEHRTET S

O —=ILDA R ITI—RIZTIERTHAERIZOT AV EERT S

line class vty

authentication-mode scheme
user-role network-admin

#

ssh server enable

telnet server enable

—

local-user admin class manage

paseword simple haciapan 25 . o irin T NI DISRT—RE COT I ER

service-type ftp .
service-type telnet http https ssh terminal B3 A2H—ERFIEELFEFT
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator

#

7 server anable 4mmm fip, hip, htps Y —/ \—HEE AT S
ip http enable '>:<Wind0WSPC7b\Bglﬁt@ﬁm‘é{%j—él@\ 77’{7'71_”/

Ip https enable BiftpZ L HENFSISERELENERELEE A
27 AP A=) W
&

telnet, ssh, http, https, ftpA/ 27T —X(ZT7 7R T BRI
QJAVHEERT D

telnet, ssht—/\—HREEEX B INIZT S

IT7ATIA—ILETERD/ NIV EE M0, EAERZEHN2ZDTSEAEN

5RUOVEREL, JOVIVIESET S EREHEOLET. 2HERS TS

www.h3c.com




The Leader in Digital Solutions

Comware X—3<v%

NHARTE

VLAN

m Link aggregation

m A%2Y7(IRF)

m B - BRI —T14T
m ACLIZDWT

m SNMP &sysloglZ2ULY T

[EEFROUNE

AL ADEA Bk AV A—IL-BEFIE

m X7 I)LIZDULNT

www.h3c.com 15




02 S RT LHEASRSE H3C

T I RB(RA LB D KR TE (system-viewaA T K)

[H3C] sysname ?
TEXT Host name (1 to 30 characters)

NTPZ{EHHEW AT LDEZNRVFA LT —2DERTE

[H3C] clock protocol none

[H3C] clock timezone JP add 09:00:00

[H3C] quit

<H3C> clock datetime hh:mm:ss yyyy/mm/dd

NTPZESI-V AT LDEZRUVFA LY —VDERTE

[H3C] clock protocol ntp

[H3C] clock timezone JP add 09:00:00
[H3C] ntp enable

[H3C] ntp-service unicast-server ntp.nict.jp

EEO):/Z;AQ,(AO)%EQ_:(user-VieWZI N>/ P)

<H3C> display clock

www.h3c.com 16




02 AT LW HIERE H3C

INF—/T7 A T MEEHROD % T (system-viewaA I U R)
[H3C] header ?
incoming Specify the banner of the terminal user-interface
[H3C]header motd h
Please input banner content, and quit with the character 'h’.
Hello!
h
[H3C]

IN—U3BERO R

<H3C>display version
ETHRDIAVT14T DERE
<H3C>display current-configuration

AR ITT—RABEHRO R

<H3C>display interface

www.h3c.com 17




02 AT LW HIERE H3C

IPRT—RRALREFBRD KRR
<H3C>display ip interface brief

X E FERDIREF

<H3C>save

&% 7€ [F ¥R O HIl BR
<H3C>reset saved-configuration
ROV T4 IT7AILDIETE
<H3C>startup saved-configuration filename
titp—/N\—EDEENIAL T T IT7AINDINVI T VT AT

<H3C>backup startup-configuration to dest-addr [ filename ]
<H3C>restore startup-configuration from src-adar filename

www.h3c.com 18




02 AT LIPHIERE -File H3C
AT IT7AILDRTR

<H3C>display saved-configuration
<H3C>display current-configuration

#ULTF . BEIECRATENDIT4T IT7AIVEA(T I 4 IV startup.cfg)ZHEE T 5av R
<H3C>display startup

I —rI7M L DIETE (RDEENRF)

<H3C>boot-loader file file-url
<H3C>display boot-loader

VATLD)T—k
<H3C>reboot
<H3C>schedule reboot at hh:mm [ date ]

<H3C>schedule reboot delay { hh:mm | mm}
<H3C>display schedule reboot

www.h3c.com 19
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03 H3CAAyF-Vlan

e  VLANYERK
e VLANI[ZR—FZETH A

[H3C] vlan vian-id
[H3C-vlan10] port interface-list

The Leader in Digital Solutions

R—k2 A7

77t A7R— (Access port)

S22 7R—k (Trunk port)

INAT)yk7AR—bk (Hybrid port)

ER{E avY R

VLANZEVERE vlan { vlan-id1 [ to vlan-id2 ] | all }
VLAN view|Z#1T9 5 vlan vlan-id

VLANDZHIZHZTE T D name text

VLANDERBAFERET 5

description text

www.h3c.com
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03 H3CAAyF-Vlan H3C

R—MJ O 54T

PVID

R—bD) O34T &, Access. Trunk, £f=[EHybridIZERETEET . R—FI I3 A4 T(2&o T R—FEEHD
VLANIZE|Y B THIEMTEIMEINDRESNE T, VI 2A4TTIE, ROVLANZ B R ENERINET,
Access: AccesstR—kr &, 1DDVLANMS D /Ny NEITZERIEL . CRED /Ny hER T ELTEIETEET,

BE . Accessih—MEIRDEHTHERASINET,

o VLAN/NTYRZEHHR—RLTOVEWRRT /31 AND .

o VLANZRAILZWSF T,
Trunk: TrunkiR—k EEEBDVLANN S/ N7y hEERIE TEE T, Port VLAN ID(PVID)) o D /34y b EFRE.
TrunkiR—kMSEESN D/ AT YRIVLANZT FETY , RYNT—I T IN\A R(Z$EEET HR—RMIEE. Trunk
R—rELTERESNET .
Hybrid: Hybrid R—~EBEEBDVLAND /Ny hEBRE TEER T, Hybrid R—MZ K> TERiEEI NS/ Vv DA
XHGRT—RRIE, R—FREICKH>TERBYET,

PVIDIZIR—F DT 74 ILRVLANZFEFILET . R—FTRESN=F2T LEL/ Ty E ., IR—FPVIDO LD /7y R &
RgEnxd,

AccessR— R EZ1DDVLANIZLMIMATEEH A, Accessii—hMET AVLANIL . R—FDPVIDTY ., Trunkik—
FEf-[EXHybrid R—M &, EHOVLANB L UPVIDEEEZ Y R—FLET,

www.h3c.com
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03 H3CZ'f“J7'-VIan

RTELIL—LDA o )
NIV RAM L —LIZPVIDARY Z{FTET,
- VLAN IDAPVIDERILTHNIE. T

RTHEIL—LDA L—LEZRELET,

INTOUR AR - VLAN IDAPVIDEELBIEE .
jl/_lésjépl:l‘yjobgsj-o
kYU RS VLANAZ ST ZHIBRL. ZL—LZE{EL

Y,

-IR—FTPVIDAEF RIS TULVB B S &, 7L—LIZPVIDA

JaTET,

s EITIHRWNEEIX. IL—LZERAYTLET,

- VLANDR—
£,

- VLANDR—
JLET,

JIL—LHPVIDAS EHH .
R—EHPVIDIZELTLVS1E
BlE. 27 %HIRLTIL—
LZEEELET,
VLAND R—F ETlmEEh
TWASHMPVIDEELDIEES.
AT HEIBRETITTIL—L%E
EIELET,

FCHFRISNTWWDIEG A, TL—LZERIEL

FTEFRISN TLVEWNG (X, JL—LZ%FAyY

VLAND A R—RTEFRIEN T
WBIEEICTIL—LEEEL
F9,IL—LDEFUT R
T—2ARX[Z. port hybrid
vianvian—id—list { tagged |
untagged JaAT R DERTEIZ
KOTERYES, TI4/LE
[Zuntagged TY,

FEAET B/ N YNZAT 5 H B0 A IFEND D I BR
“Trunk: PVID&ER]ICZE BT 1F750
“Hybrid: {37550, FFEUL ML K THEE (tagged,
untagged)

www.h3c.com
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03 H3CARAwF-Vlan H3C
« FSUOUR—MIATDIETE

o FSUOR—FIVLANZTZ A

o FSUOR—MITIFHILEVLANDERTE

‘H3C-GigabitEthernet1/0/1] port link-type trunk

'H3C-GigabitEthernet1/0/1] port trunk permit vlan {vian-id list | all}
'H3C-GigabitEthernet1/0/1] port trunk pvid vlan vian-id

o NATYYRR—FILTDIETE

o NAT)YFR—KMIVLANZT7 A2

o NAT)YRIR—KMZTIA+ILFVLAND R TE
‘H3C-GigabitEthernet1/0/1] port link-type hybrid

'H3C-GigabitEthernet1/0/1] port hybrid vlan vian-id-list {tagged | untagged}
'H3C-GigabitEthernet1/0/1] port hybrid pvid vlian vian-id

www.h3c.com 24




03 VIan[ZIP7RLRZE|YH TS H3C

HEZTEHITHEHICEEICIPVRLRZEIVETS
o VLANZ/ERL

« VLANIZIPZRLRZR=aFZIITEIYHTS Xk
« VLAN[ZDHCPH—/A—MSIP7RLRZEIY LTS

#VLANZ{ERX
[H3C] vilan vian ID

#¥ =217 ILTIPPRLRZEIYETS
[H3C-vlanvian ID] ip address address subnet mask
X [F
#DHCPHY—/\—MGIP7RLRZFEY H TS
[H3C-vlanvian ID] ip address dhcp-alloc
# REDHKRTEEHEZ (display currentlda>r 749 £ ERTTHMN. WEDE2—DH)
[H3C-vlanvian ID] display this

www.h3c.com 25



03 H3CAAyF-Vlan H3C

E1/0/24
802.1q%% E1/0/24

[SWA]vilan 10 [SWB]vian 10

[SWA-vian10]port Ethernet1/0/1 [SWB-vian10]port Ethernet1/0/1
[SWA-vlan10]quit [SWB-vian10]quit

[SWA]vian 20 [SWB]vian 20

[SWA-vian20]port Ethernet1/0/2 [SWB-vian20]port Ethernet1/0/2
[SWA-vian20]quit [SWB-vian20]quit

[SWA]interface Ethernet1/0/24 [SWB]interface Ethernet1/0/24
[SWA-Ethernet1/0/24]port link-type trunk [SWB-Ethernet1/0/24]port link-type trunk
[SWA-Ethernet1/0/24]port trunk permit vian 10 20 [SWB-Ethernet1/0/24]port trunk permit vian 10 20
[SWA-Ethernet1/0/24]quit [SWB-Ethernet1/0/24]quit

[SWA] [SWB]

www.h3c.com 26




03 H3CAAyF-Vian H3C

The Leader in Digital Solutions

<Switch>display vlan

VLAN function is enabled.

Total 3 VLAN exist(s).

Now, the following VLAN exist(s):

1(default), 2, 10 + AA v FEIZEREN-VLAN—E

<Switch> display wvlan 2

VLAN ID: 2

VLAN Type: static

Route interface: not configured

Description: VLAN 0002 VLAN2D nixHE NS 7L —A4lT
Tagged Ports: none X717 L
Untagged Ports: VLAN2ICET B oDl —F

e
Ethernetl/0/1 Ethernetl/0/3 Ethernetl/0/4 PSDTL—LAE4 S E L

<Switch> display interface ethernet 1/0/1

PVID: 1 - Z DR— b DDefault VLAN
Mdi type: auto
Port link-type: access - CDFE—PDY 422,73 access

Tagged VLAN ID : none
Untagged VLAN ID : 1
Port priority: 0

www.h3c.com 27
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04 H3CR 1 YF-LAGG H3C

Link aggregation Describe
RFT 47 (Static) INTYRBIZE DR—k 51X {ET HH [Elink-aggregation
FI4 Lk global load-sharing mode TiEELE T,

N7 YRBEIZEDIR—ENGEET HMEL AT LD M ERALACP
4 +=3v% (Dynamic) ERALTRII—FLET,
LACPIL. IEEE 802.3adDfREICTERNTET .

o755 =230 (LAG) T IL—T DR FIE

o YOTIINET—1a  (LAG) T IL—T DIER

o (AT HOTHI )T =3 F—REDynamiclZ9 % (T 74 JL k& Static)
o YOTITIVE—13  (LAG) T IIL—TIZR— ETH A

[H3C] interface bridge-aggregation interface-number
[H3C- Bridge-Aggregationinterface-number]link-aggregation mode dynamic
[H3C-GigabitEthernet1/0/1] port link-aggregation group number

www.h3c.com 29




04 H3CR 1 YF-LAGG H3C

RETIIV T IV T—2avDAK—E

[H3C] link-aggregation global load-sharing mode { { destination-

ip | destination-mac | destination-port | ingress-port | ip-protocol | mpls-
labell | mpls-label2 | mpls-label3 | source-ip | source-mac | source-

port | vlian-id } * | flexible | per-packet }

T4V
Layer 2 traffic: packet type-based sharing
Layer 3 traffic: packet type-based sharing

destination-ip: EIP7FL R ICEDNTRS IRt source-ip: EETIPTRLRIZE SN TSI 19 77
destination-mac: SEEMACT KL RIZE SN TS Trvo %538 source-mac: ZETMACT FL RISEDNTRS T4y IE 5
destination-port: 5856 R— M E SN TR T4V 0% 5 source-port: IEETLAR=H=E I TS 71572735
ingress-port: A HWR—RZEDINTrST4voE DS vlan-id: VLANIDIZZ& DWW TS 71v 7% 7R

ip-protocol : IPZ AR JLAATIZEDNTRS T4 0% 2R Flexible: /X4y b 24T (LA 27 B RaILIN Yk IPV4IRT Y,

mpls-labell : LA ¥ 15 LIZE SN TMPLSF S 7vo% s IPVE/ YTy FZBMPLS/ Ay M) ISEDWTHS D19 0% %

mpls-label2: L4 Y25 JLIZESWTMPLShS 74w 0% 58 ®I<vse
mpls-label3: LA ¥35 A JLIZZE SN TMPLSkSTrvo% 8k Per-packet: /N7y b ZEITRST09 0% 7 ER

www.h3c.com 30




04 H3ICRAMYF-LAGG H3C

[SWA] interface bridge-aggregation 1

SW-A [SWA-Bridge-Aggregation1] port link-type trunk

[SWA-Bridge-Aggregation1] port trunk permit vian 1 10 11 12
[SWA-Bridge-Aggregation1] link-aggregation mode dynamic
[SWA-Bridge-Aggregation1] quit
[SWA] interface Ethernet1/0/1 [SWB] interface bridge-aggregation 1
[SWA-Ethernet1/0/1] port link-mode bridge [SWB-Bridge-Aggregation1] port link-type trunk
[SWA-Ethernet1/0/1] port link-type trunk [SWB-Bridge-Aggregation1] port trunk permit vian 1 10 11 12
[SWA-Ethernet1/0/1] port trunk permit vian 1 10 11 12 [SWB-Bridge-Aggregation1] link-aggregation mode dynamic

R I \ [SWA-Ethernet1/0/1] port link-aggregation group 1 [SWB-Bridge-Aggregation1] quit

.................. [SWA-Ethernet1/0/1] quit [SWB] interface Ethernet1/0/1
[SWA] interface Ethernet1/0/2 [SWB-Ethernet1/0/1] port link-mode bridge
[SWA-Ethernet1/0/2] port link-mode bridge [SWB-Ethernet1/0/1] port link-type trunk
[SWA-Ethernet1/0/2] port link-type trunk [SWB-Ethernet1/0/1] port trunk permit vian 1 10 11 12

E1/0/1 [SWA-Ethernet1/0/2] port trunk permit vian 1 10 11 12 [SWB-Ethernet1/0/1] port link-aggregation group 1

[SWA-Ethernet1/0/2] port link-aggregation group 1 [SWB-Ethernet1/0/1] quit

[SWB] interface Ethernet1/0/2

[SWB-Ethernet1/0/2] port link-mode bridge
[SWB-Ethernet1/0/2] port link-type trunk
[SWB-Ethernet1/0/2] port trunk permit vian 1 10 11 12
[SWB-Ethernet1/0/2] port link-aggregation group 1
[SWB-Ethernet1/0/2] quit

[SWA-Ethernet1/0/2] quit

VLAN11 VLAN12
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04 H3CR 1 YF-LAGG H=3C

[H3C]dis link-aggregation summary

Aggregation Interface Type:

BAGG -- Bridge-Aggregation, BLAGG -- Blade-Aggregation, RAGG -- Route-Aggregation, SCH-B -- Schannel-Bundle
Aggregation Mode: S -- Static, D -- Dynamic

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Actor System ID: 0x8000, a47b-88d2-0100

AGG AGG PartnerID Selected Unselected Individual Share
Interface Mode Ports Ports Ports Type

BAGG1 S None 1 1 0 Shar
TIVT—230 42327 —XIDIE: 1
'S - RAZTAVIE—F

www.h3c.com 32




The Leader in Digital Solutions

Comware X—3<v%

AR TE

VLAN

m Link aggregation

m A%2Y7(IRF)

m B - BRI —T14T
m ACLIZDWT

m SNMP &sysloglZ2ULY T

[EEFROUNE

AL ADEA Bk AV A—IL-BEFIE

m X7 I)LIZDULNT

www.h3c.com 33




05 H3ICRAYF-IRFUDDIPTHEEEEZEE) H3C

a7 SW a7SW

irf-port 2/2

en-GE1/0/29 Ten-GE2/0/29# ™
/\ N\ S
(] Port group ()
Te\ﬁ-GE1/0/30 Ten-GE276/30
aakd ZAyk2

IRFEIREH: IRFEFERRTAIEE
DI7—LDTT DIN—3 0 hE
ThdL,
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05 H3CR A/ YF-IRFOFLRIL—IL H3C

IRFORRAY—: IRF HEROYFES/HEAR—IES
1. X 2. HhER 2 3. 28BN TA4O—F—>

F4o—F— kK “

1E2DFTINTF—IVRIGED
BSIELH, BRI =9 S#
[T DR T, BR2K W 1T THR
T HEOHIZ, K20 HH G
BEOVRDGLMELNERA
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IRFOrRAOY—: IRF HEAOVIESHREAR—IIES

1. EAH 2. HL3ET 3. 28RN TAS—FI—
IRF 1/1 | [IRF 1/2 IRF 1/1 | [IRF 1/2 IRF 1/1 | [IRF 1/2 |

IRF 2/1

IRF 2/2 [IRF 2/1 | |IRF 2/2

T3 &Hl{E/ Tk
YER—FOH KIS R —h&
K774 13— R— DA EDE X
BETT A, ERRAE—FIERLIZHRE
LTFEEL

IRF 3/1 | | IRF 3/2
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#AC1DERE

#ILBEORRE

[AC1] irf auto-update enable
#IRF7R— D FEEFEZ500ms TIRAN

[AC1] irf link-delay 500
#IRF7R—Kdisablel=LE T

[AC1] interface Ten-GigabitEthernet 1/0/29
[AC1-Ten-GigabitEthernet 1/0/29] shutdown
[AC1-Ten-GigabitEthernet 1/0/29] quit

[AC1] interface Ten-GigabitEthernet 1/0/30
[AC1-Ten-GigabitEthernet 1/0/30] shutdown
[AC1-Ten-GigabitEthernet 1/0/30] quit

IRF 1/1(port29,3

IRF 2/2 (port29,30)

#IRFERE R OYMR—M/1ZERL . 5R—FGigabitEthernet1/0/8Z%IRFREA OV
R—B1/11ZBMLET

[AC1] irf-port 1/1

[AC1-irf-port1/1] port group interface Ten-GigabitEthernet 1/0/29

# IRFZactivelZLT=dEsaveav U b EEITT HELIITELIAYE—IUNRREIND
You must perform the following tasks for a successful IRF setup:

Save the configuration after completing IRF configuration.

Execute the "irf-port-configuration active" command to activate the IRF ports.
[AC1-irf-port1/1] port group interface Ten-GigabitEthernet 1/0/30
[AC1-irf-port1/1] quit

#AC1ZET AR TINARELTRIRTES KT, ACIDTSAA ) T1%32(FZ=)IC
BELET

[AC1] irf domain 1

[AC1] irf member 1 priority 32

#IRFR—FZenablelZ9 B (fEHRITFEZLEFA)

[AC1] interface Ten-GigabitEthernet 1/0/29

[AC1-Ten-GigabitEthernet 1/0/29] undo shutdown

[AC1-Ten-GigabitEthernet 1/0/29] quit

[AC1] interface Ten-GigabitEthernet 1/0/30

[AC1-Ten-GigabitEthernet 1/0/30] undo shutdown

[AC1-Ten-GigabitEthernet 1/0/30] quit

[AC1] irf-port-configuration active

[AC1] save force

Validating file. Please wait...

www.h3c.com 37




05 H3CA 1 vF-IRF

H3C

The Leader in Digital Solutions

#AC20D % E #E (R

#HREBEAOVFESZ2(2TS
<AC2>sys

System View: return to User View with Ctrl+Z.
[AC2]irf domain 1

[AC2]irf member 1 renumber 2
Renumbering the member ID may result in configuration
change or loss. Continue?[Y/N]:y

[AC2]save force

Validating file. Please wait...

[AC2] quit

<AC2>

<AC2>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

This command will reboot the device. Continue? [Y/N]:y

Now rebooting, please wait....%Jan 1 01:25:08:472 2013 H3C
DEV/5/SYSTEM_REBOOT: System is rebooting now.

Starting......

Press Ctrl+D to access BASIC BOOT MENU

Booting Normal Extend BootWare....

www.h3c.com
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#AC2DER5E

#ILBEDEE

[AC2] irf auto-update enable
#IRF7R— D FEEFEZE500ms THRAN

[AC2] irf link-delay 500
#IRF7R—Kdisablel=LE T

[AC2] interface Ten-GigabitEthernet 2/0/29
[AC2-Ten-GigabitEthernet 2/0/29] shutdown
[AC2-Ten-GigabitEthernet 2/0/29] quit

[AC2] interface Ten-GigabitEthernet 2/0/30
[AC2-Ten-GigabitEthernet 2/0/30] shutdown
[AC2-Ten-GigabitEthernet 2/0/30] quit

#IRFIRE R O NR—F2/2Z R L . 7R"—FGigabitEthernet2/0/7,
GigabitEthernet2/0/8%IRFA Oy MERIEAR—F 2212 BMLET

[AC2] irf-port 2/2

[AC2-irf-port2/2] port group interface Ten-GigabitEthernet 2/0/29

# IRFZactivelZLT=d&savea T U EERITT HELIITELVDI AyE—IUMNKRREND
You must perform the following tasks for a successful IRF setup:

Save the configuration after completing IRF configuration.

Execute the "irf-port-configuration active" command to activate the IRF ports.
[AC2-irf-port2/2] port group interface Ten-GigabitEthernet 2/0/30
[AC2-irf-port2/2] quit

#AC1EEHUE)—TIRARELTGRIRTERLSIZ, AC2DTS5A4 AT 1% 1 (BRIE)IZER

ELET
[AC2] irf member 2 priority 1
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#AC2MEXE (i E)
#IRFFR—bk%enablelZ3 3 (&R IFFEZLEEA)

[AC2] interface Ten-GigabitEthernet 2/0/29
[AC2-Ten-GigabitEthernet 2/0/29] undo shutdown
[AC2-Ten-GigabitEthernet 2/0/29] quit

[ACZ2] interface Ten-GigabitEthernet 2/0/30
[AC2-Ten-GigabitEthernet 2/0/30] undo shutdown
[AC2-Ten-GigabitEthernet 2/0/30] quit

[AC2] irf-port-configuration active

[AC2] save force

Validating file. Please wait...

[AC2]

#IRFAR—RILZ R I S EIRFAIREYAC2HACI EFRAT 5= (2
rebootL T, rebootM5E T 3 HEIRFMNSTERELET,

#AC2H MasterMAC1IZE#Lsysnameh il A EHAC1 &S
[AC1]display irf

MemberlD Role Priority CPU-Mac Description
*+1 Master 32 f010-90db-7402 ---
2 Standby 1 f010-90db-7403 ---

* indicates the device is the master.
+ indicates the device through which the user logs in.

H3C

The Leader in Digital Solutions

#IRFOSTEH A ENOONI=DTEEI T1J ZsaveLET
[AC1] save force
Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

Slot 2:

Save next configuration file successfully.
#Z D DIRFERE DHERR

[AC1]display irf link

Member 1

IRF Port Interface Status
1 Ten-GigabitEthernet1/0/29 UP

2 Ten-GigabitEthernet1/0/30 UP
Member 2

IRF Port Interface Status
1 Ten-GigabitEthernet2/0/29 UP

2 Ten-GigabitEthernet2/0/30 UP
#IRFOHREDIZER K DFEEE
# stableZZ >R EKE

[AC1]display system stable state

System state : Stable

Redundancy state : Stable
Slot CPU Role State
1 0 Active Stable
2 0 Standby Stable
[AC1]
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YAZ—EREL, RORKRTIRFIFZIT )Y IMRACHNEESND-UICEAELEFT,

IRFZ77) v EILSnT=,
NAF—REIEENRET OH . YRI—RENRYEMI NIz,
IRFZ77) v RAT ) vbEnt=,

Fo RATVYRENEIRFI7T )y N —2 (BIB) SnizigE . T AZ—ERIE1T%
nPNnFEE A,
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TARAA—ZBIRTIE. BIBIZTRA—HAEIRENE T,

1. HLWAN—DEEIECENETEL. BEDIRZI—HIEIRSINET,
IRFI7 )OS SE. TRTDAVN—DBEBEEIRI—LERLGLETD
T.ZDIL—ILIFRFTYTENET,

2. BERIBEDZFDNAIN—MNIAA—TT,

3. VAT LDBREEBMNAREREWNAVN—MNTRAA—TT,

ERENFBOENODLLTDEE .. 20D A N—IERIFICEE T HEALINTE
T, DA N—IZIE, &@9471/ —h—hEHESNEY,

4. &x/NDCPU MACTRL RZH DAV IN—MNIYRAZ—TT,

HLWRFI7I w9 yb7yvI 9558 TRAZ—ERRIZEYNTYITETET
IHIZIE, THEEZ)T—FTB2HEAHYET,

5. IRF¥—U Tl TRAA—ERICEKBLIIRFO7 IV ORNDEEE) T —F9 5

HENHYET,
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en-GE1/0/29 Ten-GE2/0/29
/\ /\

[ ] Port group )
Ten-GE1/0/30 Ten-GE2/0/30

IRF7F—JILORBAIZFEERHo1=1FE . MR YFH
active-activeDIKEEIZAZY , IRFUVVICEENFRET S
. RFI7IUIMRILLA Y —3REERD2ODIRF
7TV HEEN, PELADFEERRET LN &
HYETDTHAEDARAIYFDIRF, MADLISFDR—F%
shutdownLEd
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#BFD MADDEXE Fl(vIanE S L ECITLRILHNES) #BFD MADDERE D FESR
[AC1] vlan 99 <AC1>display mad verbose
[AC1-vian99] quit Multi-active recovery state: No
[AC1] interface Vlan-interface99 Excluded ports (user-configured):
[AC1-VlIan-interface99] mad bfd enable Excluded ports (system-configured):
[AC1-Vlan-interface99] mad ip address 172.16.0.1 24 member 1 IRF physical interfaces:
[AC1-VIan-interfac:999] mad ip address 172.16.0.2 24 member 2 Ten-GigabitEthernet1/0/29
[AC1-Vian-interface99] quit Ten-GigabitEthernet1/0/30
[AC1] interface GigabitEthernet1/0/24 Ten-GigabitEthernet2/0/29
[AC1-GigabitEthernet1/0/24] port link-mode bridge Ten-GigabitEthernet2/0/30
[AC1-GigabitEthernet1/0/24] port access vian 99 BED MAD interfaces:
[AC1-GigabitEthernet1/0/24] undo stp enable Vlan-interface99
[AC1-GigabitEthernet1/0/24] QUit MAD ARP disabled.
[AC1] interface GigabitEthernet2/0/24 MAD ND disabled.
[AC1-GigabitEthernet2/0/24] port link-mode bridge MAD LACP disabled.
[AC1-GigabitEthernet2/0/24] port access vian 99 MAD BFD enabled interface: Vian-interface99
[AC1-GigabitEthernet2/0/24] undo stp enable MAD status . Normal
POV-CHaEsEnEnTE D2, U Member ID MAD IP address ~ Neighbor MAD status
LRGN ee (enies 1 172.16.0.1/24 2 Normal
Valldatlng file. Please wait... 2 172.16.0.2/24 1 Normal

Saved the current configuration to mainboard device successfully.
Slot 2:
Save next configuration file successfully.
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HIRFR—FDULT M ACIE Bk BE #IRFAR— DA DT o LI-1KE . MAD BFDH#EEE
[SEYIPZRLRADEEZ T HHBEAES)
<AC1>display bfd session verbose

<AC1>display bfd session verbose
Total Session Num: 1 Up Session Num: 0  Init Mode: Active Total Session Num: 1 Up Session Num: 1 Init Mode: Active

IPv4 session working in control packet mode: IPv4 session working in control packet mode:

Local Discr: 129 Remote Discr: 0 Local Discr: 129 Remote Discr: 129
Source IP: 172.16.0.1 Destination IP: 172.16.0.2 Source IP: 172.16.0.1 Destination IP: 172.16.0.2
Session State: Down Interface: Vlan-interface99 Session State: Up Interface: Vlan-interface99
Min Tx Inter: 400ms Act Tx Inter: 100ms Min Tx Inter: 400ms Act Tx Inter: 100ms
Min Rx Inter: 400ms Detect Inter: 5000ms Min Rx Inter: 400ms Detect Inter: 5000ms
Rx Count: 2 Tx Count: 18011 Rx Count: 4 Tx Count: 21060
Connect Type: Direct Running Up for: 00:00:00 Connect Type: Direct Running Up for: 00:01:08
Hold Time: Oms Auth mode: None Hold Time: 5000ms Auth mode: None
Detect Mode: Async Slot: 1 Detect Mode: Async Slot: 1
Protocol: MAD Protocol: MAD
Version: 1 Version: 1

Diag Info: No Diagnostic

Diag Info: No Diagnostic
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#activelm AW
<H3C>diplay mad verbose

Multi-active recovery state: No
Excluded ports (user-configured):
Excluded ports (system-configured):
IRF physical interfaces: .. . - . . N
GigF;bBi/tEthernet1/0/29 D aCtlvef&Z Ayk [£Multi-activeh’

GigabitEthernet1/0/30 recoverytkRE T/l &

BFD MAD interfaces: YIRFD? .ﬁg\l 0O« bﬁMaster
GigabitEthermet1/0/24 DREBIFETORAAYE

Vlan-interface99
MAD ARP disabled.
MAD ND disabled.
MAD LACP disabled.
MAD BFD enabled interface: Vlan-interface99

MAD status : Normal

Member ID MAD IP address Neighbor MAD status

1 172.16.0.1/24 2 Normal
<H3C>display irf
MemberlD Role  Priority CPU-Mac Description

*+1 Master 32 f010-90db-7402 ---

* indicates the device is the master.
+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 70c6-dd4d-167c

Auto upgrade :yes
Mac persistent 16 min
Domain ID 1

#active T4l \(recoveryiR8) R Oy
<H3C>display mad verbose
Multi-active recovery state: Yes
Excluded ports (user-configured):
Excluded ports (system-configured):
IRF physical interfaces:

GigabitEthernet2/0/29 Xactive TELVA O MEMulti-active A

GigabitEthernet2/0/30 recoveryiRRETHSH_ &
BFD MAD interfaces:
GigabitEthernet2/0/24
Vlan-interface99
MAD ARP disabled.
MAD ND disabled.
MAD LACP disabled.
MAD BFD enabled interface: Vlan-interface99
MAD status : Normal

Member ID MAD IP address Neighbor MAD status

2 172.16.0.2/24 1 Normal
<H3C>display irf
MemberlD Role Priority CPU-Mac Description

*+2 Master 1 f010-90db-7403 ---

* indicates the device is the master.
+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 70c6-dd4d-167c

Auto upgrade . yes
Mac persistent : 6 min
Domain ID 1

XIRFOIREE(ZE£TH ROV Master
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#activelmz XAwk
#IRFAR—KIEGE1/0/29, GE1/0/30, MADAR—KIE
GE1/0/24

<H3C>dis int link-info
Link: ADM - administratively down; Stby - standby
Protocol: (s) - spoofing

Interface Link Protocol InUsage OutUsage InErrs OutErrs
5% 2% 0 0
10% 2% 0 0
10% 2% 0 0
GE1/0/24 UP UP 20% 20% 0 0
10% 10% 0 0
GE1/0/29 DOWN DOWN 0% 0% 0 0
GE1/0/30 DOWN DOWN 0% 0% 0 0
InLoop0 UP UP(s) -% -% 0 0
NULLO uUpP UP(s) -% -% 0 0
Vian1 upP uUpP -% -% 0 0
VIan99 uUpP uUpP -% -% 0 0

Overflow: More than 7 digits.
--: Not supported.

#active T/l \(recoveryiRfiE) ROy
#

<H3C>dis int link-info
Link: ADM - administratively down; Stby - standby
Protocol: (s) - spoofing

Interface Link Protocol InUsage OutUsage InErrs OutErrs
0% 0% 0 0
0% 0% 0 0
0% 0% 0 0
GE2/0/24 UP UP 20% 20% 0 0
0% 0% 0 0
GE2/0/29 DOWN DOWN 0% 0% 0 0
GE2/0/30 DOWN DOWN 0% 0% 0 0
InLoop0 UP UP(s) -% -% 0 0
NULLO upP UP(s) -% -% 0 0
Vian1 UP upP -% -% 0 0
VIan99 uUpP upP -% -% 0 0

Overflow: More than 7 digits.
--: Not supported.

#HIRFMNEIBT HLrecoveryiREED A OV ME B EIK
[ZrebootL TS A 7z—AMNUPDIREIZRYZET
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AAYFIZRBTAVIIN—bERET DIGEDAV T« T IFUTDEY,

[SW]ip route-static { dest-address { mask-length | mask } next-hop-address
AAYFIZT IHIVMIL—FERET DIGEEDAV T« T ITUT D&Y,
[SW]ip route-static 0.0.0.0 0.0.0.0 next-hop-address

EX T :

[SW]ip route-static 0.0.0.0 0.0.0.0 10.1.0.1
SW Router Router

22510.1.0.2/24 101 .0.1/21@?] 0.2.0.1/24 10.2.0.2/24@ 10.3.0.2/24

[SW]ip route-static 10.3.0.0 0.0.0.255 10.1.0.1

10.1.0.10/24

PC
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« JO—/\NJLRIPN—D30FBELET .
[Router] rip [ process-id ]
[Router-rip-1] version {1 |2}

¢ ZOI—EF—THDIL—F—NEZ DI FTI—REHEELFT,
[Router-rip-1] network network-address [ wildcard-mask |

* RIPV2DIL—BEIY Y SA X ET14E—TILICLET,
[Router-rip-1] undo summary

BESFYNT—IOMENENL—TA2 T T—TINDHAZXNKELGYTELDTEHMICHE
[CTEAHRYNT—DOF7FLRAERTH I RYMNRRAVZRBELTIVN)—ZHIB T 5FEZTT~

SARXEFUVET , TI4ILMESUumMmMarymE# T,
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06 RIPv20a) &%

192.168.1.0/24

192.168.1.1/24 | GE_0/0
192.168.0.1/24
RTA

H3C
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192.168.2.0/24

GE_0/0 (192.168.2.1/24

Ser_1/0

[RTA]rip 1

[RTA-rip-1]undo summary

[RTA-rip-1]version 2

[RTA-rip-1]network 192.168.0.0

[RTA-rip-1]network 192.168.1.0

[RTA]interface Serial 1/0

[RTA-Seriall/0]ip address 192.168.0.1 24
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.1.1 24

192.168.0.2/24
Ser_1/0 RTB

[RTB]rip 1

[RTA-rip-1]undo summary

[RTA-rip-1]version 2

[RTB-rip-l]network 192.168.0.0

[RTB-rip-l]network 192.168.2.0

[RTB]interface Serial 1/0

[RTB-Seriall/0]ip address 192.168.0.2 24
[RTA]interface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.2.1 24
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06 OSPFOEAXRMFaTF H3C
IL—RIDFERTET S

[Router]router id router-id

OSPF7OERZEZIZT S
[Router]ospf [ process-id |
OSPF7OtR%E!)tvhd %

<Router>reset ospf [ process-id | process

OSPFTVT7Z/ERT %

[Router-ospf-100]area area-id

I)T7HADEEINTF=RYET—DIZEHNTI=AF3—T A X L TOSPFZH
95

[Router-ospf-1-area-0.0.0.0] network ip-address wildcard-mask
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A BR—TIARDDRIZAA ) TAHERTET S
[Router-Ethernet0/0] ospf dr-priority priority

ARA—TTAADOSPFORNEEERTET S

[Router-Ethernet0/0] ospf cost value
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Eth0/1
20.0.0.1/24

Eth0/1
20.0.0.2/24 B =<1 30.0.0.2/24

ROUTER

RT-C/L—4AID 3.3.3.3

[RTA] interface loopback 0

[RTA-loopback-0]ip address 1.1.1.1 255.255.255.255
[RTA-loopback-0]quit

[RTA] router id 1.1.1.1

[RTA] ospf 1

[RTA-ospf-1] area O

[RTA-ospf-1-area-0.0.0.0] network 1.1.1.1 0.0.0.0
[RTA-ospf-1-area-0.0.0.0] network 10.0.0.0 0.0.0.
[RTA-ospf-1-area-0.0.0.0] network 20.0.0.0 0.0.0.
[RTA-ospf-1-area-0.0.0.0] quit

[RTA-ospf-1] quit

[RTA]

255
255
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» DHCPZHEXIZT %,
[Router] dhcp enable

« DHCP7RLRT—ILZEERLET .
[Router] dhcp server ip-pool pool-name
c AAFZVIEIYHETHDIPFFLADEFZEIEELE T,

[Router] dhcp server ip-pool 0
[Router-dhcp-pool-0] network network-address [ mask-length | mask
mask |

* DHCPOZA7 b7 —h Iz AIPFRLRZIEELFT
[Router-dhcp-pool-0] gateway-list ip-address&<1-8>
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* DHCPYSAT7 D128 DDNSH—/\TRLREEELET,
[Router-dhcp-pool-0] dns-list jp-address&<1-8>

« ZATFTIVIENNETHLREIPTRLRZRNMLET

[Router] dhcp server forbidden-ip start-ip-address
[ end-ip-address |

. ;;_TE‘VOIZEIJ DA ToNBIP7RLAD) —RAERZEETEL

[Router] dhcp server ip-pool 0
[Router-dhcp-pool-0] expired { day day [ hour hour
[ minute minute [ secondsecond ]] | unlimited }
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DNSH—/\—
192.168.1.10
f A2 —2Yhk
DHCPH—/\—
DHCPY 547>k

[Router] dhcp enable

[Router] dhcp server forbidden-ip 192.168.1.10

[Router] dhcp server forbidden-ip 192.168.1.254

[Router] dhcp server ip-pool 0

[Router-dhcp-pool-0] network 192.168.1.0 mask 255.255.255.0
[Router-dhcp-pool-0] gateway-list 192.168.1.254
[Router-dhcp-pool-0] dns-list 192.168.1.10
[Router-dhcp-pool-0] expired day 5

[Router-dhcp-pool-0] quit
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Comware X—3<v%

AR TE

VLAN

m Link aggregation

m A%2Y7(IRF)

m B - BRI —T14T
m ACLIZDWT

m SNMP &sysloglZ2ULY T

[EEFROUNE

AL ADEA Bk AV A—IL-BEFIE

m X7 I)LIZDULNT
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DRTLDTIFILEDIIVR) T T oA ERELET,
STIHINTIE VATFLDTIAHILECDITAILE) T TH 3>
[X. EFR[( permit ) TY",

[H3C] packet-filter default deny
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« ZERACLZEHEL.ACLESZIEET S
+ H£ARACLOACLE E O FiE(F2000~2999 T,

[H3C] acl basic acl-number

o JIL—IEERT S
> BE9d 5 XETIP7FLASEHDIETE
> T4 R) T T3 FEA] (permit)E - IFEE (deny)IZIEET S

[H3C-acl-basic-2000] rule [ rule-id ] { deny | permit } [ counting | fragment |
logging | source { sour-addr sour-wildcard | any } | time-range time-range-name ]
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- [GFAACLOERTELACLESDIEE
> L FHACLOACLE S D EFH1E£3000~3999T9

[H3C] acl advanced acl-number

o JL—ILEERLT D
S>BETHIEETIPFRFLASBEIPZRLA, IPTGEIENATOR L R—FE S
SR FELITIETD I IILE) T TH Y

[H3C-acl-adv-3000] rule [ rule-id ] { deny | permit } protocol [ destination { dest-addr dest-
wildcard | any } | destination-port operator port1 [ port2 ] established | fragment | source

{ sour-addr sour-wildcard | any } | source-port operator port1 [ port2 ] | time-range time-range-
name ]
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07 EARACLODHREH

o« PC-ADRNRYRI—OALER YN —IBIZT7 O ERTHIEFZEIEL.,
DRI T—DIZT IR TAHEEFHFR[T 5

*ryLJ—IB RykIJ—5C rvbI7—5D
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

RyRI—HA E0/1 E0/0

H3C

The Leader in Digital Solutions

192.168.0.0/24

RT-C

[RTA]acl basic 2000

[RTA-acl-basic-2000]rule deny source 172.16.0.1 0
[RTA-acl-basic-2000] quit

[RTA] interface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1] packet-filter 2000 inbound
[RTA-GigabitEthernet0/1] quit

[RTA]

e

PC-A
172.16.0.1
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08 SNMP[ZDUMT H3C

SNMPTEH Y LI HREIXLTDEYTY,
System-viewlZ A > Tinfo-centera ¥k CRARERERT OIS —DLARNIILEFEELET .
<H3C> system-view
[H3C] snmp-agent community write simple xxxxxxx
[H3C] snmp-agent community read simple xxxxx

[H3C] snmp-agent sys-info version all

IS—HENDERNFEELI-BEEIZSNMPDtrap A vt—C%E RIS A EUTOLSILHREELE
9, SecuritynamelXE B DEREZEL . v2c(ItrapD/N\—I3 FIBELE T,

[H3C] snmp-agent trap enable syslog
[H3C] snmp-agent target-host trap address udp-domain A5 7% (57 Bip-

address params securityname WA6638 01 v2c

www.h3c.com
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syslogifRARANOT EEETHHREIIUTDRYTT,
System-viewlZ A > Tinfo-centera ¥k CRARERERT OIS —DLARNIILEFEELET .
<H3C> system-view
[H3C] info-center loghost syslogH—/A—®DIP7KL X

[h3C] info-center source default loghost level critical
#LANILIFLTO@EY

Alert WEET O AVIETCIZEITITOIDLELHYET (severity=1)
Critical FEMEYTTIRRE (severity=2)

Debugging  T/3\WTLARILDAyE— (severity=7)
Emergency L RATLAEELTULEEA (severity=0)
Error T5—4KEE (severity=3)
Informational & Avt— (severity=6)

Notification  IEE®T=AEKTIKEE (severity=5)
Warning ZEIKEE (severity=4)
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09 EFIFHmDINLE H3C

« O %flashkSA4T(2T77A4ILELTIREL T, 770 ILE S HR—FIERMLTUL=1EL,
FTERRM: 919

<WX3820H-AC>dis diagnostic-information

Save or display diagnostic information (Y=save, N=display)? [Y/N]:y

Please input the file name(*.tar.gz)[flash:/diag_WX3820H-AC_20130101-040914.tar.gz]:
Diagnostic information is outputting to flash:/diag_WX3820H-AC_20130101-040914 .tar.gz.
Please wait...

Save successfully.

<WX3820H-AC>

* Flashk 2547 D774 LI ftp £ LLIE titp IZT PC A put 975, FTPH —/\—

<WX3820H-AC>ftp 192.168.1.3 e rap
Press CTRL+C to abort.

Connected to 172.16.1.10 (172.16.1.10).

220 3Com 3CDaemon FTP Server Version 2.0

User (172.16.1.10:(none)): anonymous

331 User name ok, need password

Password:

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> put diag_WX3820H-AC_20130101-040914.tar.gz
227 Entering passive mode (172,16,1,10,251,22)

125 Using existing data connection

226 Closing data connection; File transfer successful.

159041 bytes sent in 0.008 seconds (18.57 Mbytes/s)

ftp> quit

<WX3820H-AC>

% T T

192.168.1.10/24

192.168.1.3/24
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10 S/ ADBA-BEK-1VA—IL-BIEEFIR H3C

FJALADEAN B AR —IL-BEFIEICEALTIXTHIC/N—FO7E G SAtE ADE Tk
ERHIFIFETATHIC/N—FOz 7RG A ADZFEEFH I1ZSHBL TS0,

7HERaVFA—S5(WX3840H)IZIZAPEEEH T A1=-OIZRIES 1t A

‘HaC | BELRVET, ZOBOFIFLE OV THRIEBLTHDLEN DY
HE=HARGRAH
P =7

4{ri ¥ / Product Info

fi
3132A04R  LIS-UIS-MANGERA-STD-2 1007005060013
3132A04R02010001C3  <==> 213132A04R02010001C3 1 4 /PCS
e OgE

FTAL O RAZEEETHIZIE, ULTDIRVEEITLTLIZSLY,
SAEVARARL— DR
WEIZIHLT) 1BV AR —D D IEHE
A RAZFRICHEGRROIRE
At AN &%
CTAEVADA VAR
AVA=IVEHTA AN ERE
o TAEVADTUAVAR—IL
o TABVADIEER
7. TOTAR—23 D7/ )LERIET S

Software License Certificate I

HERGR, BRERF

Caution: Please keep this certificate carefully,
you may need to use it in the future.

O a s wN -
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https://knowledge-jp.h3c.com/TechDoc/index

| RmblRER

—5— A wF WLAN X UTa
(F7AT24—IL)
9S50 FavEBa—TFT1Y Ay bD—0ER AD-NET v Ja—3 3> H—s
UIS({r#81k) (snmpAR—XiMC)
CloudNet Cloud Lab T Z=ANTHE— b Others
(Cloud &) (Yazb—4—)
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11 BEXI=a7ILOFHoA—KY Ak H3C

https://www.h3c.com/jp/

0> 0

http://www.h3c.com/en/Support/Resource Center/Technical Documents/

R 01> ® Eithis; o Q %%

BR-Biiv YU1—>3>v HWHRk—by WHE-BE~Y N—PF—0E~> 2HEAE~

-U-Ti_ I\ INRTER
UY=L 59— RUS—

Il B e e T B Y—EXERIR EHmSA YA ) EIEEER

A8 — FYRILT—EX Y—EX - fRiE
AZSAINIVT
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Products by Category

I -

—
Cloud Computing Routers Switches

A" - : Ikl

Wireless Security Network Management
00 = =]
o "
SDN License Server Transceiver Modules
f BE
[”] x e @¢
NFV Servers QOasis
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H3C WX1800H Series Access H3C WX5800H Series Access H3C 802.11ax Series Access Points
Controllers Controllers

H3C WAB638 Access Point

H3C WX1800H Series Access H3C WX5800H Series Access o Mo

Confrollers Conftrollers R

Learn More — Learn More =
H3C WX3800H Series Access H3C 802.11ac Wave2 Series Access H3C WAGB636 Access Point
Controllers Points

Learn More —»

H3C WX3800H Series Access H3C WA510H Access Paint
Controllers

Leamn More =

Learn More —*

H3C WABB30X Access Point

Learn More —*

H3C WAS30 Access Point

Learn More =

H3C WAB628X Access Point

Learn More =

H3C WAS30X Access Point

Learn More =
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K.a>o49 . R]R5F<X=a7I) H3C
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Software Download Knowledge Base

Technical Documents

Trending

Install

Command -

Configure

Maintain

Command References
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TIHHAEROREICET

<H3C>S8YySs
System View: return to User View with Ctrl+Z.

<H3Cc>restore factory-default
This command will restore the system to the factory default configuration

Use default net params.

Press Ctrl+B to access EXTENDED BOOT MENU...0

Loading the main image files...

Loading file flash:/s5560x_ei-cmw710-system-r6552.bin..............cccccueeee.

and clear the operation data. Continue [Y/N].y Done.

Restoring the factory default configuration. This process might take a few Loading file flash:/s5560x_ei-cmw710-freeradius-r6552.bin....Done.
minutes. Please wait........ DO, e Done

Please reboot the system to place the factory default configuration into System is starting...

effect. Cryptographic algorithms tests passed.

<H3C>reboot

Start to check configuration with next startup configuration file, please Startup configuration file doesn't exist or is invalid.
wait......... DONE! Performing automatic configuration... Press CTRL_C or CTRL_D to

Current configuration may be lost after the reboot, save current
configuration? [Y/N]:N
This command will reboot the device. Continue? [Y/N].Y

Now rebooting, please wait.....%Jan 101:01:13:194 2021 H3C
DEV/5/SYSTEM_REBOOT: System is rebooting now.

Starting......
Press Ctrl+D to access BASIC BOOT MENU
Press Ctrl+E to start flash test

kkkkkkkkkkhkkhkhkkhkhkhhkhkkhhkhkhkkhkhkkhhkhkkhhkhkhkkhkkhhkhkhkkhkhkkhkhkhkkhhkkkkhkkkk
* *

* H3C S5560X-34S-EI BOOTROM, Version 119 *
* *

khkkkhkkhkkhkkkhkhkkhkhkkhhkhkkhkhkhkhkkhkhkhhkhkhkhkhkhkkhkhhkhkhhhkhkhkhhkhkhhkhkhhkhx

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd.

break.

Automatic configuration attempt: 1.

Interface used: Vlan-interface1.

Enable DHCP client on Vlan-interface1.

Set DHCP client identifier: 441afac6a066-VLANOOO1
Obtained an IP address for Vlan-interface1: 10.10.11.49.

Automatic configuration is running, press CTRL_C or CTRL_D to
break.

Automatic configuration is aborted.

Line aux0 is available.

Press ENTER to get started.

www.h3c.com
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3 —#H—role( level0 — level15) H3C

VAT LICIE. BRIEEFRDA—F—O— LAREShTVWET . Cho®a—H—0—)LiE,. <
TOVATLYI—RIZFIEATEET . =L, RICTTT LI POERERITEGYET.

EREESIAE=TATOL——D0—)LOST, O—hlla—HF—HLU0—hlLa—HF -5 )L—
THEERL. FE B LUVHIBRTEAMIL. network-adminB £ Flevel-156MA T, 21— —0O—
LE. B—hla—HF—ELUa—hiLa—H—FIL—TEZEBETIERLHIBSIZDH, BB
DNRRAT—FEEETEET.

L0 sLA 140 1—F —O— L DT VAR, 2—F—O0—LIIL—ILELUSY)I—RTFT
AR —EFRALTEETEET . L. ChoDA—H—O—- ILOBRIEEFODTFTIEAIE
FEETEERA. FEAE. ChoD 1 —HF—0O—LOF 2+t AEEdisplay history-command
allaTURIZEETAZLIATEER AL

a—H—0—)L4% & REFw

display security-logfile summary. info-center security-logfile

) directory. £ & Usecurity-logfile saveavFZ&R{. X ATLADT

network-admin RTOWEESLUYY—RIZFIEALET,

s  LRTFLAOHRESIVYV—DdisplayavRIZFIEALE
T A—HF—O—)LOFIERARAREGTITFET <TRTTHIC
I, display roleawFEFERALET.

o O—ALEHEOTAA—HF—HEFDNAT—FEZEETEL
£IILET.

o XMLEa—@DQARIZEATHITURIZTIEALET,

o FTATORAMUBEBXMLERIZFIEALET.

s FTATORAHWMYIATMIB/—FIZFHEALET.

network-operator
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a—#H—role( level0 — level15) H3C

* Level-0 - ping. tracert, ssh2. telnet. mtrace. superii& Ha~<
VRIZFORATEET LAIIODTFTOEAEIERETRTT.

o level-1- SRTLAOHERES LU Y—A0displayawFIZF
SEATEET . level-1 12— —rO—)LIZ[E. level-01—HF—0O—

) LOFTATOFTIEAELHFEENET . leve 1 PO EAEITRE
LS JL-n(n=0~13) AkETT .

o level-2irclevel-8, & EUlevel-10h'Slevel-14 - F74LRTIE,
FoEAEEBYERA. TOEREIZEAEFTRETT,

o level-8- LATFLODEEAE DBEREIUY—RZTFTHLATE
FY. LALIDA—F—D—LEFOO—HILIA—F—FHo
O AL TLNSBR X, O—hLaA—F—=FHho kD R7
—FEEETEET,
Rz, LANIA—F—O— LD FP oA TEGEG#RELDT
FERLET.
o RBAC non-debugginga<=/F.
s A—AlaA—HF—,
o j?“rJL’ﬁEn
o %-" {JREEn
o display history-command alla<>F.

s level-15 - network-adminE B UHEREHEET .
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J—4—role( level0 — level15)

[H3C] super password simple zemy&%2648.com

local-user testuser class manage
password simple bsektr%tt@259
service-type terminal
authorization-attribute user-role level-0

e T L L L T e e e S e e S s 2

* Copyright (c) 2004-2023 New H3C Technologies Co., Ltd. All rights
reserved.”

* Without the owner's prior written consent,

* no decompiling or reverse-engineering shall be allowed.

khkkkkhkkkhkkhkhkhkkhhkhkhhkhkkhkkhkhhkhkhkkhhkhkkhhkhkhhkhkhhhhkhkkhhkhkkhhkkhkkhkkkhkkhkkkk

*

*

Line conO is available.
Press ENTER to get started.

login: testuser

Password : bsektr%tt@259
<H3C>dir

Permission denied.

<H3C>super level-15

Password: : zemy&%2648.com

User privilege role is level-15, and only those commands that authorized
to the role can be used.

<H3C>dir
Directory of flash:
0 drw- - Aug 10 2023 09:13:54 anchor-ac

1 -rw- 218 Aug 03 2023 08:57:59 ap-diag.txt
24 rw- 55543808 Aug 30 2023 06:52:53 wab600-system.bin
262144 KB total (124540 KB free)
<H3C>

[H3C]local-user test class network
[H3C -luser-network-test]password simple 123789.com
[H3C -luser-network-test]service-type ?

advpn ADVPN service

ike IKE service

ipoe IPOE service
lan-access LAN access service
portal Portal service

pPpPp PPP service

sslvpn SSL VPN service
[H3C -luser-network-test] quit

[H3Cl]local-user test2 class manage
[H3C -luser-manage-test2]ser
[H3C -luser-manage-test2]service-type ?

ftp FTP service

http HTTP service type

https HTTPS service type

pad X.25 PAD service

ssh Secure Shell service

telnet Telnet service

terminal Terminal access service
[H3C]

H3C
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AR Y

B 124 575K TH, TIRDlogbufferd WA #logfile.loglE &
HIICIELULTOIATURE/FEET,

<H3C>logdfile save

The contents in the log file buffer have been saved to the file
flash:/logfile/logfile.log.

OJ%&RTTDEICHLWIEIZRTT BICIEUTOA T3>
(reverse)hMEHNET,

<H3C>dis logbuffer reverse

OJ Z@EEIY—ILIZITHE AShFEEADL., BRETHEITEK
Yary—ILIZHERRSINZET,

<H3C>terminal monitor
0% #lodfile.loglcE=H I . RARBEFX TIRERINET,

logfile.logIZAJ ZEWVWTWORPICHRRBEZTEZALHEID
74 IVEHIBRL . #if=ICRLC 774 /L% THYERL Tlogbuffer®
AN EDFEFEETRAFENF T, T7 ML T A XFHEKIOMET,
[H3Clinfo-center logfile size-quota 10

H3C

The Leader in Digital Solutions

logbufferl&AE!) —LEICRFSNFT D T. rebootd &/ Ny T7— DAL
DUTEINET AN TOVTIBHELHYFET
<H3C>reset logbuffer

T I4ILETIEA RO [TlogbufferE NS AR —fEE SR 8RS N T T AN
RHFELGEVLKIITHLTEFY,
[H3CJundo logging enable

logbufferd 44 X (EwxK 10244 5D AvE—CFHFREL. TIFHILETIE
5004 TENZTEBASE—BFBHVEEM LEESNFT,
UTDIARURTRERT B MERETEFY,

[H3CJinfo-center logbuffer size 1024

logbuffer®REET 74 I/LETIE1BIZ1E], logfileEWLNST AL IR —IZH
Blogdfile.logEL\ > 77 IVICRTIEIED E R HBRESNET,
1HE(3600FD) [C1RIEBZH T ICIFULTOIATURTITLET,

f=t=L. BIEMRFLI-B DTG E D DARV N EELTLWVETNIEE
THLFEH A,

[H3Clinfo-center logfile frequency 3600
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USB® FI A

#AAYTFDEIEIZK>TIZIUSBRSAT#BATHYET,

<H3C>

# USBOI AN ZELT-

%dJan 100:21:10:705 2013 H3C FS/5/FS_INSERTED: usba: inserted into slot 1.

<H3C>dir usba0:

Directory of usba0:
0 -rw- 54765568 Oct 12 2023 11:58:16 S5570S_EI-CMW710-R1123.ipe
1 drw- -Jul 14 2023 18:06:18  System Volume Information

15822736 KB total (15769216 KB free)
<H3C>copy usba0:/S5570S_EI-CMW710-R1123.ipe flash:/
Copy usba0:/S5570S_EI-CMW710-R1123.ipe to flash:/S5570S_EI-CMW710-R1123.ipe?
[Y/N]:y
Copying file usba0:/S5570S_EI-CMW710-R1123.ipe to flash:/S5570S_EI-CMW710-
R1123.ipe...ccceeiiiiiiieees Done.
<H3C>dir
Directory of flash:
0 -rw- 54765568 Jan 01 2013 00:22:49 S5570S_EI-CMW710-R1123.ipe
1-rw- 220684 Jan 01 2013 00:00:01 defaultfile.zip

2 drw- -Jan 01 2013 00:00:50 diagdfile

3 -rw- 735 Jan 01 2013 00:21:34 hostkey

4 -rw- 827 Jan 01 2013 00:57:42 ifindex.dat
5 drw- -Jan 01 2013 01:01:45 lodfile

6 drw- -Jan 01 2013 00:01:12 pki

7 -rw- 6330368 Aug 08 2008 20:00:00 s5570s_ei-cmw710-boot-r1113.bin
8 -rw- 81301504 Aug 08 2008 20:00:00 s5570s_ei-cmw710-system-r1113.bin

9 drw- -Jan 01 2013 00:00:50 seclog
10 -rw- 591 Jan 01 2013 00:21:34 serverkey
11 drw- -Jan 01 2013 00:02:22 versioninfo

505856 KB total (361760 KB free)
<H3C>

H3C
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# Windows T4 —<vhSNTzUSBZEFEZ FT A, T5—HH D L5 5formatLET
<H3C>format usba0:

All data on usbaO: will be lost, continue? [Y/N].y

Formatting usbaO:................... Done.

<H3C>dir usba0:

Directory of usba0:

The directory is empty.

15822736 KB total (15822728 KB free)

# BEUSBEZIRWTEL7 /AR THREINIERESH Y FE A D un mount TR L
<H3C>umount usba0:

Umount usba0: successfully.

%dJan 1 00:32:05:731 2013 H3C FS/4/FS_UNMOUNTED: usba0: unmounted
from slot 1.

%Jan 1 00:32:11:410 2013 H3C FS/4/FS_REMOVED: usba: removed from slot 1.
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ViR A AT —AD—FDIEE

Bz [£. LSWM2XMGT8PA 271 —AH—K[E8-Port
1/2.5/5/10G BASE-TO T ILF X H8HR—KZREYET,

AVAIT—RAREDRTR IILFXHOR—PMREEIRESREEZR
RLFET, 8-Port 1/2.5/5/10G BASE-TO5HE . 10GHREHD T,
Ten-GigabitEthernett RRENFE T,

AVBII—RABEFTDRR: xlylz

X IRFAV/IN—ID, RAYFMNIRF 77T )y IRIZEHNMES.
TIHILLTIE x X1 TF,

y A—FRAOYRES, 0 (X AVE3—TA AR YFDEE
AVA—TIARATHAHEEZRLET,
1EAVE—TIARADRERAA—T AR AH—F 1 EIC
HH_EERLET,

2 (X AVEA—TARADRERAVA—T AR AH—Fk 2 EIC
HHEERLET,
zZ AVATI—RAI—FDEEN 1HILIEELIR—IES

ZDEE. RAMYFOEEDIRA—F ROV IZZOA—FFEFEA
THELDRBRNIZRESERDIIIHYFET:

interface Ten-GigabitEthernet1/1/1
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/2
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/3
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/4
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/5
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/6
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/7
port link-mode bridge

#

interface Ten-GigabitEthernet1/1/8
port link-mode bridge

H3C
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