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FlEg: BEOENMEE—FNOWER >EMFE—FDEE ->ZTBINT-HE DD DHERR
HIWEDE— FAHER(THEHEIRETIZIFITE—R)

<WA6320> display wlan device role Tera Term: U7 )Lifi—b BE X

Current running mode: FIT AP.

# system-view|Z Tap-modea < > K TCloudE— FIZZE ¥ : APE—FICIILLTD32D T —k(P): |OOM‘3 v oK

<WA6320> system-view ETE—FHEIRTZEET, - . .

System View: return to User View with Ctrl+Z. ap-mode { anchor-ac | cloud | fit } R—-L—HB): |9600 v

[WA6320] ap-mode cloud _ : + 0

Changing working mode will reboot system. Continue? [Y/N]:y 7 —=(D): 8 bit w v I
o | 5

#E— REBE D0 APIZ BB ICreboot L 7, I T A Lol

System is starting... 2w (S): e v NLF(H)

Press Ctrl+D to access BASIC-BOOTWARE MENU... > AS), .

Booting Normal Exte[]ched BootWare S0—4$I(F):  none g

D7 — b Xy - A0

Image file flash:/wa6600-boot.bin is self- T
decompressing.....cccceee.... 1A (SR

............................................................................ 0 EU#‘!L’?(C) 0 EIJ?",L};??(L)

System image is starting...
Line conO is available.
Press ENTER to get started. AV Y —IVEREDBERTEIL. 9600 FK—., F—48Ew b,
#EBECloudE— FICA s/l LR L £T, NYF4hL, Ry ZTEY M1, 7O0-§1#%4 L
<WA6320> display wlan device role

Current running mode: Cloud AP.

<WA6320> save force
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1. EBENAR—RYNMITIORATESLIL
2. 43—y MZIEHE L TLVSfirewal CUL T OR—b A A—T o THBHIE
« AT A v FELAHKR— b
TCP 80
TCP 443
« Cloudneti®BEHKR— h
TCP 19443 (T 7 4L M)EFETAICIFLULTOaAT Y RTITLWE T
cloud-management server port port-number
« NTPY—/"—HmK—+F
UDP 123
2QEEDV) T ILEENDTMO>TLVSH(<H3C>display device manuinfod<Y >k TR )
3.CloudnetA T A7 hIOUMEERLT. QT AV LEEZE iR, EEFITLET,
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CloudnetcfEbh N bR — FIXEEE

- [FL&HIC

HoUCOHIETEL T 230,

FLLTDOL Y BLDOAMELN T T DT

IP address Protocol | Source port (Destination port) /82
52.163.242.100 | TCP any 80/443/19443 | Web GUIEHEHA
52.187.3.51 TCP any 80/443/19443 | CloudNetizftA
13.76.182.179 | TCP any Clouds®sEA
13.76.252.214 | TCP any 5555/28443 License ServerH
52.187.0.95 TCP any APIKONG GWH
40.73.23.215 UDP any NTPH
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Usermame  newhic o https://cloudnet.h3c.com/

(6-32 chars that start wit

CENTER
Only letters, digits, and

Email 185 299@h3c.c

Welcome To Cloudnet

~. Username / Email

Password e00000RORS

— H3C U-Center — () Password

Confirm Password seccccssee - [ Remember Me
Cloudnet

[V]Agree QOasis User Reg
Cloud-Driven Automation Makes Work Easy

The account already ¢
logi




01 Cloudneti®iE - fERgkL=7HhH> bR 1>

SRR

Welcome To Cloudnet

— H3C U-Center —

Cloudnet

Cloud-Driven Automation Makes Work Easy
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CloudnetTTO & EHI

>y T —7 >

=JL ==

axX AE

FrvxIb, N RZERBETETET,

> 7 77 FAP > WLANERE > HEiff B E Tk H

EBEEHNN—GELNTLVE

BT I(—DDAPIX1M52D
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aAT—I% )LAR7(TYTR
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ERE PIZIEABLHEE, TWEY) WERN+STY)
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2.4G 2.4G 2.4G 24G 24G
FyRIL:auto(TIHILR) FyRILauto(T7HILR) FyRIL:auto(T7HILR) F Il auto(TI7A4ILR) Fo ) auto(T7FILR)
& 75:60% &75:80% BH:80% T5H:80% B/:100%(FT7+ILR)
iR 20 B 20 iR 20 B #H:20 B 20

5GHz-1 5GHz-1 5GHz-1 5GHz-1 5GHz-1

FxR )L auto(TIAILR) F)Lauto(TIHILR) FR)L:auto(TIHILR) F Il auto(TIH4ILR) Fx Il auto(T7HILR)
TH:80% BAH:100%(T74ILK) BH:100%(T74ILK) T|AH:100%(TI4ILF) TAH:100%(FT74ILF)
iR EE:20 iR %40 iR EE: 40 R 80(T74ILR) JB i s - 80(F 74 ILE)
5GHZz-2 5GHz-2 5GHz-2 5GHz-2 5GHz-2
FxRJLauto(TIAILR) FR)Lauto(TIHILR) FxR)L:auto(TIH4ILR) F Il auto(TI74ILR) F Il auto(TIHILR)
T H:80% BH:100%(T24ILK) BAH:100%(T24ILK) B|AH:100%(TI4ILF) BTH:100%(TI+ILR)
RBiR#E:20 iR %40 iR ¥E:40 R 80(T74ILR) B i s - 80(F 74 LK)
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Iy R —27 >HE> 2777 FAP > WLANGETE > SR =IE8:%TF

WAG6638-JP  2.4GhzDiga

{Z1IFRadioikEE
{E1FRadicitEE {E1FRadiodfEE
2 AGHz
2 AGHz 2.4GHz 1REE: O iy Aa0—X
PRE: QO +—7> goO—=x HEE: O+ po—X
F iy Fil AUTO(T 7+ )
F o ol AUTO(T 7 £ I) Fr gl AUTO(T 7 L |)
7 i 40
PR . B 40
g =5 QO Hi—trr— HERA T #
B Eh
10 20
70%
" a0
12
5GHz-1 40%
5GHz-1 13 5GHz-1
N 50%
- . AR
e O -7~ (O 78-X REE: O +—7> () 40X 60%
7%
F o F .
F o mkil 56 F ¥ )l 56 20%
N - X F;ﬁ'ﬂﬁﬂ_ 90%
PRl 40 R 40 Shere et
25

2.4GHz(7 v xJV): AUTO,1,2,3,4,5,6,7,8,9,10,11,12,13,14
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Iy R —27 >HE> 2777 FAP > WLANGETE > SR =IE8:%TF
WA6638-JP 5 GHz-1DiF4&

{EIFRadio EE {E1FRadioiXRE {EIFRadioifRE
5GHz-1 5GHzZ-1 5GHz-1
AREE: O i e so0—X% REE: o =T go—X iREB: o F—T sO—X
Fy R 56 Fr gl 56 F o Fl: 56
an
PRt " B 40 i 40
48
=h: Ejj: _ . L
= 52 = 2 =h: O ri—ty7—3 () HE#AT#
56
40
50 _ 70%
80T 7))
5GHzZ-2 64 5GHz-2 40%
5GHz-2 ot
e QO +—7» 0 4n-X REE: O+—7v () sp-Xx
HREE: 60%
F Al AUTO(FT 7 £k 1) FaFl: AUTO(F T L ) 70%
3:"(’ 7\)[:‘: 80%
A 80T 7 A RS 80(FT 7+ b) 90%
[EiEE S 100%

5GHz-1 (7 v = /L): AUTO,36,40,44,48, 52,56,60,64
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Iy R —27 >HE> 2777 FAP > WLANGETE > SR =IE8:%TF
WA6638-JP 5 GHz-20i54&

{E1FRadioifRE {EIFRadioirEE {E1ERadioifRE
—— 5GHz-2
I=hEs e 40 B . 40
HREE: O +—7> a0—X
E=vak O rH—tv7F—% Hg# Ao # =5 O i—tvy—= HEE#E AT #
F 3w s AUTO(FT 7 &L )
70% 70%
B 80(T 7 )
5GHz-2 ——_—
—_ . B - ) —. b i
iREE: Q-7 a0—X 4REE: Q7> g0—Xx =7 O ri—t> - B@#RTH
s T : _ 30%
Fa Rl AUTO(TZ 4L 1) S0 AUTO(Z 7 + 1 1) %
116 40%
BRI . —
e 120 PR 80(F 7 4L 1) 50%
124 60%
B 128 =h. 70%
132 20 80%
136 40 90%
140 80T AN 100%
E S E RN

5GHz-2 (7 v = /V): AUTO, 100,104,108,112,116,120,124,128,132,136,140
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S _ =L = — N =L H P =L g N2 == Ny —
v b7 =7 >EE > 777 FAP > WLANGRE > HERHEGEETE CIEEBROBE., X5
= > NI N =[F >
FrvpIb, N RZFHBETETET,
| Single-AP Configuration
© ‘You can adjust radio parameters for a single A n
2.4GHz
AT AREE AP# AP P IES
RRE Frb =h SFs
® WAS38JP01 219801A2959199G0000. AT AUTO(ZFJL ) 100%(= =)L [~) 20
® WA538JP02 219801A2959199G0001. b Rl AUTO(F )L ) 100%(= )L =) 20
O WAB320JP 219801A2YF8217E00048 A—T AUTO(Z T JL ) 100%(= =)L ) 20
8 WABE38JP 219801A2KF820BE000G6 W i AUTO(Z =)L ) 70% 40

Total entries: 4 | current entries: 1- 4. Page 1 of 1
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F I, RN REFHZLTZT LT,

5GHz-1 I I 5GHz-2
1REE Fr I E£h R i 1REE Frb =h B
FA—T AUTO(F 7L ) 100%(F T AL ) 80(= 7A4JIL1) e e AUTOF AL ) 100%(F 7 AJL ) 80(F 7L 1)
e AUTO(Z 4L 1) 100%(> 7 JL 1) 80(F 7AJL 1) AT AUTO(Z L) 100%(F 7 AL I) 80(= 7L )
FA—Fz AUTO(Z Z4JL 1) 100%(> 7 AL ) 80(= 7AJILF)
d-T 56 70% 40 b el AUTO(Z7A4JL ) 100%(7 7 A4JL ) 80(= 7= JL 1)

i

i i
FLU

=g
Al

i
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2y NT—20 >HE > 777 FAP > WLANERTE > Wi-Fi
AAVEZDETANIRNTZ7v 7R MNEESFLET,

=JLr==

axX AE

> P XA VZEFRYRXMTEH

. T e A4S BORTA L YR FEEM
| SR —EASTE © (Some cloud-managed AP models support ol ¥ BAAL VE: I
| Rx->&EERURE o ol
BE=:

O FAA BRI PUA BB TSwAUR

~+E10
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D LRFh v

BEH—F R
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LET

cloudnet_demo @

AR R NI HE AP (EimREEEL T REZFEL
AEFrRIBEEERLET
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FYRLFEEFTILFIFNYRS 59 EZETHELAP [ ARP JO—F
FrAH LU NS /M yhzO—HLTIHEZL, DHCP JO—FF ¥ AFER,
RS /N4 ybk, 8KV DHCPv6 JO—KRFX ¥ Ak N YREHELET, ZIEL
= IPvd BEU IPv6 DEARTO—FF v RABIUTILFFvRE /3y E,
BEESYNLEBINET,

TO—RF v AHIEEEICTEE AP (FRZELETRATOTO—FFrR
FEKIUTILFERYRE Ny EBEZELFE T, Broadcast OptimizationZ
BT BECDFTLav N BIRTEET,
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Roaming Config (7 Roaming Group Neighbor AP Roaming OREEIVE

# Roaming GroupZz ZEIR L =HZEICERKR I NS I K
wlan mobility group oaS|s_1229722

source ip 172.16.81.87

member auto-discovery

data-tunnel disable

group enable

# Neighbor AP Roamingz # R L 7= H S ICEMKI NS AT
wlan global-configuration

region-code JP

nas-id xb-0-1229722-219801A2978221E000FQ

wlan mobility inter-neighbor enable

# inter-neighbor& W 5 EEDEN Z (IABAT7 7 —L V2 7 TEIRINT
WBN= a2 ERERT, BRICE>TIIETHOCIoudAPD/S— 5
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return
system-view
vian 10 @

return

() =47 O 1 EFROEEDT TCUREZERITT 3. RETEITDAIC. BUSEERDELEMULDRNTEZN,
2. "BroOT FREREEIY FIci#s T2 AT A —[C Ao THS OV FEIER L T Z&0W, 37130405, BI" Dretum system-view DB (C < > FEIER LT ZEWN

Q Awt— 32O ERET T L— FTEAMEDDL TSy MR T ES T

8 ATL h

WAB320H =
B create and assigivlan 10 and interface ip address
=
==, _ Sy RAPS T _

system-view

interface Vlan-interface 10
ip address dhcp-alloc
return

2.
# LED settings

[H3C]return
<H3C>system-view
# Set the | FD liohtnina mode to ahwavs-on
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01 HEOER

~ TRAINING
DEMO
INSTRUCTOR_LAB

+ STUDENT_LAB

sD-wAN  BEo—E=

02 BEMER

Hof b
FOREIGN

COMMON
INSTRUCTOR
LABO1

LABOD2

LABO3

LABO4

LABOS

LABOS

LABO7

Total entries: 11 _ current entries: 1- 10 Page 1 of 2
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Fv7L—F RITHI
[WA6320H]display vian

return

system-view Total VLANS: 3

vlan 10 The VLANS include:

return 1(default), 4071, 4094
[WAGB320H]display ip interface brief

system-view *down: administratively down

interface Vlan-interface 10 (s): spoofing (I): loopback

ip address dhcp-alloc Interface Physical Protocol IP Address  Description

return Loop0 up up(s) 10.40.95.1 --
Vian1 up up 172.16.81.87 --
VlIan4071 down down 10.40.71.1 --
VlIan4094 down down 10.40.94.1 --
[WAG320H]
RITHER

[WAGB320H]display vian

Total VLANSs: 4

The VLANS include:

1(default), 10, 4071, 4094
[WAG6320H]display ip interface brief
*down: administratively down

(s): spoofing (l): loopback

Interface Physical Protocol IP Address  Description
Loop0 up up(s) 10.40.95.1 -
Vian1 up up 172.16.81.87 --
Vian10 up up 192.168.10.1 --
VIan4071 down down 10.40.71.1 --
VIan4094 down down 10.40.94.1 --

[WAB320H]
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Cloudnet® ;& FH{I — AP

i
“H
H
S
3

G H3C Cloudnet x  + o X
& c @ oasiscloud.h3c.com/oasisb/static/#/maintenance/aphealth ¥ » 2 :
H 3‘ Network Smart O&M Service » H o & = .
Dashboard Branch: H3C Site: HAC BEBIA T+ 2 v All Devices v Client: 31 (56 ]26 [24G]5 AP: 4 | AC: 1 /NGO
['_’I Issues Health Yesterday Last Seven Days Custom
,1 Clients
| AP Health @
&F  Network AP Quantity @ Excellent @ Good [ Average )
—
il

[¢

| 4
m  APs : ‘;‘
Routers 2
1es
1
Optimization 0

09/17 00:00 09/17 00:40 09/17 01:20 09/17 02:00 09/17 02:40 09/17 03:20 09/17 04:00 09/17 04:40 09/17 05:20 09/17 06:00 09/17 06:40 09/17 07:20 09/17 08:00 09/17 08:40 09/17 09:20 09/17 10:00

)

Security

vip H3CTORSSIDMEIZUTOARICEIHELLGYFET DT, TEBLESLY,
| AP Radio Details @ Collected AL09/17 10.35 RSS|=SNR(E%*‘T§EEHS db) = Slgnal(dbm) - 7D7/4Z'(-95dbm)
SignallX{EB8ETHY ., 7A7 /M1 X(E—95dBmERGEEINFET,

[* Export ~ Filter

9 &

AP Name AC Name AP Score Deduction Radio Health Online Clients R§SI Channel Channel Usage =
APO1 AC 100 - 1 Excellent 10 46db 60 3%

APO1 AC 100 - 2 Excellent 9 50db 100 2%

APO1 AC 100 - 3 Excellent 2 26db 1 18%

APO2 AC 100 - 1 Excellent 0 0db 36 0%

APO2 AC 100 - 2 Excellent 4] 0db 100 6%

APO2 AC 100 - 3 Excellent 0 0db 1 16%

APO3 AC 100 - 1 Excellent 2 56db 36 1%
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Cloudnetd)iﬁﬁﬁﬁﬂ — D247 MNnRDERE :

& H3C Cloudnet X + [~] - X

B oasiscloud.h3c.com/oas #/maintenance/stahealth T » 2

H 3‘ Network Smart O&M Service »

[f Dashboard Branch H3C  Site H3C BEEAT <2 v All Devices v AP 4 AC 1 AD
[__J" TS Health Yesterday Last Seven Days Custom
d‘l Clients
| Client Health @ 5GHz [ 2.4GHz Q All
m Wireless
Clients M Excellent | 09/17 09:30 |
$ Network || boellent | Good [ Average | _ide | _Tota | .
- 5GHz 1 7 0 3 1
&  Optimization 24GHz 0 2 1 0 3

20 Total 1 9 1 3 14
- I IIIIIIIIII
@ vp llllllllllllllllllllll.lllllllllllllll.llllllllllllllI I
; 09/ :

09/17 0 09/17 05:40 7 06:00 09y 0917 7 09:00 09, 10:00 09/17 10:20

| Health Details (@ Collected At 09/17 10:35

[* Export ~ Filter

MAC VIP Level Username Auth Method IPv4 IPvE Security RF Band Client Score Deduction Health S5l ==

Packet Loss Rate:2
192.168.100.3

Non-VIP Unauth 6 - WPAZ-Personal 2 4GHz 75 0 Retransmission Ra  Good H3C
tes
Non-VIP Unauth 10.66.209.11 - WPAZ2-Personal SGHz 80 Packet Loss Rate:20  Good H3(
192.168.100.3
Non-VIP Unauth - - WPA2-Personal 5GHz 80 Packet Loss Rate:20  Good H3C
Packet Loss Rate:2
q
Non-VIP Unauth 1J2'168 100 WPAZ-Personal 5GHz 78 0 Retransmission Ra  Good H3(
te2
192.168.100.2
Non-VIP Unauth 9 - WPAZ2-Personal 5GHz 80 Packet Loss Rate:20  Good H3C
192.168.100.4
Non-VIP Unauth 2 - WPA2-Personal 5GHz 80 Packet Loss Rate:20  Good H3C

Flnnlent |nnn Mada-n




Cloudnet® ;& FH{5l — Expert

Mode

& H3C Cloudnet X | & H3C Cloudnet X & H3C Cloudnet X  +

H

/219801A1MG9198Q00023/undefined/undefined/undefined/undefined

c B oasiscloud.h3c.com/ tatic/#/maintenance/stainfo/normal/1098-c3e4-9dal

3

Dashboard

Network Smart O&M Service »

festercay

Last Seven Days

ssue Analysis

Client Info Expert Mode

Issues
| Statistics
Clients

Wireless

@ 71.9Mbps @ 65.4Mbps

Network

Custom

| Client Logs @

Time Range | 2021-09-17

53db

“Expand

Optimization

| Basic Client Info

B RF Band: 2.4GHz

B Protocol Type: 802.11gn

B MAC 1098-c3ed4-9da0 M IPv4: 192 168.100.37 W PV - B Vendor Samsung
Secun‘y H Usemame B Device name: Canon.. | | SE,'S:GI’"\ Info: Canon .. B VIP Level: Mor B Remarks: Printer B Remarks2: -
B Remarks3: - B Remarks4: -
VIP
| Connection Info (Z
Curmrent State:  Online Online Duration: 23 UE}"S 17 hr 7 min 33 sec Current Score: 71
1098-c3e4-9dal
T 192.168.100.37 = H3C-Guest "“ =
7 19216810037 : e Score:100 —
L L L .
Client SSID AP AC
| Score Trend @
09/17 09/17 0. 0941 09/17 09/17 09:10:00 0917

-
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Cloudnet® ;& I - Expert Mod

&> H3C Cloudnet X | G H3C Cloudnet X | & H3C Cloudnet X | & H3C Cloudnet X G5 HiCCloudnet x  + @ - £
&« c @ oasiscloud.h3c.com/oasisb/static/#/maintenance/stainfo/expertmode/1098-c3e4-9dal/219801AT1MGS19BQ00023 /undefined/undefined/undefined/undefined w * @ H
H3‘ Network Smart O&M Service »

Dashboard Expert Mode Issue Analysis Yesterday Last Seven Days Custom

& Issues

1 Clients MAC:1098-c3e4-9da0 1Pv4:192.168.100.37 IPV6:- Vendor:Samsung RF Band:2.4GHz Protocol Type:802.11gn

Wirel
| eSS Usemame: Device Name-Canond28521  System Info-Canon MF741G/743C  Channel-11 Remarks:

Network

Optimization
| Health Report | Client Connection Info lick the trend graph to view details & Capture
Securily Metric Current Value Reference Value
Retransmission Rate RSSI
vIP RSSI 53db >30db
Channel Usage 18% <40% 1, e
Uplink Traffic: - ~ e = ~ M Uplink Rate
Uplink Rate 71.9Mbps »43 3Mbps
" 5 AM 5 h
Downlink Rate 65.4Mbps >57.8Mbps DO AR AR 19 (AR
Dowmlink Traffic: Downlink Rate AR L
Uplink Traffic 352.3KB -
Downlink Traffic 39.5KB -
A Ay h
puS
- J ,
Latency 16.718ms ~15ms . Uplink Packets: Latency n__ﬂ_._..ﬁl.._________ _._J\_.._._.]lJ\ﬂm
Packet Loss Rate 47.76% <1% ]
Retransmission Rate  22.14% <5% . Downlink Packets: R S S Packet Loss Rate IWJW.M\PF‘JWI/L\MWNMJ%WN”ML

Association Duration  80ms -

Authentication Duration Oms - [ : B Dian_pa o

Channel Usage: Radio Load

| Neighbor Client @

@ Neighbor Client ]

https://oasiscloud.h3c.com/oasise/static/#/maintenance/stainfo/expertmode/1098-c3e4-9da0/219801A1TMGI19BQ0...




Cloudnet® ZRAHI — V5472

MDRSSIZF

G H3C Cloudnet x ‘ @& H3C Cloudnet

Client Connection Info

X | @ H3CCloudnet X | @5 H3C Cloudnet

&« c @ oasiscloud.h3c.com/oasisb/static/#/maintenance/stainfo/expertmode/1098-c3e4-9da0/219801A1MGI19BQ00023 /undefined/undefined/undefined/undefined

i}

&5 H3C Cloudnet x + o —
T N A

H3CTORSSINEIZLTOARICEIKEELZYFET DT, TEBELESLY,
RSSI=SNR({E S %4 & tt: db) = Signal(dbm) — 787 /4 Z(-95dbm)

Vendor: Samsung  Client MAC: 1098-c3e4-9dal  Client IP: 192.168.100.37 AP Name: AP01  Channel: 11 Radio: 3

SignallZESHETHY. 707 /4 X[E—95dBmERLTINFET,

Packet Loss Rate:

Max

100% .
80% I
60%

a0% |\ [
20% || ||

09/17 02:40:00 09/17 04:00:00 09/17 05:20:00

Channel Usage:

100%
80%
60%
40%
20%

0%
09/17 02:40:00 09/17 04:00:00 09/17 05:20:00

Uplink and Downlink Packets

1500
1200
900
600

ang L1 LEH

30

09/17 02:40:00 09/17 04:00:00 09/17 05:20:00

Uplink ARP Packets:

Total Uplink Packets [l Uplink Broadcast Packets [ Uplink Multicast Packets [ Uplink Unicast Packets

@& Avg @ Min

09/17 06:40:00 09/17 08:00:00 09/17 09:20:00

@ Avg

09/17 06:40:00 09/17 08:00:00 09/17 09:20:00

Total Downlink Packets

09/17 06:40:00 09/17 08:00:00 09/17 09:20:00

tency

Max @ Avg @ Min

100ms

80ms | il
60ms fi || f F-1
40ms | I . Il
20ms I R "I\ -M.'

(WERN VAL

Oms L ! A f
09/17 02:40:00 09/17 04:00:00 09/17 05:20:00 09/17 06:40:00 09/17 08:00:00 09/17 09:20:00

® Max @ Avg @ Min

60db
50db =
40db
30db
20db
10db

odb

09/17 02:40:00 09/17 04:00:00 09/17 05:20:00 09717 06:40:00 09/17 08:00:00 09/17 09:20:00

Uplink and Downlink Traffic

Total Uplink Traffic @ Uplink Broadcast [ Uplink Multicast [l Uplink Unicast Total Downlink Trafffic

1,000.0KB
800.0KB I

600.0KB i §
AD0.0KB III 1
200.0K8 el i
0.0KB

200.0KB
09/17 02:40:00 09/17 04:00:00 09/17 05:20:00 09/17 06:40:00 09/17 08:00:00 09/17 09:20:00

Uplink ARP Rate:

n cance!
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RSSI =SNR ({E&xt# & tk: db) = Signal(dbm) — 707 /A4 X(-95dbm)

RSSI(db)
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RSSI =SNR ({E&xt# & tk: db) = Signal(dbm) — 707 /A4 X(-95dbm)

RSSI(db)
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& H3C Cloudnet X | @ H3C Coudnet X | @5 H3C Cloudnet X | @ H3C Cloudnet X G H3C Cloudnet x + (~] - X
&« ¢ @ oasiscloud.h3c.com/oasist/static/#/maintenance/channel o » 2 :

Network Smart O&M Service b

Dashboa Branch: H3C Site: H3C BB AT 2~ a: All Devices v Client: 31 AP 4 AC: 1 ANO
(ZE=tes Channel Analysis ‘Yesterday Custom Q Q
ents
| 5GHz Channels (@ | 2.4GHz Channels @

B Excellent B Good M Average NC-Radio

Channel100 44444444432
el 1 111 1111111111111 1111111111111111111111111111

Channel60 1111111111

GEEE 1 111111111111 111T11T111T11111T111T1111111111111111

Channel52 1111111111
S ptimization

WELLEIN 2 2 22 2222 2222222222222222222222222222222222222

Channel36 2222222222

07:15  07:30 07:45 0800 0815 0830 0845 0900 0915 0930 0945 10:00 1015 10:30 07:00 07:15 07:30 07:45 08:00 0815 0830 0845 0900 0915 09:30 0945 10:00 1015 10:30

| Channel Usage Details (@

AP Name = AP SN Radio = Channel Channel Usage = Tx Channel Usage =+ Rx Channel Usage = Interference = Q

No Data
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& H3C Cloudnet % | @ H3C Cloudnet X | & H3C Cloudnet X | @ H3C Cloudnet X G H3C Cloudnet x  + o - 5
&« c @ oasiscloud.h3c.com/oasis ic/#/net/network/sitecollection/site i » 2 H
H ‘ Network Smart O&M Service » A Manuals | H3C_Japan 1-3 =
& Network Branch: H3C Site: H3C MBEA T+ 2 v
Dashboard Site Summary Area Management Time Zone
. (U Last upaare’2ZuZ1-ud-1¢ USUZ (Finisneay
m  Sites
Auto Refresh . OFF sk Recalculate Ttz Discover Devices Show IP Address Show Interface Name Expand All
D.
zation
+ off Horizontal
@ Endpoints _
E  Monitor =
14§  Settings @
Maintain
M
Router
&  Messages MSR830-6HI-GL
# System

Terminal

Terminal . Terminal

5 HP
e x: witch Terminal
S5024PV3-El-H

(R o ap -
[e-JP VWABE3E-JP 18404

? Cfher Terminal
. OM100
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H3C_F361A0
A=TY

CORYRI-0% BBl GEAESNSIERE. ted
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[] asmicss

? - 7(4/9 ?'

)

EIAIL bR
Mk

12:45

7 A m 2021/09/29 E4

CPCICIZT7 72 RRA Y b A 51040.94xDT7 KL XAAEY Y THNTWSHEE
)Y To5NTWEWES., PCOWIFIOZRTEHIPT
BETHD LD

2L £ 9,

|-+ I sl

C:¥lUsersripconfig
indows [P #&Rk
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i P—EXTF 7L —F L \
= Service tormplate APEEBT 27-HIZGUICT 7€ AT 57011k, H—E
= : SSID H3C_WiFi_1 2T > 7L — FH3C_XXXXXXIZHEE L T. VLAN4094d
TR 1(radio1: 5G) : i
IServicetempIate1 DHCP_U—_/\_b\ EIJ U __—LI’C 'Oﬂf\_”:) l\ I/X’G\@J)L) 7
g:zit::t?mmp?:;e;jl__/Service template 2 vt Z2HrFAENEI, )

SSID H3C_WiFi_2
Service template 3

\ GigabitEthernet1/0/1
Ten-GigabitEthernet1/0/1
E i 2(radio2: 5'(?N

Service template 1 Service template 3

- =P Service template 16+ \ SSID H3C_WiFi_3 VLAN 1
Service template 2 \\ \
Service template 3 \ \\

'='=',&'3(rad|o3 24G)\ ......... @
Service template 1

\ \ Service template 15
Service template 1 1\ \ ssiDH3C _ WiFi_15
Service template 2 N \

| S \ ACL http / https
Service template 3 ~ \ :
‘ Service template 16

SSID H3C_XXXXXX VLAN 4094

service template enable

: ®
Permit soucre
DHCP Server 10.40.94.0/24 )
10.40.94.2~ -
GW:10.40.94.1
DNS Proxy

myap.h3c.com
10.49.94.1



#

version 7.1.064, ESS 2444P01

#

sysname H3C

#

#3A LY -V B EREIREDSRREANER
clock timezone Tokyo add 09:00:00
#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

dhcp enable

#GUI7 -7t X FADNS proxy

dns proxy enable

ip host myap.h3c.com 10.40.94.1

#

lIdp global enable

lldp hold-multiplier 8

#

password-recovery enable

#

vlan 1

#

vlan 4094

#% 2 FISSIDIZ##%E L 7-=PCHIDHCPEX &
dhcp server ip-pool 4094
gateway-list 10.40.94.1

network 10.40.94.0 mask 255.255.255.0

dns-list 10.40.94.1
#

TI7AIWEDaV T4 (CLIOTUR)

#LULT T 74N EDH—E R T FL—HSSID)

wlan service-template 1

ssid H3C_WiFi_1

portal domain cloud

portal apply web-server 1

portal temp-pass period 20 enable
service-template enable

#

wlan service-template 2

ssid H3C_WiFi_2

portal domain cloud

portal apply web-server 2

portal temp-pass period 20 enable
service-template enable

#

wlan service-template 3

ssid H3C_WiFi_3

portal domain cloud

portal apply web-server 3

portal temp-pass period 20 enable
service-template enable

#

wlan service-template 4

ssid H3C_WiFi_4

portal domain cloud

portal apply web-server 4

portal temp-pass period 20 enable
#

.. Ak ICservice-template 5~15(& &)
#EEHSSID

wlan service-template 16

ssid H3C_4BA660

vian 4094

service-template enable

interface Vlan-interface1

ip address dhcp-alloc

tcp mss 1400

#

interface Vlan-interface4094

ip address 10.40.94.1 255.255.255.0
dhcp server apply ip-pool 4094

#

interface GigabitEthernet1/0/1
port link-type trunk

port trunk permit vian 1 to 4000
#

interface Ten-GigabitEthernet1/0/1
speed 1000

port link-type trunk

port trunk permit vian 1 to 4000
#EEASSIDIZ 2 |G 51X H
interface WLAN-Radio1/0/1
service-template 1
service-template 16
service-template 2
service-template 3

#

interface WLAN-Radio1/0/2
service-template 1
service-template 16
service-template 2
service-template 3

#

interface WLAN-Radio1/0/3
service-template 1
service-template 16
service-template 2
service-template 3

#
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#http/https/telnet TOY AV BRIEINERIN B LS IZERTE
line vty 0 31

authentication-mode scheme

user-role network-operator

#

line vty 32 63

user-role network-operator

#

ntp-service enable

ntp-service unicast-server pool.ntp.org
ntp-service unicast-server registry.h3c.com priority
ntp-service unicast-server time.nist.gov
ntp-service unicast-server time.windows.com
#GUIICIZEERIPOHA 7 YA FIE

acl advanced name default

rule 0 permit ip source 10.40.94.0 0.0.0.255
rule 1 permit ip source 127.0.0.1 0

#

domain cloud

authentication portal none

authorization portal none

accounting portal none

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role

#



TI7AIWEDaV T4 (CLIOTUR)

#R—BILT I RAH AL —ILEH

portal host-check enable

portal user log enable

portal client-gateway interface Vlan-interface1

portal free-rule 501 destination ip 114.114.114.114 255.255.255.255
portal free-rule 502 destination ip any udp 53

portal free-rule 503 destination ip any tcp 53

portal free-rule 504 destination ip any tcp 5223

portal free-rule 520 destination oasisauth.h3c.com

portal free-rule 521 destination short.weixin.qg.com
portal free-rule 522 destination mp.weixin.qg.com

portal free-rule 523 destination long.weixin.qq.com
portal free-rule 524 destination dns.weixin.qg.com

portal free-rule 525 destination minorshort.weixin.qq.com
portal free-rule 526 destination extshort.weixin.qg.com
portal free-rule 527 destination szshort.weixin.qq.com
portal free-rule 528 destination szlong.weixin.qg.com
portal free-rule 529 destination szextshort.weixin.qq.com
portal free-rule 530 destination isdspeed.qg.com

portal free-rule 531 destination wx.glogo.cn

portal free-rule 532 destination wifi.weixin.qg.com
#IR—ZILDAKT VAR F vy

portal web-server 1

url http://oasisauth.h3c.com/portal/protocol
captive-bypass ios optimize enable

server-type oauth

if-match user-agent CaptiveNetworkSupport redirect-url http://oasisauth.h3c.com/generate_404
if-match user-agent "Dalvik/2.1.0(Linux; U; Android7.0; HUAWEI" redirect-url http://oasisauth.h3c.com/generate_404

if-match original-url http://10.168.168.168 temp-pass

if-match original-url http://captive.apple.com/hotspot-detect.html user-agent Mozilla temp-pass redirect-url

http://oasisauth.h3c.com/portal/protocol

if-match original-url http://www.apple.com user-agent Mozilla temp-pass redirect-url http://oasisauth.h3c.com/portal/protocol
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#

portal local-web-server http

#

portal local-web-server https

#

netconf soap http enable

netconf soap https enable

#

ip http acl advanced name default
ip https acl advanced name default
ip http enable

ip https enable

#

portal mac-trigger-server cloud
binding-retry 2 interval 3
cloud-binding enable

#

undo attack-defense tcp fragment enable
#Cloudnet(Z&#t
cloud-management server domain cloudnet.h3c.com
#

return

#CloudE—F TCloudIZE&HELA MG S
UTDOITURTCloudBEEBEITHHOEWNKIITHYETS,
<H3C>System-view

[H3CJundo cloud-management server domain
LAL. Cloud7 7R DI=-HDFELZIATUFEAZLHY
FITDT, RR—COBERE—FESEDLET,
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& Y—ERFrTL—k L o
= Service tompiate H3C WiFIl x|2#5 L =PClZHANDDHCPH — /N — A0 5 E
= s : SSID H3C_WiFi_t DU ToNIZTRLRTA Vv R—Fy b~AERTEET,
T K 1(radiol: 5G) - A (D 1 L
“Service template 1 F7-. APICEIY ¥ T/AIP7 FLRATCGUIIC7 72X L9,

Service template 16

: Service template 2
Service template 2

oor s SSID H3C_WiFi_2 B 2.1£192.168.1.1/24
AU GigabitEthernet1/0/1
=1= : . . T ‘G. thth t1/ 1
B % 2radio2: 5G) _ enGigabiEtheme
Service template 1 Service template 3
Service template 16 SSID H3C_WiFi_3 VLAN 1

Service template 2

";:;_:;;;:' Service template 3 @_
Pe Eik3(radiod: 24G) |\

Service template 1 Service template 15 .ACL
Service template 16 SSID H3C_WiFi_15 Permit soucre
Service template 2 192'168'1'0/24htt2 / httES
Service template 3 ,
o _______]
Service template 16 . . VLAN 4094
SS'P H3C_XXXXXX Permit soucre : e
service template enable 10.40.94.0/24
DHCP Server
10.40.94.2~ =
GW:10.40.94.1
DNS Proxy

myap.h3c.com
10.49.94.1
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TFT7AHILETIET VR RA Y FEEDIPT FL X ;tDHCP*yL—/\“—ot DEI) Y ToNTWET,
LA L. EEIPTERLI-WLGES, GUIIREICKYEIY U TRZENTEET,
FIEL . BERFEO—FTD/X—T, Network ViewdD D System viewzx 27 U v 7 L £9,

System View Metwork View

FIE2 : BEAHD X = 2 —h b Network Configuration > Network Interface##IR L £ 9,
FIE3 : interfacesDVlanl D5 D ActionsD X D7 A Ay %E 7 Vw73 5 EETEEEETZTET,

Interfaces Statistics

Allinterfaces v Search E

||

[ GEN/ON up -- 1000000 Full GigabitEthernet1/0/1 Interface

[ InLoopO Up 127.0.0.1/255.0.0.0 InLoopBackD Interface

[0 HNULLO Up - NULLO Interface

[ Viand Up 10.10.11.13/255.255.255.0 Vlan-interfacel Interface E
FEB0:5EAT:21FF:FEF3:61A0 Edit




T2 RARAY FOGUIICLY EEBICETEIP7Z FLXZEY KT’ ¥

FE4 : IP AddressDFDIP address/Maskd>sg85%2 27 ) v 7 L £9,

Interface Vlan-interface1l (Vian1)
Status up | (J5hut down
Description Vlan-interfacel Interface (1-255 chars)
4
MIAC address 5C-A7-21-F3-61-A0 (HH-HH-HH-HH-HH-HH)

P address IP address/Mas
10.10.11.13/255.25] Edit P |

IPv& address/Prefix length >

Bandwidth (Current: 7000000kbit/s)
(1-400000000)kbit/s

Link mode Bridge = Route




T RRARA Y bOGUIC K Y REICEEIPY FLXZEYH3TS &

FIES : IP Address®FDIP address/Maskd>sE=52 27 U v 7 L i@‘
FJIE6 : IP address®¥|dDManual assignmentz 27 U v 7 LT, HFEDIP address/maskz= AL 3,
Z L TCTTEDApplyx 7V v 7§25 LEERTEIIEEINET,

Interface Vlan-interfacel (Vlani)
Status up

Description Vlan-interfacel Interface
IP address (O Through DHCP

I@Manualassignment I

IP address/mask

I 192.168.1.1 / 255.255.255.(1 I
KKK
MTU (Current; 1500}
(46-1587)
TCP M55 (Current: 1400)
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i save W@ Roadmap | L admin
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T7AHILDETIET 7R RA YV EHAEBEBTZBIPT7 KL XL http://myap.h3c.com/IZE ) HToH N7
T7RLRTT, LhL, RIFEEXRELZBEIPTEELZ-WEGA, GUIT 71 XIC JUéTbﬂf—ACL%
EESTHIHELNDHY £,

FIEL : BEPET DNetwork Viewd 74 3> %2 U w2 L TNetwork ViewlZREY F3,

FIE2 : BERERD X = 2 —H 5 System > Resourcex &R L 9,

All Networks » System?» Resource ¥ IPvd ACL

Pvd ACL

IPv4 ACLs
advanced default I 2 I Config

FJE3 : advanced T3V —DRuleslBEBDIL—ILE(ZDFZE2) 27 ) v 7 LET,

L]
O
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SEIPT7 FL AW HLGUINZ T 72X TE S L HDACLICEN

Flgs : FH-SZACLEZEMT 270+ T7A4avw2 7Yy LET,

All Networks » System » Resource » IPv4 ACL

IPvd ACL

< |Pv4 ACL Rule(default)

Search

B Rulell) a | Action Content Time Range Status Description  Actions =
O o Permit ProtocolType=ip, SrclPv4:{10.40.94.0/0.0.0.255}, DstIPv4:{DstAny} Active 226
O 1 Permit ProtocolType=ip, SrclPv4:{127.0.0.1/0.0.0.0}, DstIPv4:(DstAny} Active 0




SEIPT7 FL AW HLGUINZ T 72X TE S L HDACLICEN v

FIES : FRE LIZBEEIPT FL X2 AALTApplyz 7 U v o L£T,

All Networks » System ¥ Resource » IPv4 ACL » New Rule For IPv4 Advanced ACL

ACL

default (3000-3999 or 1-63 chars)

RuleID « _
(0-65534) M Auto numbered
Description (1-127 chars)
P

Action @ Permit O Deny
IP protocol  # 256 E (0-256)
Match criterion Source IP address/wildcard mask

192.168.1.0 [/ 0.0.0.255

FIE6 : BEGUICT 7 Rk S, BIARO L5 (CSavek 7 \V?L’CQQE%T%??LiTO
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