H3C & mEXREEN —=2T
EEHAK v3.2

Copyright

Copyright©2003-2021, New H3C Group.

All rights reserved

No part of this book may be reproduced or transmitted in any form or by and means or
used to make any derivative work ( such translation, transformation, or adaption) without
prior written consent of New H3C Group.



NE

B B B et 1
Lab1 H3CHR YR T— DU EIADELED oo 2
B I E B A oo 2
b I S Rt A PR 2
B B e 2
S S - OO 2
BRI A= T =TI EoTAT AU T B 2
= R O [ B 2y R [V 6 ¢ -3 7 I O 3
FE2: PCE#2EILputty(tera termEEA—IF LY IR ERELET oo 3
FE3: AL —F— DG AL TADIADET o oo, 6
RRY2: VAT LET7AINEIRETHERMGEATURERES i 9
BT R T LAE D ITAB e et 9
FIE2: NIV T BB A TR RE T AL E T o oo 9
FIE3: SR T AR T L ET oo 10
= [V NP & VN3 b2 2 U < 10
FE5: SR TLDREDAY I4X 2L —2a v FRTRLET oo, 11
FE6: £—TEINTNBA0 I4FaL—2aVFRRLET oo, 13
FIE7: A2 TAF 2L =230 FE—TLET (o 13
FES: a2 T4FaL—2a  DEIBREFHAE ..o 14
FIE7: T7AIDTALIR)—FRIRLET (oo 15
FE8: THFRARIFAIDHEERIRLET oo 16
= [:{ R =F AW O WAV &= - U 3 a R 17
= R e V(] B S PR 18
BRI ACINCE T AT B et 21
FIE1:a>Y—ILiR—bkhbtelnet L—HF —DaAL T4 FaL—230F T Do 22
FIE2: sUPer/ SR T —R R T LE T o oot 22
FIE3: welcome TEERZE IR TE LT T o cooveereeeeee ettt 22
FlE4: telnet 1—HF—DA—NILFREEEERTE T D oo 23
F|E5: 412871 —AE1—[ZA>TEthernetf 47— RIZIPPRLRAEHRET 5.23
FEG: telnetH—E RZFeNablelZT B ..o 23
7 I N T A T B oot 23
FES: L —H —role(TREIEMEMR)E LT T D oo, 25
FIES: FBEEL—T LTI —F—FURA—=ELET o oo, 26
BRY4 fpEEOTURTLIFAINETYTA—R FOUO—FFT S e, 26



FIE1: V=R — DS L—HF—DEEET B oo 26
FlE2: A—H—Df=HIftipH—E RFA/TEHRELT. —H—DroleZlevel 15125%

i B YRR 26
S R R 1 o e w7 &Y g V=Y o) (= i A S 27
(o bt A G s R 27
FE5: ftpEE o TIFAINET VTR T B, 27
FIE6: fpEE o TIFZAIETIUA—R T D i 27
BRY5 MpEFES>TURTLI7AINETYTO—R AHo0—RFS o, 28
FNE1: tipH—/3—ZenablelZT B .....oooeeeeeeeeeeee e 28
FIB2: thpZFE 0T IFAILET YT AR T B 28
FIE3: pZE O TITAINEL IO LT B oo, 28
g1 3 RO ORRRORRRRRT 29
Lab2 RYR T — I R DIEIRET INU oo 30
B R E E A oot 30
b S S Rty | 30
B B B ettt ettt bttt 30
S = RO 31
BRAI1VIPTRLAREREL T —TILEERT Do 31
FIE1:PCEL—F—FT—TILTHEERET B oo 31
FMB2: IP T RL RETETE T D eeeeeeeeeereieneeieeene sttt 31
AR2:pingaAY R CEBDEFRMEETFTUILET o 32
FIE1: RTAMBRTBAPINGT D oo 32
FIE2:pingAR R DINTGA—RZ—FF I ITLET i 33
FIB3: PCATRTAIZPINGLET oottt e e 34
FIBA: PCATRTBIZPINGLET oottt e e 34
FIBS: PCATPCBIZPINGLE T oot ee et e e 35
3 [ R Y (o (1) =142l Ui S T 36
AR93:tracertaV R CEBDERMEETFTYILET e 37
FIET:PCATPCBAMIACEMT B ..ottt 37
FIE2: RTATPCBAMIACEMT B ..oeecieie ettt 37
FJE3:RTBTICMP debugging switchZenablelZLET ..o, 38
FB4:RTATRTBIZpingL. RTBTT /AU EHRERET oo 38
FIE5: RAYFDTINYF S ZdisablelZUET o oo 39
=153 OO 40
LAD3 VAN D) B T - .eveeeeeeeeeee e e ettt e ettt e e et e e e et e e e e eaaae e e e e e aaaeeeeensaeeeeenssneeeeeennnneeeanns 41
S N = - 41



R R e e e e e e e e e e e e aaaa 41
B B B ettt ettt 41
S OSSPSR 42
BRIV TIRAR—IDADTLF AL =AY e 42
B A DD T e 42
FIE2: FNEFNDRAAYF DT IAILNVLANDAL T4FX 2L —3 0 FFIvo9 5 42
FIE3: VLANZER L CTENITR—FEEIY B TET o oo 44
FIE4: VLANRID S BN R EREET Do oo 45
BZ2:Trunk portD AL AT AL =T et 45
[ I e UL o N o Yo 4 & =i > N 45
FE2: RAYFRIDKR—FDEATETrunk portIZERET B cvveeeeeeeeeeeeeeeeee 46
FIE3: RAYFEEI=DBVLANBIEZTART D oo 47
g1 3 RO ORRRORRRRRT 47
Lab4 Spanning TrEEMIERTE «....cveeveeeeeeeeeeeeee ettt te et ne e ae e e 50
B R E E A oot 50
Y R T D B e 50
32 TR 50
B B ettt 51
B T M. .ttt 51
= Ry e U F - TSROSO RRRORRPRI 51
FIE2:Spanning tre@MAEM ......c.ooveeeeeeeeee et 51
FIE2: Spanning tree DIRBEDTERR .....ooveeeeeeeeeeeee e 52
FIE3: Spanning tree T R RE DI ....c.o oo 53
3 [ O NV by N =/ p L = SO 54
MBS : SWADDI ERTE et e e et e e e e et e e e e e e e e s et e e e e enaens 55
Y= 153 TSR 55
Lab5 POt SECUMEY DI B TE ....evveeeeeeeeteeeeeeete et eeete et e e e e e eteeteeee e e eteeteeaeeneeeeeeeeeae e 57
S S = T 57
T R T T B e 57
L 7 TR 57
B B ettt 57
g - TSR 58
R=RT AL =230 DAV TAF AL =T e 58
FMB AT JUDEERE oo 58
FIE2: port isolatioNEHERT O FETE ....ocveeee e e 58



FE3:port isolation DAL T4 L =32 e, 59

FIE4 : port iSolatioNEHEEE D HETE ... 59
Lab6 Link aggregationM ERTE .......ccveeueeieeeieeeieete et ete ettt eaee e eae e 60
S S = OSSR 60
b I S Rt A TR 60
BB R ettt 60
B B s 60
B TR IB ettt 61
= 1= R e I Y- OO 61
FJIE2: Static link aggregation MAERL ..........cvoeeveeeeeeeeeeeeeeeeee e 61
FFA: )T T )T =3 DBEREFETR oo, 63
== L5 TSSO SRRRSPRRRSRR 63
LADT ARP ...ttt ettt 64
B B B A e 64
B R T B oo 64
R ettt 64
RO 64
S S | OO 65
BAZG1ARPIURJ=DIZRTR oot 65
FIE1:PCAERTAZ T =T ILTHEEE T B oo 65
FIE2:PCAERTAIZIPTRLRET AT B i 65
R R R e i N R 5 i A S 67
RZ42:ARP ProxyMD A T4 L3 e, 70
FIE1:PCAERTAZ T — T ILTEEEE T B oo 70
FIE2:PCAEPCBDIPFRLARZEZETE T B oo 71

b I S et A 71
FIE3:ARP PIrOXY D B TEE T B oot 74
RN S e i N R 8 B Y 75
== L3 TR SO PRSP OPRRRPRIN 75
LADB DHCP ...ttt een e 76
B R E B A e 76
b R Ry - TR URRTP 76
B B ettt 76
S - TP 76
RZX91:PCANRTADDHCPH —/\—#EEICKYIPPRLRAERBT D .o 76
FE1:PCAERTAZ T — T ILTEERET D oo 77



FIE2: RTADGigabitEthernet 0/0IZIP7RL X172.16.0.1/24% 7 H A>T % .......... 77

FE3:RTAICDHCPH —/A—DaAY 74X 2L —330F T B i, 77
F||E4:PCADONICIZDHCPH—/N\—HASIPFPRLRAERB T BESIZHET S ......... 78
FIES: RTADODHCPH—/N—DREEZFERT D oo 80
AR %42:PCAHRTANSDHCP relay[CkYIPTRLRAEEIRET S oo 81
b I S Rt A TR 81
FIE1:PCAERTAZ S — T LTI T D oo 81
FIE2: SWAERTADIPTZRLRZEERTET D e 82
FIE3:PCAERTAZ S — T LTI T D oo 84
FE4:PCANRTAMSDHCP relaylZkYIPZRLRZEBT D oo 84
FJI[E5:DHCP relay agentDIEERZE TR TR T D coeceeeeeeeeeeeeeeeeeeee e 85
== L5 TSSO SRRRSPRRRSRR 86
LADO IPVB ...ttt et 88
B B B A e 88
B R T B oo 88
B B s 88
S N | PR 88
¥ 8 B N NV 4R =t -2 88
= [ R e R IV G -3 i 1+ RO 88
FlE2:1)>o0—A)LIPV6TRL R ZEBEIMICAERKL. #EHRETAIL . RA/N—F R
2 OO 89
FIES: A A—Tz—AMNT A=V A=ZF v RNTRLREERTHESITHEL. %
R PN WA -2, N -3 R 90
y== L3 TR T RSSO OPRTTOPRRRRPRI 92
R L s ey - X 93
S L = RO 93
b R Ry - TSRO 93
B B ettt 93
S = | OO 94
BRI =T AT T—TILERTT B oo 94
FIE1:PCEIL == —T I T T Do 94
FIB2: =T AT T =T ILERIRLET oo 94
AR 22 Static rOUtE D B T L T oo 97
FF1:PCOIP TR ARZEEETET D coeoeeeeeeeeeeeeee ettt 97
F B2 : static rOUtE D I IL T B ..o 99
B3 StatiC FOUIEZE B T T B et 99



FE4: I—TA T I—TH#EHL., IL—E3—DEREFEEEHRELET . oo, 100

BT R ettt 102
LAD T RIPIL T A% ettt 104
R B N E A e 104
B R T B e, 104
B B s 104
B TR Bttt 104
BRI RIPYIIZEETE T D oottt ettt 104
FE1:PCEIL—B—FT — T I TR T D oo 105
FIE2:PCEIL—F—IZIPTRLRETHAULET (oo 105
S RIP O L E T 6 ooeieeeeeeeee ettt 107
FEA RIPODIREEZE T TU 7 L E T 0 oo 109
FIB5:split horizon&poison reverseEF T Y TLET o covvvvvveeeeciieceeeeceee, 110
F|Ig6: silent-interfacea~< > RZEFAL T, RIP/ A YD EEZFIHLET . ......... 111
BRI RIPV2ITEETE T D oo ettt 112
FE1:PCEIL—B—F T — T I TR T D oo, 112
FIE2:PCEIL—F—IZIPTRLRZEEIY E TET o oo 112
FE3:RIPVIZERL. L—T AT T—TIERTLET o oo 113
= R S| eV 3 U= S R 115
S RIPY2 B EE SR T L E T o oo 117

= L3 RO 120
LADT2 OSPF IL—T A0 oot 122
Sy L = TR 122
S Ly Rty | O 122
B B ettt 124
S N | O OO 124
BRRD1 ERRTIGOSPFE—TUTDERTEZET D coooeeeeeeeeeeeeeee e 124
FIE1:B12-1D KSR RIEEEET D oo 124
=S [P =S N G vk D RO 124
FIES: R T = DEFEEIN—T AT T—TNEFIIILET o oo, 125
=3 RN O 1] el o 4=l Ui S O 126
FES:OSPFDRAN—EIN—T AT T—TINEFIVILET o oo 126
FIE6: Ry T — I DR EE T TV TLET o o 128
RR92: EFROSPFE— T Z DERTEZET D oo 129
FIE1:R12-20 &S ITIabIREEEREET D oo 129
= R B N i N YOO OT 129



FE3:OSPFRAN—EIN—T AT T—TINETFIVIT B 130

FE4: A2 F—TT—ZADOSPF COSEZEE T D ..o 132
FNES =T AT T—TILETFTUT T B oo 132
FE6: 1> FA—TT—RADOSPF DRI FAATAZEERBLET o oo 133
FIE7 : )L—F—ETOSPFTAERERA—FEED oo 134
F|ES:OSPFARA/IN—D AT —BRAEFIVTT D oo 135
RRY3: B ARRITZOSPFEE T T DEETEZE T D oo 135
FIE1:R12-3D K5 ZIabBBIEEEEET D oo 135
=[P R BN a3 == -3 ET OO U OO UR TSP 135
FE3:OSPFARA/IN—EN—T AT T—TIVEFIVIT B 137
FIFL: RYRT— I DI E T ITUTT B oo 139
B R ettt 140
Lab13 ACLIZEB /ST IR TAILBY T oo, 141
B I E B A oo 141
BT R T B e 141
B T B e 141
S T O 141
T 8 AR NG E - . N: o p e gt I S 141
FIE1:PCEIL == —T LT T Do, 142
= N @ = T A Y 144
FlE3:basic ACLERERL. ZNZEBEALET o oo 144
FIEL: T7 AT 74— IR TR L E T o oo 145
FIES: —EBD /X YRFACLIL—ILIZEYRLET o oo 145
BRAD2:ACLDEEETTRERL ..ooveeeeeeeeeeeeeeee et 145
FE1: BRI TERTELIACLZEIBRT D oo 146
R N O Iy T < YOO 146
FIE3: TR/INVRACLEERL. TNEBALEFET o oo 146
FIE4: T7AT 7 — B REEREREL E T o oo 147
FIE5: —EBD /4 REACL 3002)L—JLIZEYRLET 6 oo 148
FE6(A T 3>): RTADACL 3002)L—ILEHIBRLT, FTPHIELLFIATESILE
o Ui U s AR 148
= PO 149
B B T ettt ettt ettt et en e 150
I R N /2= TR 151
Sy Lo = TR 151
S Ly ety OO 151



B T s 152

S TSRO 152
T G ARE- 5 N N K 3=t 0 NSOV 152
BT RN T T D oo 152
=3[R~ & N: e D R o N = D R 153
S R T T Ty I T e 153
F B4 :Basic NATZEEE T LT et 153
S R T T Ty I T oo 154
FEO NAT TR —F T I E T oo 154
FNE7: A TA4F 2L =23V Te TR LET oo 158
BRI INAP T D R TE T T D oottt ettt 158
FE T RN T T T D e, 158
E S (Rl Tl ko ol oy oA - - RS SURR 158
BB N AP T T L T ettt 159
ES VR Tl i o oy b A - - OSSR 159
FIES NAT TR —FEF T UL ET oo 159
FIES: A TAF AL =TV FE T TRLET oo 161
T K = L | = - N 161
F T AR BT D e 161
2 R T Ty I E T e 161
BB EaSt P R T LT e 161
A T Ty E T e 162
FES NATI UM —ZEF T ILET e 162
FIE6: A T4 XL =23V T TRLET oo 165
BRI4 NAT SErVErMDERTEZE T D cooeoeeeeeeeeeeeee e 165
T T Ty E T e 165
FE2:NAT ServerFaR T L E T oot 165
S I T Ty I E T e 165
= VRNV e AT N B 2 T 1 U S 166
FIES: A TA4X L —2a T TR LET oo 166
=1 L3 TSROSO 167

LAD15 VRRP DI EETE ..ottt e et en e en e en e 168

Sy Lo = TR 168

S Ly Rty OO 168

B B ettt ettt 170

BB T et 170



BRIV ENENDEEITIPTRLRZEETET Do 170

FIE1:BPCIZIPFRLAR F—F DA FTRLREERTET D oo 170
FJE2:SWA, SWBDSTPZEEERITT B oot 171
FE3:SWA, SWBIZIPZRL R, TIAIRIL—FERTET B oo 171
FIg4: SWALRTAR., SWBERTBRIC —T L E##KELRTA, RTBIZIPPRLRAEE%
=i I YRR 172
BZ2:RTA, RTBIZVRRPZERTE T B covceeeeeeeeeeeeeeeeeee e en e 172
FJE1:RTA, RTBIZVRRPZEEETET D vevoeoeeeeeeeeeeeeeeeee e 172
BZ3:RTA, RTBIZOSPFZEERTET D coovceeeeeeeeeeeeeeee e 173
FJE1:RTAERTBEIZH —T L EHEHLRTA, RTBIZIPPRLRZERET S........... 173
FIE2:RTA, RTBIZOSPFZEERTE T D oottt 173
BR 4 OSPF D REE TR T B oo e 174
BR5 VRRPDIREEEFETET D oo 176
RZ6:PCEHOSBREID BBRETRELET oo 177
RZHT:VRID 1D I RA—|HEHESN TLISSWADKR—FEshutdown L THIYEZ D
YNt - S RSO TT 177
FIE1:PCASHOSIBAPINGZRE T E T oo, 177
FJE2: SWADG1/0/2ZShUtdOWNT B ... 177
FIE3: PCHBHOStBADPINGD IR BB EFETELFE T oo 178
FE4:RTA, RTBOI—TFT AT T—TILERTRLET oo 178
FJE5:RTA, RTBOVIPDIREEE R RLET oo 180
2 Z248:VRID 2D Y R A—|HE SN TS SWADHR—kEshutdown L THIYEZ D
YN U < RO 181
FIE1:SWADG1/0/2Zundo ShutdoWnT B ....ccovveeiiiiiiiee e 181
FIE2: PCAVSHOSIBAPINGZRE T E T oo, 181
FJE3: SWADG1/0/3ZShUtdOWNT B ... 181
FlE4: PCHBHoStBAPINgDPpingDIKREEFETRLET .o 181
FE5:RTA, RTBOIL—TFT AT T—TILERTRLET oo 181
FIE6: RTA, RTBOVITPD KR EEE R IRLET oo 183
LADTB HDLC ...ttt 185
Sy Lo = TR 185
S Ly Rty OO 185
B B ettt ettt 185
S - RPN 186
RAY1:PCRINDIZA=—23 N TESHLIIZ)L—F—THDLC%enablelZLET
.......................................................................................................................... 186



FNE1:PCEIL—B—F T — T I TR T D oo 186

FIE2:PCEIL—F—IZIPTRLRETHAULET (oo 186
FE3: JL—E—DWANALA2—DT—RIZHDLCO AT EILLEIPTRLADE|Y 1T
B T LT oottt 186
F|[§4 : )L—B—DGigabitEthernetf > 2—Jx—RIZIPPRLAZEIY L TEY ..... 188
FIE5: IL—3—  PCET—F A B DEEEETF TV ILET o 188
FIE6: 2BDPCADIL—PEEETELFE T o oo 189
FIE7: pinga<v U rEE>TPCALPCBREIDERIEZFIVILET o oo, 189
B R ettt 189
Lab17 PPP MO TAF AL 0% oo, 190
B N E B A e 190
BT R T B e 190
B T B e 190
B B T . oo 191
AR PPP R AR R B LT oo, 191
FE1:PCEIL—B—F T — T I TR T D oo, 191
FIE2:PCEIL—F—IZIPTRLRETHAULET (oo 191

FIE3: RTAOWANR—FDT=DPPPATILIEDFRELIPTRFLADEY 2T 191
FlE4: RTBOWANR—FDT=ODPPPATILIEDERFELIPTRLADEIY HT 192
FIES: PCEEIL—F—D7 =,z EDTHEEEFTIILEY o, 193
FlE6: 2DDIL—3—IZBEETHLANET AU DIL— EENETNERELET 194
FIR7: PCAEIIPCBTH R EF YT H1=0Ipingav U FERITLET . . 194

BRI PPP PAP D R T L E T oo 194
FE1:PC. IL—3—DIPFFLRZFREL . EHRMEEHEEICLET o 194
FlIE2: RTATA—AILPAPRRREICEREZLET oo 194
FIE3: R—FDKBEBERTRL. EREERERELET 195
FlE4: RTBTPAPRIID=HIC1—H—FE/XRT—RERELET oo 196
FIE5: RTAERTBEIDR—DIRELHERL., R EHERELET o, 196
FIE6: PCAXIIPCB TR T 51=OITpingZERITLET o v 197
BZH93: PPP CHAPOL JAFX AL =LA F T e 198
FE1:PC. IL—F—DIPFTFLRZEZEL . EHRMEEHEEREICLET o 198
FE2: RTBTCHAPRIID =1 —H—RENRT—RERELET oo, 198
FIE3: RTAERTBEIDR—DRELHERL., EHRMEEHERELET o, 198
Flg4: RTBTRIIE—RZCHAPIZEREL. BEED=HICA—F—ZE/RT—F%
aﬁibi?‘ .......................................................................................................... 199
FIES: R—rDRKBERTRL. HEREEHERELET 199

11



FIE6: PCAXRIEPCB MR T H1=OITpingZEZITLET o o 200

RARY4: PPP MPAY ZA4F AL =230 F T e 200
FlE1: RTAERTBTMP-GroupZERL. IP7RLRAZEIVETES o oo 201
F|E2: RTAERTBDHIER—FEMP-GrouplZBIMLET oo 201
FIE3: MP O REEETETE T D oo 202

B R oottt 203
Lab18 PPPOEM O TAF AL T oo, 205
N b = RO 205
b S S Rt A PR 205
B B ettt 205
S N | OO 206
BRI PPPOEDE AR R B L E T oo 206
FIE1: V=B —RILZLANT —T LTI T Do 206
FE2: PPPoE Server®WANKR—rD1=HDPPPATILIEDERELIPTEL AN E|
O GO TP 206
FIE3: PPPoE Server®domainDERzEZppp 10allZTF B .ceveevieiiieicce, 207
FlE4: PPPOEDA—AILA—H—ZFERT Do 207
BR2:PPP CHAP D R B LE T oo 208
FJ§1:PPPoE Client@WANKR—rD 1= DPPPATEILILDEREEIPFRL ADERTE
.......................................................................................................................... 208
FE2: PPPoOE ClientCT 74T —r DA DEREELET oo 208
FE3: PPPoE ServerTPPPoEt Y av DT /N T HLET oo 209
FE4: PPPoE Clienth5PPPoE ServerDIP7RLRIZ® LpingZELET ... 210
FE5: PPPoE ClientTPPPOE Server& D&M ERLET oo 210
FE6: PPPoE ServerCPPPOE Client&E DI EEELET oo, 211
Lab19 L2TP(LACEFIBHIIAR R T B oo 212
S S = R 212
S S S s A RO 213
B B ettt enen 213
S - TP 213
BZXJ1:LNSEDL2TPrU R JLELAC B ENRAIRE—R THEIL T HLIICLACERELE
2T 213
= [N SOy [ B L Rl IV G 3 5 I YR 213
FIE2:PCEIL—R—IZIPTRLRETHAULET oo 214
FIE:LNSZEOAL TAF AL =230 LFET i 214
FIEA:LACEAL TAF AL —2a3 0 LFET e 216

12



FE5:)E—rRAFT, LACES — ;A ELTERELET oo 217

TR BG B T DT R oo e 217
LaD20 IPSECV PN ERTE .. oo et e e e e e e s 219
R B N E A e 219
BT R T B e 219
B B s 219
B TR Bttt 219
BRI TN ENDEEITIPTRLREEETE T Dot 219
FIE1:FPCIZIPFRLAR F—F DA FTRLREERTET D oo 220
FE2: IL—T AT TORTILERTET D oo 220
FIES: IKET AR —HILZEERTET D oot 223
FIEA: IKE KeYChaINZEETE T B .ottt 224
FB5: IKE Profile BRI T D et 224
BB A C L B T T D oottt ettt 224
FJ[H7 : IPSEC PropOSAlZEERTE T B v 225
FJIE8: IPsec policy D ERTE ETE ..o 225
OB g o v OO 226
FIE10: b RILDFEIL SN TOTIHEEL TOEDEREET D 228
BT IPSEC B E A B R T Do 234
RR2:IPsecHKET T Ly TEB—REEELET oo 239

= R IR | S N o =i - SO 239
FlE2: £TDIPsecEIKEDAL T4 F 2L —2aV ) FLET o 240
FIES: A E DRI T — T R B LET oo 240
FE4 : IKE Proposalz s B L E T oo 242
FUES : IKE identifyZ a8 B L E T oot 242
FJEG: IKE keychainZe t T L E T o e 242
FB7 : IKE ProfileZe s B L E T oo 242
= RO == - < O 243
FIE: IPsec ProposalZ et B LET .oooeeeeeeceeeeeeeee e 243
FIE10:IPsec PolicyZ & E L TBAALET ..o 243
= 1 R o - B S RO 244
FIE12: b RILDFEIL SN TV TIERBL TV A ERERLET oo 246
FJE13:IPSeCO R E T B R L E T oo 251
LAD20 IRF DI ERTE ..ottt e e en e eeeeees 259
Sy Lo = TR 259
S Ly ety OO 259



B T s 259

B TR Bttt ettt 260
SR RE- 5. N [ E = i R 260
T T R e 260
=S D R L R RO =k o A Y S SO 261
FIE3: SW(IRF_2)DRAAYFETE2ITEELE T o oo 263
= - R T e X = =k o AT S E TSP 264
FE5:IRF SWREIZES —T L THEBLUIRFEREILT D oo, 265
FNEG : IRFDAREEFETE ..ot n e 267
FIE7 : IRFIZCEBADIPFRLRAETHAULET i 268
AR92: IRFEE LN ERSWEIink aggregation THEBILET oo, 268
FIE1: IRFEERIIClnk aggregationDEETEZELET woovvvviieeeeeeeeeeee e 269
FIE2:link aggregation D &% B E IR L E T ..o ieveeeeereee e 270
FIE2: 4 EBSWHRIIZlink aggregation D EETEZELET ..ocvvvveeiciceeeee e 270
FIEI: IRFEEELSWHID—TJ L EEHELTEERADIPESWIZEREL. IRFEELD
3 S A TO GRS OO 270
F A IRFAE BT B P C IR TE oo 271
FES IRFDEEZBTIR ..o 271
FIEG: IRFORBEZEEIBEIR ..ot 273
ARJ3:IRFI—TJ I ETICEENREELIIGEITHA T o, 274
FIE1: IRFEBABFD MADZERTELE T o cvoeeeeeeeeeeeceeeeeeeee e 274
FE2:BFD MADIZEEFE LTz R—M A —T I EEHLET o oo 275
FE3: IRFEH#ER T 57— L EshutdownL TMADD#EREETERLE T 6 ... 275
FRFNDAYTAF AL =0 e 276
= OO 281

14



SRR —E

Lab1 H3CHR YR T —IDFEVZEIRDELLD
Lab2 RybT—UEBRDEERET I\
Lab3 VLAND X E

Lab4 Spanning Tree DX E

Lab5 Port Security®D£%E

Lab6 Link aggregationMD %

Lab7 ARP

Lab8 DHCP

Lab9 IPv6

Lab10 IPJL—T 2% EHE

Lab11 RIPJL—F 424

Lab12 OSPFIL—F 4%

Lab13 ACLIZK B/ ybT0)L R
Lab14 NATDERE

Lab15 VRRP®D & F

Lab16 HDLC

Lab17 PPPQaY74F¥al—i 3>
Lab18 PPPoED Y 74X al—i 3y
Lab19 L2TP(LAC B ENFAtER R T E—F)
Lab20 IPsecVPND & E

Lab20 IRFDE&5E



Lab1 H3CRYET—IDNFUVFIRHEL LD

== 3151 o oh
EERNBSTLHE
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W—E—ZRET DL EED ETHIVYILAZa—hoStartERRLET,
HCL - lab1_h3c_start [c\wsers\weigu\hcl\projectsiiab1_h3c_star] v - B X

el - @ P ®@Ee e P BLEG @ G @ @

Console cable

@ GE_0M GE_0/0 [eﬁ_

PC Ethernet cable  Router: @ Corfigure 4
2 AddLinks
# Rename
T Delete
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™ RouterSwitch

ailable.
Waiting for the next...

Automatic configuration attempt: 18.

Not ready for automatic configuration: no interface av
ailable.

Waiting for the next...

Automatic configuration is running, press CTRL C or CT
RL D to break.

Automatic configuration is aborted.

Line con0 is available.

Press ENTER to get started.
<H3C>%Nov 26 11:29:23:801 2021 H3C SHELL/S5/SHELL LOGIN
: Conscle logged in from conO.

<H3C>| |

BRY2: D RT LET7TANERET HERWGZAT N ZERED

FIE1VATLEL—IZAD
BRI T §THE BRAA—TAANI—F—E1—ICAUFET, system-viewadw
VREEFTLT.VRTLEA—IZTAVET,
<H3C>sys
<H3C>system-view
System View: return to User View with Ctrl+Z.
[H3C]
TOVTRAXXXZE > TA—HF =NV AT LEI—IZ A2 ENTMYET,
VAT LEA—Tquitav U REETTHE1I—HF—Ea1—ICRYET,
[H3C]quit
<H3C>

Flg2: NVTHREL AT FERALET,
H3C Comware 7S5 yh T4 —Ll&, CLIAAIZIECTAINT EA T UD T U Mt T
REZIRILFET,
AANIVTHEE: AR REANTBHEEIC, AT UREEENGE (X BRE1—Ta
IUREDRADXFEAINLTOD, ?ZRITIENTEFET, VRATLIF. ZPIDX
FTHRESITARTOIATURZEHMICYRNFT, aTFDF—T—FFEIE/NS
A—B—F ANTBHEEL, ?ZWLFET, ROFIAARELGF—T—FENTA—2—%
BELET,
DATLEA—T.sysEAAL, ?EHWLET, PRATLICIE. sysTHFEDTRTOH



RURN—ERRENET,
[H3C]sys?
sysname Specify the host name
system-working-mode System working mode
VRTLE2L—T, sysnameb A AL, AR—RE?EHLET, YATALIK.UTD
FERARELGTARATDF—T—RELNTA—E—F)XFLFET,
[H3C]sysname ?
TEXT Host name (1 to 64 characters)
AT MEREEE:. O UREANTAHEZIC. AU DRAIDXFEAALT
MNoTabF—Z|IIENTEET, VATLFBEMITOTUREZHTELES . BH
DARVEDNRELTL IO RERBLTVSIHZEE &, TabF—%EYRLIELTITUR
ZUOYBZET,
DATLEA—T.sysEAALFET,
[H3C]sys
RTEHLET, PATLFBEEBMICOTURFEZEHTELET.
[H3C]sysname
VARATLEA—TinEAALET,
[H3C]in
ATEHLET, VAT LIEEFMICINTHRESIRIDIATUREHTELET:
[H3Clinterface
BIOERBYBLET . VAT LILEEMICINTIRFESITUFERYERLET,
[H3ClJinfo-center
FIE3: PATLBEEBELET
SysnameZ#ZE HE 3 51-HIZsysnameaY U REETLET,
[H3C]sysname YourName
[YourName]
VAT LZIFHIC,HSYourNamelZEBH SN ELT=,
FlE4: PRATLEBFZEERLET
RAEDVATLERZZEVNEDEFET BZllE1—F—Ea1—TELLRATLEA—TY
BWEDHEDIIENTEET,
[YourName]display clock
11:46:17 UTC Fri 11/26/2021
QUItaAY U RERITLTURTLE 2 —hbiklT. VAT LBBZEELET,
[YourName]quit
<YourName>clock datetime 10:10:10 11/26/2021
To manually set the system time, execute the clock protocol none command first.
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ZDIFT—HAytE—IlE, TIAILATIEEEEZntpNSERGT 5 &5ITHE-TLNVSD T,
R-a7ILTHEZERET I LETEER A, VAT LE2A—IZE>Tclock® 7Ok
JLZEnonelZZEBLET,
< YourName >system-view
System View: return to User View with Ctrl+Z.
[YourName]clock protocol none
BRIZERT 50— —Ea—~R5:=OICquitz LT, 2 —F—Ea1—Tv
ZaT7 L THRZIZERELET,
[YourName]quit
<YourName>clock datetime 10:10:10 11/26/2021
WMEDV AT LEFEZEHEELET,
<YourName>display clock
10:10:15 UTC Fri 11/26/2021
VATLRZIEIEESNTEYEL =,
AT LICIEEBHEANEESHY . RPUDXFNIAIVUFE—EICRT CENTESS
B.AVUREHRILES,
<YourName>dis clo
10:10:26 UTC Fri 11/26/2021
FIES: YATLOBREDNIA T4F¥aL—3VERELET
display current-configurationa v F&2ETL T, SATLDREDERERRLE
T BEDRTIADTIOVIE FERPDTNAREED21—ILDOFRREGYVET, RD
BT, AV 3— DI/ REWEFHEREL. TOBEHRET NN RADEBEDAE2—TI(RE
FUED—LEEEBLET,
<YourName=>display current-configuration
#
version 7.1.075, Alpha 7571
#
sysname YourName
#
clock protocol none
#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
#
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vlan 1
#
interface Serial1/0
#
interface Serial2/0
#
interface Serial3/0
#
interface Serial4/0
#
interface NULLO
---- More ----
SpaceZ g & RDR—UNRREINFET, EnterF—ZEHLTRDITERTRL.
Ctri+C
#RLTRRZHACET, CDSRTIE, Spacez#HLET,
interface NULLO
#
interface GigabitEthernet0/0
port link-mode route
combo enable copper
#
interface GigabitEthernet0/1
port link-mode route
combo enable copper
#
interface GigabitEthernet0/2
port link-mode route
combo enable copper
#
interface GigabitEthernet5/0
port link-mode route
combo enable copper
#
interface GigabitEthernet5/1
port link-mode route
combo enable copper
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#

interface GigabitEthernet6/0

port link-mode route
---- More ----

BREICEDNT, L—E—IZ[FA 2 —T 1 XGigabitEthernetd/0, 122 —TT AR
GigabitEthernet0/1, H XU A 2—T 1 X GigabitEthernet0/ 20 HYFET . HEHEDA
VB—DIARBEEALT(Z BASINDTINARETILER—FIZE>TERYET,

FIE6: t—IIN TS T XL —avERRLET
display saved-configurationa v REE{TL T AT LD E—T SN TLVSHIV T4
Fal—iaviarRRLET,
<YourName>display saved-configuration
<YourName>
BRI7MILIXIEESNEE A, display current-configurationa <> KD ETHEIC
BENHLIDFLGETTH? REOERIEKKAN —D TIHGEL—BFANL—Y(C
REINDHTY, THNIREZBEEFHTLHE. BEDEANLRONET, ELLVE
HEDBREZIML)—ITRETDIRENHYET ., RESIERIE. 75y a(F:
[FCFA—R N—FRTARIVGE)IZRFEENFET, CJITREFSAEREIHYFEE
Ao ZDT=. 77V alFBREIT7MIVIEREFSNFE A,

FIE7: AV 74F¥FaL—avEE—TLET
AV 74F¥aL—2arEE—T T 55HICsaveav U RERITLET,
<YourName>save
The current configuration will be written to the device. Are you sure? [Y/N]:y
BEDAMN—VIZREDIAV T4 F2L—2aVFEET AL DERRTDHLIICYyZEER
LETS
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):
VATLIEBRITAIVDBETEANT HIIIBHLES . T7MILRADHRIE
* cfgTHAHIEITEELTLESLY, ZOSRTIE,. BEIT7ZAIIE, TIAHILLT
startup.cfgEL TIZ VL alZRZREFSINET,
TIHNDI7AINEEFERT HIZIE, EnterF—ZHLET
Validating file. Please wait...
Configuration is saved to device successfully.
EEREDERFT BERIFTAIVEDOTRET HSFIRETLTVWEY, RET7IILEE
ERETDHE RDOEIGRTABHRTEINET,
<YourName>save

The current configuration will be written to the device. Are you sure? [Y/N]:y
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Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y
Validating file. Please wait...
Configuration is saved to device successfully.
EnterX—%i89 &, TI4ILED T 7 A )L A startup.cfgZ:EIRLIz1=8 . O AT LILH]
DEBI7AIINELEETEINEINERHMLETS . RELEBREBEERRLET,
<YourName>display saved-configuration
#
version 7.1.075, Alpha 7571
#
sysname YourName
#
clock protocol none
#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
#
vlan 1
#
interface Serial1/0
#
interface Serial2/0
#
interface Serial3/0
#
interface Serial4/0
#
interface NULLO

<YourName>
saved YU RERTT HE RESN-BRIIHEDERE—HLET,
FE6: A T1FaL—arDHEIBREMEAL
AT URZHIBRT AICIE, undoaw U REETLTCITURZHIBRLET . =&AL
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sysnamed YU RAHIBREN =& T/NA XL IEH3CIZBITENET,
[YourName]undo sysname
[H3C]
TIHHEEOREICRTCIEX, 21— —FE 1—Treset saved-configurationa <> K
EEITLT RESNBRZIVTLET RESNEBREIVT IS TY . BiE
DIERILBISHEEERATEET) ., KRIZ, rebootav U FEETL TsystmZzBREELE
Yo YATLRIBHARKOREICETINET,
[H3C]quit
<H3C>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<H3C>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
BRESNTEBRIEV)7ENELEZA. REDID T4FaL—23V &) 7ENT=T74
JVIZEEZL-DTIE, BERAGODDOTLEEELLGZNELNSNERIRLET,
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):
Validating file. Please wait...
Configuration is saved to device successfully.
This command will reboot the device. Continue? [Y/N].y
FIg7: Z7AILDTALIMN)—FRRLET
pwdav R ZEETLT, WED/NRERRLET,
<YourName>pwd
flash:
<YourName>
MAD/ R [Eflash:/TT ., TZvaldthDTI7AILTALIMNIEREFL, —EBDIL—
B—IZIEBEHDN—FTA RV ECFA— N EBH SN TLDIGELHYET, pwdav
VREETTEE BEDNABRRREINET,
RIZ dirAIUREETLT. 75922 DT RTOI7AILERTLET .
<YourName>dir
Directory of flash:
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0 drw- - Nov 26 2021 11:20:23  diadfile

1 -rw- 253 Nov 26 2021 10:13:20  ifindex.dat
2 -rw- 43136 Nov 26 2021 11:20:23  licbackup
3 drw- - Nov 26 2021 11:20:23  license
4 -rw- 43136 Nov 26 2021 11:20:23  licnormal
5 drw- - Nov 26 2021 11:20:23  lodfile
6 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-boot-a7514.bin
7 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-system-
a7514.bin
8 drw- - Nov 26 2021 11:20:30  pki
9 drw- - Nov 26 2021 11:20:23  seclog
10 -rw- 2204 Nov 26 2021 10:13:20  startup.cfg
11 -rw- 41214 Nov 26 2021 10:13:20  startup.mdb

1046512 KB total (1046328 KB free)
HIOBITIE. DAY FDITORDITEESHNRITIINTVET . 2EBDOHILIZEF
BHENRRENET [drw-TAL IR —ERL, -rw-IEERARYE LV EZAA A REL
T7AIVERLET ), IATLBIET7MILHARERLET, STEIZEHEIZEDN
T. logfileNERRICZETALIMN)—THAZENDHMYET,
FIE8: THFANIFAIDHREERRLET
moredY U REFSETFRANI7AILDHBERTTEET,
<YourName>more startup.cfg
#
version 7.1.075, Alpha 7571
#
sysname H3C
#
clock protocol none
#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
#
vlan 1
#
interface Serial1/0
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#

interface Serial2/0

#

interface Serial3/0

#

interface Serial4/0

#

interface NULLO

#

interface GigabitEthernet0/0
port link-mode route
combo enable copper

#

interface GigabitEthernet0/1
port link-mode route
combo enable copper

#

interface GigabitEthernet0/2
port link-mode route
combo enable copper

#

interface GigabitEthernet5/0
port link-mode route
combo enable copper

#

interface GigabitEthernet5/1
port link-mode route
combo enable copper

#

<YourName>

Flg9: MEDTFAI/INREEELFEY
cdaAV U REFS>TIRAED/NNRAEEETLIENTEET,
lodfileD YT F4L UM )—IZTBEILET
<YourName>cd logfile/
<YourName>dir
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Directory of flash:/logfile
The directory is empty.
1046512 KB total (1046328 KB free)
WAEDTALIMN)—DS—D EDTALIMN)—IZFEEILET
<YourName>cd ..
<YourName>pwd
flash:
<YourName>
FIE10: T7AIVEHIBRLES
saved VU REEITLTHER I74/L£20211126.cfgE NS & RiTE T+ TRTEL.
deleteav U REETL TR 7MIILEHIBRLET .
<YourName>save 20211126.cfg
The current configuration will be saved to flash:/20211126.cfg. Continue? [Y/N].y
Now saving current configuration to the device.
Saving configuration flash:/20211126.cfg.Please wait...
Configuration is saved to device successfully.
<YourName>dir

Directory of flash:
0 -rw- 2209 Nov 26 2021 14:08:46  20211126.cfg
1 -rw- 41214 Nov 26 2021 14:08:46  20211126.mdb
2 drw- - Nov 26 2021 11:20:23  diadfile
3 -rw- 253 Nov 26 2021 14:08:46 ifindex.dat
4 -rw- 43136 Nov 26 2021 11:20:23  licbackup
5 drw- - Nov 26 2021 11:20:23  license
6 -rw- 43136 Nov 26 2021 11:20:23  licnormal
7 drw- - Nov 26 2021 11:20:23  logdfile
8 -rw- 0 Nov 26 2021 11:20:23 msr36-cmw710-boot-a7514.bin
9 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw7 10-system-
a7514.bin
10 drw- - Nov 26 2021 11:20:30  pki
11 drw- - Nov 26 2021 11:20:23  seclog
12 -rw- 2204 Nov 26 2021 10:13:20  startup.cfg
13 -rw- 41214 Nov 26 2021 10:13:20  startup.mdb

1046512 KB total (1046276 KB free)

<YourName>delete 20211126.cfg
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Delete flash:/202

11126.cfg? [Y/N]:y

Deleting file flash:/20211126.cfg... Done.
20211126.cfg77 M LDV EIBREN =& T7AIILIRAMEREL T, I71ILHEIBREN
o EEHERELET

<YourName>dir

Directory of flash:
0 -rw- 41214 Nov 26 2021 14:08:46  20211126.mdb
1 drw- - Nov 26 2021 11:20:23  diadfile
2 -rw- 253 Nov 26 2021 14:08:46 ifindex.dat
3 -rw- 43136 Nov 26 2021 11:20:23  licbackup
4 drw- - Nov 26 2021 11:20:23  license
5 -rw- 43136 Nov 26 2021 11:20:23  licnormal
6 drw- - Nov 26 2021 11:20:23  logdfile
7 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-boot-a7514.bin
8 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-system-
a7514.bin
9 drw- - Nov 26 2021 11:20:30  pki
10 drw- - Nov 26 2021 11:20:23  seclog
11 -rw- 2204 Nov 26 2021 10:13:20  startup.cfg
12 -rw- 41214 Nov 26 2021 10:13:20  startup.mdb

1046512 KB total

(1046272 KB free)

yEBERLTI7AILZFHIBRLIZICED DD LT . T7MILIADFERRIRER AR —ZAY
1046272KBDEEBFENEFEFTT, £5LT?

T7AILDEIBREND &, SHFEITAHILE—DMER SN, BIISNF=TD7MILINRL—D
AR—ZREHBALET, LI, HIRSWE=77MILIEE I EHESHFBICEREFESN. X
L—UAR—REHBLET, 1—F—NCOATUREHERIFERLTI7MILEH
R DL TNARDAN—CBENREPLET, CHABNOREIFAILETELIC
HIBRL . ARL—DAR—=RFYH A ILT BIZIE, FZ7MILDTD T 1L IR —Treset
recycle-binav > RE#ETLET,

dir / allav U REEITLTC. BEDTALIMN —DTFIZHEZ TR TDI7AINESFT I+
WEERERLET, RRAVTUVIZIK, ERFDIT7AIL, ERTDITAHILE—, X
TDI7AI, BEUVERTDIAHILE—NEENET,
CHFEIFINF—DEFIL trashT, SOTHILF—HADT7A )LI&dir/ all .trasha<
UREERFTLTIIVTEET,

<YourName>dir /all

Directory of flash:

19



0 -rw-

41214 Nov 26 2021 14:08:46

20211126.mdb

1 drw- - Nov 26 2021 11:20:23  diadfile
2 -rw- 253 Nov 26 2021 14:08:46 ifindex.dat
3 -rw- 43136 Nov 26 2021 11:20:23  licbackup
4 drw- - Nov 26 2021 11:20:23  license
5 -rw- 43136 Nov 26 2021 11:20:23  licnormal
6 drw- - Nov 26 2021 11:20:23  lodfile
7 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-boot-a7514.bin
8 -rw- 0 Nov 26 2021 11:20:23  msr36-cmw710-system-
a7514.bin
9 drw- - Nov 26 2021 11:20:30  pki
10 drw- - Nov 26 2021 11:20:23  seclog
11 -rw- 2204 Nov 26 2021 10:13:20  startup.cfg
12 -rw- 41214 Nov 26 2021 10:13:20  startup.mdb

1046512 KB total (1046272 KB free)
<YourName>dir /all .trash

Directory of flash:/.trash

0 -rw-
1 -rwh

2209 Nov 26 2021 14:08:46
52 Nov 26 2021 14:09:11

1046512 KB total (1046272 KB free)

20211126.cfg_0001
trashinfo

T74)L20211126.cfglE 5| EHETSvaTHEATEE T, reset recycle-binavy
FEETLT. SHFHEEVITL. ARL—DRAR—=RE)HA(IILLET,
<YourName>reset recycle-bin

Clear flash:/20211126.cfg? [Y/N].y

Clearing file flash:/20211126.cfg... Done.

<YourName=>dir /all .trash
Directory of flash:/.trash

0 -rwh 0 Nov 26 2021 14:12:26
1046512 KB total (1046280 KB free)
CHEMOV)TEINT1E. 20211126.cfgT7 A ILDEIBREN . FERATIRERA L —D AR
— AN 1046280KBDEEREICEERTINFET,
CHBEERETITOFAMILEHIBRT DDA ENHYET, delete / unreserveda
YURERITLT. I7MIVETRICAEIBRLE Y, COITURIE, av R delete &%
1Tt reset recycle-binzxE{TLI=DER%ETT,
<YourName>delete /unreserved 20211126.mdb

trashinfo
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The file cannot be restored. Delete flash:/20211126.mdb? [Y/N].y
Deleting the file permanently will take a long time. Please wait...
Deleting file flash:/20211126.mdb... Done.

<YourName>

B3 telnetcAY (293

EE HCLOPCIlLtelnetDBEENHYFEH A, £ T, PCFHIBRLTPCOKHYIZ
RouterfoswitchZzFIFALE T . CD TR TldswitchzF| L TtelnetZfTLVET,
ZDIZFED ., switch®aAL T4 T [FUTDBEYTT,

<H3C>sys

System View: return to User View with Ctrl+Z.

[H3Clinterface Vlan-interface 1

[H3C-Vlan-interface1]ip address 192.168.1.2 24

[H3C-Vlan-interface 1]quit

[H3C]ping 192.168.1.1

Ping 192.168.1.1 (192.168.1.1): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.1.1: icmp_seq=0 ttI=255 time=3.000 ms

56 bytes from 192.168.1.1: icmp_seq=1 ttI=255 time=2.000 ms

56 bytes from 192.168.1.1: icmp_seq=2 ttI=255 time=2.000 ms

56 bytes from 192.168.1.1: icmp_seq=3 ttI=255 time=3.000 ms

56 bytes from 192.168.1.1: icmp_seq=4 ttI=255 time=2.000 ms

--- Ping statistics for 192.168.1.1 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 2.000/2.400/3.000/0.490 ms

%Nov 26 18:14:17:722 2021 H3C PING/6/PING_STATISTICS: Ping statistics for
192.168.1.1: 5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss,
round-trip min/avg/max/std-dev = 2.000/2.400/3.000/0.490 ms.

[H3C]save f

Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
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192.168.0.2/24

GE 0/M1
- GE00 192.168.0.1/24
sSW

Ethernet cable
RouterSwitch

1.4 HCL OEZE DY T—H

FE1:arY—ILiIR—khbtelnet1—H—DaAL T4FaL—230% TS
<YourName>sys
System View: return to User View with Ctrl+Z.
testELVSBRTDI—H —FERLET,
[YourName]local-user test
New local user added.

AS A2 IRAT)—R#testiIZRELE T, passworddTUREEITLT, /ART—FDHE
BMAEEHRETEET, TL—oTFRMND/ISRT—REET5=HIZRENEE—

J—ksimple&. BB/ SART—FEEH T 5=DITRENSF—T—Kcipher,
[YourName-luser-manage-test]password simple test

A—H—DTelneth —ERF(TEHELFET, EHAO—/LILlevel 0TYT, LRILES

DEEMNPENEE, —F—HERIFELGYET,
[YourName-luser-manage-test]service-type telnet
[YourName-luser-manage-test]authorization-attribute user-role level-0
[YourName-luser-manage-test]quit

F)E2: super/SRT—KRZEHRELET,

A—IN—NRAT—F[E, A—H—O—JLEBEINT=LAILICEETBH=-OIZFERASh
F9, A—F—AO—LELARNISIZEETBIZIE, TL—TFRMNE—RT/ART—

FZH3CIZERELET .
[YourName]super password role level-15 simple H3C

FE3: welcome EHEHRELET .

T )LHLIEHRE "Welcome to H3C world!” [ZERELET . XF "%’ [ETFX+D

BTXFTY, “W EANLTTERRMETL AYVT—OTIRERTLET,
[YourName]header login

Please input banner content, and quit with the character '%'.

Welcome to H3C world!%

[YourName]

22



Fg4: telnet1—H—DO—hHILRIERTET S
VTY 0~631—H—1T# AALET, JRTLIE. RRADVTYI—F—DREET7Y
EREYR—ALET, VIYR—MEImEBImKEFRETHY. telnetF=[ESSHEMLTIL
— BT VRS B=HITERINET,
[YourNamel]line vty 0 63
L—E—&, A=A Y —N—FEY—F N —F—N—ZFEAL T %R
SETEEYT, COIARTIE. A—HILBIEAREASNA TWET (BBSEE—RIELschemeT
ERE
[YourName-line-vty0-63Jauthentication-mode scheme
[YourName-line-vty0-63]quit

FE5: 412BT—REa1—IZA>TEthemetf 271 —XIZIPPRLREHRTET S
interffacea YR ERITLTA—HRYREL—ICAY, IPPRLROATUREERITLTIL
—BDA—H R YMPTRLRZERELET,
[YourNamelinterface GigabitEthernet 0/0
[YourName-GigabitEthernet0/0]ip address 192.168.0.1 255.255.255.0
[YourName-GigabitEthernet0/0]quit
PCOIP7RLRZEJL—E—R—bERILR YR T—01T A EIZ$H4192.168.0.10/24
[CERELFY

PCEERLT=% . PUTTY T/IL—32—R—L D GigabitEthernet0 / 17 v 1§ &R T
TFY,

%Nov 26 15:33:00:860 2021 YourName IFNET/3/PHY_UPDOWN: Physical state
on the interface GigabitEthernet0/0 changed to up.

%Nov 26 15:33:00:860 2021 YourName IFNET/5/LINK_UPDOWN: Line protocol
state on the interface GigabitEthernet0/0 changed to up.

F[E6: telnet¥—E X%enablelZ¥ %
[YourNamel]telnet server enable
[YourName]save f
Validating file. Please wait...
Configuration is saved to device successfully.
FIE7: telnetTRT 1T 3
YARFYRT—9r—T LEFEALTPCEIL—F—DA—HRybiR—
GigabitEthernet 0/01Z#&#EL . PC CLIDA> RO TIL—F—R—k DA —H R yRP7R
L X#%telnetLT. Enter¥—%#LE T,
C:¥Users¥YourName>telnet 192.168.0.1
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telnetD 1 —H—ZELE/SRT—REAALT BRR—DIZAVET, ?ZANTHE
A—HF—IERTESITUR (LRI ERTELET, I —H—([FTHRIELANILTT,
ZDO1=8. EREFITURERTRL, WODDITUREFRTIELNTEE Y
Ao

BE#E 192.168.0.1 ...

Press CTRL+K to abort

Connected to 192.168.0.1 ...

khkkkkkkkkhkhkkhkhkkkhhkhkkhhkhkkkhhkkkkhhkkhkkhhkkhkhhkhhkhhkkhkhkkhhkkhkhkkkhhkkkkkkk

* Copyright (c) 2004-2017 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner's prior written consent,

*
*

* no decompiling or reverse-engineering shall be allowed.

khkkkkhkkkkhkhkkkhhkkhkhkkkhkhkhkkhhkkhkkkhhkkkkhhkkkhkkhhkkhkhhkkkhhkhhkkhkhkkkhhkkhkhkkkhhkhkkkkkx

Welcome to H3C world!

login: test

Password: test
<YourName>?

User view commands:

display Display current system information
erase Alias for 'delete’

exit Alias for 'quit'

no Alias for 'undo’

quit Exit from current command view
show Alias for 'display’

system-view Enter System View

write Alias for 'save'
xml Enter XML view
<YourName>
ROEERHPUTTYICRREINFE T, Tl 2 —HF—HPCRATIL—E—ICBT 1Y
LTWSIEERLTLET,
<YourName>

%Nov 29 10:21:18:727 2021 YourName SHELL/5/SHELL_LOGIN: Console logged
in from conO.
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FES: A —H—role(REILHER)ZEET S
superdT U REEFTLTA—HF—O—ILEEEL, A—/\—NRT—FZAALTLA
WSIZAVET , A—HF—LANIWISTERATESAT R EA—F—LAJLOTHEATE
BT EHELET,
<YourName>super level-15 ?

<cr>

<YourName>super level-15

Password: H3C

User privilege role is level-15, and only those commands that authorized to the
role can be used.

<YourName>?

User view commands:

archive Archive configuration

arp Address Resolution Protocol (ARP) module
backup Backup operation

boot-loader Software image file management
bootrom Update/read/backup/restore bootrom
bootrom-access Bootrom access control

cd Change current directory

clock Specify the system clock

copy Copy a file

debugging Enable system debugging functions
delete Delete a file

diagnostic-logfile Diagnostic log file configuration

dialer Specify Dial-on-Demand Routing(DDR) configuration
information

dir Display files and directories on the storage media

..... il

algorithm

show Alias for 'display’

ssh2 Establish a secure shell client connection

startup Specify system startup parameters

super Switch to a user role

system-view Enter System View
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tar Archive management

tclquit Exit from TCL shell

tclsh Enter the TCL shell

telnet Establish a telnet connection
terminal Set the terminal line characteristics
tftp Open a TFTP connection
tracert Tracert function

umount Unmount a storage medium
undelete Recover a deleted file

undo Cancel current setting

write Alias for 'save'

xml Enter XML view

FIg9: FEZE—TITLTIL—F—F)RI—FLFT,
saved VU REETLT. REDBHREIL—F2—AMN—JICRELET, XRIZ 537
UREERFTLTORATLEBEBLEY,
<YourName>save force
Validating file. Please wait...
Configuration is saved to device successfully.
<YourName>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
This command will reboot the device. Continue? [Y/N]:

Now rebooting, please wait...
RRG4 fpFFE>TURTLIFZFAINETYITA—R, AHooO0—K$5
FIE1: avV—ILiR—SftpA—H—DEREET S
<YourName>system-view
System View: return to User View with Ctrl+Z.
[YourNamellocal-user test_ftp
New local user added.
[YourName-luser-manage-test_ftp]Jpassword simple test ftp
FlE2: 12— —D=OHIftp—E XA TEHRELT. 2—HF—DroleZlevel 1512 FE T
%)
[YourName-luser-manage-test_ftp]service-type ftp
[YourName-luser-manage-test_ftpJauthorization-attribute user-role level-15
[YourName-luser-manage-test_ftp]quit
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FE3: ftpH—E X% enablelZ9 %
[YourNamelftp server enable
Fg4: ftplcOF 1233
<H3C>ftp 192.168.0.1
Press CTRL+C to abort.
Connected to 192.168.0.1 (192.168.0.1).
220-
220-Welcome to H3C world!
220 FTP service ready.
User (192.168.0.1:(none)): test_ftp
331 Password required for test_ftp.
Password: test ftp
230 User logged in.
Remote system type is UNIX.
Using binary mode to transfer files.

FB5: ftpEE->TI7FAINETYITA—RT S
ftp> put test.txt
227 Entering Passive Mode (192,168,0,1,220,127)
150 Accepted data connection

226 File successfully transferred

6187 bytes sent in 0.000 seconds (6.04 Kbytes/s)
FE6: fipEfE>TIFAILEF D OA—RT S

ftp> get startup.cfg

startup.cfg already exists. Overwrite it? [Y/N].y

227 Entering Passive Mode (192,168,0,1,222,13)

150 Accepted data connection

226 File successfully transferred

3080 bytes received in 0.002 seconds (1.47 Mbytes/s)
ftp> quit

221-Goodbye. You uploaded 7 and downloaded 4 kbytes.
221 Logouit.
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RRY5:MftpZEESTURTLIFZAINETYTO—R FooO0—FF5

FE1: titppH—/\—ZFenablelZ3 3
ZDSRTIETFTPY—/IN\—F7 T r—32 L T3CDaemonF{ELVET , TFTPH—
N—DINFGA—R—FFREL. T7AILOTYTA—K ForaO—FOA—A)LT(L I+
J—(Cc:¥)EH/RELET,

TFTP Server

3(CDaemen Configuraticn

General Configuration TFTP Configuration | FTP Profiles | Syslog Configuration

Create directory names in incoming file requests? v
Allow overwrite of existing files? I
Upload/Download directory: |C:¥U5er5¥weigu¥DDwn|Dad5¥ J

Logging to T’r‘r.|:u:I.I|:|e=

= Per-packet timeout in seconds (2-15):

FTP Server

Svzlog Server
TFTP Client

Maximum retries [5-20):

111

For Help, press F1 | Interframe transmission gap:

oK | Foutll

FB2: tipZF->TI7AIETYIA—LT S
<YourName>tftp 192.168.0.2 get test.cfg
Press CTRL+C to abort.
% Total % Received % Xferd Average Speed Time Time Time
Current
Dload Upload Total Spent Left
Speed
100 598 100 598 0 0 0 0 --:---- 0:00:40 --:--:--
116k
FIE3: thtpZFE->TI7AINLEX D A—KT S
<YourName>tftp 192.168.0.2 put test.txt
Press CTRL+C to abort.
% Total % Received % Xferd Average Speed Time Time Time
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Current
Dload Upload Total Spent Left

Speed
100 598 100 598 0 0 0 0 --:--:-- 0:00:40 --:--:--
116k

BRE:
1. ZOTRTIH, VRTLBZNIL T4 X 2L—2a0 ENTWSDEREZR TEELN (T
274F 2L — 3> DHIclockBFENRREINGEN)DIEHETT M ?

X

clockavoRIE. S RTFLDIN—FITTINSA—FEERTHE-OIZFERINIaTY
FTHY. I<CIZEHYET, Z0=6H. 709X BREDERI7MIVEIZRE
SNFEERI7AIVIZRTEIhE R A,
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Lab2 RybT—IREBRDFERETINYT

== 3151 o oh
EENEELHE
COIRTIEUTDIEEZEVET:
0 L—A—FI)TFITr—TJITEGEITIHEEETELET,
® Ping &tracert ARV R TURTLDEGMZERER TS HEEEB/LET .
& TFTNYXUHTaATUREFESIAHEEZEB/LET,

I —IK

192.168.1.2/30

192.168.0.1/24 I@: I@I 192.168.2.1/24
} Ser_1/0 Ser_1/0

GE_0/1 GE_0M
RTA 192.168.1.1/30 RTB
> B >
SWA SWB
GE_0/2 GE_0/2
GE_0M GE_0/1
@ 192.168.0.10/24 192.168.2.10/24 @
PCA PCB
2.1 EFRYLT—H
== 181
EEEE
AREERICHEL LR AR )
\ N—3Y = LR L]
EBREBRAEETILES
MSR36-20 Version7.1 2 7L
S5820V2 Version7.1
PC Windows 7 2 7L
V35 DTEV U7 IL—T )L - 1
V35 DCEV)7ILr—T )L - 1
FYRT = —T LD R - 4 7L
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B FIR

AR IPPRLREZREL T —TIVEEHKT S
DRRYIE, A= —IL—8— R/ vF .  PCEERT S A EITENSLIITLE
ER
FIg1:PCEL—E—FT—TIILTHRRT S
E21D&5(22DDIL—2—F1 DD —T L TEHKELET, L—4—ETNThDRA
YFS5820V2ERILE T, PCERAYFET—TIILTEBKLET,
FIE2: IPPFLRZEERET D
RTA. RTBOFREMNT IAILNTH D LEHEREIZT HIZILreset saved-
configurationa YR CTT 74 /)LbDAV T4 FaL—2aVv~ARLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y

K21 IPFFLAREIYETRF®—T

XE AL28—27x—R | IPPRLR HF—koxA
sS1/0 192.168.1.1/30 -
RTA
G0/0 192.168.0.1/24 -
sS1/0 192.168.1.2/30 -
RTB
G0/0 192.168.2.1/24 -
PCA 192.168.0.10/24 192.168.0.1
PCB 192.168.2.10/24 192.168.2.1
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LUTDESIZRTAIZIPTRLRZEIY S TET :
<H3C>sys
System View: return to User View with Ctrl+Z.
[H3C]sysname RTA
Configuration is saved to device successfully.
[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 192.168.0.1 24
[RTA-GigabitEthernet0/1]quit
[RTAlinterface Serial 1/0
[RTA-Serial1/0]ip address 192.168.1.1 30
[RTA-Serial1/0]quit
[RTA]save f
Validating file. Please wait...
Configuration is saved to device successfully.
RTBDIV74F¥aLl—2avIEUTDREYTY :
<H3C>sys
System View: return to User View with Ctrl+Z.
[H3C]sysname RTB
[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 192.168.2.1 24
[RTB-GigabitEthernet0/1]quit
[RTB]Jinterface Serial 1/0
[RTB-Serial1/0]ip address 192.168.1.2 30
[RTB-Serial1/0]quit

RRP2:pingAY U TEEDEREEZFVvILET
CDRRYIE, A—HF—PIL—F— R/ vF  PCOEREEF TV ITEHHEICEND
KIITLFET,

FE1:RTANBRTBApingd %
RTAANOS AU LTI —E—DEFEEF VI 5=HICRTBOL Y7 JLIR—KS1/0
~pingLETF,
<RTA>ping 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seq=1 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=2 ttl=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seq=3 ttI=255 time=2.000 ms
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56 bytes from 192.168.1.2: icmp_seq=4 ttI=255 time=2.000 ms
RTAIXICMPIO—&&/ My b ERZ{EL. RTANRTBIZping TESZEERLET,
RTAIX. T74ILET5DM56/ A FICMPE R/ N\ yhEXELET . pinghBIhd %
ERTAIESDDEE/NTFybEZIELET, WindowsT /A R[E, TIHILET4DD
32/NMRICMPE R /Ny EFIELET S

FlE2: pingaAR U RDINGA—E—EFvILET

<RTA>ping ?

-a Specify the source IP address

-C Specify the number of echo requests

-f Specify packets not to be fragmented

-h Specify the TTL value

-i Specify an outgoing interface

-m Specify the interval for sending echo requests

-n Numeric output only. No attempt will be made to lookup host
addresses for symbolic names

-p No more than 8 "pad" hexadecimal characters to fill out the
sent packet. For example, -p f2 will fill the sent packet with
000000f2 repeatedly

-q Display only summary

-r Record route. Include the RECORD_ROUTE option in the
ECHO_REQUEST packets and display the route

-S Specify the payload length

-t Specify the wait time for each reply

-topology Specify a topology

-tos Specify the TOS value

-v Display the received ICMP packets other than ECHO-

RESPONSE

packets

-vpn-instance Specify a VPN instance
STRING<1-253> |IP address or hostname of remote system

ip IP information
ipv6 IPv6 information
mpls MPLS ping

Bl Z L, ~-c/NGA—A—%F>Tping/\ Yy F50EEELET .
<RTA>ping -c 50 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
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56 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seq=1 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=2 ttI=255 time=3.000 ms
“SINTGA—A—HEFE T EET B/ IbD YA XE512/81MZLET,
<RTA>ping -s 512 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 512 data bytes, press CTRL_C to break
512 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=1.000 ms
512 bytes from 192.168.1.2: icmp_seq=1 ttI=255 time=2.000 ms
512 bytes from 192.168.1.2: icmp_seq=2 ttI=255 time=2.000 ms
INTGA—A— @aZFERALT. ping/\7YrDEETIPPRLRERELES, RybT—
DDTINYTHRIZ EETIPTRLRZEML TR YN —V#GEHERELET. CDJ
RTIE EETIP7RLRIERTA GO/MR—FTHY. ping4A TP IMIPCBTY,
<RTA>ping -a 192.168.0.1 192.168.2.10
Ping 192.168.2.10 (192.168.2.10) from 192.168.0.1: 56 data bytes, press CTRL_C
to break
Request time out
Request time out
Request time out
Request time out
Request time out
EETIPPRLRELTHEATESDIZO—NILR—FFPRLRADHTI , pinghiLEL
=EEIE. ROFIRIEAFT
FE3:PCATRTAIZpingLE T
<PCA>ping 192.168.0.1
Ping 192.168.0.1 (192.168.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.0.1: icmp_seq=0 ttI=255 time=2.000 ms
56 bytes from 192.168.0.1: icmp_seq=1 ttI=255 time=3.000 ms
56 bytes from 192.168.0.1: icmp_seq=2 ttI=255 time=3.000 ms

<PCA>ping 192.168.1.1

Ping 192.168.1.1 (192.168.1.1): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.1.1: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 192.168.1.1: icmp_seq=1 ttI=255 time=3.000 ms

56 bytes from 192.168.1.1: icmp_seq=2 ttl=255 time=1.000 ms
F)E4:PCATRTBIZpingLE T

<PCA>ping 192.168.1.2
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Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
Request time out

Request time out
Request time out
Request time out
Request time out
FE5: PCATPCBIZpingLET
<H3C>ping 192.168.2.10
Ping 192.168.2.10 (192.168.2.10): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
PCANPCBADPINgIZKBT 5D IFLEETET M ?
LUTOFIEIZH->T. [REZHERL TSN
1. PCA @ RTA 7R—F GigabitEthernet0/1 & & U Serial1/0 I1Z ping #E1T7LET ., 7~
—HKZ ping #EITTEEY .
2. PCA @ RTB 7R—Fh Serial1/0 [Z ping #E{TLE T, R—KZ ping ZETT 52
[ETEFEEA,
3. PCA TPCB I[Zping #EfTLET ., PCBIZping {795 LIETEEEA,
RTBE L UPCBIZEIESNDICMPER /My (Ta—ERK) IZIE, &/ vk (T3
—ISFE)NHYFEE A,
RTATdisplay ip routing-tablea<v > FEEITL T, IL—T42 T T—TILERHERELET,
<RTA>display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/1
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/1
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/1
192.168.1.0/30 Direct 0 O 192.168.1.1 Ser1/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser1/0
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192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser1/0
192.168.1.3/32 Direct 0 O 192.168.1.1 Ser1/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

W—T4oTT—TILDEEFIT, TUF)192.168 20X FERATEEFHA. TN,
PCB3ETDping/\ry & ZIET HRTAIL. /N7y EPCBIZERE BT . B/ \TybE
WELET, TOHEER. PCAIZPCBADpinglZLBLET,
T2k1)192.168.1.20MERARIEET T AV, PCAILE D KSIZL TRTBR—KSeriall / 0~
DpinglZXkBLFETH ? RTBOIIL—T42FT—TILTlE, T2J192.168.0.01%fE
ATEFEE A, f-1=L. RTAIZPCA pingZEk/\7 b ERTBISEELE Y, RTBIE.
pinglb &/ rybEPCAIZERELFEH A, TDHER. PCAIZRTBR—bkseriall / 0~D
pinglZKBLET,
DWIZEDVT ATYT1OREDTAMNEBEDRRAILBASNTT, RTAIZIXIPTR
L X192.168.2.0/24 ~D JL—A—H\13{, RTBIZHIP7RL RX192.168.2.0/24 ~D )L—b
AHYFEE A,

F g6 : static routeZ R ELET
ip route-staticaY U FERITL T, BERYNT—IET AV NEE T IL—2EPCEER
FTHLDITHREL. RYRMRYTEZE T IL—2DHR—MIFZEL T, RTABKURTBIC
FHIL— L EERELE Y,
RTADERIERDESY T,
[RTAJip route-static 192.168.2.0 255.255.255.0 192.168.1.2
RTBOERIERDESY T,
[RTB]ip route-static 192.168.0.0 255.255.255.0 192.168.1.1
PCATPCBIZpingLEd,
<PCA>ping 192.168.2.10
Ping 192.168.2.10 (192.168.2.10): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.10: icmp_seq=0 ttI=253 time=5.000 ms
56 bytes from 192.168.2.10: icmp_seq=1 ttI=253 time=4.000 ms
56 bytes from 192.168.2.10: icmp_seq=2 ttI=253 time=8.000 ms
56 bytes from 192.168.2.10: icmp_seq=3 ttI=253 time=6.000 ms
FHIL—FDRTAB KURTB TR ESN =& . PCAIZPCBIZpingZE{TTEEY,
PCBIZping&=E1T9 5= DEETIPT7FL R ELTRTAR—RGigabitEthernet0 / 1%
FEALET.
[RTA]ping -a 192.168.0.1 192.168.2.10

36



Ping 192.168.2.10 (192.168.2.10) from 192.168.0.1: 56 data bytes, press CTRL_C
to break
56 bytes from 192.168.2.10: icmp_seq=0 ttI=254 time=3.000 ms
56 bytes from 192.168.2.10: icmp_seq=1 ttI=254 time=6.000 ms
56 bytes from 192.168.2.10: icmp_seq=2 ttI=254 time=6.000 ms
56 bytes from 192.168.2.10: icmp_seq=3 ttI=254 time=5.000 ms
BAY3:tracertav R THEEDEHKEEZFIVILET
traceta YU REETLT. N7 YMNEETLTNAADNLIHET NS RITRIBT HIL—
b —FZERRLET, RVET—VIEELNRELIGEIE. COATUREETLTRE
EDHLH/—FEHELET,
FIE1:PCATPCBAtracertd 5
PCATCLIIZA>T.PCBDIP7KRL X ~tracertd %,
C:¥Users¥HCL>tracert 192.168.2.10
PCAIF3DDTTLICMP/VryhE2ITERYEY ., RHIDTYT1E192.168.0.1THY.,
ROD/INTYEDBRTAIZE S TRINDZEERLET . FHICEKY, 2BBH D/ vk
[ERTBIZ&K>TREN , 3BEH D/ YMMIPCBIZ&>TRENE T, 3DDARYLT—
9/—FICEZERRETY ., RYRT—I/—FD1DIZEETEGUIMES . MBI HTTL
NTYMIBEREESNFEFRA, CNIZEDWT. EEOHS/ —FEHETEET,
FE2: RTATPCBAtracertd %
RTATPCB®DIP7 KL X Atracertd %,
<RTA>tracert 192.168.2.10
traceroute to 192.168.2.10 (192.168.2.10), 30 hops at most, 52 bytes each packet,
press CTRL_C to break

1 192.168.1.2 (192.168.1.2) 16.691 ms 16.620 ms
16.556 ms

2 192.168.2.10 (192.168.2.10) 16.636 ms 16.624 ms 16.569

ms

RPDHRYTIERTBT, XDV FIEPCBTY,

EE HCLTIdtracert D EENERINTHEYEFHEAD T, LTOLIGH AITHYE
ER

<RTA>tracert 192.168.2.10

traceroute to 192.168.2.10 (192.168.2.10), 30 hops at most, 40 bytes each packet,
press CTRL_C to break

1 * % %

2 * % %
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tracetaAVY U R DINTGA—R—FF Y ILET,

<RTA>tracert ?
-a Specify the source IP address used by TRACERT
-f Specify the TTL value for the first packet
-m Specify the maximum TTL value
-p Specify the destination UDP port number
-q Specify the number of probe packets sent each time
-t Set the Type of Service (ToS) value
-topology Specify a topology
-vpn-instance Specify a VPN instance
-wW Set the timeout to wait for each reply
STRING<1-253> |P address or hostname of the destination device
ipv6 IPv6 information
mpls MPLS trace route

debuggingaAY U REETLT. T/A\VTIEHRERRLET,

RTB®D &R Dmonitoringds & Udisplay#sEZ B L ET .

RTBTterminal monitora< > FZ&3XE4TL T, AT Lmonitoringt&gEZ A =NIZL.

terminal debugginga v REETL T, T/\V I BEHREBRERREBIICLET,

<RTB>terminal monitor

The current terminal is enabled to display logs.

<RTB>terminal debugging

The current terminal is enabled to display debugging logs.
FJE3:RTBTICMP debugging switchZzenablelZLE 9

RTBTdebugging ip icmp AW RZEE{TLTICMPES 2—ILDT/\yF 2T HEE%E

enablelZL%ET,

<RTB>debugging ip icmp
F)[B4:RTATRTBIZpingL. RTBTT/\v/EHREZRFET

<RTA>ping -c 10 192.168.1.2

Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 192.168.1.2: icmp_seq=1 ttI=255 time=3.000 ms

56 bytes from 192.168.1.2: icmp_seq=2 ttl=255 time=3.000 ms

56 bytes from 192.168.1.2: icmp_seq=3 ttI=255 time=2.000 ms

56 bytes from 192.168.1.2: icmp_seq=4 ttI=255 time=2.000 ms
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56 bytes from 192.168.1.2: icmp_seq=5 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=6 ttI=255 time=3.000 ms
56 bytes from 192.168.1.2: icmp_seq=7 ttI=255 time=3.000 ms
56 bytes from 192.168.1.2: icmp_seq=8 ttI=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seq=9 ttI=255 time=3.000 ms

--- Ping statistics for 192.168.1.2 ---
10 packet(s) transmitted, 10 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/2.300/3.000/0.781 ms

RTBT/\yFX JEHERET
*Nov 24 18:00:03:206 2021 RTB SOCKET/7/ICMP:
ICMP Input:
ICMP Packet: vpn = PUBLIC(0), src = 192.168.1.1, dst = 192.168.1.2
type = 8, code = 0 (echo)

*Nov 24 18:00:03:206 2021 RTB SOCKET/7/ICMP:
ICMP Output:
ICMP Packet: vpn = PUBLIC(0), src = 192.168.1.2, dst = 192.168.1.1
type = 0, code = 0 (echo-reply)

*Nov 24 18:00:03:410 2021 RTB SOCKET/7/ICMP:
ICMP Input:
ICMP Packet: vpn = PUBLIC(0), src = 192.168.1.1, dst = 192.168.1.2
type = 8, code = 0 (echo)

*Nov 24 18:00:03:410 2021 RTB SOCKET/7/ICMP:
ICMP Output:
ICMP Packet: vpn = PUBLIC(0), src = 192.168.1.2, dst = 192.168.1.1
type = 0, code = 0 (echo-reply)
FES: RAYFDT/N\yF 2 %disablelZLET,
Undo debugging allaY >R TE2THDEDA—ILD R YFDT/\wFx >4 %disable(Z
LETS
<RTB>undo debugging all
All possible debugging has been turned off.
<RTB>undo terminal monitor
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The current terminal is disabled to display logs.

BR:
1. FIE1DARI2TIL, ping 192.168.1. 2B AKRKIATUFEEHALE T H. ping -a
192.168.0.1 192.168.1.24E5RIV N EZFEAT 5L BRMARLGYET, IL—5—(FE
D&y EREBLET N ?

EZ:

EARKOTUREFERHTBEE. ICMPIEE N\ yhDEETIP7RFLRIE192.168.1.1T
¥, PsEAVUREERATDES . EFIETIP7RFLRIF192.168.0.1&ELTHEESINE
T, FD=H.ICMPIEE/ Ny rDEEIPFRLRIZELZYET,
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Lab3 VLAND R E

== S0 b i)
EERNBEEHE
COIREETITIHEUTOIENTELEIIHYFET:
® HRAMHDLAN—2LST7490% RS HT-8IZVLAN FERELET,
0 THOBERKR—ILENSUIR—IEHRTELET,

I —IK

m———

S —
——

-
-

/17/2.16.0.1;"24 VLAN 2 172.16.0.3/24 \\

!

|

g
g, GE-0/1 Ocasel:trunk(PVID=1) <---->trunk(PVID=1) T //

TSPCA T . e PCe~
o= LEHNT TEE e
- -~ GE_0/24 —— ==

-

T GEOZ  gwA SWB GE.07 ~c

yd Ocase2:hybrid(PVID=1)<--->hybrid(PVID=1) .
hY

t @ GE. 01 Acase3:trunk(PVID=1)<--->access(PVID=1) )
.
So GE_0/1 @ e

\"‘*-E.‘:‘:E 172.16.0.2/24 VLAN 1 172.16.0.4/24
-~ -=~PcD

—— —

3.1 EERYNT—Y

E5ZE7N
® XAyF SWA.RAvF SWB, PCA,PCB,PCC. PCD I&. EOE®DKLSIZEHEEN

TWES,
REICEREINE-TORILLSEET ENESIHEFIVILET,

AREERICHEL LR AR o )
\ N—o3y | B2 YEeEE
EBREBRAAEETILES
AAyFS5820v2 7571 2 7L
PC Windows 7 4 7L
FYRID—9—T )L DES - 5 7L
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ZBFIR

BRI THORRR—LOaAVT4FaL—3Y
CDRARIIEN D DBATHET I EADKR—bEEDKSIEET I ERLTVET, T
LT.PCEIDLAY—233a=—2a EFRAlREICT 5 1-0HIZE D KIITPCEVLAN
[C7HA T ENEEBETEHETT,

FE1:

FE2:

=7 LD

H3.1D&INRAMYFE. RAYFEPCRD T —T IVE#EHELET,
SWA. SWBDEREMNT I+ ILETHDHZ LEFEREIZT HIZIEreset saved-
configurationa YR TT 74DV T4FaL—av~RLET,
<SWA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<SWA>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

FNEFNDRAAYFDTIAILNVLAND I T4 FaL—Sava EwFIvidd

# SWA @ VLAN DR =5l
<SWA>display vlan
Total VLANSs: 1
The VLANSs include:
1(default)

#RTLDTIHILE VLAN THD VLAN 1 DAV I4FaL—2avFFzvILET,
<SWA>display vlan 1

VLAN ID: 1

VLAN type: Static

Route interface: Not configured

Description: VLAN 0001

Name: VLAN 0001

Tagged ports:  None

Untagged ports:

FortyGigE1/0/53 FortyGigE1/0/54
GigabitEthernet1/0/1 GigabitEthernet1/0/2
GigabitEthernet1/0/3 GigabitEthernet1/0/4
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GigabitEthernet1/0/5 GigabitEthernet1/0/6

GigabitEthernet1/0/7 GigabitEthernet1/0/8

GigabitEthernet1/0/9 GigabitEthernet1/0/10
GigabitEthernet1/0/11 GigabitEthernet1/0/12
GigabitEthernet1/0/13 GigabitEthernet1/0/14
GigabitEthernet1/0/15 GigabitEthernet1/0/16
GigabitEthernet1/0/17 GigabitEthernet1/0/18
GigabitEthernet1/0/19 GigabitEthernet1/0/20
GigabitEthernet1/0/21 GigabitEthernet1/0/22
GigabitEthernet1/0/23 GigabitEthernet1/0/24

HENTNOR—bDI T4F¥aL—2avEFvILET, il Z L GigabitEthernet
1/0/1,

<H3C>display interface GigabitEthernet 1/0/1
GigabitEthernet1/0/1
Current state: UP
Line protocol state: UP
IP packet frame type: Ethernet I, hardware address: a61c-99¢b-0100
Description: GigabitEthernet1/0/1 Interface
Bandwidth: 1000000 kbps
Loopback is not set
1000Mbps-speed mode, full-duplex mode
Link speed type is autonegotiation, link duplex type is autonegotiation
Flow-control is not enabled
Maximum frame length: 9216
Allow jumbo frames to pass
Broadcast max-ratio: 100%
Multicast max-ratio: 100%
Unicast max-ratio: 100%
PVID: 1
MDI type: Automdix
Port link-type: Access
Tagged VLANs:  None
Untagged VLANS: 1
Port priority: 2
Last link flapping: 0 hours 17 minutes 35 seconds
Last clearing of counters: Never
Current system time:2021-10-29 17:22:21
Last time when physical state changed to up:2021-10-29 17:04:46
Last time when physical state changed to down:2021-10-29 17:04:41
Peak input rate: 0 bytes/sec, at 00-00-00 00:00:00
Peak output rate: O bytes/sec, at 00-00-00 00:00:00
Last 300 second input: 0 packets/sec 0 bytes/sec 0%
Last 300 second output: O packets/sec 0 bytes/sec 0%
Input (total): 0 packets, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts, 0 pauses
Input (normal): 0 packets, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts, 0 pauses
Input: 0 input errors, O runts, 0 giants, 0 throttles
0 CRC, 0 frame, 0 overruns, 0 aborts
0 ignored, 0 parity errors
Output (total): 0 packets, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts, 0 pauses
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Output (normal): 0 packets, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts, 0 pauses
Output: 0 output errors, 0 underruns, 0 buffer failures
0 aborts, 0 deferred, 0 collisions, 0 late collisions
0 lost carrier, 0 no carrier

#SWA LI RTOR—KETIAILE VLAN THS VLAN 1 [ZEBLTLVT.PVID1 T
H5,

FIE3: VLANZERL TENITR—FEBIVATET,

#SWA OO J4FaLl—2avEaLET
[SWA]vlan 2

[SWA-vlan2]port GigabitEthernet 1/0/1
[SWA-vlan2]quit

#SWB Qv I4F¥al—>avEalLET
[SWB]vlan 2

[SWB-vlan2]port GigabitEthernet 1/0/1
[SWB-vlan2]quit

#ALI4Xal—avEFIVILET,
[SWA]display vlan

Total VLANSs: 2

The VLANSs include:

1(default), 2

[SWA]display vlan 2
VLAN ID: 2
VLAN type: Static
Route interface: Not configured
Description: VLAN 0002
Name: VLAN 0002
Tagged ports:  None
Untagged ports:

GigabitEthernet1/0/1

[SWBJdisplay vlan
Total VLANSs: 2
The VLANSs include:
1(default), 2

[SWBJdisplay vlan 2
VLAN ID: 2
VLAN type: Static
Route interface: Not configured
Description: VLAN 0002
Name: VLAN 0002
Tagged ports:  None
Untagged ports:

GigabitEthernet1/0/1
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FE4 -

VLANRID Bt R EEAER T 5,
£R3-1 IPPRLRATZH AV REX—L

KEA IP7FLR
PCA 172.16.0.1/24
PCB 172.16.0.2/24
PCC 172.16.0.3/24
PCD 172.16.0.4/24

PCRITpingav > FEETL T, B4 HVLANB TO B E SHABRL TZaLY,
fi % (£, PCAMSPCBAping

<PCA>ping 172.16.0.2

Ping 172.16.0.2 (172.16.0.2): 56 data bytes, press CTRL_C to break
Request time out

Request time out

Request time out

Request time out

AZ42:Trunk port®aAr74F¥1L— 3>

FIIE1:

CDRRYTIF, R4y FETRILVLANIZE T APCRIL ThS T4V 0% ERETES L
3129 %1z [Ztrunk port ( 802.1QAT R—bk YFEDKSITERETHMNERLTLE
ER

Trunk portZE%E9 %

B H5X(yF EDREI—VLANIZE T HPCRILT(PCAEPCC) TpinglZk Yk @ik
RELFEY,

<PCA>ping 172.16.0.3

Ping 172.16.0.3 (172.16.0.3): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request time out

LULEDFERIE. PCCAPINGIZEZRLEMN 2= EERLTVET  COFKERIISWAL
SWBFE D R—khlaccess portTHY . VLAN 1IZEL TS DT, VLAN 20 5D T
—LEBLERTA COMBBEEZERT H-HIZ2DD X1y FEDGigabitEternet
1/0/247R—kZtrunk portIZERELE T,
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FlE2: RAYFBDR—LDEATETrunk portIZFRET S
SWAZI 14 F¥al—avLET,
[SWAJinterface GigabitEthernet 1/0/24
[SWA-GigabitEthernet1/0/24]port link-type trunk
[SWA-GigabitEthernet1/0/24]port trunk permit vian all
[SWA-GigabitEthernet1/0/24]quit

SWBZar J4F¥al—avLET,

[SWBJinterface GigabitEthernet 1/0/24
[SWB-GigabitEthernet1/0/24]port link-type trunk
[SWB-GigabitEthernet1/0/24]port trunk permit vian all
[SWB-GigabitEthernet1/0/24]quit

SWADIYI74F¥aL—a MR LET,
[SWA]display vian 2
VLAN ID: 2
VLAN type: Static
Route interface: Not configured
Description: VLAN 0002
Name: VLAN 0002
Tagged ports:
GigabitEthernet1/0/24
Untagged ports:
GigabitEthernet1/0/1

ZD#ER (X GigabitEthernet 1/0/24 HVLAN 2[2&HY. VLAN 2 W™oDIL—LZEZY
ENESTITEETHLEERLTVFET,

ALY FREDR—rDFHRERRLET, FIZ L. SWADGigabitEthernet 1/0/24T
&
<SWA>display interface GigabitEthernet 1/0/24
PVID: 1
MDI type: Automdix
Port link-type: Trunk
VLAN Passing:  1(default vlan), 2
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FIE3:

BR:

VLAN permitted: 1(default vlan), 2-4094

Trunk port encapsulation: IEEE 802.1q
HAXZDR—LDPVIDA, Y934 ThHMtrunk THAHZ EERLTLVET , R—k
[XVLAN 1/M54094D 7L —LZEELET,
RAYFEFDBVLANBEETALT S
PCATPCCIZ® L Tpingav U R&EENET,
<H3C>ping 172.16.0.3
Ping 172.16.0.3 (172.16.0.3): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.3: icmp_seq=0 ttI=255 time=6.000 ms
56 bytes from 172.16.0.3: icmp_seq=1 ttI=255 time=7.000 ms
56 bytes from 172.16.0.3: icmp_seq=2 ttI=255 time=4.000 ms
56 bytes from 172.16.0.3: icmp_seq=3 ttI=255 time=6.000 ms
56 bytes from 172.16.0.3: icmp_seqg=4 ttI=255 time=5.000 ms

ECVLAND2DDPCHNRAvFEF=M>TAZTa=r—rLTLVAHIEZTRLTLY
Do

1. RRJ2TSWALSWBDR—FGigabitEthernet 1/0/24 TVLAN 2D 7L — L% &
TOEED)IBATTLEIMN?

% Z: hybrid

SWAZI 74 F¥al—avLET,

[SWAJinterface GigabitEthernet 1/0/24
[SWA-GigabitEthernet1/0/24]port link-type hybrid
[SWA-GigabitEthernet1/0/24]port hybrid vian 1 2 tagged
[SWA-GigabitEthernet1/0/24]quit

SWB#a>74¥aL—2avLET,

[SWBJinterface GigabitEthernet 1/0/24
[SWB-GigabitEthernet1/0/24]port link-type hybrid
[SWB-GigabitEthernet1/0/24] port hybrid vlan 1 2 tagged
[SWB-GigabitEthernet1/0/24]quit

2. SWAMDGigabitEthernet 1/0/241ZPVID 1%+ Dtrunk7R—k1=&REL. SWBD
GigabitEthernet 1/0/241&PVID 1%&#Daccessih—h=&95&. AXI2MPCBIE
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PCD&OZa=4—23vTEFI N ?E£f-. PCAIFPCCEOZa = — 3V TEFT
m?

SWAZI 14 F¥al—avLET,

[SWAJinterface GigabitEthernet 1/0/24
[SWA-GigabitEthernet1/0/24]port link-type trunk
[SWA-GigabitEthernet1/0/24] port trunk permit vian all
[SWA-GigabitEthernet1/0/24]quit

SWBZa 74F¥aL—av LES (T I4 /LR Xaccess),
[SWBJinterface GigabitEthernet 1/0/24
[SWB-GigabitEthernet1/0/24]port link-type access
[SWB-GigabitEthernet1/0/24]quit

ZZ :PCAELPCCIEOZ 2= —2 3> TEE AN PCBEPCDIFOZ 2= —23Y
HEET,

<PCA>ping 172.16.0.3

Ping 172.16.0.3 (172.16.0.3): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request time out

<PCB>ping 172.16.0.4

Ping 172.16.0.4 (172.16.0.4): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.4: icmp_seq=0 ttI=255 time=3.000 ms

56 bytes from 172.16.0.4: icmp_seq=1 ttI=255 time=4.000 ms

56 bytes from 172.16.0.4: icmp_seq=2 ttI=255 time=4.000 ms

56 bytes from 172.16.0.4: icmp_seq=3 ttI=255 time=5.000 ms

56 bytes from 172.16.0.4: icmp_seq=4 ttI=255 time=5.000 ms
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Link-type DE 5L :

PVIDEELBIHE .
BT EHIBRESIZT
L—LZEEELE
D

INTYRDREIHID Access Trunk Hybrid
A E
-‘R—FTPVID NEFRISNTLBIBEE L. TL—L
BTHELIL—LD | TL—LIZPVIDAZY (2 PVID 45 % H1+E T,
AV INIUR A H+%E7, F5THRWNMEEIE. IL—LZERFOYTLE
9,
-VLAN ID A PVID £RIEC | *VLAN BSR—FCEFRISNTLVBIEEIE. IL—LA
) ThhlE,. IL—LEZE #2ELFET,
RHEIL—L L - o
LEd, ‘VLANDR—FTHRISNTLVEWNG S
D .
-VLAN IDAPVID & (%, 7L—LZEROYTILET,
AV INIUR A
B s581F,. JL—
LERFOYILET,
“IL—LHPVID 25% | VLANDR—TEF
HH5 R—rAPVIDIZ | AN TULNBIHEIC
BLTWABAEF. 40 | JL—LEZEELE
FHIRLTIL—L%ERE | 9, IL—LODEF
. BLEs. VT AT=ERIL,
VLANZS ZHIBL . N
o ) VLANASR—K T | port hybrid
TOoMNOURAR | TL—LEERFELE \
" EEESNTWBA | vianvian-id-list

{ tagged |
untagged }a<v K
DHREIZEH>TER
Y&EI . TIHILME
untaggedT7Y,
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Lab4 Spanning Tree D% E

XENBLEE
COIREEBTITHEUTDIENTELLIICTHYFET:
® STP DEAXRMGMZEEMLET
® STP OEARMLGREAEFZEERLES,
CDRRYIE RAYFDSTPIL—rT )y ETYIUR—ERELT, J—F—hMSTPIL
—r IV ETYOR—FDBREATIREI T A YR ETRA—TEDHEIICL, R—F
DF¥ITERRLTRSTP / MSTPD VA YAV N—V 1 AEEZ BRI HETT

FybT—5H

.@ GE_0/24 GE_0/24 .

GE 0/23
SWA CEUZ3  “swm
Nup) GE_0/1
GE_0M GE_0/1
PCA @
PCB
172.16.0.1/24 172.16.0.2/24

4.1 RERYLT—S

IRIR
® XAYF SWA, R/ yF SWB, PCA, PCB [&. LOR®D KIIZEEINTULVET,
® PCA.PCB [FELGDRAMYFITEHLINTLTENZETND R YFHIE spanning
tree DFEMNINTUVET,
REICHRESNIZTOMILLBEEET EINEINEFIVILET,
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AREERCHELGEEREHH o )
‘ N—o3y | HE LE R L]
EREELRAEETILES
AAFS5820v2 7571 2 7L
PC Windows 7 2 L
FYNT—r—T LD S - 4 L

=B FIR

FE:r—T L DIERE

FlE2:

B4 1D ESICRAyF . RAYFEPCHID T —T IV EEHKLET . GH. CORR
TRAYFEstartSEHERMYFRITIL—THFELETHD T, X E(startsETav
47 %LFET . MADIAVIT«TMTET LIz, ADRAyFZstartSETIIZELY,
SWA, SWBDEREMNT I+ ILETH D LEFEREIZT HIZILreset saved-
configurationa YR TT 74DV T4FaL—av~RLET,
<SWA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].y

Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<SWA>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

Spanning tree D&k

DT TVTF—av . 7T —a 0 E—RERILEBNT IS —30E
—FTEMELET . COIFRERIIE, B OT7 T ) 7F—2avE &Y 52&T
o VATLEA—TLAN27I VT — b A—T—REERKLET, RIZ.TY
)7 —23v A 3= x—RIRIET BV OT7 TV TF—2a0 T I —TITYER—+
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FE2:

ZENYYTET, SOV HOT7ITIVEF =23V T IL—TIZEk,. 7IVF—av A5 —
J1—REMUEBENITON, TV =30 A0 3—Jx—ADERRKICEEIM
[ZERENET,

# SWA DT

<SWA>sys

System View: return to User View with Ctrl+Z.

[SWA]stp global enable

[SWA]stp priority O

[SWA]interface GigabitEthernet 1/0/1

[SWA-GigabitEthernet1/0/1]stp edged-port

Edge port should only be connected to terminal. It will cause temporary loops if port
GigabitEthernet1/0/1 is connected to bridges. Please use it carefully.
[SWA-GigabitEthernet1/0/1]quit

[SWA]

# SWB DRTE

<SWB>sys

System View: return to User View with Ctrl+Z.

[SWB]stp global enable

[SWB]stp priority 0

[SWBJinterface GigabitEthernet 1/0/1
[SWB-GigabitEthernet1/0/1]stp edged-port

Edge port should only be connected to terminal. It will cause temporary loops if port
GigabitEthernet1/0/1 is connected to bridges. Please use it carefully.
[SWB-GigabitEthernet1/0/1]quit

[SWB]

Spanning tree DK EE D FEER

SWA & SWB ) STP 18 &H#EEY 5. LI TFITHIZTRY .
<SWA>dis stp

------- [CIST Global Info]][Mode MSTP]-------

Bridge ID : 32768.9¢19-1eaa-0100

Bridge times : Hello 2s MaxAge 20s FwdDelay 15s MaxHops 20
Root ID/ERPC : 4096.9¢19-2e97-0200, 20

RegRoot ID/IRPC : 32768.9¢19-1eaa-0100, O

RootPort ID :128.24

BPDU-Protection : Disabled

Bridge Config-

Digest-Snooping : Disabled

TC or TCN received :4
Time since last TC : 0 days 0h:0m:30s

<SWA>dis stp brief

MSTID Port Role STP State  Protection
0 GigabitEthernet1/0/1 DESI FORWARDING NONE
0 GigabitEthernet1/0/23 ROOT FORWARDING NONE
0 GigabitEthernet1/0/24 ALTE DISCARDING NONE

LLEDERICEDE. SWA [FIL—rTVVPTEHYFEE A, R—k G1/0/23 [X)L—F
R—bTHY. EEERETT (RAVFRETT —2ZE8ETHREZERLES), K-+
G/ 1/0/24 (&, RA2 131 )L—hiR—b(alternate) THY . TAVVIKEETT, PC ITHERKL
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FIE3:

TW27R—bk G1/0/1 X, $§ER—I(designate) ThHY . ExiXIKRBETT,

<SWB>dis stp
------- [CIST Global Info][Mode MSTP]-------

Bridge ID :4096.9¢19-2e97-0200

Bridge times : Hello 2s MaxAge 20s FwdDelay 15s MaxHops 20
Root ID/ERPC : 4096.9¢19-2e97-0200, 0

RegRoot ID/IRPC : 4096.9¢19-2e97-0200, 0

RootPort ID :0.0

BPDU-Protection : Disabled

Bridge Config-

Digest-Snooping : Disabled

TC or TCN received :3
Time since last TC : 0 days Oh:4m:19s

<SWB>dis stp brief

MSTID Port Role STP State Protection
0 GigabitEthernet1/0/1 DESI FORWARDING NONE
0 GigabitEthernet1/0/23 DESI FORWARDING NONE
0 GigabitEthernet1/0/24 DESI FORWARDING NONE

BIDERIZEDE. SWB [FIL—FT)IDTHY . ZD LDFTATOR—MEIFEESI -
R—K(DESD THY. Tt REIZHYFET .

Spanning tree U R BEDFEER
STPIERRULVETOVITEET, TIOTATRI DU SNIZGEEICRIbT—H
EREETTADICTIT4TIELET .

KEA IPPRLR gateway
PCA 172.16.0.1/24
PCB 172.16.0.2/24

PCBTping172.16.0.12<7 2 REEITL T, PCBAICMP/ 7y hEPCAIZEET 5 LIS
LET.

<PCB>ping 172.16.0.1

Ping 172.16.0.1 (172.16.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.1: icmp_seq=0 ttI=255 time=2.000 ms

56 bytes from 172.16.0.1: icmp_seq=1 ttI=255 time=5.000 ms

56 bytes from 172.16.0.1: icmp_seq=2 ttI=255 time=5.000 ms

56 bytes from 172.16.0.1: icmp_seq=3 ttI=255 time=5.000 ms

56 bytes from 172.16.0.1: icmp_seq=4 ttI=255 time=5.000 ms

SWADSTPIKEBZRBELET, ZLT. EDR—F(EDOFRTIFG1/0/23) h¥forwarding
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FE4:

KEIZHOINEHRLES . RMvFEREHKL T SforwadingiRKEED 7 —T ILESL .
PCBM L EENTZICMP/N T YRR DHDNTWNVELNEI N EFEELET . BEDE
B.EKONE/NTYMIGELD MDD TYRMEITA R NET,

SWATSTPR—+DREEFERRLFET . HARKRDEEYTY,
<SWA>dis stp brief

MSTID Port Role STP State Protection
0 GigabitEthernet1/0/1 DESI FORWARDING NONE
0 GigabitEthernet1/0/24 ROOT FORWARDING NONE

AIDIERICH ST, TDTAYIR—EG1/0/24hMforwardiREEICE B SN FE T,
Ibnfz\robEHYFEFA, WEREINRNILEERLET, hid, STPELEEL
1zRSTPIMSTPDHRETY , TIAIITIE RAYFIEMSTPTEITENET, SWA
D2DDHR—KME, 1 DDIL—bR—rEBI1DDREVINAJ—FR—TT, TITAT
BIL—bR—EMNTOYIENTNDIEE . RAF2 /3 JL—bR—R LT I forward K BE I
EEINFET,

J—hk:

PCBTping 172.16.0.13<% 5 EITLET . “request timed out’ERIRENTZIHE.
PCAIFIEELFEEA. PCADT7AT 04+ —ILBEE-[IHIET DRV TF DIEREHE
LTS,

R—rDIKREDFEFR

SWHR—FG1T/ 0MIZHEESN TSy —TILENL. T—TJILEBEHKRLET . SWAD
HAOBRIIUTORYTY

<SWA>%Oct 28 14:30:13:203 2021 H3C IFNET/3/PHY_UPDOWN:

Physical state on the interface GigabitEthernet1/0/1 changed to down.

%Oct 28 14:30:13:204 2021 H3C IFNET/5/LINK_UPDOWN: Line protocol state on
the interface GigabitEthernet1/0/1

changed to down.

<SWA>%O0ct 28 14:39:39:057 2021 H3C IFNET/3/PHY_UPDOWN:

Physical state on the interface GigabitEthernet1/0/1 changed to up.

%Oct 28 14:39:39:057 2021 H3C IFNET/5/LINK_UPDOWN: Line protocol state on
the interface GigabitEthernet1/0/1

changed to up.
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FE5:

Eﬁ:ﬁ:

LIBTDRRICEDE. R—MIBEFEIN-ER&ICforwardiKBBICERINFET, R—bk
FIVOR—FELTERASINET, TDHBEET . forwardKBIZHRYES, h
(. STPELLELZRSTP/MSTPD 531 D0DHRERTY

R—rDBITIIAETY, R—rDREBEHEICHRELES, PCICEKEIN TSR
—;GIONDITYOR—FREEF Y EILLET,

SWADEXE

[SWAJinterface GigabitEthernet 1/0/1

[SWA-GigabitEthernet1/0/1]undo stp edged-port

[SWA-GigabitEthernet1/0/1]quit

SWBAR—FG1/0/1IZ#EEN TSy —TILESN L. F—T L EBEHKLES, SWBT
R—FDOREERTLET ., HHBERTITUREETLT. R—rOBTREERTRL
F9., HABRIIRDEBYTT,

<SWB>dis stp brief

MSTID  Port Role STP State  Protection

0 GigabitEthernet1/0/1 DESI DISCARDING NONE

0 GigabitEthernet1/0/24 DESI FORWARDING NONE
<SWB>dis stp brief

MSTID Port Role STP State Protection

0 GigabitEthernet1/0/1 DESI LEARNING NONE

0 GigabitEthernet1/0/24 DESI FORWARDING NONE
<SWB>dis stp brief

MSTID  Port Role STP State Protection

0 GigabitEthernet1/0/1 DESI FORWARDING NONE

0 GigabitEthernet1/0/24 DESI FORWARDING NONE

R—EDREXRDIEF TEEINET, Discarding < learning < forwarding, LLRI
DERICKDETYOR—FDERELSF Yo ILESNTE, STPOAVN—D IV REEN
EFLET,

SR TIESWBIE T —4ZERiE T H/IL—bR—EG1/0/23I1EVELT =, L—bR—b%
G1/0/24I2EB G HENTEETA?

Ex:

[ELY T7AILEDR—FDARXRE200(100MAR—b DT IAILME)TT , IR—KG1/ 0/24
MHESWANDSWBA—/N\—A YK R—FG1 / 023 5SWAAND A — N\ —~yR &Y

HOELIEDESIZ, R—RG1/0/24 DIAAMEZE100IZEELEYT, RER. RMVFIET
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—SEERAD I —MR—RELTR—FG1/0/24%:8RLE T
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Lab5 Port SecurityM % &

XENBLEE

ZDSREETITHEUTOIENTELLSITHEYET:

® Portisolation DEARBEEEERLET .

EE COBBERIN—F Y7 TRRTE-OICHCLTIREELEFBAD T, REDH
BOAELGYET,

I —IK

SWA
GE_0/1 GE_0/2
GE_0/ GE_0/1
PCA PCB

5.1 EERYLNT—Y
E5ZE7N
® XAyF SWA..PCA.PCB LOE®DKLIICERHEENTLVET,
RRICEESNI-TOR IS KEET 2DEIDEFIVILETS,

== 313 4
EEEE
AREERICHELG ELR A
\ NnN—oay | e YieEIE
EBREBRAAEETILES
AAyFS5820v2 7571 1 L
PC Windows 7 2 7L
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FINIT =D —T L DR - 2 Tl

EEFIE
R—b7A4L—2a3v0avT4Fal—3y
CDERIIE RAYFDR—MDBEERBEL T, 26DPCOEEEZTAYIL. PCHTY
TVOOR—FENLTESI—ADPCIZTIERTEDLSIZTHIETT . TAMDE,
R—rDEEOERRBLBRETERLET,
FIE: r—T L D&
51D &SR YFE. RAYFEPCRRD T —T VE#HELET,
SWADREMNT IHILETHDHIEETEEIZT S [Ireset saved-configurationa
YURTT 74DV T4FaL—av~RLET,
<SWA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<SWA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y
FIE2: port isolation E HEAT DR
MADPCIZIPPRLRETHAULET,
PCADQIP7RL X%172.16.0.1/24
PCBDIP7 KL X%172.16.0.2/24
R—b7AIL—2ar DOHREL TR I H1IC. PCRIDBEEHERLE T PCAIZ
PCBApINgT 5 EMTEET . TOHAIFLUTDEY T,
<PCA>ping 172.16.0.2
Ping 172.16.0.2 (172.16.0.2): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.2: icmp_seq=0 ttI=255 time=2.000 ms
56 bytes from 172.16.0.2: icmp_seqg=1 ttI=255 time=4.000 ms
56 bytes from 172.16.0.2: icmp_seq=2 ttI=255 time=4.000 ms
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FIE3:

FE4:

56 bytes from 172.16.0.2: icmp_seq=3 ttI=255 time=4.000 ms
56 bytes from 172.16.0.2: icmp_seq=4 ttI=255 time=4.000 ms

port isolation®3a> 7445 L— 3>

SWATHR—rRBEEBZZLE T, R—GigabitEthernet 1/0/1 &£GigabitEthemet
1/012% 5Bt )L—T 1B AL . 7R—GigabitEthernet 1/0/24% 5B IL—T D7y
TV OR—RELTHERLET,

SWAZI 4 Fal—avLET,
[SWA]port-isolate group 1
[SWAJinterface GigabitEthernet 1/0/1
[SWA-GigabitEthernet1/0/1]port-isolate enable group 1
[SWA-GigabitEthernet1/0/1]quit
[SWA]interface GigabitEthernet 1/0/2
[SWA-GigabitEthernet1/0/2]port-isolate enable group 1
[SWA-GigabitEthernet1/0/2]quit
TAIL—2av T L—T ORHRERTT B=OICUTOITUREEITLET,
[SWA]display port-isolate group 1

Port isolation group information:

Group ID: 1

Group members:

GigabitEthernet1/0/1 GigabitEthernet1/0/2

port isolationZE & D FEER
AR HCLTRN—F IOz 7HEFFATEEFREADT. L TORREIEHOYET
(pingiETLELET ),
R—r7AVL—2a OBREEFREL-£IC, PCRIOBAZHEALEY . PCAI
PCBApingd 5 EMNTEFEH A, TDOHEAILUTDEYTT,
<PCA>ping 172.16.0.2
Ping 172.16.0.2 (172.16.0.2): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
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Lab6 Link aggregation® &% 7E

XENBLEE

CDIRERYTIE, RAYFEA—HF—RRAVUNTEHINIVIOT I ) F—avatE
BLTHERHZE#ERTSHEERLET., Sols. SRERITERESNIZULIT I )T
—2aV T I—TRDYIDIEESN, Uo7 T ) F—av NEDESITHEEL T
DI DEEESERINIADNTANENET,

I —IK

-§ GE_0/24 ~ GE_0/24 .§
EAL23 GE 0/23

e
S, e

SWA SWB
GE_0M
GE 0/ -
GE_0/1
@ GE_or
vl
PCB
172.16.0.1/24

172.16.0.2/24

6.1 EERYLNT—Y

E5ZE7N
® XAvyF SWA, XAvyF SWB.PCA,PCB [&. LEORED LSIZERBREENTNET,

® PCA.PCB [FELGDRAYFITEBMINTOTENTND R YFRIE link
aggregation THftSh TLVET,
REICEESNI-TORIILABEEET 2N ESHEFIVILET,

== 3151 Uk
EEEE
ARER(CWH B F IR EHEA
\ NnN—o3ay | e Y0 EIE
RREBLAEETILES
A yFS5820v2 7571 2 L
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PC Windows 7 2 L

Ry T—0r =T L D HEEfR -- 4 L

ZBFIR

FE1:

FE2:

r—J LD

6.1 D&SICRA YT RAYFEPCRID T —T IV EHEHLET . LGB, CORR
TRAYFEstartS B2 ERMYFRTIL—THFELET HD T, XE(startsETaV
249 %LFET . MADIAVI«TMET Lz, MADRAyFZstartS TS,
SWA. SWBDEREMNT I+ ILETHDHZ LETEREIZT HIZI[Ereset saved-
configurationa YR TT 74DV T4 FaL—av~RLET,
<SWA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].y

Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<SWA>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

Static link aggregation D&k

Do OT TV —2avld BT r—avE—RERRBW7 ) 75—avE
—RFTEMELET . COIRIRIIE B OT ) F—2a % &iEd 52&T
Yo VRATLEA—TLAN27I )T — U B—D1—REERLET, RIC.TY
)7 —2av A 3—01—RIZRHIEST BV IT TV T —av T I —T(ThER—k
FEYETES, COUITIIT—2av V=TI . 7TV F—av Ao 8—
JI—RERLBESH TN, PIVTF—2ar 48— 1—ADERFICEEH
[TERENFT

# SWA DEETE

<SWA>sys

System View: return to User View with Ctrl+Z.
[SWA]Jinterface Bridge-Aggregation 1
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[SWA-Bridge-Aggregation1]quit

[SWA]int GigabitEthernet 1/0/23
[SWA-GigabitEthernet1/0/23]port link-aggregation group 1
[SWA-GigabitEthernet1/0/23]quit

[SWA]interface GigabitEthernet 1/0/24
[SWA-GigabitEthernet1/0/24]port link-aggregation group 1
[SWA-GigabitEthernet1/0/24]quit

# SWB DEFE

<SWB>sys

System View: return to User View with Ctrl+Z.
[SWBJinterface Bridge-Aggregation 1
[SWB-Bridge-Aggregation1]quit

[SWBJint GigabitEthernet 1/0/23
[SWB-GigabitEthernet1/0/23]port link-aggregation group 1
[SWB-GigabitEthernet1/0/23]quit

[SWBJinterface GigabitEthernet 1/0/24
[SWB-GigabitEthernet1/0/24]port link-aggregation group 1
[SWB-GigabitEthernet1/0/24]quit

FIE 3:a>T74T9 L—a DR
SWA & SWB OZFhZFh T link-aggregation group (&R RLET,

<SWA>display link-aggregation summary

Aggregation Interface Type:

BAGG -- Bridge-Aggregation, BLAGG -- Blade-Aggregation, RAGG -- Route-
Aggregation, SCH-B -- Schannel-Bundle

Aggregation Mode: S -- Static, D -- Dynamic

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Actor System ID: 0x8000, 441a-fac6-9f5e

AGG AGG Partner ID Selected Unselected Individual Share
Interface  Mode Ports Ports Ports Type

BAGG1 S None 0 2 0 Shar

<SWB>display link-aggregation summary

Aggregation Interface Type:

BAGG -- Bridge-Aggregation, BLAGG -- Blade-Aggregation, RAGG -- Route-
Aggregation, SCH-B -- Schannel-Bundle

Aggregation Mode: S -- Static, D -- Dynamic

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Actor System ID: 0x8000, 441a-fac6-9f5e

AGG AGG Partner ID Selected Unselected Individual Share
Interface  Mode Ports Ports Ports Type

BAGG1 S None 0 2 0 Shar
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FNg4:-)o o777 — a0 OHRERHER

B

WADPCIZIPPRLRETHAULET,
PCADQIP7 KL R%172.16.0.124
PCB®DIP7 KL R%172.16.0.2/24

PCBMHPCA~pingLET .

<H3C>ping 172.16.0.2

Ping 172.16.0.2 (172.16.0.2): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.2: icmp_seq=0 tt1=255 time=3.000 ms

56 bytes from 172.16.0.2: icmp_seqg=1 tt1=255 time=5.000 ms

56 bytes from 172.16.0.2: icmp_seq=2 ttI=255 time=5.000 ms

SWA®MDGE0/23ESWBDGEQ/23 D —TILESNLET .
ZLT. BULEDpingZETLTpingNIh T 5 EZ L TS,

1. 1DDRAYFITERBD)HT7 TV =230 G N—TEBENTEFITHN?
2. 1D2DIR—BERDYOT T —2av I —TIZBRTHIENTEETFI M ?

I}

Z:

1. 7OV —2av A0 3—Jx—REERT A EICKY. BRDIOTT)5—
AVTIWN—TEERTHENTEET,

2. 1DDR—KIF=E12DUHT T IF =23 T I —TIZLhETHIENTE
Tt A,
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Lab7 ARP

EENAELRE
COSRTHUT O EELUET

® ARP Mgk,
® ARP Proxy Mg{ELOVT4F¥aL—30,

I —IK

———
—

//If \\\\ /,//
F hY /!
!
{ @ GE_0M @
!. PCA GE_0/0 GE_0/1
\ 172.16.0.1/24 172.16.0.254/24 ™ 172.16.1.254/24
M, / 1Y
M S AN
Y rd by

7.1 EERYNT—Y

ESZE7N

=&IZE

\
GE_0M

PCB
172.16.1.1/24 /

——

JL—3—RTA.PCA.PCB [&. LORD &SIERBFEEINTNET,
EENF=TORLDEEEST HMEINEFIVILET,

= 3131
EEEE
AREERICHEL LR EHM
\ N—o3y | B2 LR L]
EBREBRAEETILES
MSR36-20 Version7.1 1 7L
PC Windows 7 2 7L
FYRT =9 —T LD L - 2 7L
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ZBFIR

2R91

:ARPIZUR)—D KRR

CDERIIFEDELSIZARPT UM —IMEREN SN ERLTVET,

FE1:

FE2:

PCAERTAZ S —TJ )L THERE T 5
B7.1D&SICIL—F—EPCRIDT—T IV EEHELET
RTADEREMNT I+ THHZEEHEREIZT HIC[Ireset saved-configurationd
RURTT 74DV T4FaL—2av~RLET,

<H3C>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<H3C>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y
PCALRTAIZIPZPRLRZETH AT 5
ENENDEEICIPTRLRZETHAULET,

PCADQIP7RL X%172.16.0.1/24

PCBDIP7RL X%172.16.1.1/24

RTA®MDGigabitEthernet 0/0MDIP7 KL X%172.16.0.254/24

RTA®DGigabitEthernet 0/1 DIP7 L RA%172.16.1.254/24
PCA®D IP 7RLADERTE

65



¢ Configure PCA

Interface  Status  IPv4 Address IPv6 Address

G0/0/M1 up 172.16.0.1/24

Interface Management

O Disable  © Enable

IPv4 Configuration:

O DHCP
O Static

IPv4 Address: | 172.16.01

Subnet Mask: | 2552552550
IPv4 Gateway: | 172.16.0.254 Apply

IPv6 Configuration:

O DHCPvG
© Static

IPvE Address:

Prefix Length:

IPv6 Gateway:
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PCB ® IP 7RL ADERE

¢y Configure PCB X

Interface  Status  IPv4 Address IPvG Address

G0/0M up 172.16.1.1/24

Interface Management
O Disable  © Enable

IPv4 Configuration:

O DHCP
O Static

IPv4 Address: | 172.16.1.1

Subnet Mask: | 255255 2550
IPv4 Gateway: | 172.16.1.254 Apply

IPvE Configuration:

O DHCPvE
O Static

IPvE Address:

Prefix Length:

IPv6 Gateway:

FIE3:ARPIUN)—2RTFT D
RTA. PCALPCBDZNENDIPFRLRAEMACTRLRERRLET
RTAD A RA—2J1—ZADIP7RLAEMACT KL AT,
<RTA>display interface GigabitEthernet 0/0
GigabitEthernet0/0
Current state: UP

Line protocol state: UP

Description: GigabitEthernet0/0 Interface
Bandwidth: 1000000 kbps

Maximum transmission unit: 1500

Allow jumbo frames to pass

Broadcast max-ratio: 100%

Multicast max-ratio: 100%

Unicast max-ratio: 100%
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Internet address: 172.16.0.254/24 (primary)
IP packet frame type: Ethernet I, hardware address: 4681-b4cd-0105

<RTA>display interface GigabitEthernet 0/1
GigabitEthernet0/1

Current state: UP

Line protocol state: UP

Description: GigabitEthernet0/1 Interface
Bandwidth: 1000000 kbps

Maximum transmission unit: 1500

Allow jumbo frames to pass

Broadcast max-ratio: 100%

Multicast max-ratio: 100%

Unicast max-ratio: 100%

Internet address: 172.16.1.254/24 (primary)
IP packet frame type: Ethernet I, hardware address: 4681-b4cd-0106

PCADIP7RLREMACTERL R :
C:¥Users¥admin>ipconfig/all

A—H2ob TET5— A—HFub 1:
HEHEED DNS HI1v9R ... .

ERBEA................. Realtek USB GbE Family Controller #1
METRLR.............. A4-5D-36-59-26-4F

DHCP B%h ............. .0 [

BEERAED. . ... o W

Joya—A)L IPv6 PRLUX. ... .:fe80::dc0d:609c:17d1:19ee%5({& &)
IPv4 ZELR ... .........0172.16.0.1(&5%)

YITHRYh IR ..........1255.255.255.0

J—ZRBAF. . ............02021F11H2H 14:50:40
J—ZDOAZEAR. ......... 1 2021F11A38 14:50:40

PCBDIP7RLREMACTRL X :
C:¥Users¥admin>ipconfig/all
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A=Yk FHTE— 4—H Uk 1
BEHEAD DNS 47099 R ...

BH..................Realtek USB GbE Family Controller #1
MEBFRLA..............44-37-E6-AB-7D-F0

DHCP &%h ..............0 [FW

BEERAES. ........... 0 1FW

Joa—Ah)L IPv6 7PRLZR. ... .:fe80::dc0d:609c:17d1:19ee%5({2 5k)
IPv4d PRLR ............:172.16.0.1({8%)

HIxryh YRS ..........:255.255255.0
J—RES..............:20215F11 828 14:50:40
D—ZXDEZHHR. ..........:2021FE11H3H 14:50:40

RTALTE A DPCHEZEAREMpingO YU RIZKYTEZELET . TDFER. RTALBAD
ARPIVN—HMERENET,

PCADpingiREDHFER S

[PCA]ping 172.16.0.254

Ping 172.16.0.254 (172.16.0.254): 56 data bytes, press CTRL_C to break

56 bytes from 172.16.0.254: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 172.16.0.254: icmp_seq=1 ttI=255 time=1.000 ms

56 bytes from 172.16.0.254: icmp_seq=2 ttI=255 time=2.000 ms

56 bytes from 172.16.0.254: icmp_seq=3 ttI=255 time=1.000 ms

56 bytes from 172.16.0.254: icmp_seq=4 ttI=255 time=2.000 ms

PCBDping#REDHFER

<PCB>ping 172.16.1.254

Ping 172.16.1.254 (172.16.1.254): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.1.254: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 172.16.1.254: icmp_seqg=1 ttI=255 time=1.000 ms

56 bytes from 172.16.1.254: icmp_seq=2 ttI=255 time=3.000 ms

56 bytes from 172.16.1.254: icmp_seq=3 ttI=255 time=2.000 ms

56 bytes from 172.16.1.254: icmp_seq=4 ttI=255 time=2.000 ms
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PCA, PCB, RTAODARPI VK —&#FNEFNRRLET,
PCAMARPI VK —IE:
C:¥Users¥admin>arp -a
A28 —DJ1—2X:172.16.0.1 --- 0X5
A28 —2yk TRLR $EF7ELR L]
172.16.0.254 46-81-b4-cd-01-05 3133

PCBMOARPIRJ—I[T:

C:¥Users¥admin>arp -a

AB—T1—RX:172.16.1.1 --- 0x5
Ao8—Fxvk FRLR YETFFLR E5E
172.16.1.254 46-81-b4-cd-0106 £ 9]

RTADARPIVR)—I[:

<RTA>display arp all

Type: S-Static  D-Dynamic  O-Openflow R-Rule  M-Multiport I-Invalid
IP address MAC address SVLAN/VSI Interface/Link ID Aging
Type
172.16.0.1 a45d-3659-264f -- GEO0/0 15 D
172.16.1.1 4437-e6ab-7df0 -- GEO0/1 17 D

ARPIVKN)—% & T HEMPCERTADARPIVN) = EILTHAZEN I MIVET,

#242:ARP Proxy®a> 44 L—ay

FIE:

ZDERIIFIEDESIZARP proxy# R E T ERLTLNET,
PCAERTAZ 7T —J L TH#R Y 5
RTADFEMNT I+ THAHZLEHEREIZT S [Ireset saved-configurationa
TURTT 74DV T4FaL—av~RLET,

<H3C>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<H3C>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?

70



[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y

FIE2: PCAEPCBDIPPRLREEET S
B7.20&31ZPCOIPTRLAD YT Ryh TR % 16E v (172.16.0.0/16)I2ZEEL
T4, ZTDER. MPCIERLET AVMIFETHEITHEYET, LHL., mPCEEE
BENTVBRTAD AL A—T—RDFRL R [£24E v (172.16.0.0/24 &
172.16.1.024)DEETT O T, MPCRIFIZI1 =4 —ar N TEELR A,

I —IK

— -

- PCoapr - INovE ki BN

e PCO stopistartiz kDT FF ™
[ i
{
\ s GE 0/0 GE_ 0/ GE_0M @
\ e 172.16.0.254124 RTA 172 fca £

\

724601116 16.0. 172.16.1.254/24 172461416

- -~

<RTA> display arp all

<RTA> resetarp all #ARPT V) —%il%

<RTA>system-view

[RTAJinterface GigibitEthernet 0/0

[RTA-GigabitEthernet0/0] proxy-arp enable # Proxy-arpx=Ha%hic33
[RTA-GigabitEthernet0/0] undo proxy-arp enable # proxy-arp=#EZhic 93

72 EERINT—Y
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PCA®D IP 7RLADERTE

™ Configure PCA

Interface  Status  IPv4 Address IPvE Address

G0/0M up 172.16.0.116

Interface Management
O Disable @ Enable

IPv4 Configuration:

O DHCP
© Static

IPv4 Address: | 172.16.01

Subnet Mask: | 255.255.0.0

IPv4 Gateway: | 172.16.0.254 Apply

IPvE Configuration:

O DHCPvB
O Static

IPvG Address:

Prefix Length:

IPvE Gateway: Apply
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PCB ® IP 7RL ADERE

¢y Configure PCB

Interface  Status  IPv4 Address IPvE Address

G0/0M ur 172.16.1.1/16

Interface Management

O Disable  © Enable

IPv4 Configuration:

O DHCF
O Static

IPv4 Address: | 172.16.1.1
Subnet Mask: | 255.255.0.0
IPv4 Gateway:

IPv6 Configuration:

O DHCPvG
© Static

IPvE Address:
Prefix Length:

IPvE Gateway:

RTADQIP7RLREYTRINIRIDERTE
<RTA>system-view

[RTAJinterface GigabitEthernet 0/0

[RTA -GigabitEthernet0/0]ip address 172.16.0.254 24
[RTA -GigabitEthernet0/0]quit

[RTA]interface GigabitEthernet 0/1

[RTA -GigabitEthernet0/1]ip address 172.16.1.254 24
[RTA -GigabitEthernet0/1]quit

[RTA]display interface brief

Brief information on interfaces in route mode:

Link: ADM - administratively down; Stby - standby

Protocol: (s) - spoofing
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Interface Link Protocol Primary IP Description
GEO0/0 UP UP 172.16.0.254
GEO0/1 UP UP 172.16.1.254
F|IE3: ARP proxyD R EET S
RTAIZARP proxyDEREZ9 HR1IZ. mIPCRINIZ 2=/ —ar W TERNIEERESEL
FY,
PCAMBRTAMDGigabitEthernet 0/0~NDAZ21 =4 — 3 L TEET,
<PCA>ping 172.16.0.254
Ping 172.16.0.254 (172.16.0.254): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.0.254: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 172.16.0.254: icmp_seq=1 ttI=255 time=2.000 ms
56 bytes from 172.16.0.254: icmp_seq=2 ttI=255 time=2.000 ms
56 bytes from 172.16.0.254: icmp_seq=3 ttI=255 time=3.000 ms
56 bytes from 172.16.0.254: icmp_seq=4 ttI=255 time=2.000 ms

PCAMBRTAMNGigabitEthernet 0/1ADAZI 1=/ —S 3V [T RYARELSZDTIAZ2
=23 TcEE R A

<PCA>ping 172.16.1.254

Ping 172.16.1.254 (172.16.1.254): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

LK. PCADSPCBADpinglE TEFEE A

<PCA>ping 172.16.1.1

Ping 172.16.1.1 (172.16.1.1): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

PCALPCBIERICH TRV EIZHYFETH, BLGE VT RINMIBT 510 2—T1—XIC
BHBSNTWSEH HEIZTIERTEHILIETEEFRA, L. ARPTOFUNERES
NTLBIZEE. L—3—IEPCANLDARPERIZIL—E2—BHEDMACT L ATIHEELE
9, RIZ. PCAIIPCBDIFED /N7 yh%m )L—3—IT3EEL . L—2—(FLayter2 R/ vF &
BHRIZ/ My b EPCBIZERELFE T,
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RTAIZARP proxy®DE#LET
[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]proxy-arp enable
[RTA-GigabitEthernet0/0]quit
[RTAJinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]proxy-arp enable
[RTA-GigabitEthernet0/1]quit

PCAMBPCBApingLEY,

<PCA>ping 172.16.1.1

Ping 172.16.1.1 (172.16.1.1): 56 data bytes, press CTRL_C to break

56 bytes from 172.16.1.1: icmp_seq=0 ttI=254 time=3.000 ms

56 bytes from 172.16.1.1: icmp_seq=1 ttI=254 time=4.000 ms

56 bytes from 172.16.1.1: icmp_seq=2 ttI=254 time=4.000 ms

56 bytes from 172.16.1.1: icmp_seq=3 ttI=254 time=4.000 ms
FlE4:ARPTUR)—ERTT S

RTAEDARPIUR)—%KRRT D

[RTA]display arp all

Type: S-Static  D-Dynamic  O-Openflow R-Rule  M-Multiport I-Invalid
IP address MAC address SVLAN/VSI Interface/Link ID Aging Type
172.16.0.1 a45d-3659-264f -- GEO0/0 18 D
172.16.1.1 4437-e6ab-7df0 -- GEO0/1 18 D

Eﬁ:ﬁ:
LDORTADARPIUVKN)—DRIRTI8ER RSN TUIVNS"AGIng"EIXRITT M ?

5z

FNEFNDIPFELADI—C UG BEMSH THDHEERLTLNVET, LI=A2T. RTA
MNENEFNDOPCHOIPTRLRIZHIGL TEELI=-MACT KL R [F18F & IZIFHIBREh E
ERS
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Lab8 DHCP

XENBLEE

COFRTIRIUTDIEEEVET

® DHCP Mgk

® DHCPH—/N\—DarIq4F¥al—i3r,

® DHCP relay agent @3> 74F¥al—i 3>,

FYbT—IK
@ GE_0/1 GE_0/1 GE_0/2
PCA

DHCP client

SWA

172.16.0.1/24

RTA
DHCP Server

ip-pool
172.16.0.0/24

Assigned ip 172.16.0.2/24 <

8.1 EERYNT—Y

== 3 :I:
EEEE
AREER(CHELG F R EHEH o )
) N—30 = LR L]

EREERAEETILES

MSR36-20 Version7.1 1 L

S5820V2 Version7.1 1 L

PC Windows 7 1 7L

- 2 L

2T =0 =T L DR

XEFIR

2291 :PCAHRTADDHCPH—/\—#H

BICKUIPPRLRZERIGT S

ZDARAYTIE, L—F—TDHCPH—/N\—%ERT5H%E. DHCPOSAT7URAEL
Y IRy EODHCPY—/N—MBIPPRLR . A —r 94 TRL R, BLUFDMDIE

RIERERIS Y 2AEETRLET,
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FIE1:

FE2:

FIE3:

PCAERTAZ 7 —J L THR T B

B8.1D &SI —E—E,PCRIDT—T L EEHELET,

SWA. RTADREMNT 74 ILETHAHZLZHEEIZT BHICILreset saved-
configurationa YR TT 74DV T4FaL—av~RLET,
<H3C>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<H3C>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y
RTAMDGigabitEthernet 0/0IZIP7 KL RX172.16.0.1/24%T7H 123 %
[RTAJinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]ip address 172.16.0.1 24
[RTA-GigabitEthernet0/0]quit

RTAIZDHCPHY—/\—@Qa>74F¥aL—23avExd 5%
[RTA]dhcp enable

[RTA]dhcp server forbidden-ip 172.16.0.1

[RTA]dhcp server ip-pool 1

[RTA-dhcp-pool-1]network 172.16.0.0 mask 255.255.255.0
[RTA-dhcp-pool-1]gateway-list 172.16.0.1
[RTA-dhcp-pool-1]quit

RTAIZOY 745 L—33> LzDHCP7RLRAT—ILDIERERTT S
[RTA]display dhcp server pool
Pool name: 1

Network: 172.16.0.0 mask 255.255.255.0

expired day 1 hour O minute 0 second 0

reserve expired-ip enable
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reserve expired-ip mode client-id time 4294967295 limit 256000
gateway-list 172.16.0.1

F 4 :PCADONICIZDHCPH—/N\—MBIPPRLRERG T HLIIZRET S
AVRA—ILARILTRYN T =V EREET, O—hILTUT7EEZERL. A
D)9 P A= a—moTaNRTAEBRLET, RyT7VTEFAT7OTRYIRT, 1>
A—xyb ORIV (TCP / IP)Z&IRL., TRNTAZI)VILET, E8-2M K5I
BATATRYIRAMNRREINET,

£ AE0ER
FybI-IT DEEEFYTR-FEN TS, IP EEESEMICRET LT
39, - R TWENME ST, #ybI-7EEEICENE IP BEERVEDET
Eal.
O P PELAE 5E89(ZENET 3(0)
O ED P FRLARES(S):

© DNS #-/(-OFFLAZ S ERICENE T 3(B)
(O M DNS #-)(-OFFLAEES(E):

e ZEBE(V)..

OK Ful

8.2 Windows PC @ Internet protocol(TCP/IP)ZB/\7«
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HCLTIZLL F D &SIZDHCPEEIRL T,

¢ Configure PCA x

Interface Status  IPv4 Address IPv6 Address
G0/0M1 DOWN
Interface Management
O Disable @ Enable
IPv4 Configuration:
© DHCP
O Static
Apply
IPv6 Configuration:
© DHCPv6
O Static

8.3 HCL iZ&

PCANERFLIZIPZRL AR, YRR  HF—h 9Tz AT7RLAZHER T BH(IZIFavorToy T

kTipconfiga< FEADLET,

C:¥Users¥admin>ipconfig

Windows IP #&RX

A—HHxyb FHTE— 4—HRuk 1
BEMEIARD DNS Y7499 R ... .

Jroa—hJL IPv6 ZRLZA. . .. .: fe80::dc0d:609c:17d1:19ee%5
IPv4 PRLZR ............ :172.16.0.2

IRk YRY ..........0255.255255.0

TIAIE F—boxA .......2172.16.0.1

HL. PCARIPZRL RDERIFIZERELI=5, F—T L OE#MHEHEZRL ., E5(cavo k70

> 7 Tipconfigirenewa Y REAHDLET,

HCLDIE A . configureD /SR ILD—F LIZRAEDIPPRLANKRIREINETDTEIT

HRELES,
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¢_™ Configure PCA

Interface Status  IPv4 Address IPvE Address

G0/0/M1 up 172.16.0.2/24

8.4 DHCP H—/I\—moElY LB Tohf- IP 7RLAR

FIE5: RTAODHCPHY—/\—DIREZHEET D
RTA L DDHCPH —/N\—D#fEHEHRERTLET .
<RTA>display dhcp server statistics

Pool number: 1

Pool utilization: 0.78%

Bindings:

Automatic: 1
Manual: 0
Expired: 1

Conflict: 0

Messages received: 143
DHCPDISCOVER: 48
DHCPREQUEST: 48
DHCPDECLINE: 0
DHCPRELEASE: 47
DHCPINFORM:

BOOTPREQUEST:

Messages sent: 96
DHCPOFFER: 48
DHCPACK: 48
DHCPNAK: 0
BOOTPREPLY: 0

Bad Messages: 0

COHDFIL—E—DTRLRT—ILO#HEHEHRERLTLET,
DHCPYSA 7 URAZIYHTHONTWSIPFRLRAZHR T HDIEILUTOIT R THERR
TEFY,

<RTA>display dhcp server ip-in-use
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IP address Client identifier/ Lease expiration Type
Hardware address
172.16.0.2 0031-3836-632e-6430- Nov 5 13:02:42 2021 Auto(C)
COFER. PCAIZIX172.16.0.2A 8 B TON TSI EARTMYETS,
DHCPH—/\—M\EIY HTHRIREEIPTRLRFLL T DT R THERETEEY,
<RTA>display dhcp server free-ip
Pool name: 1
Network: 172.16.0.0 mask 255.255.255.0
IP ranges from 172.16.0.3 to 172.16.0.254
H AKX IP7RLX172.16.0.2, 172.16.0.1, X TU172.16.0.0HEIY L TRIBETILARL
CEERLTVET . 172.16.0.1FENYEHTHIEMNTET . 172.16.0.20PCAIZEIY
TN THY., 172.16.0.00 Ry T—HF7RL R T,

2242 :PCANRTANSDHCP relaylZ&YIP7RLAZEET S
ZDSRERYTIE. SWATDHCPYL—I—S 1 bR 54 %5E. DHCPOS AT Y
EAIL—I =Dz VR ENMLTHOHY TRy EODHCPHY—/A—MBIPTRL R, 7 —hk
VIATRLR BLUVZDMDOEBRIEREMG T 5HEERLET,

~ykT—9
172.16.1.1/24 172.16.0.1/24 172.16.0.2/24
@ GE_0M1 GE_0/M1 GE 0/2 GE_0/0

PCA SWA RTA
DHCP client DHCP relay DHCP Server
ip-pool
Assigned IP address 172.16.1.2/24 < 172.16.1.0/24

8.5 EERrYFT—Y

FIE1:PCAERTAZ T —J L THR T
8. 1D &S ITIL—2—EPCRID Y —T L EERLET
SWA, RTADQFZENT I+ THAHZ LEHEEICTT S [Ereset saved-
configurationa Y R TT 74DV T4FaL—av~RLET,
<H3C>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<H3C>reboot
Start to check configuration with next startup configuration file, please
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FlE2:

wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y
SWAERTADIPPRLRZEERET D

#&8-1 SWALRTAIZEIY HTAHIPFFLARF—L

B RA—TT—
EEH IP7RL R VLANA U BZ—DJ1—R
R
G1/0/1 172.16.1.1/24 | VLAN-interface 1
SWA
G1/0/2 172.16.0.1/24 | VLAN-interface 2
RTA G0/0 172.16.0.2/24
#=8-1MD ESIZSWAELRTAIZIPZRLRZEIY B TET,
[SWA]vlan 2

[SWA-vlan2]quit

[SWA]interface GigabitEthernet 1/0/2

[SWA-GigabitEthernet1/0/2]port access vian 2

[SWA-GigabitEthernet1/0/2]quit

[SWA]Jinterface Vlan-interface 1

%Nov 4 15:41:15:621 2021 SWA IFNET/3/PHY_UPDOWN: Physical state on the
interface Vlan-interface1 changed to up.

%Nov 4 15:41:15:621 2021 SWA IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Vlan-interface1 changed to up.

ip address 172.16.1.1 24

[SWA-Vlan-interface1]quit

[SWA]Jinterface Vlan-interface 2

%Nov 4 15:41:57:485 2021 SWA IFNET/3/PHY_UPDOWN: Physical state on the
interface Vlan-interface2 changed to up.

%Nov 4 15:41:57:485 2021 SWA IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Vlan-interface2 changed to up.

[SWA-Vlan-interface2]ip address 172.16.0.1 24

[SWA-Vlan-interface2]quit

SWATVLAN, interface, IP7 L AMELLEIY B TON TS MERLET
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[SWA]display ip interface brief
*down: administratively down

(s): spoofing (l): loopback

Interface Physical Protocol IP Address Description
MGEO0/0/0 down down - --
Vlan1 up up 172.16.1.1 --
Vlan2 up up 172.16.0.1 --

[SWA]display vlan all
VLAN ID: 1
VLAN type: Static
Route interface: Configured
IPv4 address: 172.16.1.1
IPv4 subnet mask: 255.255.255.0
Description: VLAN 0001
Name: VLAN 0001
Tagged ports:  None
Untagged ports:
GigabitEthernet1/0/1

VLAN ID: 2

VLAN type: Static

Route interface: Configured

IPv4 address: 172.16.0.1

IPv4 subnet mask: 255.255.255.0

Description: VLAN 0002

Name: VLAN 0002

Tagged ports:  None

Untagged ports:
GigabitEthernet1/0/2

RTATIP7RL R &Static routeZ R ELET
[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 172.16.0.2 24
[RTA-GigabitEthernet0/0]quit
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[RTAJip route-static 172.16.1.0 24 172.16.0.1

W—TA T T—TINEHERLET,
[RTA]dis ip routing-table

Destinations : 13 Routes : 13
Destination/Mask  Proto  Pre Cost NextHop Interface
172.16.1.0/24 Static 60 0 172.16.0.1 GEO0/0

FIE3:PCAERTAZ T —TJ L THAR T %
RTAIZDHCPH—/\—%E%E L. SWAIZDHCP relay agent#5%ELE T,
RTAZRELF Y,
[RTA]dhcp enable
[RTA]dhcp server forbidden-ip 172.16.1.1
[RTA]dhcp server ip-pool pool1
[RTA-dhcp-pool-pool1]network 172.16.1.0 mask 255.255.255.0
[RTA-dhcp-pool-pool1]gateway-list 172.16.1.1
[RTA-dhcp-pool-pool1]quit

SWAZRELFET .

[SWA]dhcp enable

[SWA]Jinterface Vlan-interface 1

[SWA-Vlan-interface1]dhcp select relay
[SWA-Vlan-interface1]dhcp relay server-address 172.16.0.2
[SWA-Vlan-interface1]quit

F|[f4:PCAHNRTANSDHCP relaylZ&YIPPRLRAERST S
PCALSWARID S —TIILENLET(HCLOBE . ¥—TJIILETHEYYYIL. TILE
YU AZa—hibdeleteE ) v IL T —TILEBIRLET), FLT. BUS—JIL%E
EHLETHCLOBE . BUAA linkl2&Yr—J ILEDHEEET),
PCANSWAZ#ZH (relay)L T. RTAODHCPH—/\—HASBRBLIIPPRLAEE
FEERLCKSICHERLET .
HCLDIGE . UTDKIITHYET, BIY B TONIPFRLRIE172.16.1.2/24TL
1=
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¢ Configure PCA

Interface Status  IPv4 Address IPvE Address

G0/0M up 172.16.1.2/24

F|E5:DHCP relay agentDE#HE &R <T S
SWA_EDDHCPH—/N\—DT7RLRAEMHELET,
<SWA>display dhcp relay server-address
Interface name Server IP address
Vian1 172.16.0.2

DHCP relay/ A\ v D1EHRERTLET
<SWA>display dhcp relay statistics
DHCP packets dropped:

DHCP packets received from clients:
DHCPDISCOVER:
DHCPREQUEST:

DHCPINFORM:

DHCPRELEASE:

DHCPDECLINE: 0
BOOTPREQUEST:

DHCP packets received from servers:
DHCPOFFER:

DHCPACK:
DHCPNAK:
BOOTPREPLY:

DHCP packets relayed to servers:
DHCPDISCOVER:
DHCPREQUEST:

DHCPINFORM:

DHCPRELEASE:
DHCPDECLINE: 0
BOOTPREQUEST: 0

o O =~ =~ N O

O O =~ =~ N O O =~ =~ N O
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DHCP packets relayed to clients:
DHCPOFFER:

DHCPACK:
DHCPNAK:
BOOTPREPLY:

DHCP packets sent to servers:
DHCPDISCOVER:
DHCPREQUEST:
DHCPINFORM: 0
DHCPRELEASE:
DHCPDECLINE: 0
BOOTPREQUEST:

DHCP packets sent to clients:
DHCPOFFER:
DHCPACK:

DHCPNAK:
BOOTPREPLY:

o O O O O O =~ =~ DN

o O O O o o

B E:
1. SRERXJ1T. DHCP7RL AT —)LHRTAT192.168.0.024 L THEB SN TV S5
&.PCAZRTAMLIPZPRLRAZERBFLEIMN? ESLT?

EZ:

ARV

PCAIEH T £vb192.168.0.024DIPTRLRAEWMBTEEHA, RYNT—UTINARIL,
FIVIrANZXLEFERALT, EWNLRIPTRLRADENY L TEHEET . SRERI1TIE,
RTAIEDHCPH—/\—¢(PCAD S —h A DA EL THEREL TT — 2% AL ET S
RTAIZ. PCAICEHREIN TS AU A—DJ1—REIFEL DY ITRIYNMIBTBIPTRLR%E
YL TEEA, F5LEE, PCAIZRTALEETEEF A, EBE.DHCP7RLRT—
IWEIFEL DY TRy L THFAIRASNS A 2—T—X EODCHPEREIFEG LY T
Yk EIZHEAB—T2—XATDHCPEREZIETHE. RTAREREZERL. V71470
DERIZIPPRLRAZENY S TEE A,

2. SIRARH2T,. DHCP7RL AT —ILHARTAT192.168.0.0./24L L THERSN T S5
& .PCAIZRTANGIPZPRLRAZEGELEITMN? £5LT?
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EZ:

L\NZ, PCAIZH T RYR192.168.0.0/24DIP7RL RAE G TEFEH A, DHCPL—I
—DxUME. /Y EDHCPY —/N\—(ZEBRE § BRITIC, RIEAVF—TI—ADIPFRLR
#DHCPOZ A7 bDHCP/ 7y ZEMLES , DHCPHY—/3\—I[&, DHCPL—T
—DIVRDREARA—TI—RAD Y TR YMIPZRLRZEYETES, DHCP7RL X
T=IBZDHITRYb EIZHNHTY, DHCPIZIPZRLRZEIYETER A,
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Lab9 IPv6

== 3151 by oh
EERNBSTLHE
COIRTIEUTDIEEZEVET:
® JL—3—I[ZIPV6 DT7FLARZERELET,
® |Pv6 7KL RI[Zping LET,
® IPV6 PRLADREELERAN—DEREZFIVILET,

I —IK

3001::1 3001::2
GE_0/0 GE_0/0

RTA RTB
9.1 EBxRYrT—Y
AEERICDELG T 10 R
N—T3y HE HELEIA
EREBERZAEETILES

MSR36-20 Version7.1 2 Tl
PC Windows 7 1 Tl
FyrT =07 —T LD -- 1 Tl

XEFIR

AR IPv67RLRADRTE ERT
CDRRIIE IPTRLREERE T 5 EEZRLTVET, IPVBRA/N—IUN)ZHER
L. IPV6RAN—~DEHGETANFT, CDRRY%ETT T 5. neighbor
discovery (ND) TARILMNE DK ITHEET SO EHRATELSSITHYES, DS
RERIDTRTHATURIZDONTIE, AXURYITFLU AN avESRBLTE
AW

FIE1: N—2—F—TIILTERHT D

B9 1D &SI —2—Er—TIILTHEKELET.
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display versionaY U F#E#FERAL T, RTABKURTBAF SN I=Y IRz T7/N—D
AVERTLTNSILERHERLET . ELnlTHBANTHOATLVGENI EZFEREL
TLZELY, RTAFIERTBORFZREMNEEINTI5E (L. reset saved-
configurationaAY R EFERALTT 74 ILMEEZEEITL. rebootav U FEFERALT
W—B3—F)T—bLTEREZRIALETS, oI ATOIYUFEI—H—Ea—
TEITLFEYS,

FE2:)>90—hILIPV6 TRLRZBBIMICAERKL. EHET AN . RA/N\—ZKTTD

RTAZRELFY

# 4>3—2J1—X GigabitEthernet 0/0Z BE)HIIC) VA —AILIPV6FRLRZE KT %

FOITERELET,

[RTAlinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]ipv6 address auto link-local

[RTA-GigabitEthernet0/0]quit

RTBZ:RELFET .

# 423 —2J1—X GigabitEthernet 0/0Z BE)HIIC) VA —AILIPV6FRLRZEE KT 5
FOITERELFET .

[RTB]Jinterface GigabitEthernet 0/0

[RTB-GigabitEthernet0/0]ipv6 address auto link-local

[RTB-GigabitEthernet0/0]quit

LEREDBENTETTHE FAUFA—TI—R([FYVA—HILTRLREZERLET, &L
—3—DO—HITRLRZERERL, LTFISRY SOICHERETANEFT,
[RTA]display ipv6 interface GigabitEthernet 0/0 brief

*down: administratively down

(s): spoofing

Interface Physical Protocol IPv6 Address
GigabitEthernet0/0 up up
FE80::3E23:ACFF:FECA:105

[RTB]display ipv6 interface GigabitEthernet 0/0 brief

*down: administratively down

(s): spoofing

Interface Physical Protocol IPv6 Address
GigabitEthernet0/0 up up
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FE80::3E23:B6FF:FE74:205

[RTA]ping ipv6 -i GigabitEthernet 0/0 FE80::3E23:ACFF:FECA:105

Ping6(56 data bytes) FE80::3E23:ACFF:FECA:105 --> FE80::3E23:ACFF:FECA:105,
press CTRL_C to break

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seq=0 hlim=64 time=0.000 ms

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seg=1 hlim=64 time=0.000 ms

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seg=2 hlim=64 time=0.000 ms

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seq=3 hlim=64 time=0.000 ms

56 bytes from FE80::3E23:ACFF:FECA:105, icmp_seg=4 hlim=64 time=0.000 ms

--- Ping6 statistics for FE80::3E23:ACFF:FECA:105 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.000/0.000/0.000 ms

RTAD A N\—1EHERRLET
[RTA]display ipv6 neighbors all

Type: S-Static D-Dynamic O-Openflow R-Rule I-Invalid

IPv6 address Link layer VID Interface/Link ID  State T Age
3001::2 3c23-b674-0205 N/A  GEO/0 STALE D
619

FE80::3E23:B6FF:FE74:205 3c23-b674-0205 N/A GEO0/0 STALE D
609

FIE3: A B3—T—AATA—/NLAZF VY ANTRLRZER T HELIITEREL . HElihE
RELTRAN—ZERELET,

RTAZERELEY .

# interface GO/0IZ/' B—/\)LA=F v R+ 7KL R 3001:1%%ELET,

[RTAlinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]ipv6 address 3001::1/64

[RTA-GigabitEthernet0/0]quit

RTBZEELET

# interface GO/0IZY B—/\)LA=F YR 7RLR 3001:2Z%8&RELET,
[RTB]Jinterface GigabitEthernet 0/0

[RTB-GigabitEthernet0/0]ipv6 address 3001::2/64
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[RTB-GigabitEthernet0/0]quit

LEROBENTETTELE, FAUF—T—R(ETA—/NLIPVEL=F Y RN FRLREEK
LEY, FIL—F—D7O0—/NLIPV6LZFvRRTPRLRAZERTL, ULTFIZRT K5I HE#R
=TAMNFET,

[RTA]dis ipv6 interface GigabitEthernet 0/0 brief

*down: administratively down

(s): spoofing

Interface Physical Protocol IPv6 Address
GigabitEthernet0/0 up up 3001::1
[RTB]display ipv6 interface GigabitEthernet 0/0 brief

*down: administratively down

(s): spoofing

Interface Physical Protocol IPv6 Address
GigabitEthernet0/0 up up 3001::2

[RTA]ping ipv6 3001::2

Ping6(56 data bytes) 3001::1 --> 3001::2, press CTRL_C to break
56 bytes from 3001::2, icmp_seq=0 hlim=64 time=2.000 ms

56 bytes from 3001::2, icmp_seq=1 hlim=64 time=1.000 ms

56 bytes from 3001::2, icmp_seq=2 hlim=64 time=3.000 ms

56 bytes from 3001::2, icmp_seq=3 hlim=64 time=1.000 ms

56 bytes from 3001::2, icmp_seq=4 hlim=64 time=2.000 ms

--- Ping6 statistics for 3001::2 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/1.800/3.000/0.748 ms

IPV6RA /N —%RRLET,
[RTA]display ipv6 neighbors all

Type: S-Static D-Dynamic O-Openflow R-Rule I-Invalid

IPv6 address Link layer VID Interface/Link ID State T Age
3001::2 3c23-b674-0205 N/A  GEO0/0 REACH D
23

FE80::3E23:B6FF:FE74:205 3c23-b674-0205 N/A GEO0/0 REACH
D 13
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B
1. IPV6RAN—T—TIZ[FEDRAN—IREAEEN ., ENLIEESIVVSIEKRTI N ?

BA:

g9 HIRREICIE. INCMP, REACH, STALE, DELAY. 8&KUPROBEAEENET,
INCMP[E, RAN—FRLADRRPTHY . RAN—DIIETRLANTHATH AL
#RLFELfz, REACHIE, RA/N—DFFEARETHS_LERLET, STALE. DELAY,
F1zIEPROBEIE. R A /\—DEZEAREM RIS TULVEWNIEERLET, NDTORD
LWIE SN DRBEFERALTRAN—DEBEEERL. LYZDEEEZYR—FTEHIE
T.ARPKYEEWEF ) TAZEIRHELET,
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Lab10 IPJL—F 4> Bt

XENBLEE

COIGRTIEUTOIELEEZVET:
® Static & default route DA I7445L—3,
o IL—T4TT—TILDERT,

I —IK

o s o
-_— —
— —

TN = 192.168.1.0 ~~~__ TN
/ @ 192.168.1.1/24 Ser 310 @ AN
/ - |:3>;;rE< ----- V.35 -=--->DCE ) ‘x\
192/168.0.1/24 RJA \ S 192.168.1,2/24 RTE 192.168.2.1/24
/ GE_0/0 T R S - \
i % : GE_0/0 |
I
1 192.168.0.0 ]| IL 192.168.2.0 |
'1 | \ [
\ GE_0/1 / { ]
\ /192.168.0.2/24  192.168.2.2/24 | | GE_V/1 !
\\ @ GW:192.168.0.1 GW:192.168.2.1 /
/
\\\\ jBBA pc& //,,
10.1 EERvrT—%
=0 3131 3+
EEEFE
AREERICWH BT TR B . )
\ R—sav | #E HREE
EREBLAIEETIVES
MSR36-20 Version7.1 2 7L
V.35 DCES U7 ILr—T L - 1
V.35 DTESYZ L —T L 1
PC Windows 7 1 7L
FURT—H4—T L DR - 2 AL
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EEFIE
RRIVIWN—TAVTT—TINERTT S
CDARYTIE INW—TAVTT—TILDRTE. W—T42T TN —DIEBEEREAL
F9,
FIE1:PCEIL—E—F/r—TIILTHRT S
®10.1D&K3ITIL—E—EPCRID T —T ILEEHELET
RTA. RTBOFREMNT IAILNTH D LEHEREIZT HIZILreset saved-
configurationa YR TT 74DV T4FaL—av~RLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y

FIE2: W—T1 T T—TINERRLET
RTADIN—T4 T T—TIWVERTRLETS,
<RTA>display ip routing-table

Destinations : 8 Routes : 8

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
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COFRERIZ. IL—E—D8DDEALIMIL—LEHL 1DDIL—TN\YIFTRLR
127.0.0.0£12DRDIL—T 139O 7KL R 127.0.0.1ZFEFH>TLVET,
£10-1 IPPRLRE|Y HTRF—7

XE A3—Jx—R | IPPRLR HF—kyxA
S3/0 192.168.1.1/24 -
RTA
G0/0 192.168.0.1/24 -
S3/0 192.168.1.2/24 -
RTB
G0/0 192.168.2.1/24 -
PCA 192.168.0.2/24 192.168.0.1
PCB 192.168.2.2/24 192.168.2.1

AEX—TEICIPTRLRZEIVHATET .
RTAZOYJ4¥al—2avlEFEY,

[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.0.1 24
[RTA-GigabitEthernet0/0]quit

[RTA]interface Serial 3/0

[RTA-Serial3/0]ip address 192.168.1.1 24
[RTA-Serial3/0]quit

RTBZO 24 aL—33vLZEd,

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 192.168.2.1 24
[RTB-GigabitEthernet0/0]quit

[RTBJinterface Serial 3/0

[RTB-Serial3/0lip address 192.168.1.2 24
[RTB-Serial3/0]quit

RTADI—T 4T T—TNERTRLET,
<RTA>display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
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127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 O 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

H 711%. RTAIZ3E5£192.168.0.0/24, 192.168.0.1/32, 192.168.1.0/24, 192.168.1.1/32,
£&1U192.168.1.2/2~DHLNEHIL—IHEHZEETLTVET . ChoDIL—DS
5192.168.0.1/ 32, 192.168.1.1/ 32, £ U192.168.1.2/32(FH T R Yb)L—+TY , B
N—hE VOB TRRALDT VT HERBENES . R—rDUVIBTERLAT D
VY RE FNITERSNTOSER/IL—MIBIRENET,

RTA® GigabitEthernet 0/0%shut downL %79,

[RTAJinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]shutdown

%Nov 5 17:56:32:962 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface GigabitEthernet0/0 changed to down.

%Nov 5 17:56:32:962 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state on the
interface GigabitEthernet0/0 changed to down.

[RTA-GigabitEthernet0/0]quit

RTADBEF DI —T12 T T—TIVERTLETS,
[RTA]display ip routing-table

Destinations : 13 Routes : 13

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
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127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 O 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

GigabitEthernet 0/0D") >~ BEFOka/LAldisablel 2> =D TIDR—FZHEHFIN T
BT ALIRIL—DYEIBREINET,

GigabitEthernet 0/0 #JtIZRELET,
[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0Jundo shutdown
[RTA-GigabitEthernet0/0]%Nov 5 17:57:15:834 2021 RTA IFNET/3/PHY_UPDOWN:
Physical state on the interface GigabitEthernet0/0 changed to up.
%Nov 5 17:57:15:835 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state on the
interface GigabitEthernet0/0 changed to up.
[RTA-GigabitEthernet0/0]quit
YoyBFaraLh 7y I Lz, GigabitEthernet 0/0DH AL VR IL—r M BIISNET,
"R 42 static route DHREZELET
CDRRYTIEPCEMIZT o= r— 3 % AIHEIZ T static route DEXEEITLVET . €
LT.EDKSITLTIL—TAUTINL—THRRETINERALET
FIE1:PCOIPFRFLRAZERTET D
F10-1ZHOT. PCOIPPRLRES — b/ Z#EHLET . RIZ, WindowsOSH
BStart > Runz 2 yoL. THEAMRYIRIZemdEA AL T, OKEY)wIL.,
ipconfigd YU REFEAL T RSN =IPPRLRES =R IzA N ELWN EZHERRL
F9,

BHET AN B=0ISEPCOYS — A ZHEALET ., =X &, PCATY —h
14192.168.0.11ZpingZE{TLEY,

<PCA>ping 192.168.0.1
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Ping 192.168.0.1 (192.168.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.0.1: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 192.168.0.1: icmp_seq=1 ttI=255 time=3.000 ms
56 bytes from 192.168.0.1: icmp_seq=2 ttI=255 time=2.000 ms
56 bytes from 192.168.0.1: icmp_seq=3 ttI=255 time=0.000 ms
56 bytes from 192.168.0.1: icmp_seq=4 ttI=255 time=2.000 ms

--- Ping statistics for 192.168.0.1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.600/3.000/1.020 ms

BEUVDPCApIngZITLVET , HlZ L. PCANBPCB~pingLET,
[RTA]ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out

Request time out

Request time out

Request time out

Request time out

HAE, FEEICEIETEGDEEZRLTVET . Chld. RTAAY92.168.2.2MPCBAD
IL—bEFOTLWVEL =TT,

RTAD I —T42T T—T IILEERTR
[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
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192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

H AL, RTAIZH T #2vb192.168.2.0/24~D JL— AN EERLTWVET, COREIRE
ERRTBE=012, FIL—E—TBHIIL— EBRTEET,

F g2 : static route D ETEZIL TS

RYORARRYT D2 DD I —F—THEESN=EHIIL—MNIEENDILEBRLTIZELY,
F|IE3: static routeZ R ET S

RTAZERE S %o

[RTAJip route-static 192.168.2.0 24 192.168.1.2

RTBZHREY %
[RTB]Jip route-static 192.168.0.0 24 192.168.1.1

RTADIV—T42 T T—TIERTT S
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
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192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.2.0/24 Static 60 O 192.168.1.2 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 127.0.0.1 InLoop0

PCRIDERIEEER T 5, HlZIE. PCANSPCBApingd %,
<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=3.000 ms

56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=5.000 ms

56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=5.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=5.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=6.000 ms

PCAM 5PCBAtracerouted 5(HCLTldtracerta T U R IZAESINTLEEA)
C:¥Users¥PCA>tracert 192.168.2.2
192.168.2.2 ~DIL—hrEFL—RALTWET  BAT SRV THITHZRK 30 TT

1 <1 ms <1ms <1ms 192.168.0.1
2 23 ms 23 ms 23ms 192.168.1.2
3 28 ms 27 ms 28 ms 192.168.2.2

Fb—Z’é;:cT L/i'.zf:o
HAFERIZIPCAMBPCBADIRERMPCA -> RTA-> RTB -> PCBTHAHZEFRLTULVE

ERS

FE4: V=T AT IW—TH#ERL. L —3—DEREENEEEERLET,
IW—T 4T IWN—TEERT BIZIE ROARRYTHRTAERTBOFNFN DD IL—4
—F_T KT IHILMIL—EERLET ., IL—3—(FIUT7ILR—rENLTHERSO
TWAE=HTY, RIAMNRYTIEA—HILIYTZILR—RELTHRESINET,

RTAZERELEY
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[RTAJip route-static 0.0.0.0 0.0.0.0 s3/0

RTBZERELET .
[RTBJip route-static 0.0.0.0 0.0.0.0 s3/0

ENERDIL—E—DIV—T40 T T—TIWERTLET, BIAIEL RTADIL—T42 T T—
TIVERRLET,
[RTA]display ip routing-table

Destinations : 19 Routes : 19

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/0 Static 60 0 0.0.0.0 Ser3/0
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
192.168.2.0/24 Static 60 0 192.168.1.2 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 127.0.0.1 InLoop0

PCAM53.3.3.3~TracerouteLE 9 (HCLTldtracertav > RIZAEINTLEEA),
C:¥Users¥PCA>tracert 3.3.3.3

3333 N"DIIL—FEFL—ALTVET . BATHHRYTHIEEKX 30 TT
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1 <1 ms <1 ms <1ms 192.168.1.1
2 23 ms 23 ms 23ms 192.168.1.2
3 27 ms 27 ms 27 ms 192.168.1.1
4 31 ms 31 ms 31ms 192.168.1.2
5 56 ms 56 ms 56 ms 192.168.1.1
29 386 ms 387 ms 386 ms 192.168.1.1
30 409 ms 409 ms 409 ms 192.168.1.2

FL—RZEETLEL,

58453.3.3.31ETIAHILMIL—hE—FT B0, 5853.3.3.3IC 7KL RIEEESNI=/ vk
[ERTBIZEESNFET, TDH. RTAICEVIRLET , IL—TaV T IIL—THRELELET,
INTYRE TTLA0IZIE T3 AE T, 20D IIL—2—[EI T ks IR E S E T,

. - o~
o Jb— ? ~. —I-
7T * 192.168.1.0 Na 7 oo

i \
/ @ 192.168.1.1/24 @ A
/ DTE<----- V.35 ---->DCE 4 \

/
192/168.0.1/24 R7A . JL— 70192.168.142!22 RTE 102.168.2.4/24
~ o’ I \

|

pan i JEGSERE | \

|
| — - |
192.168.0.0 ! N—F 42T —7)Ic3.33.30 192.168.2.0 |

!

| .'

I, SEIRAEVDTET + Lk — b | ,

\ I ~N@YELEET S ‘.\ ]

I
\ /192.168.0.2/24  192.168.2.2/24 /
\\ @ GW:192.168.0.1 GW:192.168.2.1 /
/

\\ F/’GA PCR. //

Lt=A3oT. RLEEICFRLRIEESN ., RIRAMNRYTH2DDHEfFIN =)L —42— LDt
DI —E—ERTENIL—EBRTHILIETEERA. T5LEVE L—T10 T )L—
THEELET,

B

1. COIRTRTAIZEMIIL— DA EER T HELET . PCANSPCBANEESN =/ VY

FMIPCBIZEZETEEI A ? PCBIIPCAMDpingTEELI=M 2

Zx:
PCAMSPCBIZEEINT-/\ryRIPCBIZE|ZETEET, RTATHREINT-EMIL—
. 1\ ybZERTBICERELE T, RIZ. BEEYITRYML—FEN LT/ Y REPCBIZEE
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LET,

RTBIZIZPCAAND JL—b BN =8 . PCAMSPCBADpingiEEIE &3 . PCBMLD
pINgi &N\ Y IRTBICK > THESINET,

ERIZIE., [FEAEDRYNT—OTFT T )r—LaV EWMARBEEVEELELET, =&
(X HTTP, FTP. BXUBEFA—ILIF. WAMEHREHIL T HTCPEHRALTLET,

2. PCEIL—E—DBITIL—T AT IN—THREETBHEEEEITHYETH?
Zx:

WWNR, TEER A, PCIZIEIL—T1U T RN, PCEETTIZRLEE/ N rybh
WESNFY,
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Lab11 RIPJL—F 124
EERNEEBEZE

COISRTIEUTDIEEZUVET:
® RIPMDavI44L— a3y,
® JL—T4 T T—TILDETR,

I —UK

e —————— —_———
— —

- 192.168.1.0/24 S~
’192.163.1.1;24 192.168.1.2/24
Ser_3/0 Ser_3/0 ~
/7 RTA. Se~___ 7 RfB
192.168.0/1/24 |CE00N  TTTTee—e T /ceon| 192.168.2.1/24
! \ \
/ 192.168.0.0/24 192.168,2.0/24 \
I
l'l GE_0/1 ,l li‘ GE_0M ;
\ ]
\ 192.168.0.2/24 192.168.2.2/24 @ /
\ GW:192.168.0.1 GW:192.168.2\1 y
“NCBCA -7 “~BCB-”
1.1 EERYLT—2
== 3151
EEEE
AREERRICVNELG TR EHEM . )
\‘ N—var | #E ISR
EREEBELAEETILES
MSR36-20 Version7.1 2 L
PC Windows 7 1 L
V.35 DCEX Y7L —T L - 1
V.35 DTES YT LT —T L 1
TYRT = —T LD R -- 2 L

XEFIR

BRU1:RIPVIIZERET D
CDBRAYTIE, PCEDIAZA=r—2aV N TELLIICRIPVIZE D LIIZERET DD
EHERLEY,
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Flg1:PCEIL—E—ETr—TIILTHERT S
E11.1D&SI2IL—2—EPCRID YT —T LEEHELET,
RTA. RTBOFZEMNT I+ ILETHAHILZHEEIZT BHICILreset saved-
configurationa YR TT 74DV T4FaL—av~RLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing flename unchanged, press the enter key):y
FE2:PCEIL—EF—IZIPPRLRETHAULET
=111 IPPFLREYETRF—Y

B ALB8—Tx4R | IPPRLR HF—rxA
S3/0 192.168.1.1/24 -
RTA
G0/0 192.168.0.1/24 -
S3/0 192.168.1.2/24 -
RTB
G0/0 192.168.2.1/24 -
PCA 192.168.0.2/24 192.168.0.1
PCB 192.168.2.2/24 192.168.2.1

& R 1-1D&IITII—F—IZIPPRLRETHAULET,
RTAZERELE Y.
[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0)ip address 192.168.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTA]interface Serial 3/0
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[RTA-Serial3/0)ip address 192.168.1.1 24
[RTA-Serial3/0]quit

RTBZERELET .

[RTB]Jint GigabitEthernet 0/0

[RTB-GigabitEthernet0/0]ip address 192.168.2.1 24

[RTB-GigabitEthernet0/0]quit

[RTBJinterface Serial 3/0

[RTB-Serial3/0]ip address 192.168.1.2 24

[RTB-Serial3/0]quit

K111 T.PCOIPFRLRAEBRL. 7—h Iz AEHEELES . BEMNTET LG,
Windows A RL—T 42TV RTLMNBRA—F> T7A LB ERELTETERIRL. Ry
T79T 94 R I(Zemd EAALET, XRIZ. CLI Tipconfig EANL T, RSN IP
FRLREWEESN-T— bz AZHERLET,

ping IXUFEFERALT.PC &7 — Iz MHDEERREMEZTANFY . =&Z X PCA
D7 —b9x4(192.168.0.1) [ ping ZE{TLT. XDIEFHREHHLE T,

<PCA>ping 192.168.0.1

Ping 192.168.0.1 (192.168.0.1): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.0.1: icmp_seq=0 ttI=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=1 ttI=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=2 ttI=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=3 ttI=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seqg=4 ttI=255 time=1.000 ms

PC D EERREMZTAMNFT, FEAE. ROEADT-61Z PCA T PCB IZ ping %
EITLFES,

<H3C>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request time out
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HAK =,z A DR ERNIFEREEAYVE—DFRTTEERL. pingBRHIEEICERES
NEMST=ZEERLET . L—F—DI—TAVTT—TNERRLET, EAIE R
DEADRTADIN—TA42 T T—TILERKLET,

[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

H A, FvbT—4192.168.2.0/24 (PCBMEFE T BIHAT) ~DIL—HRTAD L—T 4>
JT—T I THRATEGNIEERLTWET, LIzA > T, PCANGPINgEREZIET D
ERTAIZENOEKZEL, SEAZEFGEAYE—UZFPCAISRLEY ., COMBEERERT
51=0I=, IL—2—TRIPE#ERTEET,

FIE3:RIPOREELET
RTATIZ:
[RTAJrip
[RTA-rip-1]network 192.168.0.0
[RTA-rip-1]network 192.168.1.0
[RTA-rip-1]quit

RTBTIZ:
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[RTBJrip

[RTB-rip-1]network 192.168.1.0
[RTB-rip-1]network 192.168.2.0
[RTB-rip-1]quit

W—B—DIN—T42JT—TNVERRLET, EAF RTADIL—T42TT—T )%
®RLET,
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
192.168.2.0/24 RIP 100 1 192.168.1.2 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

H A, Vb7 —2192.168.2.024~D JL—r D FIARBETHY . RIPIZK>TEEFINT
WBHIEERLTLEYT . RIC. PCRIDEERREMETAMNFT, =&AL PCATPCB
[ZpingZERITT & RDE\EHRMNEHENFT,

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=3.000 ms

56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=4.000 ms
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56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=6.000 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=5.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=5.000 ms

FlE4:RIPOREZFIVILET .
Display ripa<v>F&#RTATETLET,
[RTA]display rip
Public VPN-instance name:
RIP process: 1
RIP version: 1
Preference: 100
Checkzero: Enabled
Default cost: 0
Summary: Enabled
Host routes: Enabled
Maximum number of load balanced routes: 32
Updatetime : 30secs Timeouttime . 180 secs
Suppress time : 120 secs Garbage-collect time : 120 secs
Update output delay:  20(ms) Output count: 3
TRIP retransmit time: 5(s) Retransmit count: 36
Graceful-restart interval: 60 secs
Triggered Interval : 5 50 200
BFD: Disabled
Silent interfaces: None
Default routes: Disabled
Verify-source: Enabled
Networks:
192.168.0.0 192.168.1.0

Configured peers: None
Triggered updates sent: 2
Number of routes changes: 3

Number of replies to queries: 1

HARFRIPVIARASA TSI EEZRL, L—FEEBERNAFTMITL>TLET ., RIPD
BHEFEE307 T, Ry T—2192.168.0.05 £ 1U192.168.1.0[FRIPTHIIZL>TLVE

TO
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RIP/NT YD T NI EBMIZL T, ZIEEFENFRIPN T IMEHERLET,
<RTA>terminal debugging

<RTA>debugging rip 1 packet

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on interface GigabitEthernet0/0
from 192.168.0.1 to 255.255.255.255

*Nov 16 16:02:40:904 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 44

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.1.0, cost 1

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.2.0, cost 2

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on interface Serial3/0 from
192.168.1.1 to 255.255.255.255

*Nov 16 16:02:40:904 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 24

*Nov 16 16:02:40:904 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.0.0, cost 1

*Nov 16 16:03:05:339 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Receiving response from 192.168.1.2 on Serial3/0
*Nov 16 16:03:05:339 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 24

*Nov 16 16:03:05:339 2021 RTA RIP/7/RIPDEBUG: AFI1 2, destination 192.168.2.0, cost 1

H A&, RTAAGigabitEthernet 0/0T)L—K192.168.1.0 (AAM) £ L 1192.168.2.0
(ARR)ZELIIL—FEHEEIEL. serial3/0T/L—H192.168.0.0 QXM ZELIL
— R EFEREIETHEERLTVWET, L—FOEFNITO—FFrREShFET,
RTAIL. JL—}192.168.2.0 (AR M) EE L L—FEH Fserial3/0DRTB
(192.168.1.2) hb>ZIELET .

serial3/0TJL—R192.168.2.0%Z{EL1=#% . IL—3—TRIPAERIZ Loz, ATy
rRSA XM T IHILETEMIZHE-TULNS =86, RTAlEserial3/0& ML TIL—h&iE
ELEE A,

F)iE5:split horizon&poison reversexF v LE T,
serial3/0FE 1z IXRTATsplit horizonZ XL THhH . ERIESNT/\TIbEHERRLET,
[RTA-Serial3/0Jundo rip split-horizon
*Nov 16 16:05:22:404 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on interface Serial3/0 from
192.168.1.1 to 255.255.255.255
*Nov 16 16:05:22:404 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 64
*Nov 16 16:05:22:404 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.0.0, cost 1
*Nov 16 16:05:22:404 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 192.168.1.0, cost 1

*Nov 16 16:05:22:405 2021 RTA RIP/7/RIPDEBUG: AFI1 2, destination 192.168.2.0, cost 2
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H A&, split horizon N BRI %= Z RLTLVET, RTAIL, serial3/0T/L—k
192.168.0.0, 192.168.1.0, KX 1192.168.2.0% &L L —FEHEXIELFET ., RTAIL,
serial3/0TZ{EL1=/L—1192.168.2.0%serial3/0Z ML TEELET . hIzkY., L—TF
AT IN—THEETEAEENHYET

IW—T 4T I —TZEEET BRI D %L, poison reverse TY ., RTA®Dserial3/0THRA

AU)N—=REFMILTHS, ERESN T ERERELET,

[RTA-Serial3/0]rip poison-reverse

*Nov 16 16:07:32:404 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on interface Serial3/0 from

192.168.1.1 to 255.255.255.255

*Nov 16 16:07:32:404 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 64

*Nov 16 16:07:32:404 2021 RTARIP/7/RIPDEBUG:  AFI 2, destination 192.168.0.0, cost 1

*Nov 16 16:07:32:404 2021 RTARIP/7/RIPDEBUG:  AFI 2, destination 192.168.2.0, cost 16

H A RA XD N—ZDE RG> RTADYL—R192.168.2.02 L I)IL— T v T

T—h%serial3/0FHTEIETHEEFRLTNET A, L—FDIXMME16TT , LIzh>

T.RTBIERY,T—%192.168.2.058 TD /4y ERTAD serial3/01ZERE LEH Ao
FIg6: silent-interfaceav U FEFEALT. RIP/N Y rDEEEFHIBFLES,

BE, L—F—IX, PCHARIPNN T YN EZIETILEMNGLMEE TH, PCICERKIN TS
AR—=DIAREELITRTDAVF—TA(RENLTRIPTAL NI EEELE
9, silent-interfaceav U REFERL T, 12 2—TTA RADRIP/ Y EEETELRNEKS
IS BIEMNTEET,

RTAZERE

[RTA]rip

[RTA-rip-1]silent-interface GigabitEthernet 0/0
[RTA-rip-1]quit

RTBZEXE

<RTB>sys

System View: return to User View with Ctrl+Z.
[RTBIrip

[RTB-rip-1]silent-interface GigabitEthernet 0/0
[RTB-rip-1]quit
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BRMSE T L5, debugginga v FEERAL T, EZESNZRIP/ Ay EHERELET,
H A&, RIP/ N7y hiGigabitEthernet0/0& M L TEE SN TULVEW I EERLTULET,

ZOHEIZEY ., IL—RM)—II&>TBIER IS DAY T—oF 1) T DRI REZE 5
TEFET, EZE EHORIPHEIL—-DRAE—DARENLT/INT YRy T—
DIZERINTWSEE . /Ty IRy b T =D RE L —MEREBRBLEVELSIT1U42
—7Jx 4 X Tsilent-interfaceaY U RERETEET,

CDARARYESETLI=5, IL—2—NDdebuggingZ E&ENZLET,
<RTA>undo debugging all
All possible debugging has been turned off.
<RTB>undo debugging all
All possible debugging has been turned off.
RRX92:RIPV2IZERTET D
CDRRIIE RIPVIDZDFIRDI=HIZH TRYML—FEELEE TELRILE TR
LTWET, ZOERITIE RIPV2EERTSHELRLET,
Fg1:PCEL—E—Fr—T L THRRT S
H11.1D LS —F—E,PCRID T —T ILEEHRLET
RTA. RTBOFREMNT I+ ILETHHILZHEEIZT BHICILreset saved-
configurationa Y R TT 74DV T4FaL—av~ARLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing flename unchanged, press the enter key):y
FE2:PCEIL—F—IZIPPRLRZEIYHTET,
=12 IPPFLREYHETRF—7

EE A8—Tz4R | IPPELR i N E
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S3/0 192.168.1.1/24 -
RTA
G0/0 192.168.0.1/24 -
S3/0 192.168.1.2/24 -
RTB
G0/0 10.0.0.1/24 -
PCA 192.168.0.2/24 192.168.0.1
PCB 10.0.0.2/24 10.0.0.1

& R11-2MDIPFRLRZIL—E—IZEIYATET,
RTAZRELFY
[RTAJinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTAJinterface Serial 3/0
[RTA-Serial3/0)ip address 192.168.1.1 24
[RTA-Serial3/0]quit

RTBZERELET .
[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/Q]ip address 10.0.0.1 24
[RTB-GigabitEthernet0/0]quit
[RTBJinterface Serial 3/0
[RTB-Serial3/0]ip address 192.168.1.2 24
[RTB-Serial3/0]quit
® R1M-2T.IPFFLRZEEML.,PC D7 —rIzAZEELET . BREAT T LIz,
Windows DIRMEL AT LMBARA—F > J7(ILBERELTETEERL. Ry T7vT
4RI emd EAALET, XIZ, CLI Tipconfig EAALT, BREAHD IP FRLR
LHEESN=T—bOz(ZHERELET .

FIE3:RIPVIZERL. L —T1 T T—TILERRLET,
RTAZERELET,
[RTAJrip
[RTA-rip-1]network 192.168.0.0
[RTA-rip-1]network 192.168.1.0
[RTA-rip-1]quit
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RTBEERELET .

[RTBJrip

[RTB-rip-1]network 192.168.1.0
[RTB-rip-1]network 10.0.0.0
[RTB-rip-1]quit

BEASETLZS. RTAD L —T42 9 T—TILERRLET,
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
10.0.0.0/8 RIP 100 1 192.168.1.2 Ser3/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

H A& RTADRIPEZ /T LTIL—R10.0.0.0/8%FE L1=A', RTBDJL—KE10.0.0.0/24T
HHIEERLTVEYT, RTAIFIL—EELLEBTEEFHATLE,

RIPN 7D TN T ZBMIZL T, RTATREEESNRIP/NTYNEFIVILET,
<RTA>terminal debugging
The current terminal is enabled to display debugging logs.

<RTA>debugging rip 1 packet
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<RTA>*Nov 16 16:55:12:932 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Receiving response from 192.168.1.2 on
Serial3/0
*Nov 16 16:55:12:932 2021 RTARIP/7/RIPDEBUG:  Packet: version 1, cmd response, length 24

*Nov 16 16:55:12:932 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 10.0.0.0, cost 1

H AL, RTANY TRy b X% LTIL—R10.0.0.02 5L RTBASIL—FEHEZIELT-
CEETRLTULEY, LA T RTAIZIL—MZBALGRYNT—HIRAIFEBMLET,
2%, 10.0.0.0/8TY,

RIPVIAYE—S2EHTRIPRRIDNEENTIVEN O TY, IL—F—FIL—5—%

ELKEETELRWNMGENHYET ., COMBELRHRRTDICIEL RIPV2EZFERLET,
FlE4:RIPV2EFZRELET

RTAZERELF Y,

[RTA]rip

[RTA-rip-1]version 2

[RTA-rip-1]Jundo summary

[RTA-rip-1]quit

RTBZERELET .

[RTBIrip

[RTB-rip-1]version 2

[RTB-rip-1Jundo summary

[RTB-rip-1]quit

BEMNTET LS. RTADIIL—T40 T T—TIVERRLET,
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.0.0.0/24 RIP 100 1 192.168.1.2 Ser3/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
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192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

H A RTAAYL—R10.0.0.0/24ZF EELKEE LI=CEERLTUVET,
RIPIL—rDI—C2 584 LIZ180M TH S8, IL—K10.0.0.081FIN—FT 15 T—T
JICEREFELET . 180 LIRNICIL—FDEHFNZESNGIMEGE ., L—FEIL—T1>
TTAIDSEIBREINET,

RIPOEEIRREZFEREL TZSL . RTADHI;
[RTA]display rip
Public VPN-instance name:
RIP process: 1
RIP version: 2
Preference: 100
Checkzero: Enabled
Default cost: 0
Summary: Disabled
Host routes: Enabled
Maximum number of load balanced routes: 32
Updatetime : 30secs Timeouttime . 180 secs
Suppress time : 120 secs Garbage-collect time : 120 secs
Update output delay:  20(ms) Output count: 3
TRIP retransmit time: 5(s) Retransmit count: 36
Graceful-restart interval: 60 secs
Triggered Interval : 5 50 200
BFD: Disabled
Silent interfaces: None
Default routes: Disabled

Verify-source: Enabled
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Networks:
192.168.0.0 192.168.1.0
Configured peers: None
Triggered updates sent: 4
Number of routes changes: 5
Number of replies to queries: 1
H A& BEDORIP/A—23 U ARIPV2THASZEERLTLET,

RTATEZESNz/\ Ty ERERELET,

<RTA>terminal debugging

The current terminal is enabled to display debugging logs.

<RTA>debugging rip 1 packet

*Nov 16 17:06:35:522 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Receiving response from 192.168.1.2 on Serial3/0
*Nov 16 17:06:35:522 2021 RTARIP/7/RIPDEBUG:  Packet: version 2, cmd response, length 24

*Nov 16 17:06:35:522 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 10.0.0.0/255.255.255.0, nexthop

0.0.0.0, cost 1, tag 0

H A, RIPV2AYE—DITH TR RIBEBRIEEN TSI LEERLTVET,
FIES: RIPV2EREEZ R ELEY o

RIPV2IE. EF 2 TZ#@ILT 5= DRIEHR—FLTVET, RTAERTBIZEL S/

AT—FERELT I —TA4V T EREMEICELKEE TEAMNEOINEHERLET .

RTAZHEALEY

[RTA]interface Serial 3/0

[RTA-Serial3/0]rip authentication-mode md5 rfc2453 plain aaaaa

[RTA-Serial3/0]quit

RTBZ#EMLET .

[RTBJinterface Serial 3/0

[RTB-Serial3/0]rip authentication-mode md5 rfc2453 plain abcde
[RTB-Serial3/0]quit

BHFDI— A —EHERICHRUINICGSOTT, dryrd oL THhHLAUE—T
IAREZRBL T, L—FOEFEESRIETEET, EAE DO LTHL, RTA
TSerial3/0FEEILET,
[RTA]interface Serial 3/0
[RTA-Serial3/0]shutdown
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[RTA-Serial3/0]quit

BEMNTETLIES W—B—DI—T42TT—TIVERRLET, EXF IIN—T142T
T—IIIVELIFRTAZ R R HE ROEHRIEHINFET,
[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 0 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 0 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

RTATEZESN =/ b ERERLTIZELY,

<RTA>terminal debugging

The current terminal is enabled to display debugging logs.

<RTA>debugging rip 1 packet

<RTA>*Nov 16 17:29:15:595 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Ignored this
packet on interface Serial3/0 from 192.168.1.2: Authentication digest check
failed.

*Nov 16 17:29:15:595 2021 RTA RIP/7/RIPDEBUG:  First RTE: ff ff 00 03 3c 20 5a
a2 bf d0 69 87 25 c2 9d 1c¢ 5e 5f 1f 2f
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*Nov 16 17:29:38:365 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Sending response on
interface Serial3/0 from 192.168.1.1 to 224.0.0.9

*Nov 16 17:29:38:365 2021 RTA RIP/7/RIPDEBUG:  Packet: version 2, cmd
response, length 48

*Nov 16 17:29:38:365 2021 RTA RIP/7/RIPDEBUG: Authentication mode: MD5
RFC2453

*Nov 16 17:29:38:366 2021 RTA RIP/7/RIPDEBUG: Digest:
1d23f8c8.74415840.3a34e8a3.0cf1804 1

*Nov 16 17:29:38:366 2021 RTA RIP/7/RIPDEBUG: Authentication sequence
number: 2583

*Nov 16 17:29:38:366 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination
192.168.0.0/255.255.255.0, nexthop 0.0.0.0, cost 1, tag 0

*Nov 16 17:29:39:084 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Ignored this packet on
interface Serial3/0 from 192.168.1.2: Authentication digest check failed.

*Nov 16 17:29:39:084 2021 RTARIP/7/RIPDEBUG: First RTE: ff ff 00 03 8d 35 a9
62 a4 d7 29 35fd 76 80 €0 84 ec e2 59

IRRAT—RDBRFEIZ—EMUNLV=0, RTAIRE7ZADEESh-IL— 2T TEEE
Ao

RTAD/SRAT—FZERTBO/ART—FRIZEELTH S L—F2—RBDIL—T4U T ERD K
MERRELET,

RTAZHERLY %

[RTA]interface Serial 3/0

[RTA-Serial3/0]rip authentication-mode md>5 rfc2453 plain abcde
[RTA-Serial3/0]quit

BEER. RTADNRTBOOIL—bT7YTT—rEZETIETH>TH D, RTADIL—T12Y
T—IILERTRLET.
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.0.0.0/24 RIP 100 1 192.168.1.2 Ser3/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
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127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.0/24 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.0/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.0.255/32 Direct 0 O 192.168.0.1 GEO0/0
192.168.1.0/24 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.0/32 Direct 0 O 192.168.1.1 Ser3/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.2/32 Direct 0 O 192.168.1.2 Ser3/0
192.168.1.255/32 Direct 0 O 192.168.1.1 Ser3/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

I—TFA 0 T—TILIZIE . REDIL—R10.0.0.0/24REFENTNET,

RTATEZESN /Ny b ERERL TZELY,

<RTA>

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: RIP 1 : Receiving response from 192.168.1.2 on Serial3/0
*Nov 16 17:34:43:533 2021 RTARIP/7/RIPDEBUG: Packet: version 2, cmd response, length 48

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: Authentication mode: MD5 RFC2453

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: Digest: ccfcf958.d75a3e5a.57a561d7.1000f9f3

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: Authentication sequence number: 3074

*Nov 16 17:34:43:533 2021 RTA RIP/7/RIPDEBUG: AFI 2, destination 10.0.0.0/255.255.255.0, nexthop

0.0.0.0, cost 1, tag 0

RTAIZ, RTBASIL—FEHEELRIETEET,
B
1. SIRERITIE, W—F—H 180 LURNICIL—FDIIL—FBEFHEZELLEWNMGE . L—F—
(FIN—TA4TT—=TUDSIL—LEBIBRLET, T—O T/ LERRETEETM?

EZ:

I—SUTR4T—%INEMEIZREL T, FYRT =20 N—Dr U REFERILTEE T,
FEAE, T2 34T —460IERELET .

[RTA-rip-1] timers timeout 60
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2. RIPERSISRERY T, RESN=NAT—RFAEZESN-RIP/ Ay DB AERICEK
RehBULDIFEETIMN?

I}

z:
EX/NNRAT—R(E, MD5ERIIRITHEBINTOWEY, TL—TFAMD/INRT—RHER
EINTWBIGE., NRT—FIIHEAERICKRTTEET, L. TL—rTFRED/IR
D—RIZBEXD/ART—KRIFELZLETIEHYFEFA,

mht
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Lab12 OSPF)L—TF 424

XENBLEE

ZDFRTIEIUTDIEEZVET:

® OSPFarea ®avo749L—3r,
® OSPFDR®MavI49L—av,

® OSPFcost®ar745L—>3ay,

® OSPF MJL—KERIZDONT,

® EH M OSPF area M Iq¥al—Iay,

I —IK

RouterID 1.1.1.1 RouterID 2.2.2.2

@ GE_0/0 GE_0/0 @
GE_pi1 20.0.0.1 20.0.0.2 GE 1071

——————— ]

I 1
10.0.0.2/24 |/ R™ RTE "\ 10.1.0.2/24
GE 01 GE_0M
@ 10.0.0.1/24 10.1.0.1/24 @
ClientA ClientB

12.1 RERVLT—5

B12-1(&, E—DOSPFTI T &M T 5 A E% AT Blab task1 DRy T —IBZERL
TWET, RTAERTBIE. ENFNISATURAEIZATUIBDT —hD (4 TT, RTA
DIL—EF—IDIEIN—T I\ I A2 B—T2—RAFELR1.1.1.1THY. RTBDO JL—E2—IDIE/L
—TINYGAR—TI—RFRLR2.22.2TY, RTALRTBIEZELSH0SPFIYFOIZEL
TWEYT, RTAERTBIE R YT —Y B THE(ZEZETE, Client A&Client BIZHEEIZEIZE
TEFEY,
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i Area 0 i
! Router ID 1.1.1.1 Router ID 2.2.2.2 !
I GE_0/0 GE_0/0 I
i GE_0M GE_0/1 i
! RTA"10.0.0.1 10.0.0.2 RTB !
I I
[ |

122 EFHRVLT—Y
K 12-212, OSPFIL—rDFEREFHAT H5IHRFIR 720 v T—IRERLET, CDRYLT
—4TlE, 22MMSR30-20/L—4—RTAE LURTBHMNOSPFIL—F /Ny (2 B3—Dx—AF KL
R2222[CEBHAINTLET, RTAELRTBILELEHEH0SPFIY 70IZELTLVET , RTAERTB
20D %N LTERSATVET,

Router ID 2.2.2.2

| |
i 20.0.0.2 30.0.0.2 i
| |
E GE_0/0 | T. GE_0/1 E
|
Router ID|1.1.1.1 | Router ID 3.3.3.3
GE_0/0 Lo GE_0/0 9 i
! ¥
20.0.0.1 Lo 30.0.0.1 @
10.0.0.2/24 ol 10.1.0.2/24
RTA Area 0 || Area 1 L
GE OM | il ] 1 ___|GE_0M
GE_0M1 GE_0M1
10.0.0.1/24 10.1.0.1/24
ClientA ClientB

12.3 REARYLT—Y

(112-3IZ, lab task3D YT —URERLET . Ik BHDOSPFTIT BT A
FERLTOET, 3B DMSR30-20/L—%—, RTA, RTB. RTC. 8&U2& DPC. client
Aclient By b T —VIZBBESNTLVET ., RTAERTCIE. £hZ ticlient A&client B
DT —r,914TY, RTADIL—E—IDIFIL—TF\VHIL2B3—Tx—AFRLR1.111TH
Y. RTBOIL—E—IDIEIN—T I\ A4 2 B—T—RATKLR2.222THY. RTCHIJL—4
—IDIFI—T 1\ 42 B8—Tx—A 7KL R3.3.3.3TF, RTAERTBMDGigabitEthernet
004> 2—7x—RIFXMEAHELOSPFIY70IZEBLET . RTBERTCDGigabitEthernet 0/1
A 3—Jx—XIEMAHELOSPFIY71IZEBLEYT . RTA, RTB. RTCIXZEZERIGETHY .
HSATURAEGSATUMBIXEEWCEIEREETY,
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== 331 Uk
EEEE
AREER(CHELG EEREHH o
N—o3y #HE LE R L]
FREBRAANEETILES
MSR36-20 Version7.1 3 L
PC Windows 7 3 7L
FYRT—94—T )L DS - 3 L

=B FIR

AR HARMGEOSPFE—TYTDHREET S
FIE1:BE12- 1D ICERBREZHEET D
F7 . IREISRT LSICTRRBEEHEILET, RIZ, Client ADIP7RLR%E
10.0.0.1724ELTHERL. 5—bOzA 7L RX%E10.0.0.2LLTIEELE T, Client BD
IP7RLZ%10.1.0.1/24ELTHERL. 5 —F O/ TFLX%10.1.0.2ELTIEELE T,
FIE2 : EARWGHRELZLES
W—B— A B—D1—RADIPFRLREFZRELET,
[RTA]Jinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 20.0.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 10.0.0.2 24
[RTA-GigabitEthernet0/1]quit
[RTA]linterface LoopBack 0
[RTA-LoopBackO]ip address 1.1.1.1 32
[RTA-LoopBackO]quit

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 20.0.0.2 24
[RTB-GigabitEthernet0/0]quit

[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 10.1.0.2 24
[RTB-GigabitEthernet0/1]quit

[RTB]Jinterface LoopBack 0

[RTB-LoopBackO]ip address 2.2.2.2 32
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[RTB-LoopBackO]quit

FIE3: 2T =IO DEHREEN—T T T—TWVEFTIILET,
Client A i5client BApingLET,

<Client A>ping 10.1.0.1

Ping 10.1.0.1 (10.1.0.1): 56 data bytes, press CTRL_C to break
Request time out

Request time out

Request time out

Request time out

Request time out

Client AlZClient BApingHEF A TLIz, £hiE. RTAIX10.1.0.1~DJ)L—+EE
BLTWVELMSTY,

RTATdisplay ip routing-tablea v RFEZETLTHELEL,
[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.1/32 Direct 0 O 127.0.0.1 InLoop0
10.0.0.0/24 Direct 0 O 10.0.0.2 GEO0/1
10.0.0.0/32 Direct 0 O 10.0.0.2 GEO0/1
10.0.0.2/32 Direct 0 O 127.0.0.1 InLoop0
10.0.0.255/32 Direct 0 O 10.0.0.2 GEO0/1
20.0.0.0/24 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.0/32 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
20.0.0.255/32 Direct 0 O 20.0.0.1 GEO0/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

RTAlZclient BADIIL—rEE>TUWVER A, TDT1=8. Client BAD /N yhEEET
=EE A
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RICTHESHREF VI =0, RLEEZRTBTIToTHELED,

FIE4:OSPFEEEELET
OSPFZRTAIZERELZE T,
[RTA]router id 1.1.1.1
[RTA]ospf 1
[RTA-ospf-1]area 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 1.1.1.1 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 10.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit
[RTA-ospf-1]quit

OSPF#RTBIZERELE T,

[RTB]routerid 2.2.2.2

[RTB]ospf 1

[RTB-ospf-1]area 0.0.0.0
[RTB-ospf-1-area-0.0.0.0]network 2.2.2.2 0.0.0.0
[RTB-ospf-1-area-0.0.0.0]network 10.1.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit

[RTB-ospf-1]quit

FIE5: OSPFDRAN—EN—TA T T—TINEFIVILET,
OSPFDRA/N—IKEEZF v T 51=8HIZRTATdisplay ospf peera<v>F&#E1TL
F9,

[RTA]display ospf peer

OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0
Router ID Address Pri Dead-Time State Interface
2222 20.0.0.2 1 35 Full/BDR GEO0/0

RTAERTB?120.0.0.20 4 2—J1—X (JL—43—ID 2.2.2.2) (IR 4/3—TY, RTB

126



DALHB—T1—220.0.0.2(F, RYrT—V LT AVFDDRTHLHYET . RA/3—IK
BEMMullT, RTAERTBOLSDBA EE SN TLNS I EERLTWLET, LI=A>T, RTA

[ZIEFRTBADIIL—FDRBETY,

OSPFDIL—T 4T T—T N EFvIT 51=8HIZRTATdisplay ospf routinga<>

FERITLET,

[RTA]display ospf routing
OSPF Process 1 with Router ID 1.1.1.1
Routing Table

Topology base (MTID 0)

Routing for network

Destination

Area
20.0.0.0/24
10.0.0.0/24
2.2.2.2/32
10.1.0.0/24
1.1.1.1/32

Total nets: 5
Intra area: 5

Cost

Type

NextHop

Transit 0.0.0.0

Stub
Stub
Stub
Stub

0.0.0.0
20.0.0.2
20.0.0.2
0.0.0.0

AdvRouter

1.1.1.1
1.1.1.1
2222
2222
1.1.1.1

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

Interarea: 0 ASE: 0 NSSA: 0

OSPFDI B—NIVIEIN—T 42T T—T IWNEF VT 51-HIZRTATdisplay ip
routing-tableav > FE#ETLET,
[RTA]display ip routing-table

Destinations : 19

Destination/Mask

0.0.0.0/32
1.1.1.1/32
2.2.2.2/32
10.0.0.0/24
10.0.0.0/32
10.0.0.2/32

Routes : 19
Proto  Pre Cost
Direct 0 O
Direct 0 O
O_INTRA10 1
Direct 0 O
Direct 0 O
Direct 0 O

127

NextHop
127.0.0.1
127.0.0.1

20.0.0.2
10.0.0.2
10.0.0.2
127.0.0.1

Interface
InLoopO
InLoop0

GEO0/0
GEO0/1
GEO0/1
InLoopO



10.0.0.255/32 Direct 0 O 10.0.0.2 GEO0/1
10.1.0.0/24 O_INTRA10 2 20.0.0.2 GEO0/0
20.0.0.0/24 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.0/32 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
20.0.0.255/32 Direct 0 O 20.0.0.1 GEO0/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

RTAIXRTB(2.2.2.2/32£10.1.0.024~D JL—FZEHF->TWVET,

BC&SHIERZEFS=HDICRTBTRIL KSR MHEZL TS,
FlE6: rybT—O D EGIEETFIVILET,

Client Ah i5Client B(10.1.0.1)~pingLEd,

<Client A>ping 10.1.0.1

Ping 10.1.0.1 (10.1.0.1): 56 data bytes, press CTRL_C to break

56 bytes from 10.1.0.1: icmp_seq=0 ttI=253 time=3.000 ms

56 bytes from 10.1.0.1: icmp_seq=1 ttI=253 time=2.000 ms

56 bytes from 10.1.0.1: icmp_seq=2 ttI=253 time=2.000 ms

56 bytes from 10.1.0.1: icmp_seq=3 ttI=253 time=2.000 ms

56 bytes from 10.1.0.1: icmp_seq=4 ttI=253 time=4.000 ms

Client BAi5Client A(10.0.0.1)~pingLE 3,

<Client B>ping 10.0.0.1

Ping 10.0.0.1 (10.0.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 10.0.0.1: icmp_seq=0 ttI=253 time=3.000 ms

56 bytes from 10.0.0.1: icmp_seqg=1 ttI=253 time=6.000 ms

56 bytes from 10.0.0.1: icmp_seq=2 ttI=253 time=6.000 ms

56 bytes from 10.0.0.1: icmp_seq=3 ttI=253 time=6.000 ms

56 bytes from 10.0.0.1: icmp_seq=4 ttI=253 time=5.000 ms
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BR92: LIROSPFE—TYTDEEET S
FIE1:K12-20 &3 1ZlabIREZEET S
FE2: EARWGREZT D
W—B—AE—T1—ZADIPTRL AN ELOSPFDETE
RTAMDEZZE :
[RTA]Jinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 20.0.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 10.0.0.1 24
[RTA-GigabitEthernet0/1]quit
[RTAlinterface LoopBack 0
[RTA-LoopBackOJip address 1.1.1.1 32
[RTA-LoopBackO]quit
[RTAJrouter id 1.1.1.1
[RTA]ospf 1
[RTA-ospf-1]Jarea 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 1.1.1.1 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 10.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit
[RTA-ospf-1]quit

RTBDEXTE :

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 20.0.0.2 24
[RTB-GigabitEthernet0/0]quit

[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 10.0.0.2 24
[RTB-GigabitEthernet0/1]quit

[RTB]Jinterface LoopBack 0

[RTB-LoopBackO]ip address 2.2.2.2 32
[RTB-LoopBackO]quit

[RTBJrouter id 2.2.2.2

[RTBJospf 1

[RTB-ospf-1]area 0.0.0.0
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[RTB-ospf-1-area-0.0.0.0]network 2.2.2.2 0.0.0.0
[RTB-ospf-1-area-0.0.0.0]network 10.0.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit

[RTB-ospf-1]quit

%Nov 18 12:32:18:343 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.1(GigabitEthernet0/1) changed from LOADING to FULL.

%Nov 18 12:32:27:344 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from LOADING to FULL.

FIE3:OSPFRAN—EN—T AT T—TIVEFIIT S
OSPFARA/N—DIKREZF Yo T 51=HIZRTATdisplay ospf peera<v > FE#E1TL
Y,

[RTA]display ospf peer
OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
2222 20.0.0.2 1 40 Full/BDR GEO/0
2222 10.0.0.2 1 37 Full/BDR GEO0/1

RTAlIX. RTBUL—4—ID 2.2.2.2) £2DDRAIN— 9T H#HEILFELIz, RTADAY
A—27x—XGigabitEthernet 0/0(%. YT —YDDRT#HHRTB120.0.0.2/24128H 5
ARA—TI—REDIRAN—VTEHILET, RTADAA—T—X
GigabitEthernet0/1(&. ZD R Y,T——DDRTHHRTBM10.0.0.0/2412H 5153 —
TI—REDRAN—yTEFEILET,

RTATdisplay ospf Routingd v R#3E4TL T, OSPFIL—T42 9 T—J L EHRELE
ER
[RTA]display ospf routing
OSPF Process 1 with Router ID 1.1.1.1
Routing Table

Topology base (MTID 0)

130



Routing for network

Destination
Area

20.0.0.0/24
10.0.0.0/24
2.2.2.2/32
2.2.2.2/32
1.1.1.1/32
Total nets: 5
Intra area: 5

HAK RTAIZR YT —92.2.2.2/32~D2D2DI)IL—bHHEHZEERLTNET,

Cost

Type NextHop

Transit 0.0.0.0
Transit 0.0.0.0

Stub 10.0.0.2
Stub 20.0.0.2
Stub 0.0.0.0

AdvRouter

1.1.1.1

1.1.1.1
2222
2222
1.1.1.1

Interarea: 0 ASE: 0 NSSA: 0

0.0.0.0

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

12

[ERA473—20.0.0.2I2&>TT7R/N\E2L RSN, £I31D(EFA73—10.0.0.112&K>TT7F
NFAXENFET, 22DIL—,DOIARMERELTY,

RTATdisplay ip routing-tableav> K%

ERRLET,

[RTA]display ip routing-table
Destinations : 18 Routes : 19

Destination/Mask

0.0.0.0/32
1.1.1.1/32
2.2.2.2/32

10.0.0.0/24
10.0.0.0/32
10.0.0.1/32
10.0.0.255/32
20.0.0.0/24
20.0.0.0/32
20.0.0.1/32
20.0.0.255/32
127.0.0.0/8
127.0.0.0/32
127.0.0.1/32

Proto

Pre Cost

Direct 0
Direct 0
O _INTRA10 1

Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

O O O o © ©O O o © o o

0
0

O O O o © O O o © o o
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NextHop
127.0.0.1
127.0.0.1

10.0.0.2
20.0.0.2
10.0.0.1
10.0.0.1
127.0.0.1
10.0.0.1
20.0.0.1
20.0.0.1
127.0.0.1
20.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

LT. ya—nN\ILI—T10557—T L

Interface

InLoop0
InLoop0
GEO0/1
GEO0/0
GEO0/1
GEO0/1
InLoop0
GEO0/1
GEO0/0
GEO0/0
InLoopO
GEO0/0
InLoopO
InLoopO
InLoopO



127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

HAIX. RTAARBILARRTRYRT—52.222/32~AD2DDIL—rEH->TNNAE%E
~LTWETD,
RTBTRERI#%RDIEEZETLT. BERBREHEELET .
FE4: /2B —Tx—RXNDOSPF costZZET 5
RTA®MGigabitEthernet 0/0 D OSPF costZ1501ZF%ELFET
[RTAlinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0Jospf cost 150
[RTA-GigabitEthernet0/0]quit
FIES : V=T 1T T—TINEFIVITH
RTATdisplay ospf Routinga v F&E{TL T, OSPFIL—T4J T—J L& ML
F9,
[RTA]display ospf routing

OSPF Process 1 with Router ID 1.1.1.1
Routing Table

Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop AdvRouter

Area
20.0.0.0/24 150 Transit 0.0.0.0 1.1.1.1 0.0.0.0
10.0.0.0/24 1 Transit 0.0.0.0 1.1.1.1 0.0.0.0
2.2.2.2/32 1 Stub 10.0.0.2 2222 0.0.0.0
1.1.1.1/32 0 Stub 0.0.0.0 1.1.1.1 0.0.0.0
Total nets: 4

Intra area: 4 Interarea:0 ASE:0 NSSA: 0
RTA®D A 42— x—RXGigabitEthernet 0/0MospfaAME150IZEBINET, Ch
[X. GigabitEthernet 0/1 KU ELGYET, LIzhA>T. RTAIZ[E, #*4/3—10.0.0.2
(RTAMDGigabitEthernet 0/11Z388) &> TTR /N2 &N =Ry b T —42.2.2.2/32
ADIIL—bHMDLHBYFEE A
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RTATdisplay ip routing-tablea< > F&#ETLT. VY A—/\)LIL—T12FT—T )L
ZRRLET,
[RTA-GigabitEthernet0/0]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
1.1.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
2.2.2.2/32 O_INTRA10 1 10.0.0.2 GEO0/1
10.0.0.0/24 Direct 0 O 10.0.0.1 GEO0/1
10.0.0.0/32 Direct 0 O 10.0.0.1 GEO0/1
10.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
10.0.0.255/32 Direct 0 O 10.0.0.1 GEO0/1
20.0.0.0/24 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.0/32 Direct 0 O 20.0.0.1 GEO0/0
20.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
20.0.0.255/32 Direct 0 O 20.0.0.1 GEO0/0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

[RTA-GigabitEthernet0/0]quit
H A& RTADRR YT —52.22.2/32~DJL—rE1D1EITE>TEY. AL 58—
T—RAHGigabitEtheret 0/1 THAHZEFRLTLVET,

FE6: 41> 2—TT—ANDOSPF DRI SAA ) T4EEBLET,
RTB® A > 4—2Jx—AGigabitEthernet0/0DOSPFDRE.LEFOICEELET,
[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ospf dr-priority O
[RTB-GigabitEthernet0/0]quit
%Nov 18 12:43:07:837 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from FULL to DOWN.
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%Nov 18 12:43:17:548 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from LOADING to FULL.

FE7: )L—2—LETOSPF7OEREYREA—LEHED
OSPF7O+R%ERTBTYRA—rEH, RLWTRTATYRZ—FSIEHFET,
<RTB>reset ospf 1 process
Reset OSPF process? [Y/N].y
<RTB>%Nov 18 12:47:16:519 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1
Neighbor 20.0.0.1(GigabitEthernet0/0) changed from FULL to DOWN.

%Nov 18 12:47:16:520 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.1(GigabitEthernet0/1) changed from FULL to DOWN.

%Nov 18 12:47:17:605 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from LOADING to FULL.

%Nov 18 12:47:18:612 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.1(GigabitEthernet0/1) changed from LOADING to FULL.

<RTA>

%Nov 18 12:43:07:328 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from FULL to INIT.

%Nov 18 12:43:17:035 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from LOADING to FULL.

%Nov 18 12:47:15:952 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from FULL to INIT.

%Nov 18 12:47:15:953 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.2(GigabitEthernet0/1) changed from FULL to INIT.

%Nov 18 12:47:17:035 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from LOADING to FULL.

%Nov 18 12:47:18:041 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.2(GigabitEthernet0/1) changed from LOADING to FULL.

<RTA>reset ospf 1 process

Reset OSPF process? [Y/N].y

%Nov 18 12:48:43:126 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from FULL to DOWN.

%Nov 18 12:48:43:127 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
10.0.0.2(GigabitEthernet0/1) changed from FULL to DOWN.

%Nov 18 12:48:49:957 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
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10.0.0.2(GigabitEthernet0/1) changed from LOADING to FULL.
%Nov 18 12:49:27:040 2021 RTA OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.2(GigabitEthernet0/0) changed from LOADING to FULL.
FE8: OSPFARAN—DRAT—RREFIVIT S
RTATdisplay ospf peerav > R£E{TL T, OSPFRA/\—DIKEIFHREHERLE

ER
[RTA]display ospf peer
OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information
Area: 0.0.0.0
Router ID Address Pri Dead-Time State Interface
2222 20.0.0.2 0 34 Full/DROther GEO0/0
2222 10.0.0.2 1 35 Full/DR GEO0/1

RTB®D A > 42— x—RXGigabitEthernet 0/0 DDREEXEMNOTH D=, 1 2—Tx—
AIIDR/BDREHIZBZMTEF A, BEHR. RTADAUE2—T1—X
GigabitEthernet 0/01ERr YT —o1J AV PDDRIZEY . RTBOAA—TT—R
GigabitEthernet 0/0I&DRother[ZHYUET,

RTBTRIZHRDEEEZEITLT, BEFEHREREZLES
BARD3: EARHGEOSPFERMT T DEEET S
FIE1: F12-3D K3 [CIabIREBEFHEET S
B FHRBISREINTOALSITSHRREZRILILES ., RIZ. V1TV MADIP
TRLRA%E10.0.0.1/24ELTHERL. ¥ — b4 7L RX%10.0.0.2ELTHEELET .
I9FAT7RBDIPFTRELRA%E10.1.0.1/24ELTHERRL. 7 — b4 7L RX%10.1.0.2&
LTHEELET,
FlE2: EXRMGEREELET
IW—B—A2B—T1—RADIPFRLADEETE ELEOSPFDELE
[RTA]Jinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 20.0.0.1 24
[RTA-GigabitEthernet0/0]quit
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 10.0.0.2 24
[RTA-GigabitEthernet0/1]quit
[RTA]int
[RTA]linterface lo
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[RTA]linterface LoopBack 0

[RTA-LoopBackO]ip address 1.1.1.1 32
[RTA-LoopBackO]quit

[RTA]Jrouter

[RTA]router id 1.1.1.1

[RTA]ospf 1

[RTA-ospf-1]area 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 1.1.1.1 0.0.0.0
[RTA-ospf-1-area-0.0.0.0]network 10.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit

[RTA-ospf-1]quit

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 20.0.0.2 24
[RTB-GigabitEthernet0/0]quit

[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 30.0.0.2 24
[RTB-GigabitEthernet0/1]quit

[RTB]Jinterface LoopBack 0

[RTB-LoopBackO]ip address 2.2.2.2 32
[RTB-LoopBackO]quit

[RTB]router id 2.2.2.2

[RTBJospf 1

[RTB-ospf-1]area 0.0.0.0
[RTB-ospf-1-area-0.0.0.0]network 2.2.2.2 0.0.0.0
[RTB-ospf-1-area-0.0.0.0]network 20.0.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit

%Nov 18 14:46:19:795 2021 RTB OSPF/5/0SPF_NBR_CHG: OSPF 1 Neighbor
20.0.0.1(GigabitEthernet0/0) changed from LOADING to FULL.
[RTB-ospf-1]area 1
[RTB-ospf-1-area-0.0.0.1]network 30.0.0.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.1]quit

[RTB-ospf-1]quit

[RTClinterface GigabitEthernet 0/0
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[RTC-GigabitEthernet0/0]ip address 30.0.0.1 24

[RTC-GigabitEthernet0/0]quit

[RTClinterface GigabitEthermnet 0/1

[RTC-GigabitEthernet0/1]ip address 10.1.0.2 24

[RTC-GigabitEthernet0/1]quit

[RTClinterface LoopBack 0

[RTC-LoopBackOJip address 3.3.3.3 32

[RTC-LoopBack0]quit

[RTC]router id 3.3.3.3

[RTClospf 1

[RTC-ospf-1]area 1

[RTC-ospf-1-area-0.0.0.1]network 3.3.3.3 0.0.0.0

[RTC-ospf-1-area-0.0.0.1]network 10.1.0.0 0.0.0.255

[RTC-ospf-1-area-0.0.0.1]network 30.0.0.0 0.0.0.255

[RTC-ospf-1-area-0.0.0.1]quit

[RTC-ospf-1]quit
FIE3:OSPFRAN—EI—T AT T—TINEFIVITS

RTATdisplay ospf peerav> F&#E{TL T, OSPFRA/N\—DIKEETEHREZHERLE

ER
[RTB]dis ospf peer
OSPF Process 1 with Router ID 2.2.2.2
Neighbor Brief Information
Area: 0.0.0.0
Router ID Address Pri Dead-Time State Interface
1.1.1.1 20.0.0.1 1 34 Full/DR GEO/0
Area: 0.0.0.1
Router ID Address Pri Dead-Time State Interface
3.3.3.3 30.0.0.1 1 32 Full/BDR GEO0/1

RTBERTA(L—%—ID 1.1.1. 1) [FTYF0IZHYFET . RTBOA2—T1—X
GigabitEthernet 0/0(%. v +T— Y MDDRTHAHRTAMD20.0.0.1/24[2( B2 —Tx—X
EDRAN—yTHHEILLEL,

RTBERTC (JL—4A—ID 3.3.3.3) [FTUF1ZHYET , RTBOAA—T1—X
GigabitEthernet 0/11&, RTC?30.0.0.1/24D A 3—Tx—REDFAIN— v THHE
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ILFEY, NEFRIYFT—IDDRTY

RTBTdisplay ospf routingd v R%3E4TL T, OSPFIL—Ta2 T T—J ILERERL
F9,
[RTB]display ospf routing
OSPF Process 1 with Router ID 2.2.2.2
Routing Table

Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop AdvRouter

Area
20.0.0.0/24 1 Transit 0.0.0.0 1.1.1.1 0.0.0.0
10.0.0.0/24 2 Stub 20.0.0.1 1.1.1.1 0.0.0.0
3.3.3.3/32 1 Stub 30.0.0.1 3.3.3.3 0.0.0.1
2.2.2.2/32 0 Stub 0.0.0.0 2222 0.0.0.0
10.1.0.0/24 2 Stub 30.0.0.1 3.3.3.3 0.0.0.1
30.0.0.0/24 1 Transit 0.0.0.0 2222 0.0.01
1.1.1.1/32 1 Stub 20.0.0.1 1.1.1.1 0.0.0.0
Total nets: 7

Intra area: 7 Interarea: 0 ASE:0 NSSA:O0
RTBIZI&. OSPFIL—T 42T T—TILHADTRTDRYET—I~DIL—rHHYE
ER
RTBTdisplay ip routing-tablea< > F#ETL T, ¥ A—/\ILIL—T1 T T—T )L
ZRRLFET,
[RTB]display ip routing-table

Destinations : 21 Routes : 21

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
1.1.1.1/32 O_INTRA10 1 20.0.0.1 GEO0/0
2.2.2.2/32 Direct 0 O 127.0.0.1 InLoopO0
3.3.3.3/32 O_INTRA10 1 30.0.0.1 GEO0/1
10.0.0.0/24 O_INTRA10 2 20.0.0.1 GEO0/0
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10.1.0.0/24 O_INTRA10 2 30.0.0.1 GEO0/1

20.0.0.0/24 Direct 0 O 20.0.0.2 GEO0/0
20.0.0.0/32 Direct 0 O 20.0.0.2 GEO0/0
20.0.0.2/32 Direct 0 O 127.0.0.1 InLoop0
20.0.0.255/32 Direct 0 O 20.0.0.2 GEO0/0
30.0.0.0/24 Direct 0 O 30.0.0.2 GEO0/1
30.0.0.0/32 Direct 0 O 30.0.0.2 GEO0/1
30.0.0.2/32 Direct 0 O 127.0.0.1 InLoopO
30.0.0.255/32 Direct 0 O 30.0.0.2 GEO0/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

RTBOT A—/\ILIL—T 42T T—TIZIE TRTORYRT—IADIL—rHHYFE
9. RTATHEKRDEEZRTLT, EEFREERLET,
Flg4: 2T = DHEGREETFIVITS
ROH AIZDL T, Client AlsClient B(10.1.0.1) [ZpingZEEfTLET,
<Client A>ping 10.1.0.1
Ping 10.1.0.1 (10.1.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.0.1: icmp_seq=0 ttI=252 time=5.000 ms
56 bytes from 10.1.0.1: icmp_seq=1 ttI=252 time=7.000 ms
56 bytes from 10.1.0.1: icmp_seq=2 ttI=252 time=7.000 ms
56 bytes from 10.1.0.1: icmp_seq=3 ttI=252 time=8.000 ms
56 bytes from 10.1.0.1: icmp_seq=4 ttI=252 time=8.000 ms
RO AIZDNT, Client BMClient A(10.0.0.1) [ZpingZER1TLET
<Client B>ping 10.0.0.1
Ping 10.0.0.1 (10.0.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 10.0.0.1: icmp_seq=0 ttI=252 time=4.000 ms
56 bytes from 10.0.0.1: icmp_seq=1 ttI=252 time=7.000 ms
56 bytes from 10.0.0.1: icmp_seq=2 ttI=252 time=6.000 ms
56 bytes from 10.0.0.1: icmp_seq=3 ttI=252 time=6.000 ms
56 bytes from 10.0.0.1: icmp_seq=4 ttI=252 time=7.000 ms
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BM:

1. SIRERI2MD ATV T4T, RTAD A B—TJ—AGigabitEthernetd / 0DOSPFI X kA
FEINFET, RTBIE. RTAIZEHK s =Ry T—91.1.1.1/32~ADIL—T 42T T—TIL
[ZLDDIL—FEF>TVET . ZDEBIFTT A,

EZ:
2DDHFIARRL—IAFIATRETT ., RTADGigabitEthernet0 / 0TiTh =R NEE
[£. RTBTIZHZLRTATDIIL—FHEIZOAZELET .

2. OSPFIYT7ADIEE SN VT =V RSN =4 2—T1—XTOSPFEHE%HIC
T BIZIE, IL—E—IDEREEDILENHYETH ?

Ex:
WWZ, EEESN=IL—F—IDIE, FENEZAL X IL—F—DIL—T I\ DAL B—T1—R 7T
KLRTY,

3. AVA—TJ1—RIZOSPFaARMEREL T, IL—h\W o7y TERETBIZIFESTNIE
LEWVTTh,

EZ:

ospf costav U REFERL T, 1\WI 7V TA U A—T—RADARMETSAI) (2 E3—T1—
AQARCKYEREVMEIZRELET . TIAVAVF—T—RICEELNFEET DL, /N
YOTITAR—D1— AN FERINET,
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Lab13 ACLIZ&A /8 ykD4JLR) 5

== 3151 o il
EERNARLHE
COIGRTIEUTOIELEEZVET:
o ACLOEEB#%UZEY,
o ACLOEARMLGZIVI(FXaL—1avaxzEFB{LET,
® ACLOHEBENILI4XaL—3avrRaEELET,

kT —9
192.168.1.1/24 192.168.1.2/24 D
Ser_1/0 Ser_1/0 @

192.168.0.1/24 RTA RTE 192.168.2.1/24
GE_0/0 GE_0/0
GE_0M GE_0/1
@192.163.0.21’24 192.168.2.2/24 @
PCA PCB

13.1 RERVLT—S

AEERICDELG T IR
N—23v HE LEEGE
EREBERZAEETILES
MSR36-20 Version7.1 2 Tl
V35 DTEZ Y7 ILr—T )L - 1
V35 DCEL U7 ILr—T )L - 1
PC Windows 7 2 =L
FIRT =0 —T L DR -- 2 Tl

XEFIR

BRIV ACLOEXRNGREET D
ZDRRYIE, PCARA—AILRYRT =0T AURERMMD RN T—DIZT IR
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BHEEREILT BRI IV—E—ITERWZACLZER T HETT . CDERID

%, EAXRACLOER A ELHEEYRI—LET,
FIE1:PCEL—E—F/r—TIILTHRT S

E10.1D&SI2IL—2—EPCRID YT —T LEEHELET,

RTA. RTBOFZEMNT IAILNTH D LEHEREIZT HIZILreset saved-

configurationa YR TT 74DV T4FaL—av~RLET,

<RTA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].y

Configuration file in flash: is being cleared.

Please wait ...

Configuration file is cleared.

<RTA>reboot

Start to check configuration with next startup configuration file, please

wait......... DONE!

Current configuration may be lost after the reboot, save current configuration?

[Y/N]:n

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

£13-1 IP7RLREYHTRF—7

B A8—27x—R | IPPRLR HF—rxA
S3/0 192.168.1.1/24 -
RTA
G0/0 192.168.0.1/24 -
S3/0 192.168.1.2/24 -
RTB
G0/0 192.168.2.1/24 -
PCA 192.168.0.2/24 192.168.0.1
PCB 192.168.2.2/24 192.168.2.1

R13-1HESTPCHOIPFRLRES — I/ ZHERLE T, WindowsDI RE—k 1S
7ML BERELTETIZRRLES, RRSNDV1VFDT,.CMDEASALE
¥, aAvoRTOVTrI42 R Tipconfigd YU RZEERITLT. RESN TS TART
DIP7RLRAZERRL, R13-1>TRTAR—FERTBAR—KMIIPZRLRES —R T
1EHRELET,
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RTAZERELFET .

[RTA]Jinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.0.1 24
[RTA-GigabitEthernet0/0]quit

[RTAlinterface Serial 1/0

[RTA-Serial1/0]ip address 192.168.1.1 24
[RTA-Serial1/0]quit

RTBZERELET .

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 192.168.2.1 24
[RTB-GigabitEthernet0/0]quit

[RTB]Jinterface Serial 1/0

[RTB-Serial1/0]ip address 192.168.1.2 24
[RTB-Serial1/0]quit

FYRT—VEGERRTH-O2, L—F3—(TBHIIL— b EIFEEDITDER
IW—IEBRTEET, LA RIPEERTDEE . BRITRDESIZHYET,
RTAZERELET .

[RTA]rip

[RTA-rip-1]network 192.168.0.0

[RTA-rip-1]network 192.168.1.0

[RTA-rip-1]quit

RTBZEXELFT

[RTB]rip

[RTB-rip-1]network 192.168.1.0
[RTB-rip-1]network 192.168.2.0
[RTB-rip-1]quit

PCATpingavY U FEETLT. PCALIL—2—RIDiERE . £ LUPCALPCBRE D 5k
ZTALLET, PCAIXIL—32—LPCBIZpingEERTTD2BENHYET,
HAOFRDEEYTT,

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=5.000 ms
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56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=6.000 ms
56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=5.000 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=6.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=6.000 ms

IL—HZEIETELRWS S, BETHEZSELT, L—T12 7 TAFLLHNIELL
HREIN TSN ESIHAEHEELTIIEELY,

FE2: ACLEETET 5
CDTAME PCARA—AIILRIYRT = LN DD R T—DIZT I 2RTEHI LS
Bt95-0DELEDTT  ACLOFEFIZRDEMEEETIBHELHYET,

I
A

ZIFRDESYTY,

EDZATDACLEZERTIBENHYET M ?
ACLIL=IL DT aVISEEFEILHFATTMN?
ACLIL—ILDFEIRIFESHEINETTM?

ACLZERT ZIL—F—R—rEARIEZENTTH,

EETT IP PRLRIZEDNT PCA N7y EHRITE DG A X ARG ACL A
BRINET,

PCA HNO—AILRYRT—=OUNDIDRINT—DIZT7 IO RTHEEEILETS
B8, LI=A>T. ACL 792 av3iERTHARENHYET,

PC NWoEEEINT-N\TIbDAHZHETIBLELH LD, YIN—XTRYIE
0.0.0.0(192.168.0.2 IZBRE)IZREINFET .

ACL IX. PCA [Z#E859 B 1> /392K RTAR—k GigibitEtherenet0/0 I AL T,
PCA BNO—AILRYRT—=IUNDIDRINT—DIZT7 O RTHEEEILETS
BENHYET,

FIE3:basic ACLZHERL. ThZ@EALET
RTATACLERD KSIZEELET
[RTA]Jacl basic 2001
[RTA-acl-ipv4-basic-2001]rule deny source 192.168.0.2 0.0.0.0
[RTA-acl-ipv4-basic-2001]quit

RTAD /N TR IAILB) G D7 AT o+ —ILBEIT T 74 ILNTEMIZH->THEY. 7
THILCD T I3V IEHFRITY,

ACLZ#RTAMR—kGigabitEthernet0/0I1ZEALET,
[RTAlinterface GigabitEthernet 0/0

144



[RTA-GigabitEthernet0/0]packet-filter 2001 inbound
[RTA-GigabitEthernet0/0]quit

FlE4: D7 AT 74— ILBEREERERELE T
PCATpinga<FZ&3E{TLT. PCALPCBDO ##iET AMLEY, PCAILPCBIZping
NTEFEE A, BHERIIRDEEYTT,
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

ACLENN T YR DA A) T D7AT 04— ILDIREELRTAD#iETERRLET, LD
pingH5EIdeny FHIZE L -2 &ZERLTLVET (5 times matched),
[RTA]display acl 2001
Basic IPv4 ACL 2001, 1 rule,
ACL's stepis 5
rule 0 deny source 192.168.0.2 0 (5 times matched)
FIES: —EBD /4y MEACLIL—ILIZEYRLET,
[RTA]display packet-filter interface inbound
Interface: GigabitEthernet0/0
Inbound policy:
IPv4 ACL 2001
[RTA]display packet-filter statistics sum inbound 2001
Sum:
Inbound policy:
IPv4 ACL 2001
rule 0 deny source 192.168.0.2 0
Totally O packets permitted, 0 packets denied
Totally 0% permitted, 0% denied
INTYRNTLIRI DT TFATIA—ILIERTATHERIZH>TLVET, ACL 2001%{E
AL T. R—FGigabitEthernet0 / 0FETD A /N\D RNy EBES LU T(ILEY)
YILEY,
BAR92: ACLOEEHER
ZDARTIE, PCAERYRT—192.168.2.0/24 DEIDFTP7O—% 21t 35 K512,
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IW—E—ICBEGACLERRT HLTY . CDFRIDE. BERACLOERH A EE
HREZER/LETT,

BREDHINZ. L—F—DACLE LUV /INT IR ITIWRIDTEEEVITLT. TDIL—4
—HREICETTHLIE FRV2OFIE1TY,

FIE1: 2R I1THRELIZACLZHIBRY S
[RTA]Jundo acl basic 2001

FIE2:ACLZETEIT %
CDTAKE, PCAER YLD —2192.168.2.024 D DFTP7O—%2Z 1t 457 DL
NDTY, ACLOGTERFICIE. ROBEMZERFATILENHYET .

EDFIATDACLEZFERTIBLELNHYET M ?

ACLIIL=IL DT aVISEEFEILHFATTMN?
ACLIL—ILDFEIRIFESHEINETTM?
EDI—E—EHEEDABIZACL ZERTIRERHYETHN?

BZFRDELYTY,

ZDTAME, PCA £rybT—% 192.168.2.0/24 DREID FTP 7O0—%%1t 3 %1
HDEDTY, FTP /N ybIR—FEFICE DV THANSNIBELH D=8,
TRNDZRACL BNERSNET,
BHIEPCEBIEZELTLILETHAH.ACLT7ILaVIFEBRTTIVLENHYFE
ER

PC Moy T—% 192.168.2.0/24 ITEESN D/ v b ESIHT HBELH ST
B EIET IP FRLADY/N—RAT A1 0.0.0.0(192.168.0.2 IZFRE)IZEHRTE S,
5E5E IP PRLRAMDY/A—RAT ZA71£ 0.0.0.255(192.168.2.0 DETHDFRKLR)IZ%
ESNnFET, o

ACL (&, PCA [Z#8:9 51/ K RTA M7R—F GigabitEthernet0/0 12 AL
T.PCAD T YREREELEVWKIICTIBENHYET,

FIE3: 7NV AACLEERL. ThEBERLES,
RTATACLERD KSIZEELET
[RTA]Jacl advanced 3002
[RTA-acl-ipv4-adv-3002]rule deny tcp source 192.168.0.2 0.0.0.0 destination
192.168.2.0 0.0.0.255 destination-port eq ftp
[RTA-acl-ipv4-adv-3002]rule permit ip source 192.168.0.2 0.0.0.0 destination
192.168.2.0 0.0.0.255
[RTA-acl-ipv4-adv-3002]quit
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RTAD /N7 YN I IVE) DT T7AT 24— ILAEREIX T 74 Lk Tpemitl 2> THY,
pinglFEF RSN TULVET,

ACLZRTA®MR—kGigabitEthemnet0/0IZEALET

[RTA]Jinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]packet-filter 3002 inbound
[RTA-GigabitEthernet0/0]quit

BRESNT-ACLZHERLTHET .
[RTA]display packet-filter verbose interface GigabitEthernet 0/0 inbound
Interface: GigabitEthernet0/0
Inbound policy:
IPv4 ACL 3002

rule 0 deny tcp source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255
destination-port eq ftp

rule 5 permit ip source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255

Flg4: D7AT 74— ILBEREERERELET

PCATpinga< U FZE3E{TLT. PCALPCBD ##ix=T AMLEY, PCAIZPCBIZping
ERITTEIRENHYFET . HNFERIERDEEYTY,
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=2.000 ms
56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=1.000 ms
56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=1.000 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=1.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=1.000 ms

RTBCFTPH—ERFEMIZLET,

[RTB]ftp server enable

[RTB]local-user admin class manage

New local user added.

[RTB-luser-manage-admin]password simple h3cjapan
[RTB-luser-manage-admin]service-type ftp
[RTB-luser-manage-admin]authorization-attribute user-role network-admin
[RTB-luser-manage-admin]quit

RIZ.PCALDFTPYSA 7 ha{EHALTPCANSRTBIZFTPIE#ILET ., FTPES:
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[EERETBIET TS, HAFERIEIRDELYTT,
<PCA>ftp 192.168.2.1
Press CTRL+C to abort.

ACLET7AT 04— L DIRES LURTAD#E ERRLET . LDftphHY1[EldenyFE
[ZEBLI-2EZERLTULVET (1 times matched),
[RTA]display acl 3002
Advanced IPv4 ACL 3002, 2 rules,
ACL's step is 5

rule O deny tcp source 192.168.0.2 0 destination 192.168.1.0 0.0.0.255
destination-port eq ftp (1 times matched)

rule 5 permit ip source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255 (1 times
matched)

FIES: — & D/ V7 EACL 3002)L—)LICEYRLET,

INTYR TR DG D7 AT 94— ILARTATEMIZH->TLNSIEE (X, ACL 3002%
{EALT. k—hgigabitEthernet0/0SE T D /Ny ERBEH LUV I4IILE) VT LET,
[RTA]display packet-filter interface inbound
Interface: GigabitEthernet0/0
Inbound policy:
IPv4 ACL 3002

[RTA]display packet-filter statistics sum inbound 3002
Sum:
Inbound policy:
IPv4 ACL 3002
rule 0 deny tcp source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255
destination-port eq ftp
rule 5 permit ip source 192.168.0.2 0 destination 192.168.2.0 0.0.0.255
Totally O packets permitted, 0 packets denied
Totally 0% permitted, 0% denied

FE6(A T a>): RTADACL 3002)L—)LEHIBRL T, FTPOIELKFIRATES I LEMEEL
FL&LI,

RTAMACL 3002%HIBRLET S
[RTAJundo acl advanced 3002

PCAMGRTBIZX L TltpZEITLEY
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<PCA>ftp 192.168.2.1
Press CTRL+C to abort.
Connected to 192.168.2.1 (192.168.2.1).
220 FTP service ready.
User (192.168.2.1:(none)): admin
331 Password required for admin.
Password:
230 User logged in.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> dir
227 Entering Passive Mode (192,168,2,1,166,220)
150 Accepted data connection
drwxrwxrwx 20 0 4096 Nov 21 07:16 diagfile
-FWXIWXIwWX 10 0 253 Nov 21 07:42 ifindex.dat
-PWXIWXIrwx 10 0 43136 Nov 21 07:16 licbackup
drwxrwxrwx 30 0 4096 Nov 21 07:16 license
0 43136 Nov 21 07:16 licnormal
0 4096 Nov 21 07:16 logfile
0

0 Nov 21 07:16 msr36-

-FWXIWXIWX 10
drwxrwxrwx 20
-FWXIWXIWX 10
cmw710-boot-a7514.bin
-FWXIWXIWX 10 0 0 Nov 21 07:16 msr36-
cmw710-system-a7514.bin
drwxrwxrwx 20 4096 Nov 21 07:16 pki

4096 Nov 21 07:16 seclog
2644 Nov 21 07:42 startup.cfg

43964 Nov 21 07:42 startup.mdb

drwxrwxrwx 20

-M'WXIWXIrwWXx 10

© O o o

-PWXIWXIrwx 10
226 12 matches total
ftp> quit
221-Goodbye. You uploaded 0 and downloaded 0 kbytes.
221 Logout.

B
1. ARJ1T, ACL 2001 D¥ERFIZ, D /Ny DBBZEEFRI T 5= RO T
UVEEMY 2RENHYETN? ESLT?

EZ:

149



WWR, BYFEEA, TIHILEDACLTZ I avdpermitTY, ZD1=8H. VAT LAIE
ACLIL—JVIZHTIEESHNT A TO/NN YN EERELET,

2. BZ292T. . ACLZRTBIZERATEEI M ?

Zx:
[Ty, TEFT, a2 T0F2L—LaV#ERIIRELCTY, =L, ACLZRTAIZERT
BE, 70—DNBLEEDFIEMNERINET,

i E
HCLOPCIZIEftpD#EEIEHYFEE A DT, PCAORDYIZIL—2—ZEFIALET,
IL—E—DEREIFLLTDEYTY :
[PCA]interface GigabitEthernet 0/0
[PCA-GigabitEthernet0/0]ip address 192.168.0.2 255.255.255.0
[PCA-GigabitEthernet0/0]quit
[PCA] ip route-static 0.0.0.0 0 192.168.0.1

D 192.168.1.1/24 192.168.1.2/24 D
@ Ser_1/0 Ser_1/0 @

RTA 192.168.0.1/24 RTE 192.168.2.1/24
GE_0/0 GE_0/0
GE_0/0 GE_0/1
192.168.0.2/24 192.168.2.2/24 @
PCA PCB
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Lab14 NATDEEFE

EENEEHZE
ZDFRTIEIUTDIEEZVET:
® NAT OEXRMGEIVT4FaL—2avEBHBLET,
® NAPT DO 74F¥al—1avHEEER/LET,
® FEasyIPDarI74F¥al—LarvhFEEEBLET.
® NAT Server DAV 74X aL—av A EEEBLET,

I —IK

! - i
| private i | public i
| |
| | | I
I @ 10.0.0.1/24 o |
| Clieht_A P |
i GE_0/1 ! i i
|
| GE_072 | 198.76.28.1/24 198.76.29.1/24 i
I GE_0/0 GE_0/0 @ I
i GE_0/1 GE 01 GE 01 GE_0M ¢ é ‘ I
I SW1 IRTA RTB SW2 I
: Ge oy 10:0.0-20424) | 198.76.28.2/24 GE_072 |
| GE_0/1 | | !
I b GE_0/1 |
! @ 10.0.0.2/24 L @ |
I o

' I
| Client_B | 198.76.29.4/24 i
I | I Server I

|

14.1 RErVLT—S

FoBEIF. FAMRASERLTVET , 22DMSR3620 (RTAERTB) . 220D
S5820V2(SW1&ESW2) . $XU3DMDPC(Client_A. Client_B&Server) TY,

Client_A&Client BIEF A4 R—brybT—9 LIZHY ., RTAIEZS —FI A ENATT /N
ARELTHEREL. 1D DT SAR—k R YrT—IR—F(G0/0) E1D2D /T )y bD
— %L . RTBAY —h oA ELTHEBELET S

FRADIZIE LDKODDNATZ T r—av N EFENFET, Easy IPIERLEHT,
FIZFANYWTYTTHORRLFIATHERAINET ., ERWAENATIEINAPTIZEEDH
NTEYFEREA. NAPTIX, /8Ty IR Y T—IIP7PRLRADEREZRETE, /8T
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VI —IN—=FNVIADTFAR—IISATURTIERITERATEET . NATH—
N—=IE, TFAR— Y —EZMB/NTYIIRINT—=IADIF)FIERATEET,

AREERCHER TR EHEM o i
‘ N—ay o= LB IE
EREBRAEETILES
MSR36-20 Version7.1 2 JL—3—
S5820V2 Version7.1 2 AAYF
PC Windows 7 3 e
FYND =05 —T )LD ER - 6 ARL—Fr—T L

=& FIE

BRI BEKHENATOREET S
ZDTANCIE, FSAR—rRYRT—H0HS54 T2 D Client_ALClient_BA /T )wH
FIRT—=9H—N—IZT O ERTEILELAHYFET, RTBIETZAR—rRyrT—%H
IL—REBIILIELN =0, RTATEARMENATEERL T, /8T UvIRvbD—oF7RL
A%Client_A&Client BIZEIRIZE|Y M TET,

FIE1: TAMREZEET D
SIRORIHE>TTRAMNREZHEEL, RTABLURTBR—KMIIP7RLAZH#ERLE
o H—N—FTD/N\TINEIL—T 12T T BIZIE FUXRYTRTB GO/0ZEERA
LT.RTBZ{E9 &IICRTATEMIIL—FEERHLET . RTAIXY—/A—I[TpingZEE1T
TEEY, Client AOIPZRFLR%10.0.0.1/24LL T, 5—hr2x1%10.0.0.254£L T
#HRLZET, Client BIPP7FLRX%10.0.0.2/24LLTH#ERKL. 5¥—F221%10.0.0.254
ELTHRLET,

£14-1 IP7RLREY B TR X —7

XE AL28—27x—R | IPPRLR HF—koxA
G0/0 10.0.0.254/24 -
RTA
G0/1 198.76.28.1/24 -
G0/0 198.76.28.2/24 -
RTB
G0/1 198.76.29.1/24 -
Client A 10.0.0.1 10.0.0.254
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Client B 10.0.0.2 10.0.0.254

Server 198.76.29.4/24 198.76.29.1/24
FIE2: ARG T4¥aL—2ay
IP7RLREIN—FZEERFELET(RTBTIE. H X TRTA~NDstatic routeZF5ZxELFEH
Ao

[RTA]Jinterface GigabitEthernet 0/0

[RTA-GigabitEthernet0/0]ip address 10.0.0.254 24
[RTA-GigabitEthernet0/0]quit

[RTA]Jinterface GigabitEthernet 0/1

[RTA-GigabitEthernet0/1]ip address 198.76.28.1 24
[RTA-GigabitEthernet0/1]quit

[RTAJip route-static 0.0.0.0 0 198.76.28.2

[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 198.76.28.2 24
[RTB-GigabitEthernet0/0]quit
[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 198.76.29.1 24
[RTB-GigabitEthernet0/1]quit
FIE3: Rt ETFIvILET
Client_ A&Client BTENEN Y —/N\—(IPF7RL X198.76.29.4) [CpingZ#EITLET,
HABRIERDESYTT,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
LIBTD1EHRICE DT, Client_ A&Client BldH—/\—IZpingZEITTEEH A,
RTBIZIETSAR—b XYL T—=IADIL—bDEWN=HTT ., RTBIK, H—/\—H5
EIESNT=ping/ N\ Yr DRV T—H 15 A810.0.0.058 THDIL—FERDIFEHIEN
TEEHA,
F|I§4:Basic NATZERELE T
RTATBasic NATZERELET
# ACLEE AL T, #vhT—o145 A2110.0.0.0/24|125H 5% ETTFFLRATIO—%TE
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ZLET,
[RTA]acl basic 2000
[RTA-acl-ipv4-basic-2000]rule 0 permit source 10.0.0.0 0.0.0.255
[RTA-acl-ipv4-basic-2000]quit
# TRLAEHDI=ODTRLRAELT198.76.28.11H5198.76.28.20& FHE LF-NAT
FRULRAT—I1EERRLET,
[RTA]nat address-group 1
[RTA-address-group-1]Jaddress 198.76.28.11 198.76.28.20
[RTA-address-group-1]quit
# A23—Jx—AE2—IZAY, ACL 2000ENAT ZRLRT—)L1EFEUTITT
outbound’ R—MEHTT7RFLRAZEIVETET,
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]nat outbound 2000 address-group 1 no-pat
[RTA-GigabitEthernet0/1]quit
TP IRT—PFTRLRT—= )LD TELRT IL—F11&, RTATHER I, TFLXR
#1[H13£198.76.28.11-198.76.28.20T9 ., /\TA—Ano-patlL. 151D TRL R L%
RLET, ChiF. R—rFE BTG PRLREBESNIZ7RLRAEZERT HILEE
BRLET, ZDHE. RTAIX, ACL2000/L—ILEERT BT b/ IURINTryrD TR
LREEHLET,

FIES Rtz TFvILET
Client A&Client BCENZEN Y —/N\—(IPF7RL X198.76.29.4) [ZpingZ#EITLET,
HABRIERDESYTT,
<H3C>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
56 bytes from 198.76.29.4: icmp_seq=0 ttI=253 time=4.000 ms
56 bytes from 198.76.29.4: icmp_seq=1 ttI=253 time=9.000 ms
56 bytes from 198.76.29.4: icmp_seq=2 ttI=253 time=9.000 ms
56 bytes from 198.76.29.4: icmp_seq=3 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seq=4 ttI=253 time=8.000 ms

FIE6 :NATTU M) —ZFIvILEYT
RTATNATIV M) —Z2FIvILET,

[RTA]display nat session
Slot 0:
Initiator:
Source IP/port: 10.0.0.1/172

Destination IP/port: 198.76.29.4/2048
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DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Initiator:

Source IP/port: 10.0.0.1/171

Destination IP/port: 198.76.29.4/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Total sessions found: 2

[RTA]display nat no-pat
Slot 0:

Total entries found: 0
[RTA]display nat no-pat
Slot 0:

Local IP:10.0.0.1
Global IP: 198.76.28.17
Reversible: N

Type : Outbound

Local IP:10.0.0.2
Global IP: 198.76.28.16
Reversible: N

Type : Outbound

Total entries found: 2

LIBTDERICE ST, ZOICMP/AT YR DZEETTRL X10.0.0.11&, EETAR—F
FBE249B5 LU ER—FEB2048M /T )Ry T—HFRL X192.76.28.1212%
HEINFEL, ZFIETTFFLR10.0.0.2[F, /8TUVIRVET—UFTELR
198.76.28.11., I {ELAR—F&ES210. FESER—FEFEF2048, 1 ML AREHERLE
o MEORYNITI—VIVMEEDNET, 40%. TRXRTOIVN—HEbhE
T, HABRIRODEEYTT,

[RTA]display nat session
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Slot 0:
Total sessions found: O

NATIZUR)—ISE TP T3 L (=D T 3L L) BHYET . T—OU J BN
BBETHENATIEXIET STV M) —ZHIBRLE T, Display session aging-time
stateaATUREETLT. Byl av DT IANMDI—D T AL LEFRBELET,
[RTA]display session aging-time state
SESSION is not configured.
HCLD WL —3—TIETIAIEDI—DU T A LHEE SN TLVENEILGDT, £y
AV DREEHERELET
[RTA]display session statistics
Slot 0:
Current sessions: 4
TCP sessions:
UDP sessions:
ICMP sessions:

o A o O

ICMPV6 sessions:

UDP-Lite sessions: 0
SCTP sessions:
DCCP sessions:
RAWIP sessions:

o ©

History average sessions per second:
Past hour: 0
Past 24 hours: 0
Past 30 days: 0
History average session establishment rate:
Past hour: 0/s
Past 24 hours: 0/s
Past 30 days: 0/s

Current relation-table entries: 0
Session establishment rate: 0/s
TCP: 0/s

UDP: 0/s
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ICMP: 0/s
ICMPV6: 0/s
UDP-Lite: 0/s
SCTP: 0/s
DCCP: 0/s
RAWIP: 0/s
Received TCP 0 packets
bytes
Received UDP 0 packets
bytes
Received ICMP 0 packets
bytes
Received ICMPvVv6 0 packets
bytes
Received UDP-Lite : 0 packets
Received SCTP 0 packets
bytes
Received DCCP 0 packets
bytes
Received RAWIP 0 packets
bytes

0 bytes

session aging-time AV REFEOTNATEYLIVDI—CU T A LEEBLTHE

ER
NATT/\wF 2 JIERITUTDBYTY
<RTA>terminal monitor
The current terminal is enabled to display logs.
<RTA>terminal debugging
The current terminal is enabled to display debugging logs.
<RTA>debugging nat packet
<RTA>*Nov 22 12:09:21:244 2021 RTA NAT/7/COMMON:
PACKET: (GigabitEthernet0/1-out) Protocol: ICMP
10.0.0.2: 0- 198.76.29.4: O(VPN:
198.76.28.12: 0 - 198.76.29.4: O(VPN:
*Nov 22 12:09:21:247 2021 RTA NAT/7/COMMON:

0)
0)

157



PACKET: (GigabitEthernet0/1-in) Protocol: ICMP
198.76.29.4: 0- 198.76.28.12: O(VPN: 0) ------ >
198.76.29.4: 0- 10.0.0.2: O(VPN: 0)
UEDT\yF2 5 1E$RIZE D &, GigabitEthemnet GO/1 D HE AT, ICMP 10.0.0.2M
FETTRLRAD /N YRE198.76.28 1212 EBEINT NS I ENTMYET,

J—Fh:
BIRMIZIE, BIPPRFLRIZIE65,536DR—AHYET, GBER—FEFHR—F
RO T, FEATFRELG R —MEIEBR/EIYIL AN DEARYET,

FIE7 : 2> 74 FaL—2aVERICRLET
RTAMBasic NATEREZHIRLET
# NAT7RLRT—)LZBIBRLET,
[RTAJundo nat address-group 1
# R—FIZBEER TSN TINATZHEIBRLET
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]Jundo nat outbound 2000
[RTA-GigabitEthernet0/1]quit
BARJ2:NAPTDOHREZT S
TS5AR—b2YRT—9954F U hclient_A&Client Bli&, /8Ty prykT—oH—
N=IZFIERTIRBENHYET ., NTIVIRIET—IFRLANGIRENTLNVS
=8 RTATER SN TWS/NT IRk T —O 7L A D (£198.76.28.11-
198.76.28.20TY ., RTATNAPTZRERL T, ATV IR IR T—ITFTRLRER—IE
Client_A&Client BICEIRIICEIY S TEY,
FIg1: TRAMNREZEET S
TAMNREBEEELET, FRVIORTYT1E28BRBLTZE,
FlE2: #EREEFIVILET
Client_A&Client BTENEFN Y —/A—(IPPRL X198.76.29.4) [ZpingZ=R1TLE T,
HABRIERDESYTT,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
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LIBTDIEHRIZE DT, Client_A&Client BldH—/\—IZpingZE1TTE=EH A,
FIE3:NAPTZERELET
# ACLZFERAL T, *yrT—915 A2 110.0.0.0/2412% %1% 1
ZLET,
[RTA]acl basic 2000
[RTA-acl-ipv4-basic-2000]rule 0 permit source 10.0.0.0 0.0.0.255
[RTA-acl-ipv4-basic-2000]quit
# NATZ7RLRAT—)L1E1DDF7RLR198.76.28. 11 THERLET
[RTA]nat address-group 1
[RTA-address-group-1]address 198.76.28.11 198.76.28.11
[RTA-address-group-1]quit
# A28 —J1—AE1—TNAT7FLR%acl 2000(2/3fVFL, PRLRZRHELE
ER
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]nat outbound 2000 address-group 1
[RTA-GigabitEthernet0/1]quit
INTA—Ano-patlFfEEEINT . NATH/ YR DR— M ERT B EERLET,
FlE4 Rt ETFIvILET
Client A&Client BCENZEN Y —/N\—(IPF7RL X198.76.29.4) [ZpingZ#EITLET,
HABRIERDESYTT,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
56 bytes from 198.76.29.4: icmp_seq=0 ttI=253 time=5.000 ms
56 bytes from 198.76.29.4: icmp_seq=1 ttI=253 time=9.000 ms
56 bytes from 198.76.29.4: icmp_seq=2 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seq=3 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seq=4 ttI=253 time=7.000 ms
FIES:NATTZURN)—%2FTvILET
RTADnatTo b )—%FvILET,
[RTA]display nat session verbose
Slot 0:
Initiator:
Source IP/port: 10.0.0.1/191
Destination IP/port: 198.76.29.4/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-

JT7RLRATOO—%F

i
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Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/0
Responder:
Source IP/port: 198.76.29.4/3
Destination IP/port: 198.76.28.11/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/1
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 14:55:05 TTL: 22s

Initiator->Responder: 0 packets
Responder->Initiator: 0 packets
Initiator:

Source IP/port: 10.0.0.2/227

Destination IP/port: 198.76.29.4/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/0
Responder:
Source IP/port: 198.76.29.4/2
Destination IP/port: 198.76.28.11/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/1
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 14:54:53 TTL: 9s
Initiator->Responder: 0 packets

160

0 bytes
0 bytes

0 bytes



Responder->Initiator: 0 packets 0 bytes
Total sessions found: 2
LIRTDIERICE DT, EETIPTFLX10.0.0.1£10.0.0.2(%. EC/ STy oyt
—9T7RLXR198.76.28. 11 EEhFET, 7=fZL.10.0.0.1DFR—rEL12289T.
10.0.0.2MD7R—Kk(X12288T9 , RTAN198.76.28. 1138 CD B/ \rybEZIET DL,
RTAIZ/ 7y EEHBRAICIEESINTIZAR—RZ&Y10.0.0.1&£10.0.0. 20 EL5IZER%E T
HMERBILET . NAPTIXEDAYYREFEALT, IPBENIVRAKR—RET/ vk
EFEHLET, hIZKY., STV IIPTRLADFERMNKIBIZHEZINET,
FIE6: a7 ¥aL—avERICRLET
RTADNAPTEREZHIBRLET .
# NATZ7RLRT—ILEHIBRLET,
[RTAJundo nat address-group 1
# R—MIBEE TN NATZRIBRLET,
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]undo nat outbound 2000
[RTA-GigabitEthernet0/1]quit
22%43:Easy IPOEREET S
TZAR—b2 LT =994 T rClient_ AB LU Client_Bl&, /AT yoRykT—4
Y—N—ITTVERTEIRENHYES . TV IRIENT—IR—bDIPFTRLR%E
FERLT. N\ T)yorybT—oF7RLRER—R%Client_ A&Client_BIZEIRIIZEIY 2
TF7o
FIg1: TRAMNREZEET S
TAMNREBEEELFET, FRAVIORTYT1E28BRBLTZE,
FlR2: #EREEZFIVILET
Client_A&Client BTZENZNY—/A\—(IPF7KFL X198.76.29.4) [ZpingZE{TLE T,
HABHRERDEESY T,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
FIE3:East IPEERELET
RTATEasy IPERELET,
# ACLEE AL T, #vhT—o145 A2110.0.0.0/24|125H 5% ETTFFLRATIO—%TE
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&LFEY,
[RTA]acl basic 2000
[RTA-acl-ipv4-basic-2000]rule 0 permit source 10.0.0.0 0.0.0.255
[RTA-acl-ipv4-basic-2000]quit
# A3 —Jx—RAE21—TNATZRLRX%acl 200012/NfFL, PRLRAFRHLE
ER
[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]nat outbound 2000
[RTA-GigabitEthernet0/1]quit
FlE4 - ERtzTFvILET
Client_A&Client BTZENZNY—/A—(IP7FL X198.76.29.4) [ZpingZE1TLE T,
HAOBERIEIRDESYTY,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
56 bytes from 198.76.29.4: icmp_seq=0 ttI=253 time=5.000 ms
56 bytes from 198.76.29.4: icmp_seq=1 ttI=253 time=9.000 ms
56 bytes from 198.76.29.4: icmp_seq=2 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seq=3 ttI=253 time=8.000 ms
56 bytes from 198.76.29.4: icmp_seq=4 ttI=253 time=7.000 ms
FIE5 :NATTZU M) —%2FvILET

RTATNATIV M) —%&FvILET,
[RTA]display nat session verbose
Slot 0:
Initiator:

Source IP/port: 10.0.0.1/200

Destination IP/port: 198.76.29.4/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Responder:

Source IP/port: 198.76.29.4/5

Destination IP/port: 198.76.28.1/0

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)
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Inbound interface: GigabitEthernet0/1
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 15:56:36 TTL: 15s

Initiator->Responder: 0 packets
Responder->Initiator: 0 packets
Initiator:

Source IP/port: 10.0.0.2/238

Destination IP/port: 198.76.29.4/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/0
Responder:
Source IP/port: 198.76.29.4/4
Destination IP/port: 198.76.28.1/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/1
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 15:56:30 TTL: 9s
Initiator->Responder: 0 packets
Responder->Initiator: 0 packets
Total sessions found: 2
[RTA]display nat session
Slot 0:
Total sessions found: 0
[RTA]display nat session
Slot 0:
Initiator:
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Source IP/port: 10.0.0.1/202

Destination IP/port: 198.76.29.4/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Initiator:

Source IP/port: 10.0.0.2/239

Destination IP/port: 198.76.29.4/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet0/0
Total sessions found: 2
LIBTOIEHRIZE DT, 10.0.0.168&T10.0.0. 217 RLRIEE SN2 E TTIPIE,
RTAD T IV RR—M7RLR198.76.28.1 (&S FE L 1=,
NAT# R . Client AN —/\—[ZpingZERITTESIHE . Y —/ \—(LClient_AlZ
piINgZEITTEEI N ? HAFEWRIRDEEYTT,
<Server>ping 10.0.0.1
Ping 10.0.0.1 (10.0.0.1): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
RTAIZ[X10.0.0.0/24~DIIL—bDHYFELE A, ZDT=8. H—/\—I[LClient_AlZping
ZETTEEEA. Y—/\—DICMPIEE/ Vi ybEH—/\—7 KL X198.76.29.4%
FEETTFLRELTHERAL, RTA7 VMUV RF7RLR198.76.28 15358 E T FLREL
THEATS1=8. Client AlZH—/\—IZpingZETTEET, Client AOEEDY—
ATF7EFLRIE10.0.0.1TY, DFY. ICMP#Z#ilLClient AIZk->TRtaEh . RTABT
FLREEBRL T/ EERETHLIICMNIA—TERELNHYFET ., NATIZRTAT
/N RR—KGigibitEthernetO/1 ISR L THMTHAHZ LITEEL T ZELY, Z0D
=8 $—N\—mBIFA4 T MIpingaE1TT 5=HIZICMP/VrybEEELTH.
RTAZN)A—LTT7RLREEM]T HLETEFE A,
H—/\—TClient_AlZpingZER1TT A ELTHDIZIL. FRVAZEAFET,
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FIE6: 2> T4F¥aL—avERICRLET
RTAMEasy IPEREZHIBRLET
# NATZ7RLRT—ILEHIBRLET,
[RTAJundo nat address-group 1
# R—MIBEEF TN NATZRIBRLET,
[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]undo nat outbound 2000
[RTA-GigabitEthernet0/1]quit
2244 :NAT ServerD R EET 5
Client_AlE. ICMPH—E XZ S ERICIRE T HIMELHYET . Client AZFHH/NT)
YIFYRT—HTRLR198.76.28. 11 B KURTADKR—KZTYTLET,
FIET R EETFVILET
Client_A&Client BTZENZENH—/A\—(IP7RL X198.76.29.4) [ZpingZERITLE T,
HABERIEIRDESYTY,
<Client_A>ping 198.76.29.4
Ping 198.76.29.4 (198.76.29.4): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
FE2:NAT Server& R ELET
RTAIZNAT Server& & ELET,
[RTA]Jinterface GigabitEthernet 0/1
# TIORNNIURR—RDTSAR—b Y T—oH—/N—=FTRLRENRT Y9I 2vED
—JFRLRICIHIDNATIVE LY E#RELFET,
[RTA-GigabitEthernet0/1]nat server protocol icmp global 198.76.28.11 inside
10.0.0.1
[RTA-GigabitEthernet0/1]quit
FIES: R IEEFTVILET
Y—n\—m5Client ARYET—O 7KL X198.76.28.111Zping&#X1TLET
H—/\—I[XClient_AlZpingZE{TTEET,
<Server>ping 198.76.28.11
Ping 198.76.28.11 (198.76.28.11): 56 data bytes, press CTRL_C to break
56 bytes from 198.76.28.11: icmp_seq=0 ttI=253 time=5.000 ms
56 bytes from 198.76.28.11: icmp_seq=1 ttI=253 time=8.000 ms
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56 bytes from 198.76.28.11: icmp_seq=2 ttI=253 time=8.000 ms
56 bytes from 198.76.28.11: icmp_seq=3 ttI=253 time=5.000 ms
56 bytes from 198.76.28.11: icmp_seq=4 ttI=253 time=7.000 ms
FlE4:NATZUR)—EFvILET
RTATNAT ServerLU M )—%FzvILET,
[RTA]dis nat session verbose
Slot 0:
Initiator:
Source IP/port: 198.76.29.4/191
Destination IP/port: 198.76.28.11/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/1
Responder:
Source IP/port: 10.0.0.1/191
Destination IP/port: 198.76.29.4/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet0/0
State: ICMP_REPLY
Application: OTHER
Role: -
Failover group ID: -
Start time: 2021-11-22 16:45:42 TTL: 22s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes
Total sessions found: 1
FlIE5: a2 74X 2L —aVERICRLET
RTATNAT Serverig¥ €& HIBRLET
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]undo nat server protocol icmp global 198.76.28.11
# NATZ7RLRT—)LZBIBRLET .
[RTAJundo nat address-group 1
# R—MIBEER TN NATZHIBRLET,
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[RTA]Jinterface GigabitEthernet 0/1

[RTA-GigabitEthernet0/1]undo nat outbound 2000

[RTA-GigabitEthernet0/1]quit

NATH—/\—[E, TIAR—LRYNT—OH—IN\—ZF7OERTBI=OD /T o2y
FO—D0SAT7 O DBEREFH T RBENHYET . NATH—/N\—L Ty
FI—D95AT DT IR T HTTAN—bRYET—OTRLR/R— &IV TLE
T, EEOT7IVr—3 Tl TAR—rR T —YADWeb Y —/\—F =&
FTPY—/N\—0N\T) IRy D= DRBERICH —ERZIRETILENHLIHE.
NATH—N\—ZFERALTNTYY IR T—ITRLRETFAR— bRy T —0H—
N—IZT YT TEET, Client ABNH—/\—[ZpingZEITLI-BA . pinglFEFIZE
TTEXITM? Client BBAY—/\—IZpingZE1TLI-1HEL. pinglTEEFE(ICEITTE
FIH?

RTADNATH —/—ERATURIZE DT, Client ABNFTPH—/A—D1§4E ., FTP
H—EXZNEBIRETEFEI N ? BRAEAIRTT, NATH—N\—BREEELFE
o NATH—N\—DERITRDESYTT,
[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]nat server protocol tcp global 198.76.28.11 ftp inside
10.0.0.1 ftp
[RTA-GigabitEthernet0/1]quit

B R
1. ZOTARMTIE, 18T UYO R I D=9 T RLRT—)LIZIN Ty o3y kT —HR—k
TRLADNEENTVET, FDOTRLRAET AV EMENTZIEE. RTBEED LS
[T DRELAHYEITH?

Ky =
A

RTBO/NT YRy D=9 F7RLAT— LSBT OFERIIL—bEEMLET,

2. nat servera¥ K Mglobal-address|& A > 2—2 YL TP RLRATHEIDENHYET
ne

EZ:

WOR L EBRICE, 7a—/NIL 7L RIERETRLRZREEZEICLTLVET . nat server
ARURERITLTERESN AR L, FO—\ILRybD =S RS E T,
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Lab15 VRRP D& E

XENBLEE

ZDFRTIEIUTDIEEZVET:

® VRRP OEKRMLZILVI4F¥aL—avEER/LET,

® VRRP & OSPF Z#i#AbhE-aYI4FXal—av A EEEBLET,
® VRRP DEZHOUIVEZDHERELET.

I —IK

- ~a

- ~

e b
10.1.1.1!24 10?'1.3.1[24

G?_DFD RTA GEﬁ_\g
+oki5ios VIP: 10.1;’1.111;24 GE oz N
B I )
b 0 e ! 10.1.2.1724 | 10.1.3.3/24 10.1.3.5/24
i I
@ GE GE_0/2 ’f CIBEJH
GE _0/4 | OSPFarea0 ‘l @ GE_0/3 GE 01
R SWA GRS 1| C'L‘EJIZ SWB HostB
1
VIP: 10.1.3.111/24
\ 10.1.2.2124 )
‘-.\ /
\ GE_0/2 /
§E_0/0 GEJ’?’
10.1.1.5124 10,4.3.2,'24
. RTB

-~ -

X 3.1 RERrVET—Y
FoEIF. TAMRASERLTVET , 2DDMSR3620(RTAERTB) &£, 20D
S5820V2(SW1ESW2) . & U2DDPC(PC, HostB) TY,

PCHSHostBADRKBRETRILT A1-OIZVRRPEERELE T, CDIHE. SWAHNS
RTA, RTBREIAVRRPIZKYTTRILEN . (REIP7RLAAN10.1.1.111EBYET,
F1-. HostBASPCADBEREZTRILTH-HIZRTBOERIZELSWBMSDRERET

Eit95=0HICVRRPESRELEY,

RTAOVRRPD T4 A1) T4ZRTBLYUBLL TS ERS-2D K3 IRBEIPIEEA LD
RTAICHFHELEY .
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(3
o)

P s/
- ~
s RTA
10.1.1.5/24 VIP; 401111124 VIP:10:
2 10.1.3.5/24
= > S > Ea— ar
- e HostB

RTB

X3-2 RTA, RTBO @ {EIIZVRRPE#E L
ZDEE . EADOVRRPTSWANSRTANDBRRIZEENEKAELTEEI-3DELSIZA
BIDRIRIESWBAMSRTADRBNDEETY .

10.1.1.5/24
10.1.3.5/24

HostB

RTB

X3-3 SWA, RTARICEEH4E
L1=A>T. PCHSHOSBADBEIERTNTLENET,
CNEHST=OIZIZFRTAERTBORIC L —T 425 TORLARBEELYET,
S EZOSPFEFE>T. RBEZTERAML TELLVEREEINT 5K512LET .
59 5ER34DESICELLERBRABIRSNET,
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GEQ/2 \

10.1.1.5/24 10.1.2.1/24

OSPF area 0

10.1.2.2/24 2
VIP: 1011.3.111/24

[X3-4 OSPFIZ&URZEREEE 1T I

AEERICHELGE G A o )
) N—3y0 HE LEERE ]
EREEBELAEETILES
MSR36-20 Version7.1 2 JL—53—
S$5820V2 Version7.1 2 AAYF
Windows
PC 2 RAR
7
FYRT =04 —T L DR - 7| REL—Ry—TL

XEFIR

BRI FNEFNDEEIZIPFRLRZERTET D
FE1:WPCIZIPPRLAR, =,z AFPRLREHRET S
FRELAB LU T IHILNT =, A1ER3-1HSTEELET,
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£3-1IP7RLRE|YHT

®E A8—Dx(4R | IPPRLR F—roxA
G0/0 10.1.1.1/24 -
RTA GO/1 10.1.3.1/24 -
G0/2 10.1.2.1/24
G0/0 10.1.1.2/24 -
RTB GO/1 10.1.3.2/24 -
G0/2 10.1.2.2/24
SWA VLAN 1 10.1.1.4/24 10.1.1.111
SWB VLAN 1 10.1.3.3/24 10.1.3.111
PC 10.1.1.5/24 10.1.1.111
HostB 10.1.3.5/24 10.1.3.111

FlE2: SWA, SWBDOSTPZEEZNIZT 5
# SWADstpZFEMIZLET
[SWA]undo stp global enable

[SWA]%Dec 21 17:55:46:538 2021 SWA STP/6/STP_DISABLE: STP is now

disabled on the device.

# SWBMDstpZFEMIZLET
[SWBJundo stp global enable

[SWB]%Dec 21 17:55:46:538 2021 SWB STP/6/STP_DISABLE: STP is now

disabled on the device.

F|E3:SWA, SWBIZIPPRL R, TI4ILML—FERTET S
PC. SWAFR. HostB. SWBRIZH —T ILEDHEET, ZLT. L TD&LSIC
SWA,SWBIZIP7RLRET IAILML—FEERELET,
# SWAMDVLAN 1(ZIP7RL X10.1.1.4/24%E|Y 4 TE T,

[SWAJinterface Vlan-interface 1
[SWA-Vlan-interface1]ip address 10.1.1.4 24

# RTA, RTBOEIZH DRI T—oE5 AU RAD T I+ L — R/ ((REIPFRL
R)VEERTE

[SWA]ip route-static 0.0.0.0 0.0.0.0 10.1.1.111
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# SWBDVLAN 1[ZIP7FLX10.1.3.3/24%EY KB TET,
[SWBJinterface Vlan-interface 1
[SWB-Vlan-interface1]ip address 10.1.3.3 24
# RTA, RTBOEIZH AR YN T =D 2T A ADT I+ —b oA (IREBIPF7RL
R)EHFRELET,
[SWB]ip route-static 0.0.0.0 0.0.0.0 10.1.3.111
FlE4: SWALRTAR, SWBERTBREIZ —T ILEEHLRTA, RTBIZIPPRLRERET D
# RTAIZIPPRLRAZEIYHTET,
[RTAlinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 10.1.1.1 24
[RTA-GigabitEthernet0/0]quit
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address 10.1.3.1 24
[RTA-GigabitEthernet0/1]quit

# RTBIZIPPRLRAZFEIVHTEY,
[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 10.1.1.2 24
[RTB-GigabitEthernet0/0]quit
[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 10.1.3.2 24
[RTB-GigabitEthernet0/1]quit

AZX92:RTA, RTBIZVRRPZE&ET %

FE1:RTA, RTBIZVRRPZERET S
# RTADVRID 1(Z{RZEIP 10.1.1.111%5&EL. VRID 2IZ{x%8IP 10.1.3.111&8%EL
F9,
RTADEVRIDD YR A—[ZF B1=IZTSAF Y T14E1101RELET
[RTA]Jinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/O]vrrp vrid 1 virtual-ip 10.1.1.111
[RTA-GigabitEthernet0/O]vrrp vrid 1 priority 110
[RTA-GigabitEthernet0/O]vrrp vrid 1 preempt-mode delay 500
[RTA-GigabitEthernet0/0]quit
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]vrrp vrid 2 virtual-ip 10.1.3.111
[RTA-GigabitEthernet0/1]vrrp vrid 2 priority 110
[RTA-GigabitEthernet0/1]vrrp vrid 2 preempt-mode delay 500
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[RTA-GigabitEthernet0/1]quit

# RTBOVRID 1[1Z{x#8IP 10.1.1.111Z&&EL. VRID 2[Z{x#EIP 10.1.3.111Z8&EL
F9,
[RTB]Jint GigabitEthernet 0/0
[RTB-GigabitEthernet0/O]vrrp vrid 1 virtual-ip 10.1.1.111
[RTB-GigabitEthernet0/O]vrrp vrid 1 priority 100
[RTB-GigabitEthernet0/O]vrrp vrid 1 preempt-mode delay 500
[RTB-GigabitEthernet0/0]quit
[RTB]Jint GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]vrrp vrid 2 virtual-ip 10.1.3.111
[RTB-GigabitEthernet0/1]vrrp vrid 2 priority 100
[RTB-GigabitEthernet0/1]vrrp vrid 2 preempt-mode delay 500
[RTB-GigabitEthernet0/1]quit
AZ%93:RTA, RTBIZOSPF%:2E 3 %
FIE1:RTAERTBREIC —F ILEEKLRTA, RTBIZIPPRLRZERET S
# RTAIZIPPRLRAZEIYHTEY,
[RTA] interface GigabitEthernet 0/2
[RTA-GigabitEthernet0/2]ip address 10.1.2.1 24
[RTA-GigabitEthernet0/2]quit

#RTBIZIPPRFLRZEIVETET,
[RTB] interface GigabitEthernet 0/2
[RTB-GigabitEthernet0/2]ip address 10.1.2.2 24
[RTB-GigabitEthernet0/2]quit

FE2:RTA, RTBIZOSPF#&E 9 %
# RTAICOSPFERELET
[RTA]router id 1.1.1.1
[RTA]ospf 1
[RTA-ospf-1]area 0
[RTA-ospf-1-area-0.0.0.0]network 10.1.1.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 10.1.2.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]network 10.1.3.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit
[RTA-ospf-1]quit
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# RTBIZOSPFZERELET
[RTB]router id 2.2.2.2
[RTBJospf 1
[RTB-ospf-1]area 0
[RTB-ospf-1-area-0.0.0.0]network 10.1.1.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]network 10.1.2.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]network 10.1.3.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit
[RTB-ospf-1]quit
BR4:0SPFDIRREEFERR T B
# RTADOSPFDIREEZEFEFELE T,
<RTA>dis ospf peer
OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
2222 10.1.1.2 1 38 Full/DR GEO/0
2222 10.1.3.2 1 40 Full/DR GEO0/1
2222 10.1.2.2 1 39 Full/DR GEO0/2

# RTBOOSPFDKEEERERLET
<RTB>display ospf peer
OSPF Process 1 with Router ID 2.2.2.2
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
1.1.1.1 10.1.1.1 1 38 Full/BDR GEO/0
1.1.1.1 10.1.3.1 1 39 Full/BDR GEO0/1
1.1.1.1 10.1.2.1 1 3 Full/BDR GEO0/2

# RTADIV—T40 T T—TIVERTLET,

# CCTHHMBDEIITVRID 1DRAEIP 10.1.1.111, VRID 20 R #EIP 10.1.3.111D

# TRA—MRTAIZHZER R HINYET(RTBOI—TA2 T T—TJLELLEBLTHT
<=2,

<RTA>dis ip routing-table

Destinations : 18 Routes : 18
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Destination/Mask  Proto
0.0.0.0/32 Direct
10.1.1.0/24 Direct
10.1.1.1/32 Direct
10.1.1.111/32 Direct
10.1.1.255/32 Direct
10.1.2.0/24 Direct
10.1.2.1/32 Direct
10.1.2.255/32 Direct
10.1.3.0/24 Direct
10.1.3.1/32 Direct
10.1.3.111/32 Direct
10.1.3.255/32 Direct
127.0.0.0/8 Direct
127.0.0.1/32 Direct
127.255.255.255/32 Direct
224.0.0.0/4 Direct
224.0.0.0/24 Direct

255.255.255.255/32 Direct

# RTBOII—T42 T T—TIVERRLET,

Pre Cost
0 O
0 O
0 O
1 0
0 O
0 O
0 O
0 O
0 O
0 O
1 0
0 O
0 O
0 O
0 O
0 O
0 O
0 O

<RTB>display ip routing-table

Destinations : 16
Destination/Mask

0.0.0.0/32
10.1.1.0/24
10.1.1.2/32
10.1.1.255/32
10.1.2.0/24
10.1.2.2/32
10.1.2.255/32
10.1.3.0/24
10.1.3.2/32
10.1.3.255/32
127.0.0.0/8
127.0.0.1/32

Routes : 16

Proto
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

Pre Cost

O O 0o O O p OO p O o ©

0

O O o © O o © © o © o©
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NextHop
127.0.0.1
10.1.1.1
127.0.0.1
127.0.0.1
10.1.1.1
10.1.2.1
127.0.0.1
10.1.2.1
10.1.3.1
127.0.0.1
127.0.0.1
10.1.3.1
127.0.0.1
127.0.0.1
127.0.0.1
0.0.0.0
0.0.0.0
127.0.0.1

NextHop
127.0.0.1
10.1.1.2
127.0.0.1
10.1.1.2
10.1.2.2
127.0.0.1
10.1.2.2
10.1.3.2
127.0.0.1
10.1.3.2
127.0.0.1
127.0.0.1

Interface

InLoopO
GEO0/0
InLoopO
InLoopO
GEO0/0
GEO0/2
InLoopO
GEO0/2
GEO0/1
InLoopO
InLoop0
GEO0/1
InLoop0
InLoop0
InLoop0
NULLO
NULLO
InLoop0

Interface
InLoop0
GEO0/0
InLoop0
GEO0/0
GEO0/2
InLoopO
GEO0/2
GEO0/1
InLoopO
GEO0/1
InLoopO
InLoopO



127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

AX95:VRRPDIKREEFERR T D
# RTAOVRRPDIRREZEFEFELE T
# HIFEDRTAD IV —T4207 T—T ILTRTADMREIPO I A Z—THHZEMN MY
# FLEMN CCTEEADEMTONELT,
<RTA>display vrrp
IPv4 Virtual Router Information:
Running mode : Standard
Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual
Pri Timer  Type
IP
GEO0/0 1 Master 110 100 Not supported
10.1.1.111
GEO0/1 2 Master 110 100 Not supported
10.1.3.111

# RTBOVRRPDIKREZFERLE T,

<RTB>display vrrp

IPv4 Virtual Router Information:
Running mode : Standard
Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual
Pri Timer Type
IP
GEO0/0 1 Backup 100 100 Not supported
10.1.1.111
GEO0/1 2 Backup 100 100 Not supported
10.1.3.111
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HB296:PCEHostBREID B EHERFLET
BRI TROBYTY,

10. 1’1 124 F\ Q1. 3\1/24
)/GEO/O RITA GEO}IN‘

GEO/2
10.1.1.5/24 VIP; 101.1.111/24 VIP:10: 1‘3‘111/24
10.1.2.1/24 .10.1.3.3/24 10.1.3.5/24

OSPF|area 0

|

1

|

I SWB HostB
10.122/24 /|
GED/2 I
' GEO/0 @GEO0/1/

1011.2/24 10.1.3.2/24
\ /

\
/
\ RTB p

l'
I
I
I
1
1
Y

# PCHvisHostBApingLE 3,

<PC>ping 10.1.3.5

Ping 10.1.3.5 (10.1.3.5): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.3.5: icmp_seq=0 ttI=254 time=3.000 ms

56 bytes from 10.1.3.5: icmp_seq=1 ttI=254 time=5.000 ms

56 bytes from 10.1.3.5: icmp_seq=2 ttI=254 time=7.000 ms

56 bytes from 10.1.3.5: icmp_seq=3 ttI=254 time=4.000 ms

56 bytes from 10.1.3.5: icmp_seq=4 ttI=254 time=7.000 ms

# HostBM5PCApingLET,

<HostB>ping 10.1.1.5

Ping 10.1.1.5 (10.1.1.5): 56 data bytes, press CTRL_C to break

56 bytes from 10.1.1.5: icmp_seq=0 ttI=254 time=3.000 ms

56 bytes from 10.1.1.5: icmp_seqg=1 ttI=254 time=7.000 ms

56 bytes from 10.1.1.5: icmp_seq=2 ttI=254 time=7.000 ms

56 bytes from 10.1.1.5: icmp_seq=3 ttI=254 time=7.000 ms

56 bytes from 10.1.1.5: icmp_seq=4 ttI=254 time=7.000 ms
RAZRHT7:VRID 1D R A—(ZHEHFESNTULVSSWANDR—REshutdownL TYIY & 2 DK EE
ZHERLET,
F)E1:PCh BHostBApingZ#itlTES
FE2: SWADG1/0/2%shutdownd %

# SWAMDG1/0/2%shutdownLE Y,
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[SWAJinterface GigabitEthernet 1/0/2
[SWA-GigabitEthernet1/0/2]shutdown
[SWA-GigabitEthernet1/0/2]%Dec 21 16:38:04:456 2021 SWA
IFNET/3/PHY_UPDOWN: Physical state on the interface GigabitEthernet1/0/2
changed to down.
%Dec 21 16:38:04:456 2021 SWA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface GigabitEthernet1/0/2 changed to down.
FE3:PCHhBHostBADpIngDIREEFFERLET
# FIE1TG1/0/2%shutdownL=ERIZ2D/ 8y DS RZELEL=H. T<IZVRRPE
OSPFIZ&YRBIL—DAAESINFELT,
<PC>ping -c 5000 10.1.3.5
Ping 10.1.3.5 (10.1.3.5): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.3.5: icmp_seq=0 ttI=254 time=3.000 ms
56 bytes from 10.1.3.5: icmp_seq=1 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=2 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=3 ttI=254 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=4 ttI=254 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=5 ttI=254 time=6.000 ms
56 bytes from 10.1.3.5: icmp_seq=67 ttI=254 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=68 ttI=254 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=69 ttI=254 time=7.000 ms
Request time out
Request time out
56 bytes from 10.1.3.5: icmp_seq=72 tI=253 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=73 tI=253 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=74 ttI=253 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=72 tI=253 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=73 tI=253 time=7.000 ms
56 bytes from 10.1.3.5: icmp_seq=74 tI=253 time=7.000 ms
FE4:RTA RTBOIN—TA42 T T—TIVERRLET
# RTADIWV—T AT T—TIVERTLET . RTADIL—TA2 T T—T D53 H S
ElE ARAEIP 10.1.1.111IERTBICHBYFEL A REIP 10.1.3. 111FHEEDHSTRTA
[CHYET . TDT-HOSPFITIERIFEFRICRTBIZEIFELT=10.1.3.058D/Vrybg
RTAIZERE T I —FEEBELFEL-(VRRPIZEYRTBMSSWBDZR AL TLVS
EXRBULHLTESLY),
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GEO/2 Y1p-10:1'3411/24
10.1.1.5/24 : 10.1.2.1/'24 ' & ~ 10.1.3.3/24 10.1.3.5/24
I!. —-_———T T == 1 1 N .~ F
-~ 1 OSPF area 0 1
PC SWA > I

1 1
v \-1-0.1,.1.111/24 | HostB

1~ ( 10.1.2.2/p4

\ RTB ,’

. v
<RTA>dis ip routing-table
Destinations : 15 Routes : 16
Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.1.1.0/24 O_INTRA10 2 10.1.2.2 GEO0/2

O_INTRA10 2 10.1.3.2 GEO0/1

10.1.2.0/24 Direct 0 O 10.1.2.1 GEO0/2
10.1.2.1/32 Direct 0 O 127.0.0.1 InLoop0
10.1.2.255/32 Direct 0 O 10.1.2.1 GEO0/2
10.1.3.0/24 Direct 0 O 10.1.3.1 GEO0/1
10.1.3.1/32 Direct 0 O 127.0.0.1 InLoop0
10.1.3.111/32 Direct 1 0 127.0.0.1 InLoopO0
10.1.3.255/32 Direct 0 O 10.1.3.1 GEO0/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

# RTBOI—TA T T—TIVERTLET

<RTB>display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
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0.0.0.0/32 Direct 0 O
10.1.1.0/24 Direct 0 O
10.1.1.2/32 Direct 0 O
10.1.1.111/32 Direct 1 0
10.1.1.255/32 Direct 0 O
10.1.2.0/24 Direct 0 O
10.1.2.2/32 Direct 0 O
10.1.2.255/32 Direct 0 O
10.1.3.0/24 Direct 0 O
10.1.3.2/32 Direct 0 O
10.1.3.255/32 Direct 0 O
127.0.0.0/8 Direct 0 O
127.0.0.1/32 Direct 0 O
127.255.255.255/32 Direct 0 O
224.0.0.0/4 Direct 0 O
224.0.0.0/24 Direct 0 O
255.255.255.255/32 Direct 0 O

F|E5:RTA, RTBOvrrpDIREEEZRRLET

# RTADvpDIRREERRLET

127.0.0.1
10.1.1.2
127.0.0.1
127.0.0.1
10.1.1.2
10.1.2.2
127.0.0.1
10.1.2.2
10.1.3.2
127.0.0.1
10.1.3.2
127.0.0.1
127.0.0.1
127.0.0.1
0.0.0.0
0.0.0.0
127.0.0.1

<RTA>display vrrp
IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 2

Interface VRID State Running Adver
Virtual

Timer

IP

GEO0/0 1 Initialize 100
10.1.1.111

GEOM 2 Master 100
10.1.3.111
# RTBOvrrpDIKEFRRLET,
<RTB>display vrrp

IPv4 Virtual Router Information:

Running mode : Standard

InLoopO
GEO0/0
InLoopO
InLoopO
GEO0/0
GEO0/2
InLoopO
GEO0/2
GEO0/1
InLoopO
GEO0/1
InLoop0
InLoop0
InLoop0
NULLO
NULLO
InLoop0

Auth

Type

Not supported

Not supported



Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual

Pri Timer  Type
IP
GEO/0 1 Master 100 100 Not supported
10.1.1.111
GEO0/M 2 Backup 100 100 Not supported
10.1.3.111

AZX98:VRID 20 RA3—|Z N TLVSSWADR—kZshutdownL THIYE 2 DIKEE
EHERLET,
FE1: SWA®DG1/0/2%undo shutdownd %
F|E2: PCh HHostBApingZfitlTES
FE3: SWADG1/0/3% shutdownd %
# SWAMDG1/0/3%shutdownLE 9,
[SWAJinterface GigabitEthernet 1/0/3
[SWA-GigabitEthernet1/0/3]shutdown
[SWA-GigabitEthernet1/0/3]%Dec 21 16:38:04:456 2021 SWA
IFNET/3/PHY_UPDOWN: Physical state on the interface GigabitEthernet1/0/3
changed to down.
%Dec 21 16:38:04:456 2021 SWA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface GigabitEthernet1/0/3 changed to down.
F|E4 : PCh HHostBApingDpingDIREELFEZEL T
# FIE2TG1/0/2%shutdownLFELT=AY, I CICVRRPEOSPFIZKYKEIIL—FHAH
BN/ T IrDOREFHBNFETATL
<PC>ping -c 5000 10.1.3.5
Ping 10.1.3.5 (10.1.3.5): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.3.5: icmp_seq=0 ttI=254 time=3.000 ms
56 bytes from 10.1.3.5: icmp_seq=1 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=2 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=0 ttI=254 time=3.000 ms
56 bytes from 10.1.3.5: icmp_seq=1 ttI=254 time=8.000 ms
56 bytes from 10.1.3.5: icmp_seq=2 ttI=254 time=8.000 ms
FIE5:RTA, RTBOI—TA42 T T—TIVERRLET
# RTADIV—TA T T—TIVERTLET
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# ZZTHMNBDESIZVRID 1DORAEIP 10.1.1.111, VRID 2D {R4EIP 10.1.3.111M
# YRA—HDRTAIZRSFzZEN RNV ET (RTBOIIL—TA2 T T—TILE
# LB L TAHTIESLY),

10.1.1.5/24 -~ “GE0/2 yip.1g:al3131/24
2 .7 10 iaz 1/24 N 10.1.3.3/24 10.1.3.524

OSP\l-' area 0

PC )
10.12.2/24
ceor2 77
v GEO0/11
10 1.3.;’/24
/
\\\ RTB /,",
<RTA>dis ip routing-table
Destinations : 18 Routes : 18
Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.1.1.0/24 Direct 0 O 10.1.1.1 GEO0/0
10.1.1.1/32 Direct 0 O 127.0.0.1 InLoop0
10.1.1.111/32 Direct 1 0 127.0.0.1 InLoopO0
10.1.1.255/32 Direct 0 O 10.1.1.1 GEO0/0
10.1.2.0/24 Direct 0 O 10.1.2.1 GEO0/2
10.1.2.1/32 Direct 0 O 127.0.0.1 InLoop0
10.1.2.255/32 Direct 0 O 10.1.2.1 GEO0/2
10.1.3.0/24 Direct 0 O 10.1.3.1 GEO0/1
10.1.3.1/32 Direct 0 O 127.0.0.1 InLoopO0
10.1.3.111/32 Direct 1 0 127.0.0.1 InLoopO0
10.1.3.255/32 Direct 0 O 10.1.3.1 GEO0/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
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255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
#RTBOIL—TA42JT—TIVERRLET
<RTB>display ip routing-table
Destinations : 14 Routes : 15
Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
10.1.1.0/24 O_INTRA10 2 10.1.2.1 GEO0/2
O_INTRA10 2 10.1.3.1 GEO0/M
10.1.2.0/24 Direct 0 O 10.1.2.2 GEO0/2
10.1.2.2/32 Direct 0 O 127.0.0.1 InLoop0
10.1.2.255/32 Direct 0 O 10.1.2.2 GEO0/2
10.1.3.0/24 Direct 0 O 10.1.3.2 GEO0/M
10.1.3.2/32 Direct 0 O 127.0.0.1 InLoop0
10.1.3.255/32 Direct 0 O 10.1.3.2 GEO0/M
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0

FE6:RTA, RTBOvrrpDIKEEZRRLET
# RTADOvVpDIKEEFRRLET,

<RTA>display vrrp
IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual

Pri Timer Type

IP

GEO0/0 1 Master 110 100 Not supported
10.1.1.111

GEO0/1 2 Master 110 100 Not supported
10.1.3.111
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# RTBOvrrpDIKAEEEZ R RLET .

<RTB>dis vrrp

IPv4 Virtual Router Information:
Running mode : Standard
Total number of virtual routers : 2

Interface VRID State Running Adver  Auth
Virtual

Pri Timer  Type
IP
GEO/0 1 Initialize 100 100 Not supported
10.1.1.111
GEO0/1 2 Backup 100 100 Not supported
10.1.3.111
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Lab16 HDLC

XENBLEE

COIGRTIEUTOIELEEZVET:
® HDLCDarI4JL—1avzxEEqR/LET.,

I —IK

192.168.1.2/30 192.168.1.1/30 192.168.2.1/30 192.168.2.2/30
GE_0/0 10.1.1.1/30 10.1.1.2/30 GE_0/0
PCA RTA RTB PCB

15.1 EERYLT—5
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7
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ZBFIR

AZX91:PCEIDIZ =47 —23V N TESHLSIZ/L—F—THDLC%enablelZLFET
FIE1:PCEL—E—F/r—TIILTHRT S
E15.1D&SI2IL—2—EPCRID Y —T LEEHELET,
RTA. RTBOFZEMNT IAILNTH D LEHEREIZT HIZILreset saved-
configurationa YR TT 74DV T4FaL—av~RLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y
FE2:PCEIL—EF—IZIPPRLRETHAULET
#15-1 IP7RLREIYETRF—7

EE L28—7x—R | IPPRLR HF—pryxA
PCA 192.168.1.2/30 192.168.1.1
PCB 192.168.2.2/30 192.168.2.1
S1/0 10.1.1.1/30 -
RTA
G0/0 192.168.1.1
S1/0 10.1.1.2/30 -
RTB
G0/0 192.168.2.1

FE3: IL—EF—DWANA U A—D—X[CHDLCOATEILIEEIPTRLADEY LT %
ELFET

RTADOWANA > 2—2Jx—XSerial 1/0(DCE)&# & ELFE T

[RTAlinterface Serial 1/0
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[RTA-Serial1/0]link-protocol hdic

%Nov 30 09:57:27:531 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Serial1/0 changed to down.

%Nov 30 09:57:27:534 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to down.

%Nov 30 09:57:31:861 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to up.

[RTA-Serial1/0]baudrate 2048000

[RTA-Serial1/0]ip address 10.1.1.1 255.255.255.252

[RTA-Serial1/0]quit

RTBOWANA > 42— x—ZXSerial 1/0(DTE)ERELFET

[RTB]Jinterface Serial 1/0

[RTB-Serial1/0]link-protocol hdic

%Nov 30 10:00:01:880 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to down.

%Nov 30 10:00:04:914 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to up.

%Nov 30 10:00:04:918 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Serial1/0 changed to up.

[RTB-Serial1/0]ip address 10.1.1.2 255.255.255.252

[RTB-Serial1/0]quit

J—bk: DUTINAE—T—RADIR—L—ERET H=HIFbaudrateav K& {#
HALEYT ., R—L—b2048000(%. U7 LA A—T1—ADYIERE H2048000bps
THAHILZEKRLET,

ZMDAaATURIE. DCETFTNARTHOHEATEET,

RTATdisplay interfaceav U RIZ&YBREEHRLET,
[RTA]display interface Serial 1/0

Serial1/0

Current state: UP

Line protocol state: UP

Description: Serial1/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500
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Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: HDLC

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 10 minutes 33 seconds

Last clearing of counters: Never

Current system time:2021-11-30 10:10:39

Last time when physical state changed to up:2021-11-30 10:00:05
Last time when physical state changed to down:2021-11-30 10:00:02
LEEDHE ALK, serial/ODYIBKENUPTHSH_LERLTHY., MBS 2—Tx—
ADMERAFRETHAHEERLTVET,

J—bk: W—=EB—DAB—Tz—REAT (L, SN TWBTr—TILIZK>TELYE
. #—TILHDCEDFZTE . L—E2DAB—Tx—REAFEDCETT, y—TILN
DTEDHZE . IL—E3—DAB—T1—REALTFIEDTETY,

FE4 : )L—R—DGigabitEthernetf > A—Jx—XIZIPPRLRZENY S TET
RTA®MGigabitEthernet0/04f > 2—Jz—XIZIPPRLRAZEY L TET,
[RTAlinterface GigabitEthernet 0/0
[RTA-GigabitEthernet0/0]ip address 192.168.1.1 30
[RTA-GigabitEthernet0/0]quit

RTBMGigabitEthernet0/0Af > 2—J—XIZIP7PRLRAZEIYHTET,
[RTB]Jinterface GigabitEthernet 0/0
[RTB-GigabitEthernet0/0]ip address 192.168.2.1 30
[RTB-GigabitEthernet0/0]quit

FlE5: )L—3—  PCET— b/ D EGEEZFIVILET
RTAMBPCAIZpingLE S
<RTA>ping 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 192.168.1.2: icmp_seq=1 ttI=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=2 ttl=255 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=3 ttI=255 time=2.000 ms
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56 bytes from 192.168.1.2: icmp_seq=4 ttI=255 time=2.000 ms

RTAMNBSRTBOWANA L A—Jx—XI[ZpingLET
<RTA>ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=2.000 ms
56 bytes from 10.1.1.2: icmp_seq=1 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=1.000 ms
FE6: 2BEDPCADIL—rEERELET,
RTATPCBAMD JL—REERELFET
[RTAJip route-static 192.168.2.0 255.255.255.252 10.1.1.2
RTBTPCAND JL—REERELFET
[RTB]ip route-static 192.168.1.0 255.255.255.252 10.1.1.1
FIE7: pingavUREFE>TPCALPCBREIDERIEEF Ty ILET,
PCAMBPCBApingLEY , HL. AEMNBEWNCEETELLGL, LTOHNEFLHS
EMTEET,
<H3C>ping 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seq=0 ttI=253 time=2.000 ms
56 bytes from 192.168.1.2: icmp_seq=1 ttI=253 time=5.000 ms
56 bytes from 192.168.1.2: icmp_seq=2 ttI=253 time=5.000 ms
56 bytes from 192.168.1.2: icmp_seq=3 ttI=253 time=3.000 ms
56 bytes from 192.168.1.2: icmp_seq=4 ttI=253 time=2.000 ms
B R
1. 22DHDLCE 7 hELGH5F—T 734 TR THRESNTLSIES. VU VIXEEITH
RELFEI M7

EZ:
Yoo h#Y R Lup/downd B E N HYET,
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Lab17 PPPOaYJ4F¥ a2l —i 3y

EENBELBE
ZDFRTIEIUTDIEEZVET:
® HDLC @av747L—avEER/LET,
® PPP EHDTELLGERER,
® PPP PAP FZREDFTE L%,
® PPP CHAP RN LR
® PPP D—lRALBERBS LIRSV URIZETAMEERTILEIRAEL, BiZTS

I —IK

192.168.1.2/30 192.168.1.1/30 192.168.2.1/30 192.168.2.2/30
Ser_1/0 Ser_1/0
GE 011 GE_0/1 @ @ GE 0  GE_0M
PCA RTA 10.1.1.1/30 10.1.1.2/30 rTB PCB

16.1 RErVLT—5
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Ser /0  MP g 150,
o B8 7]
= \\//Se[-z/o Ser_z/O\\// -
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V.35 DTEVUFILT—T L 2
FYRT—94—T )LD ES - 2 L
== 315
=& FIE
#16-11FPCEIL—E—IZRETBIPFRLATY,
£16-1 IP7RFLRE|YHTRF—7
XE A3—DJx—R | IPPRLR HF—rxA
PCA 192.168.1.2/30 192.168.1.1
PCB 192.168.2.2/30 192.168.2.1
S1/0 10.1.1.1/30 PPP:E& FH
RTA
MP-Group 1 10.1.1.1/30 PPP MP:tE& BB
S1/0 10.1.1.2/30 PPP:E& FH
RTB
MP-Group 2 10.1.1.2/30 PPP MP:tE& BB

BRJ1:PPPOEKRMGREEZLET
Fg1:PCEL—E—Fr—T L THRRT S
E15.1D&S5I2IL—4—E,PCRID T —T ILEEHELET
RTA. RTBOFREMNT I+ ILETHHI LZHEEIZT BHICILreset saved-
configurationa Y R TT 74DV T4FaL—av~RLET,
<RTA>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing flename unchanged, press the enter key):y
FE2:PCEIL—EF—IZIPPRLRETHAULET
FIE3: RTAOWANKR—RD =8O DPPPATEILEDEREELEIPTRLRADEIY LT
[RTA]interface Serial 1/0
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[RTA-Serial1/0]link-protocol ppp

[RTA-Serial1/0]ip address 10.1.1.1 255.255.255.252
[RTA-Serial1/0]baudrate 2048000
[RTA-Serial1/0]quit

PPPOATILIED# . EITLCPEIPCPOEHE R 5718 (display interfacea< &R

TLET,

[RTA]display interface Serial 1/0

Serial1/0

Current state: UP

Line protocol state: UP

Description: Serial1/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: PPP

LCP: opened, IPCP: opened

Output queue - Urgent queuing: Size/Length/Discards 0/100/0

Output queue - Protocol queuing: Size/Length/Discards 0/500/0

Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 20 minutes 4 seconds

Last clearing of counters: Never

Current system time:2021-11-30 17:25:08

Last time when physical state changed to up:2021-11-30 17:05:03

Last time when physical state changed to down:2021-11-30 17:01:24
FlE4: RTBOWANKR—FDT=bDPPPATILLDEELIPTRLADEIY LT

[RTBJinterface Serial 1/0

[RTB-Serial1/0]link-protocol ppp

[RTB-Serial1/0]ip address 10.1.1.2 255.255.255.252

[RTB-Serial1/0]quit

PPPOATEILIED . E£IZLCPEIPCPDIE#HE R 51-(display interfacea~ > R% =
TLEY,

[RTB]display interface Serial 1/0

Serial1/0
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Current state: UP

Line protocol state: UP

Description: Serial1/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.2/30 (primary)

Link layer protocol: PPP

LCP: opened, IPCP: opened

Output queue - Urgent queuing: Size/Length/Discards 0/100/0

Output queue - Protocol queuing: Size/Length/Discards 0/500/0

Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 25 minutes 53 seconds

Last clearing of counters: Never

Current system time:2021-11-30 17:31:07

Last time when physical state changed to up:2021-11-30 17:05:15

Last time when physical state changed to down:2021-11-30 17:05:06
FIB5: PCEELIL—E—DT—bIzA1LDEGIEETFTVILET

RTADOLANKR—FZIP7RLRZEIY B TET,

[RTAJint GigabitEthernet 0/1

[RTA-GigabitEthernet0/1]ip address 192.168.1.1 30

[RTA-GigabitEthernet0/1]quit

RTBOLANAR—KZIP7RLRZFEIY S TET,
[RTB]Jint GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ip address 192.168.2.1 30
[RTB-GigabitEthernet0/1]quit

RTAEPCARID R MEE F v o9 51=8ITpingav U R EETLET,
[RTA]ping 192.168.1.2

Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=2.000 ms

56 bytes from 192.168.1.2: icmp_seqg=1 ttI=255 time=2.000 ms

56 bytes from 192.168.1.2: icmp_seqg=2 ttI=255 time=0.000 ms

56 bytes from 192.168.1.2: icmp_seq=3 ttI=255 time=3.000 ms

56 bytes from 192.168.1.2: icmp_seqg=4 ttI=255 time=1.000 ms
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RTAERTBOWANKR—rED EfIEEFTVILET

[RTA]ping 10.1.1.2

Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 10.1.1.2: icmp_seq=1 ttI=255 time=2.000 ms

56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=2.000 ms

56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=0.000 ms

56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=1.000 ms

FlE6: 22D I —3—IZBETHLANET AV RAD I — EZTNTNERELET

RTATPCBR YR T =T AV ADIL— ERELET,
[RTA]Jip route-static 192.168.2.0 255.255.255.252 10.1.1.2
RTBTPCARYR T =TT AV CADIIL—EERELET,

[RTB]ip route-static 192.168.1.0 255.255.255.252 10.1.1.1

FIE7: PCAFE=IIPCBTHEGMEEF YT 5=OHITpinga<T U FEETLET,
PCATPCBODIP7RLA~pingLET , EETHNIXIUTOHENEFLIZENTEE
ER
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=3.000 ms
56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=5.000 ms
56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=5.000 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=4.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=2.000 ms

BZ%2:PPP PAPDREHLET
TAMET BRI FRI1D LTI —E—ZMEIREBIZRLET .

FE1:PC, L—A—DIPTRLREREL. EHEEEREICLET
PCEIL—A—MLANIPFRLRZERFEL, STEICE DV THEGEZHRALET . FHEND
TURDEMIZ DT, 9:(’71%27"*HEL,'C<7”—$L\ pingavREEITLT. PCEIL
—A—RDEGEERLET . TIHILEDATEIVIEIZE DT, RTAIXRTBIZping
ZEITTEET, RTALRTBTPCO $H S5 Ak~ Dstatic route DERTEEFIR I 1%
SHRLTENT [TEREL TS,

FE2: RTATA—hHILPAPERREICEREXLET
RTATH—hO)LA—H—DA—HF —RE/NRT—RERELET, A—F—REL/RT
—RIERTBEE SN HSHLIITLET,

[RTA]Jlocal-user rtb class network
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New local user added.
[RTA-luser-network-rtbclass]service-type ppp
[RTA-luser-network-rtbclass]password simple pwdpwd
[RTA-luser-network-rtbclass]quit

RTATPAPRRREZERELET

[RTAlinterface Serial 1/0
[RTA-Serial1/0]link-protocol ppp

[RTA-Serial1/0]ppp authentication-mode pap
[RTA-Serial1/0]ip address 10.1.1.1 255.255.255.252

RELE—RDERFERNIR—MIIPZRLANFRE SN TULNIE, FREREEFTo=1RIC
R—r&)EYbLET,
[RTA-Serial1/0]shutdown
%Dec 110:11:47:246 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Serial1/0 changed to down.
%Dec 110:11:47:246 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to down.
[RTA-Serial1/0Jlundo shutdown
%Dec 110:11:55:175 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to up.
[RTA-Serial1/0]quit
FlE3: R—rDREERRL, HEREEHERLET
display interface AV R & FE>TERELFzAR—FDERERTLET
[RTA]display interface Serial 1/0
Serial1/0
Current state: UP
Line protocol state: DOWN
Description: Serial1/0 Interface
Bandwidth: 64 kbps
Maximum transmission unit: 1500
Hold timer: 10 seconds, retry times: 5
Internet address: 10.1.1.1/30 (primary)
Link layer protocol: PPP
LCP: closed
Output queue - Urgent queuing: Size/Length/Discards 0/100/0

195



Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 0 minutes 16 seconds

Last clearing of counters: Never

Current system time:2021-12-01 10:12:10

Last time when physical state changed to up:2021-12-01 10:11:55
Last time when physical state changed to down:2021-12-01 10:11:47

ZLT. RTATRTB~pingLZE 7,
[RTA]ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

F|E4: RTBTPAPEIDN=DIZA—H—LZENRT—RERELET
RTBTPAPERRED A —H—RZENRT—FRERELET, TLT. IPPRLRZEIYET
F9,
[RTB]Jinterface Serial 1/0
[RTB-Serial1/0]link-protocol ppp
[RTB-Serial1/0]ppp pap local-user rtb password simple pwdpwd
[RTB-Serial1/0]ip address 10.1.1.2 255.255.255.252
[RTB-Serial1/0]quit
PAPFREE 7Ot RZENVHLTLEEL, PAPSREEIL. 20D\ RL AU THERESh
TWET, F9. BN NA—TAE A—F—RENRT—RETL—VTXRE
—RFTREENN—T/ITEELET, COTARCIE, RTBIFRRE SN =/ A—T1THY.
A—H—ZrtbE/ SR T —Kpwdpwd % REE/ A —T/RTAIZEIELE T, RTAIKIERE

RBLET,

PAPREEIEZ £ TIEHYFEH Ao

Flg5: RTAERTBEIDR—rDRELZFEREL ., EREEHRELET
pinga~ R TR EEF v L. display interface Serial 1/02< >R TLUT DIEHR%E
KRLET,
[RTA]display interface Serial 1/0
Serial1/0
Current state: UP
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Line protocol state: UP

Description: Serial1/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: PPP

LCP: opened, IPCP: opened

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 32 minutes 35 seconds

Last clearing of counters: Never

Current system time:2021-12-01 10:44:29

Last time when physical state changed to up:2021-12-01 10:11:55
Last time when physical state changed to down:2021-12-01 10:11:47

RTAMSRTBOWANA L A2—Jx—X[ZpingLET,
[RTA]ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=1 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=3.000 ms
56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=3.000 ms
FIE6: PCARIFPCBTHEIMEEHERT H1-0ITpingEEITLET
PCBOIP7RLRIZPCATpingLET , L—2—DHREMNELIFNIE, UTDHEREEH
BNET
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=2.752 ms
56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=2.891 ms
56 bytes from 192.168.2.2: icmp_seq=2 ttl=253 time=5.876 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=5.945 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=3.580 ms
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BAZX43: PPP CHAPOY 74¥aL— 31715
TANET BRI, FRI1D LS —E3—EMEREICRLET,

FIE1:PC, IL—3—DIPFFLRZEHREL. ?ﬁmiﬁﬁaal LFEY
PCLIL—E—MLANIP7RLRZEREL. SHEICE DV TERZHEELET . $FED
TURDFEMICDOLTIE, 97«71%%!1.6[,((7‘:&\0 TIAIEDPPPAT)LIEIZE
DT 22D —2—DEFERBETHHELVIpingAT U FERITLET,

FlE2: RTBTCCHAPRRIID=OIZA—HF—RENRT—REHRELET
[RTA]local-user rtb class network
New local user added.

[RTA-luser-network-rtbclass]service-type ppp
[RTA-luser-network-rtbclass]password simple pwdpwd
[RTA-luser-network-rtbclass]quit

CHAPEEREFE—FZEEL. 12— —RIZIPPFLRZFEIYETET,
[RTAlinterface Serial 1/0

[RTA-Serial1/0]ppp authentication-mode chap

[RTA-Serial1/0]ip address 10.1.1.1 255.255.255.252

AL E—FDERTERIR—MIIPZRLAMERESNTUONIL, BRI EZF T oIS
R—bZEUEYELET,
[RTA-Serial1/0]shutdown
%Dec 111:17:34:121 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Serial1/0 changed to down.
%Dec 111:17:34:122 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to down.
[RTA-Serial1/0lundo shutdown
%Dec 111:17:45:686 2021 RTA IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to up.
[RTA-Serial1/0]quit
FlE3: RTAERTBEIDR—rDIREELZFERL ., T HRLET
display interface YR &#F > TR ELF-AR—FDERERTLET .
[RTA]display interface Serial 1/0
Serial1/0
Current state: UP
Line protocol state: DOWN
Description: Serial1/0 Interface
Bandwidth: 64 kbps
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Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: PPP

LCP: closed

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 7 minutes 40 seconds

Last clearing of counters: Never

Current system time:2021-12-01 11:25:25

Last time when physical state changed to up:2021-12-01 11:17:45
Last time when physical state changed to down:2021-12-01 11:17:34

ZLT. RTATRTB~pingLZE 7,
[RTA]ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
FIE4: RTBTEREEE—FECHAPISREL. FBAED=OICA—H —RE/IRT—FZERTE
LET
RTBOIY74F¥aLl—2avIEUTDREYTY,
[RTB]Jinterface Serial 1/0
[RTB-Serial1/0]ppp chap user rtb
[RTB-Serial1/0lppp chap password simple pwdpwd
[RTB-Serial1/0]quit
Flgs5: R—rDREERRL, HEREEHERLET
pinga YR TG ZEF v L. display interface Serial 1/0aY K TUT D1EHR%E
KRLET,
[RTA]display interface Serial 1/0
Serial1/0
Current state: UP
Line protocol state: UP
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Description: Serial1/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 10.1.1.1/30 (primary)

Link layer protocol: PPP

LCP: opened, IPCP: opened

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last link flapping: 0 hours 13 minutes 4 seconds

Last clearing of counters: Never

Current system time:2021-12-01 11:30:50

Last time when physical state changed to up:2021-12-01 11:17:45
Last time when physical state changed to down:2021-12-01 11:17:34

[RTA]ping 10.1.1.2
Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=1 ttI=255 time=2.000 ms
56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=2.000 ms
56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=1.000 ms
56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=1.000 ms
FIE6: PCAXRIFIPCBTHEIMEHERT H1-0ITpingEEITLET,
PCBDIP7RLRIZPCATpingLES , L—F—DFREMNELITNIE. UTOHEREH
bNET,
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.2: icmp_seq=0 ttI=253 time=2.752 ms
56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=2.891 ms
56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=5.876 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=5.945 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=3.580 ms
RAZX94: PPP MPOY74FaL—3 %1715
TAET BRI, BRI D LSV —E2—ZHHREIZRLET . MPTIE, RTAL
RTBEZ2ADV357—J L THRLET .
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FIE1: RTAERTBTMP-GroupZ{EmiL. IP7RLRZEIYHTEY,
RTADI  74FaL—2aVIELUTDOEYTY,
[RTA]linterface MP-group 1
[RTA-MP-group1]ip address 10.1.1.1 30
[RTA-MP-group1]quit

RTBOaY74¥al—avIEUTOREYTT,
[RTB]Jinterface MP-group 1
[RTB-MP-group1]ip address 10.1.1.2 30
[RTB-MP-group1]quit
FE2: RTAERTBD YR —FEMP-GrouplZBMMLEY
RTALRTBDWIEAR—EMP-GrouplZiBMLET . LT, MIER—KZPPPAT /L
LZERELET
RTADIV74F¥aLl—2avIEUTOREYTY,
[RTAlinterface Serial 1/0
[RTA-Serial1/0]link-protocol ppp
[RTA-Serial1/0lppp mp MP-group 1
[RTA-Serial1/0]quit
%Dec 1 11:47:06:205 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Serial1/0 changed to down.
%Dec 1 11:47:09:281 2021 RTA IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Serial1/0 changed to up.
[RTAlinterface Serial 2/0
[RTA-Serial2/0]link-protocol ppp
[RTA-Serial2/0lppp mp MP-group 1
[RTA-Serial2/0]quit
RTBDIV74F¥aLl—2avIEUTOREYTY,
[RTB]Jinterface Serial 1/0
[RTB-Serial1/0]ppp mp mp
[RTB-Serial1/0]link-protocol ppp
[RTB-Serial1/0lppp mp MP-group 1
[RTB-Serial1/0]quit
%Dec 1 11:52:19:285 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Serial1/0 changed to down.
%Dec 1 11:52:22:370 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state
on the interface Serial1/0 changed to up.
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%Dec 1 11:52:22:370 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state
on the interface MP-group1 changed to up.
%Dec 1 11:52:22:372 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface MP-group1 changed to up.
[RTB]Jinterface Serial 2/0
[RTB-Serial2/0]link-protocol ppp
[RTB-Serial2/0lppp mp MP-group 1
[RTB-Serial2/0]quit
FlE3: MPOIREZHERT S
[RTA]display ppp mp
Slot0
Template: MP-group1

max-bind: 16, fragment: enabled, min-fragment: 128

Master link: MP-group1, Active members: 2, Bundle Multilink

Peer's endPoint descriptor: MP-group1

Sequence format: long (rcv)/long (sent)

Bundle Up Time: 2021/12/01 12:07:53:422

0 lost fragments, 0 reordered, 0 unassigned, 0 interleaved

Sequence: 0 (rcv)/0 (sent)

Active member channels: 2 members
Serial1/0 Up-Time:2021/12/01 12:07:53:422
Serial2/0 Up-Time:2021/12/01 12:07:53:422

[RTA]display interface MP-group 1
MP-group1

Current state: UP

Line protocol state: UP

Description: MP-group1 Interface
Bandwidth: 128 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5
Internet address: 10.1.1.1/30 (primary)
Link layer protocol: PPP

LCP: opened, MP: opened, IPCP: opened
Physical: MP, baudrate: 128000 bps
Output queue - Urgent queuing: Size/Length/Discards 0/100/0
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Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0

Last clearing of counters: Never

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Input: 4 packets, 48 bytes, 0 drops

Output: 6 packets, 72 bytes, 0 drops

RTATRTBDIP7RL R [ZpingLET S

[RTA]ping 10.1.1.2

Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL_C to break

56 bytes from 10.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms

56 bytes from 10.1.1.2: icmp_seq=1 ttI=255 time=3.000 ms

56 bytes from 10.1.1.2: icmp_seq=2 ttI=255 time=3.000 ms

56 bytes from 10.1.1.2: icmp_seq=3 ttI=255 time=3.000 ms

56 bytes from 10.1.1.2: icmp_seq=4 ttI=255 time=2.000 ms
B R
1. CHAPEREEH I, RTB/R—IS1 / 0h%ppp chap password simple pwdpwd TERFESN T
LWVELMEE . RTBARTANGRRAIEREZELI-EEIC, RTBIZCHAPD2[EI B D/ >k x
A9%FTL. RTAIZGEZRTITIFESTAIEENTT A, RTBICITEMDERALE
TIM?

EZ:

CHAPDRENZHE- T, BRI =/ \—T«I&. O—HILR—bBTFIAILEDCHAP/RR D
—FCERESINTWNVENIEEZRE T 5E. RAN—T/O1—HF—ZITEDNT, A—AL
T 1—HF—BITHETHNRT—FERELET,

L7z T RTBIZFA—AILA—H—RLET/ISAT—FTHRETIDELHYET,
[RTB]local-user rta class network

New local user added.

[RTB-luser-network-rta]service-type ppp

[RTB-luser-network-rta]password simple pwdpwd

[RTB-luser-network-rta]quit

RTATppp chap userav¥ > REETLT, A—Y—ArtaZx X ELET,
[RTAlinterface Serial 1/0
[RTA-Serial1/0]ppp chap user rta
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[RTA-Serial1/0]quit

2. MPIZEREENA D ELRIGE . EQOXIIERTEETN?

EZ:

MP-goouplZiBINEN = EBR— DR E—FERBRLET, HIZIL:
[RTB]Jinterface Serial 1/0

[RTB-Serial1/0]link-protocol ppp

[RTB-Serial1/0]ppp authentication-mode pap

[RTB-Serial1/0]ppp pap local-user rtb password simple pwdpwd
[RTB-Serial1/0]quit

3. RFYF2E8RH1TlE, RTAK—L—FE2048000 bps T 45, RTBIR R —L—h &
64000bps TY, E5LT?

op

A

R TILKR—ME F—T WAL TG L TESRMEEELEIRLET . COTRATIE,
RTBIZDTET/NARTY , BHASN =) 7 ILIR—KEDTET /NA RELTHEREL . DCET /N
AZADBYOYIERIELET  R—HIE, FRICEEEZS A GVMRER—L— A RTS
NE¥, EENICIE,. R—L—MIDCETNARADKR—L—b,E—HBLTWET, RDATY
FEETLT REAR—L—FEDCET NI RDR—L—MIEELFET,

/—bk: HCLM1H A . virtualbaudrate 20480001 R—rEhTHYEE A,

[RTB]Jinterface Serial 1/0

[RTB-Serial1/0]virtualbaudrate 2048000

[RTB-Serial1/0]shutdown

%Dec 1 13:14:37:548 2021 RTB IFNET/5/LINK_UPDOWN: Line protocol state on the
interface Serial1/0 changed to down.

%Dec 1 13:14:37:551 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to down.

[RTB-Serial1/0lundo shutdown

%Dec 1 13:14:41:927 2021 RTB IFNET/3/PHY_UPDOWN: Physical state on the
interface Serial1/0 changed to up.

[RTB-Serial1/0]quit
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== 315

E&FIE

K5 1EIIIN—F—IZRETBHIPFRLRATT,

#5.1 IP7RLREIYETRF—7

¥XE AB8—DJ1—R IPPRLR HF—rzA

PPPoE.Server | Virtual template 1 1.1.1.1/8

PPPoE.Client | dialer 1 ppp-negotiate dialer 1

BZX91:PPPOEDE ARG TEZEZLET

FIE1: )L—F—RLZELANT—T L THERRT S
B5.1D &SI —2—BDTr—TLEHEHELET .
PPPoE Server, PPPoE ClientD i EMNT I+ ILhTHDZEZFTEEIZT S ILreset
saved-configurationd YR CTT 74 )ILbDIAL T4FaL—3V~RLET,
<RTA>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<RTA>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):y
FIE2: PPPoE Server®WANR—FDT=h DPPPATILLDERELIPTRLADEIY 2
<
< H3C> system-view
[H3C] sysname PPPoE.Server
[PPPoE.Serverlinterface Virtual-Template 1
[PPPoE.Server-Virtual-Template1]ppp authentication-mode chap domain system
[PPPoE.Server-Virtual-Template1]ppp chap user h3c
[PPPoE.Server-Virtual-Template1]ip address 1.1.1.1 255.0.0.0
[PPPoE.Server-Virtual-Template1]remote address 1.1.1.2
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[PPPoE.Server -Virtual-Template1]quit

[PPPoE.Server]interface GigabitEthernet 0/1
[PPPoE.Server-GigabitEthernet0/1]pppoe-server bind virtual-template 1
[PPPoE.Server-GigabitEthernet0/1]quit

FE3: PPPoE Server®domain®i2:iE%ppp loallZd %
[PPPoE.ServerJdomain name system
[PPPoE.Server-isp-system]authentication ppp local
[PPPoOE.Server-isp-system]quit
Flg4: PPPOEQB—HILI—H—FERT S
[PPPoE.Server]local-user h3c class network
New local user added.
[PPPoE.Server -luser-network-h3c]password simple h3c
[PPPoE.Server -luser-network-h3c]service-type ppp
[PPPoE.Server -luser-network-h3c]authorization-attribute user-role network-operator

[PPPoE.Server -luser-network-h3c]quit

PPPATJLIL R ICLCPDIE#RE MR T B1=8Idisplay interface virtual-Template 13<
UREETLES,

<PPPoE.Server>display interface Virtual-Template 1
Virtual-Template1

Current state: DOWN

Line protocol state: DOWN

Description: Virtual-Template1 Interface

Bandwidth: 100000 kbps

Maximum transmission unit: 1454

Hold timer: 10 seconds, retry times: 5

Internet address: 1.1.1.1/8 (primary)

Link layer protocol: PPP

LCP: initial

Physical: None, baudrate: 100000000 bps

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0
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2ZX92:PPP CHAPD KR EZLET
TARET BRI AR V1D &SITIL—3—FHHREIZRLET,
FIE1:PPPoE Client®WANR—D =6 DPPPATJLILDERFELIPFEL ADERTE
< H3C> system-view
[H3C] sysname PPPoE.Client
[PPPoE.Client]interface Dialer 1
[PPPoE.Client]ppp chap user h3c
[PPPoE.Client]ppp chap password simple h3c
[PPPoE.Client]dialer bundle enable
[PPPoE.Client]dialer timer idle 0
[PPPoE.Client]dialer timer autodial 60
[PPPoE.Client]ip address ppp-negotiate
[PPPOE.Client]quit
[PPPoE.Client]interface GigabitEthernet 0/1
[PPPoE.Client -GigabitEthernet0/1]pppoe-client dial-bundle-number 1
%Mar 31 16:30:01:358 2022 H3C IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Dialer1 changed to down.
[PPPoE.Client -GigabitEthernet0/1]quit
%Mar 31 16:31:07:856 2022 H3C IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Dialer1 changed to up.
Flg2: PPPoE ClientTT 74NN —r Iz A DEEELET
[PPPoE.Client]ip route-static 1.1.1.1 32 Dialer 1
[PPPoE.Client]quit
< PPPoE.Client>

=TT T—TIVERRLET,
<PPPoE.Client>display ip routing-table

Destinations : 10 Routes : 10

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
1.1.1.1/32 Direct 0 0 1.1.1.1 Dia1
1.1.1.2/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

208



224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

F|[E3: PPPoE ServerCPPPoE+t Y av DT /\vI&#LET
<PPPoE.Server>debugging pppoe-server all
<PPPoE.Server>debugging dialer all
DDR is not configured.
<PPPoE.Server>display pppoe-server session summary
Total PPPoE sessions: 1
Local PPPoE sessions: 1

Ethernet interface: GE0/1 Session ID: 1

PPP index: 0x140000085 State: OPEN

Remote MAC: b238-66d3-0206 Local MAC: b224-7e8e-
0106

Service VLAN: N/A Customer VLAN: N/A

<PPPoE.Server>display pppoe-server session packet
Total PPPoE sessions: 1
Local PPPoE sessions: 1

Ethernet interface: GE0/1 Session ID: 1
InPackets: 79 OutPackets: 82
InBytes: 825 OutBytes: 875
InDrops: 0 OutDrops: 0

<PPPoE.Server>reset pppoe-server all

<PPPoE.Server>display pppoe-server session summary
<PPPoE.Server>display pppoe-server session packet

<PPPoE.Server>ping 1.1.1.2

Ping 1.1.1.2 (1.1.1.2): 56 data bytes, press CTRL_C to break

Request time out

Request time out

--- Ping statistics for 1.1.1.2 ---

3 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss
<PPPoE.Server>%Mar 31 16:39:18:830 2022 H3C PING/6/PING_STATISTICS:
Ping statistics for 1.1.1.2: 3 packet(s) transmitted, 0 packet(s) received, 100.0%
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packet loss.
FE4: PPPoE Clienth5PPPoE ServerDIP7RL X [ZxtLpingZFLET
<PPPoE.Client>ping 1.1.1.1
Ping 1.1.1.1 (1.1.1.1): 56 data bytes, press CTRL_C to break
56 bytes from 1.1.1.1: icmp_seq=0 ttI=255 time=0.000 ms
56 bytes from 1.1.1.1: icmp_seq=1 ttI=255 time=1.000 ms
56 bytes from 1.1.1.1: icmp_seq=2 ttI=255 time=1.000 ms
56 bytes from 1.1.1.1: icmp_seq=3 ttI=255 time=0.000 ms
56 bytes from 1.1.1.1: icmp_seq=4 ttI=255 time=0.000 ms

--- Ping statistics for 1.1.1.1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.400/1.000/0.490 ms
%Mar 31 16:38:37:675 2022 H3C IFNET/5/LINK_UPDOWN: Line protocol state on the
FJ[E5: PPPoE ClientCPPPOE ServeréMiEfrERALET
<PPPoE.Client>debugging pppoe-client all
<PPPoE.Client>debugging dialer all
<PPPoE.Client>display pppoe-client session summary

Bundle ID Interface VA RemoteMAC LocalMAC
State
1 1 GEO0/1 VAO b224-7e8e-0106 b238-66d3-0206
SESSION
<PPPoE.Client>display pppoe-client session packet
Bundle: 1 Interface: GEO/1
InPackets: 5 OutPackets: 4
InBytes: 230 OutBytes: 78
InDrops: O OutDrops: 0
<PPPoE.Client>display dialer
Dialer1
Dialer Route:

Dialer number:

Dialer Timers(in seconds):
Auto-dial: 60 Compete: 20 Enable: 5
Idle: O Wait-for-Carrier: 60

Total Channels: 1

Free Channels: 0
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Fig6: PPPoE ServerGPPPOE ClientE D& arERLET
<PPPoE.Server>debugging pppoe-server all
<PPPoE.Server >debugging dialer all

DDR is not configured.

<PPPoE.Server>display pppoe-server session summary
Total PPPoE sessions: 1

Local PPPoE sessions: 1

Ethernet interface: GE0/1 Session ID: 1

PPP index: 0x140000085 State: OPEN

Remote MAC: b238-66d3-0206 Local MAC: b224-7e8e-0106
Service VLAN: N/A Customer VLAN: N/A

<PPPoE.Server>display pppoe-server session packet
Total PPPoE sessions: 1
Local PPPoE sessions: 1

Ethernet interface: GE0/1 Session ID: 1
InPackets: 214 OutPackets: 217
InBytes: 3239 OutBytes: 3509
InDrops: 0 OutDrops: 0

<PPPoE.Server>ping 1.1.1.2

Ping 1.1.1.2 (1.1.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 1.1.1.2: icmp_seq=0 ttI=255 time=1.000 ms
56 bytes from 1.1.1.2: icmp_seq=1 ttI=255 time=0.000 ms
56 bytes from 1.1.1.2: icmp_seq=2 ttI=255 time=2.000 ms
56 bytes from 1.1.1.2: icmp_seq=3 ttI=255 time=1.000 ms
56 bytes from 1.1.1.2: icmp_seq=4 ttI=255 time=0.000 ms
<PPPoE.Server>
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Lab19 L2TP(LACHEIRAtE b R T E—F)

EENEEHZE
ZOTRTIIUTOILEZVET:
® [2TP DavI4JL—avEaBE/BLET,
® L[ACELNSI[ZDNVWTHEUET,
e LAC: L2TP Access Concentrator(LAC)I&. PPPEL2TPO M AIZx L TLVET .
BE (X, O—HJLISPIZEE &t f-Network Access Server(NAS) T, £IZPPP1—
YP—IZT7 VR —ERFRBLET,
LACIE. L2ZTPRU RILDIZURRA R THY LNSEYE—F R T LDMEIZH
YET, L2TPEFERAL TUE— I, RTLMNSZIELI/ M yhEAT2ILIEL.
AT SN/ YR ELNSISEELE T LINSHSRIELIz/ Ny hEhT
TILIEEERRL. hTwILIEBERR SN =/ y b EBRID ) E— M R T LIZEEL
9,
e LNS: L2TP Network Server(LNS)I&. PPPHE &K UL2TPOM AT L TLVE
TBE. IVA—TFA XX T—I LDITYOTNARTY,
LNSIZ. L2TPrY RILDEI—HDIURRA VR TY, Thild, LACIZE- TR H
YT ENBPPPEya DB IHRANTT , L2TPIE. bR ILERELT S
Z&IZ&oT, PPPEYL av D#EHAR A FENASHSLLNSICHERLET
® LAC BEIRIRF RILISDVWTEUFET,
> DE—MRTLELACHIDERIEA AV IILT Y TEGICRESNT . FEDIPR—
ADEFICTHENTEET,
> L2TPtyiavId, L2TPrURILAREIL SN ERICHEIISNET , RIZ, LACE
LNSHAEFNEFNPPPOESSA 7 EPPPOEH—/N\—&L TEIEL. PPPARIY T —
2avERTLET,
>  LNSIE, YE—F RTATIEIHLLACIZTSAR—MPPRLREEIY S TEY,
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b —IK

10.2.0.216  10.2.0.1/16 3.3.3.1/24 ——--_333.2124 10.1.0.1/16 ,,_1_0_'1_'9;2”6
T *\\ " Internet N ‘,’/ \\
L EJ‘E_DMLANGEJI’Q J r:"GEJJM GE_OM\ GE_0/2 rr' GE_0/1 \
Remote st 1020016 ¢ {1} L2TP Tunnel {1 ,' LNS \|—{-Gomorsts L pt |}
W, NI N Corporate  /
e e ~~._10.1.0.0116 -~
21 EERYT—Y
b b oy
AEERICHELG EGEH A o _ )
L N—3ay HE HELEE
EREELUEETILES
MSR36-20 Version7.1 2 sl
PC Windows 7 2 L
TIRD =0 —T L D&k -- 2 sl

EEFIE
BAY1:LNSEDL2TP U R ILELACE BIBAIRE—F THEIL Y D RIICLACERELFET
Flg1:PCEL—E—Fr—T L THRT S
B2 1D &SI —E3—EPCRIDT—T L EHEHELET .
LAC.LNSOEEEN T IHILETHAHZ LEHEEITT S [Ireset saved-
configurationa YR TT 74DV T4FaL—av~RLET,
<LAC>reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N].y
Configuration file in flash: is being cleared.
Please wait ...
Configuration file is cleared.
<LAC>reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!
Current configuration may be lost after the reboot, save current configuration?
[Y/N]:n
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Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):y

#£2-1IP7RLREYHTRF—T

FIE2:PCEIL—F—[CZIPPRLRETHAULET

ZE A3—Dx4RX | IPPRLR Y gl vk 2
Remote host 10.2.0.2/16 10.2.0.1
Corporate LAN_PC 10.1.0.2/16 10.1.01
GO0/1 3.3.3.1/24 -
NAC
G0/2 10.2.0.1/16
GO0/1 3.3.3.2/24 -
LNS
G0/2 10.1.0.1/16

FIE3:LNSZIV I4Fal—aVLET

A A—DIAADIPTRLRAZHRELET (GEHIZABLET),

#vpdnuserEWSZRIDO—A)L 1—H—ZERL. NRT—FERFELT, PPPY—E

RAEERILFETS,

<LNS> system-view

[LNS] local-user vpdnuser class network

[LNS-luser-network-vpdnuser] password simple Hello

[LNS-luser-network-vpdnuser] service-type ppp

[LNS-luser-network-vpdnuser] quit

#Create Virtual-Template 1[ZIP7RLRZEIY BT, PPPRRAIE—FZRDKSITIEE

ERA

PAPZ{ERL. IP7FLX192.168.0.10%PPPA—H—IZEIY K TET,

[LNS] interface virtual-template 1

[LNS-virtual-template1] ip address 192.168.0.1 24

[LNS-virtual-template1] ppp authentication-mode pap
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[LNS-virtual-template1] remote address 192.168.0.10
[LNS-virtual-template1] quit

#ISPR AUV AT LTPPPA—H—DO—ALRBEHRELET .
[LNS] domain system

[LNS-isp-system] authentication ppp local

[LNS-isp-system] quit

#L2TPZEA R —T JLIZL, LNSE—FTL2TPY IL—T1&#ERLET,
[LNS] I2tp enable

[LNS] I2tp-group 1 mode Ins

#O—NILE U RIILBZELNSELTEREL. LACH LD RV T ERERIE
9 BVirtual-Template 1Z238ELET

[LNS-I12tp1] tunnel name LNS

[LNS-I12tp1] allow 12tp virtual-template 1 remote LAC
#hURIVEREEE A R —TJLIZL, BREEF—%aabbccE L TERELET .
[LNS-I12tp1] tunnel authentication

[LNS-I12tp1] tunnel password simple aabbcc

[LNS-I2tp1] quit

#R YRRV T TRLZH1192.168.0.10(LNSASLACO Virtual-PPP 1(ZEIY 1 T3
IPPRLR)DRET 499 I —bERFEL T, PPPA—H—5ETD/ 7 yAL2TPH
URIVEBTEESNASFIICLET,

[LNS] ip route-static 10.2.0.0 16 192.168.0.10
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FlE4:LACEOV T4Fal—2aV LET
HAVBZ—DTIAADIPTRLAZRELE T (FHITARE),
#L2TPZEAR—T ILICLET,
<LAC> system-view
[LAC] I2tp enable
#L2TPY IL—T1ELACE—FTHERLET,

[LAC] I2tp-group 1 mode lac

HO—HILRD RILLELACELTEHREL, FURILET(LNS)DIPZRLRAEIEELET,
[LAC-I2tp1] tunnel name LAC

[LAC-I2tp1] Ins-ip 3.3.3.2

#h U RIVEREEE A R —TJLIZL, BREEF—%aabbccE L TERELET

[LAC-I2tp1] tunnel authentication

[LAC-I2tp1] tunnel password simple aabbcc

[LAC-2tp1] quit

#Virtual-PPP 1Z4Ef L. 1—H—%& &£/ X T—K%vpdnuser&Hello& 258 EL .. PPP
PEEIZPAPEFELVETD,

[LAC] interface virtual-ppp 1

[LAC-Virtual-PPP1] ip address ppp-negotiate

[LAC-Virtual-PPP1] ppp pap local-user vpdnuser password simple Hello
[LAC-Virtual-PPP1] quit

HEERIRT =D TD/INTISPL2TPR U RIILEN L TERESN S KT RET 1
VIIWN—FERELET

[LAC] ip route-static 10.1.0.0 16 virtual-ppp 1
#LACER)H—LT.LNSEDL2TPr U RIILEFEIILET

[LAC] interface virtual-ppp 1
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[LAC-Virtual-PPP1] 12tp-auto-client 12tp-group 1
FIE5:)E—FRART,LACEZ —hOTAELTHEELET
FIE6 : 3% E DFEEER

#LNST. display L2TP sessionav > F&#FEAL T, I SN L2TPyaviak
~LET,

[LNS] 12tp
display session

LocalSID RemoteSI LocalTl State
D D

21409 3395 4501 Establishe
d

#LNST. BEILSNTL2TPh RILEFR TR T BHIZIE. display L2TP tunnela< >R Z{E
RALET,

[LNS] display tunnel

12tp

LocalTID State Sessions RemotePort
RemoteTID RemoteAddress RemoteName

4501524 Established13.3.3.11701LAC

#LNS T, LACBID T ZAR—b Ry T—ITFRLRT#$H%510.2.0.11ZpingTESH L%
HERLET, Tl 10.2.0.0/16 LDHRAFE10.1.0.0/16 EDRASHL2TPRY R )L
ZNLTHEICBIETESZLERLEY,

[LNS] ping -a 10.1.0.1 10.2.0.1

Ping 10.2.0.1 (10.2.0.1): 56 data bytes, press CTRL_C to break
56 bytes from 10.2.0.1: icmp_seq=0 ttI=128 time=1.000 ms

56 bytes from 10.2.0.1: icmp_seq=1 ttI=128 time=1.000 ms

56 bytes from 10.2.0.1: icmp_seq=2 ttI=128 time=1.000 ms

56 bytes from 10.2.0.1: icmp_seq=3 ttI=128 time=1.000 ms
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56 bytes from 10.2.0.1: icmp_seq=4 ttI=128 time=1.000 ms
--- Ping statistics for 10.2.0.1 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0%
packet loss round-trip min/avg/max/std-dev =
1.000/1.000/1.000/0.000 ms
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Lab20 IPsecVPNDEEE

== 3151 o il
EERNARLHE
COISRTIEUTDIEEZUVET:
® |Psec TIKE AMVE—F, BT AERBIEAREETBLET,
® |Psec TIKET7YJ Ly JE—F, FRiXERIPIEARZTEELET,

I —IK

IPsecVPN
1.1.1.1/24 r,r’/'|.1.1.2:"24 2.2.2.2/24 \‘\.. 2.2.21/24
@ GE_0r1 ' GE_0/1 @ GE_0/2 . GE_0/1 @
S //

RTA 192.168.1.1/24 H"m____L_‘ SWA _—.;___,a’ 192.168.2.1/24 RTEE o

GE_0/0 9o IFE L AZL—

GE_0/1 GE_0M
@ 192.168.1.2/24 192.153.2.2.*24@
PCA PCB

4.1 RERYLT—Y

== SIS U
EEEKE
AREBRCHERFEREHM . )
‘ R—vay | #E HEEHIE
EREBLAIEETILES
MSR36-20 Version7.1 2 JL—A—
S5820V2 Version7.1 1 AAYF
PC Windows 7 2 RAR
YT =07 —T )L DS - 4 ARL—N7r—T L

XEFIR

BRI FNEFNDEEIZIPTRLRZERTET D
CHDEETIIRTAERTBREIIKERREEIZ & BIPsech RILDIESEFEE D KSIZT B E T

219



LET. ZLT. EDKIITTT—R1TASUE—REFEL, BRIH AR EITIIKEE
BETEIMNERLET,
FIE1:EWPCIZIPPRFLA 7 —bIDIATRLRZEET S
PC. JL—3—, ZELTRAYFER4- 1D LOITHKGELET . TL T, A/ YFIZILVLAN 2
Z4ERL. VLAN 2IZGE1/0/2ZBmMLET
[H3C]vlan 2
[H3C-vlan2]port gi
[H3C-vlan2]port GigabitEthernet 1/0/2
[H3C-vlan2]quit
TFRLAB LU T IAHINT —F A XRI- 1K HO>TEELEFT . RTAZPCAD T 7+
IWNTF =2/, RTBEPCBD T 74 ILNF— bz AT ELET
K31 IP7FLREIYHT

XE AB8—Tx4R | IPPRLR e Sk 2
G0/0 192.168.1.1/24 -
RTA
GO0/1 1.1.1.1/24 -
G0/0 192.168.2.1/24 -
RTB
GO0/1 2.2.2.1/24 -
VLAN 1 1.1.1.2/24
SWA
VLAN 2 2.2.2.2/24
PCA 192.168.1.2/24 192.168.1.1/24
PCB 192.168.2.2/24 192.168.2.1/24

Flg2: L—F12 T TORINEERET S
RTA, RTB, SWAIZLLFD&LSIZOSPFEERELET,
[RTA-ospf-1]area 0
[RTA-ospf-1-area-0.0.0.0]network 1.1.1.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit
[RTA-ospf-1]quit

[SWA]ospf 1

[SWA-ospf-1]area 0
[SWA-ospf-1-area-0.0.0.0]network 1.1.1.0 0.0.0.255
[SWA-ospf-1-area-0.0.0.0]network 2.2.2.0 0.0.0.255
[SWA-ospf-1-area-0.0.0.0]quit

[SWA-ospf-1]quit
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[RTBJospf 1

[RTB-ospf-1]area 0
[RTB-ospf-1-area-0.0.0.0]network 2.2.2.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit

[RTB-ospf-1]quit

FRDOKSIZEHRTEER. SWAEAERYRT—HFIZIaL—FLTWT, ARV T—S
IL—FDHREFELTVET , TNIEHTRYR192.168.1.0/24£192.168.2.0/24~D )L

—rEHSTWER A HELSIE. OSPFIY7PCALPCBIZiEEEN TINS L—8—
AVBITT—AANDIL—FEEATNERA,

BIL—B—TYE—FTFAR—FRYNT—IADRET 49 IL—FEL T D LS55
ELET,

[RTAip route-static 192.168.2.0 255.255.255.0 1.1.1.2

[RTB]ip route-static 192.168.1.0 255.255.255.0 2.2.2.2

FEREERTH.RTA, RTB, SWADIL—T12 9 T—TIVERRLET,
[RTA]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.0/24 Direct 0 O 1.1.11 GEO0/1
1.1.1.0/32 Direct 0 O 1.1.11 GEO0/1
1.1.1.1/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.255/32 Direct 0 O 1.1.11 GEO0/1
2.2.2.0/24 O_INTRA10 2 1.1.1.2 GEO0/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.0/24 Direct 0 O 192.168.1.1 GEO0/0
192.168.1.0/32 Direct 0 O 192.168.1.1 GEO0/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.255/32 Direct 0 O 192.168.1.1 GEO0/0
192.168.2.0/24 Static 60 O 1.1.1.2 GEO0/1
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224.0.0.0/4 Direct 0 O
224.0.0.0/24 Direct 0 O
255.255.255.255/32 Direct 0 O
<SWA>display ip routing-table
Destinations : 16 Routes : 16
Destination/Mask  Proto  Pre Cost
0.0.0.0/32 Direct 0 O
1.1.1.0/24 Direct 0 O
1.1.1.0/32 Direct 0 O
1.1.1.2/32 Direct 0 O
1.1.1.255/32 Direct 0 O
2.2.2.0/24 Direct 0 O
2.2.2.0/32 Direct 0 O
2.2.2.2/32 Direct 0 O
2.2.2.255/32 Direct 0 O
127.0.0.0/8 Direct 0 O
127.0.0.0/32 Direct 0 O
127.0.0.1/32 Direct 0 O
127.255.255.255/32 Direct 0 O
224.0.0.0/4 Direct 0 O
224.0.0.0/24 Direct 0 O
255.255.255.255/32 Direct 0 O
[RTB]display ip routing-table
Destinations : 18 Routes : 18
Destination/Mask  Proto  Pre Cost
0.0.0.0/32 Direct 0 O
1.1.1.0/24 O_INTRA10 2
2.2.2.0/24 Direct 0 O
2.2.2.0/32 Direct 0 O
2.2.2.1/32 Direct 0 O
2.2.2.255/32 Direct 0 O
127.0.0.0/8 Direct 0 O
127.0.0.0/32 Direct 0 O
127.0.0.1/32 Direct 0 O
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0.0.0.0
0.0.0.0
127.0.0.1

NextHop
127.0.0.1
1.1.1.2
1.1.1.2
127.0.0.1
1.1.1.2
2222
2222
127.0.0.1
2222
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
0.0.0.0
0.0.0.0
127.0.0.1

NextHop
127.0.0.1
2222
2221
2221
127.0.0.1
2221
127.0.0.1
127.0.0.1
127.0.0.1

NULLO
NULLO
InLoop0

Interface

InLoopO
Vian1
Vian1
InLoopO
Vian1
Vian2
Vian2
InLoop0
Vian2
InLoop0
InLoop0
InLoop0
InLoop0
NULLO
NULLO
InLoop0

Interface
InLoopO

GEO0/1
GEO0/1
GEO0/1
InLoop0
GEO0/1
InLoopO
InLoopO
InLoopO



127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.0/24 Static 60 O 2222 GEO0/1
192.168.2.0/24 Direct 0 O 192.168.2.1 GEO0/0
192.168.2.0/32 Direct 0 O 192.168.2.1 GEO0/0
192.168.2.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.2.255/32 Direct 0 O 192.168.2.1 GEO0/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

CDHERIE. SWAD I —T 42T T—TIIVIZIETZAR—bRYLT—OADIJL— 5t
DTLRENIEERLTWVEY,

LD &SI, PCALPCBREID EHEHRLET .

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request time out

CDFERIE. PCAIXPCBIZping TELRWLIEERLTVET . COERDERIZSWAN
PCBADIIL—FEHFH>TLVGELASTY,

FIE3: IKETAR—FILEHEET D
[RTAlike proposal 1
[RTA-ike-proposal-1]Jauthentication-method pre-share
[RTA-ike-proposal-1]authentication-algorithm md5
[RTA-ike-proposal-1]encryption-algorithm 3des-cbc
[RTA-ike-proposal-1]quit

[RTB]ike proposal 1
[RTB-ike-proposal-1]Jauthentication-method pre-share
[RTB-ike-proposal-1]authentication-algorithm md5
[RTB-ike-proposal-1]encryption-algorithm 3des-cbc
[RTB-ike-proposal-1]quit
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F|I§4 : IKE keychainZ&E 3 %
[RTAJike keychain keychain1
[RTA-ike-keychain-keychain1]pre-shared-key address 2.2.2.1 255.255.255.0 key
sim
ple h3c
[RTA-ike-keychain-keychain1]quit

[RTB]ike keychain keychain1
[RTB-ike-keychain-keychain1]pre-shared-key address 1.1.1.1 255.255.255.0 key
sim
ple h3c
[RTB-ike-keychain-keychain1]quit

F|IE5: IKE profileZ%E 9 5
Pre-shared key#{#5
[RTAJike profile profile1
[RTA-ike-profile-profile1]local-identity address 1.1.1.1
[RTA-ike-profile-profile1]match remote identity address 2.2.2.1 255.255.255.0
[RTA-ike-profile-profile1]lkeychain keychain1
[RTA-ike-profile-profile1]proposal 1
[RTA-ike-profile-profile1]quit

[RTB]Jike profile profile1

[RTB-ike-profile-profile1]local-identity address 2.2.2.1
[RTB-ike-profile-profile1Jmatch remote identity address 1.1.1.1 255.255.255.0
[RTB-ike-profile-profile1]lkeychain keychain1
[RTB-ike-profile-profile1]proposal 1

[RTB-ike-profile-profile1]quit

FE6:ACLZERTET S
AIL—2—HHYTRYR192.168.1.0/24£192.168.2.0/24 L DS DS T4 v ER# T
EBELS5ICACLEERELET .

[RTA]Jacl advanced 3000

[RTA-acl-ipv4-adv-3000]rule 0 permit ip source 192.168.1.0 0.0.0.255 destination
192.168.2.0 0.0.0.255

[RTA-acl-ipv4-adv-3000]quit
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[RTBJacl advanced 3000

[RTB-acl-ipv4-adv-3000]rule 0 permit ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

[RTB-acl-ipv4-adv-3000]quit

F|IE7 : IPsec proposalZ&Ed %
[RTAJipsec transform-set trans1
[RTA-ipsec-transform-set-trans1]esp authentication-algorithm sha1
[RTA-ipsec-transform-set-trans1]esp encryption-algorithm aes-cbc-128
[RTA-ipsec-transform-set-trans1]quit

[RTB]Jipsec transform-set trans1
[RTB-ipsec-transform-set-trans1]esp authentication-algorithm sha1
[RTB-ipsec-transform-set-trans1]esp encryption-algorithm aes-cbc-128
[RTB-ipsec-transform-set-trans1]quit

F)IE8: IPsec policy D% 7 &5#
MIL—32—IZELVT, IPsec policy DERTE LM IET DR B LIEHRINTLSYIBAIL 52D
I—RIZENFERT S,
[RTAlipsec policy policy1 1 isakmp
[RTA-ipsec-policy-isakmp-policy1-1]remote-address 2.2.2.1
[RTA-ipsec-policy-isakmp-policy1-1]security acl 3000
[RTA-ipsec-policy-isakmp-policy1-1]transform-set trans1
[RTA-ipsec-policy-isakmp-policy1-1]ike-profile profile1
[RTA-ipsec-policy-isakmp-policy1-1]quit
[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ipsec apply policy policy1
[RTA-GigabitEthernet0/1]quit

[RTB]ipsec policy policy1 1 isakmp
RTB-ipsec-policy-isakmp-policy1-1]Jremote-address 1.1.1.1
RTB-ipsec-policy-isakmp-policy1-1]security acl 3000
[RTB-ipsec-policy-isakmp-policy1-1]transform-set trans1
[RTB-ipsec-policy-isakmp-policy1-1]ike-profile profile1
[RTB-ipsec-policy-isakmp-policy1-1]quit

[RTB]Jinterface GigabitEthernet 0/1
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[RTB-GigabitEthernet0/1]ipsec apply policy policy1

[RTB-GigabitEthernet0/1]quit

FIR9:BREZHRT D
[RTA]display ike proposal

Priority Authentication Authentication Encryption Diffie-Hellman Duration

algorithm group

method algorithm
(seconds)
1 PRE-SHARED-KEY MD5
86400

default PRE-SHARED-KEY SHA1
86400

[RTA]display ipsec transform-set
IPsec transform set: trans1
State: complete
Encapsulation mode: tunnel
ESN: Disabled
PFS:
Transform: ESP
ESP protocol:
Integrity: SHA1
Encryption: AES-CBC-128

[RTA]display ipsec policy

IPsec Policy: policy1
Interface: GigabitEthernet0/1

Sequence number: 1
Mode: ISAKMP

Traffic Flow Confidentiality: Disabled

226

3DES-CBC Group 1

DES-CBC Group 1



Security data flow: 3000

Selector mode: standard

Local address:

Remote address: 2.2.2.1

Transform set: tran1

IKE profile: profile1

IKEv2 profile:

SA duration(time based): 3600 seconds

SA duration(traffic based): 1843200 kilobytes

SA idle time:

[RTB]display ike proposal

Priority Authentication Authentication Encryption Diffie-Hellman Duration

algorithm group

method algorithm
(seconds)
1 PRE-SHARED-KEY MD5
86400

default PRE-SHARED-KEY SHA1
86400
[RTB]display ipsec transform-set
IPsec transform set: trans1
State: complete
Encapsulation mode: tunnel
ESN: Disabled
PFS:
Transform: ESP
ESP protocol:
Integrity: SHA1
Encryption: AES-CBC-128

[RTB]display ipsec policy

IPsec Policy: policy1
Interface: GigabitEthernet0/1
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Sequence number: 1
Mode: ISAKMP

Traffic Flow Confidentiality: Disabled
Security data flow: 3000

Selector mode: standard

Local address:

Remote address: 1.1.1.1

Transform set: trans1

IKE profile: profile1

IKEvV2 profile:

SA duration(time based): 3600 seconds
SA duration(traffic based): 1843200 kilobytes
SA idle time:

FIE10: Fo RV FEIL SN TOTIHREL TV SN EHERTD
PCAMBSPCBIZpingL CHEPCRDEREERELET
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out
56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=2.000 ms
56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=9.000 ms
56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=2.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=4.000 ms

H AL RPDICMPIO—ERMNFA LT INMIEY DT RTOERIZZALT Y
FLGEDDT=CEERLTVEY . BRIIDERDZIALT 7T HAITICIPsec SAsHEA
TEGM 128 RUDERIFEESNFEL, RHDVIIAMIKERT S T—2
A ER)A—L. RIZFHEEINBIPsec SAsHHEESN ., BEDITRTDYI IR
IPsech> RILENLTIESEICERIESNFELT =,

RTALRTBDIPsectIKEFE R ERRLET
<RTA>display ike sa
<RTA>display ike sa
Connection-ID  Remote Flag DOl
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2 2221 RD IPsec
Flags:
RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTA>display ike sa verbose
<RTA>display ike sa verbose

Connection ID: 2

Outside VPN:

Inside VPN:

Profile: profile1
Transmitting entity: Initiator

Local IP: 1.1.1.1
Local ID type: IPV4_ADDR
Local ID: 1.1.1.1

Remote IP;: 2.2.2.1
Remote ID type: IPV4_ADDR
Remote ID: 2.2.2.1

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 85632
Exchange-mode: Main
Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled
Assigned IP address:

<RTA>display ipsec sa
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<RTA>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policy1
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 1.1.1.1
remote address: 2.2.2.1
Flow:
sour addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2415685184 (0x8ffc6e40)
Connection ID: 12884901889
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2777
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active
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[Outbound ESP SAs]
SPI: 3646540216 (0xd959c9b8)
Connection ID: 12884901888
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2777
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: Active

<RTB>display ike sa
<RTB>display ike sa

Connection-ID  Remote Flag DOl
2 1.1.1.1 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTB>display ike sa verbose
<RTB>display ike sa verbose

Connection ID: 2

Outside VPN:

Inside VPN:

Profile: profile1

Transmitting entity: Responder

Local IP: 2.2.2.1
Local ID type: IPV4_ADDR
Local ID: 2.2.2.1

Remote IP: 1.1.1.1
Remote ID type: IPV4_ADDR
Remote ID: 1.1.1.1

Authentication-method: PRE-SHARED-KEY
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Authentication-algorithm: MD$S
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 85506
Exchange-mode: Main
Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled
Assigned IP address:

<RTB>display ipsec sa
<RTB>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policy1
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip
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[Inbound ESP SAs]
SPI: 1971329230 (0x758018ce)
Connection ID: 4294967296
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2592
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 316893198 (0x12e3680e)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2592
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: Active

IPsec policy: policy1
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0

Encapsulation mode: tunnel

Perfect Forward Secrecy:

Inside VPN:

Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428

Tunnel:
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local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3646540216 (0xd959c9b8)
Connection ID: 4294967298
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2677
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 2415685184 (0x8ffc6e40)
Connection ID: 4294967299
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2677
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: Active

HAIE, BiFSNBDISAKMP SAEIOsec SASH T R THEIML SNF=ZEERLTLET,
RTAD A2 1\ RSADSPIEIRTBD 77/ A FSADSPIE—FL. RTADO T+
INOURSADSPIEIRTAD AN RSADSPIE—EILES, SAslE. BLCEREE7IL
OVXLEBEETILTVXLEFERALET,

FIE11:1PsecDEMEZEEIRT D
FET B2 TDIPsec SALISAKMP SAZY) T %,
<RTA>reset ike sa
<RTA>reset ipsec sa
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<RTB>reset ike sa
<RTB>reset ipsec sa

TINVTE/MILET,

<RTA>terminal monitor

The current terminal is enabled to display logs.
<RTA>terminal debugging

The current terminal is enabled to display debugging logs.
<RTA>debugging ike packet

<RTA>debugging ipsec packet

IPsech > R ILETEL T H1=8DIZPCAMSPCB~pingLEY .

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out

56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=2.000 ms

56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=9.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=2.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=4.000 ms

TINVFRDJERHERL, 2LET
<RTA>*Dec 27 10:59:36:781 2021 RTA IPSEC/7/PACKET:
Failed to find SA by SP, SP Index = 0, SP Convert-Seq = 65536.
*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500

Encryption algorithm is 3DES-CBC.
*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500

Hash algorithm is HMAC-MD5.
*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500

DH group 1.
*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500

Authentication method is Pre-shared key.
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*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Lifetime type is in seconds.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Life duration is 86400.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct transform payload for transform 1.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Constructed SA payload.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T rfc3947 vendor ID payload.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T draft3 vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T draft2 vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T draft1 vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct XAUTH drafté vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

2.2.2.1/500

vrif =0, src=1.1.

vrif =0, src=1.1.

vrf =0, src =1.1.

vrf =0, src =1.1.

vrf =0, src =1.1.

vrf =0, src =1.1.

vrif=0,src=1.1.

vif=0,src=1.1.

vif=0,src=1.1.

vrif=0,src=1.1.

Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.

2.2.2.1/500

I-Cookie: d5f7180aa563cf61
R-Cookie: 0000000000000000
next payload: SA
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version: ISAKMP Version 1.0

exchange mode: Main

flags:

message ID: 0

length: 176
*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500
Sending an IPv4 packet.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500
Received packet from 2.2.2.1 source port 500 destination port 500.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

I-Cookie: d5f7180aa563cf61

R-Cookie: 535bbbeaca951ab0

next payload: SA

version: ISAKMP Version 1.0

exchange mode: Main

flags:

message ID: 0

length: 116
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
Received ISAKMP Security Association Payload.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
Received ISAKMP Vendor ID Payload.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
Received ISAKMP Vendor ID Payload.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
Process SA payload.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
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Check ISAKMP transform 1.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Encryption algorithm is 3DES-CBC.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
HASH algorithm is HMAC-MD5.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
DH group is 1.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Authentication method is Pre-shared key.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Lifetime type is 1.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Life duration is 86400.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Attributes is acceptable.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Process vendor ID payload.

*Dec 27 10:59:36:788 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct KE payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NONCE payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-D payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET:

2.2.2.1/500
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Construct DPD vendor ID payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

I-Cookie: d5f7180aa563cf61
R-Cookie: 535bbbeaca951ab0
next payload: KE

version: ISAKMP Version 1.0
exchange mode: Main

flags:

message ID: 0

length: 208

BR92:IPsec+lIKE7 ST Ly TE—RZERELET
CDFHREARYTIE, IKERT L IT—23 &ML TRTAERTBO M IZIPsech R ILEFE
MTEAEE. IJ—RITT7I LY T E—REFERTAISICIKEZER T 5 HEE TR
Li‘a-o

IPsecVPN(PH Ly JE-F)

— .
- —
- —

_-VLAN1 VLAN2 ~~_

S4+390IP 1412124 232224 N 2221124
@ GE_01 \ GE_0/1 I@' GE_0/2 Jj GE_0/1 @
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RIA 10216844124 - WA 7 0216821124 RTE,
GE_0/0 ATIEE L AZL—
GE_0M GE_0M1
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FIB1:IPPRLREERET S
FK3I-BITKSICIPTRLRZEIYETES , PCADT IAILNT—bz4ELTRTA, ZL
TPCBDT 74T —h T A%ERTBERELET

%3-3 IP7RLREIY LT
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G0/0 192.168.1.1/24 -
RTA FAFIVIIZIPTE

G0/ .

L RZ#EG

G0/0 192.168.2.1/24 -
RTB

G0/ 2.2.2.1/24 -

VLAN 1 1.1.1.2/24
SWA

VLAN 2 2.2.2.2/24
PCA 192.168.1.2/24 192.168.1.1/24
PCB 192.168.2.2/24 192.168.2.1/24

FIE2: £TDIPsectIKEDIAY T4 X aL—avE I TLET
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]undo ipsec apply policy
[RTA-GigabitEthernet0/1]quit

[RTA]Jundo ipsec policy policy1

[RTAJundo ipsec transform-set trans1

[RTA]Jundo ike profile profile1

[RTA]Jundo ike keychain keychain1

[RTAJundo ike proposal 1

[RTAJundo acl advanced 3000

RTBDIPseckIKERRE DY) I ELITU R IERTAR .
[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]undo ipsec apply policy
[RTB-GigabitEthernet0/1]quit

[RTB]Jundo ipsec policy policy1

[RTB]Jundo ipsec transform-set trans1

[RTB]Jundo ike profile profile1

[RTB]Jundo ike keychain keychain1

[RTB]Jundo ike proposal 1

[RTBJundo acl advanced 3000

FIE3: AHEDRYNT—1EGERELFET

[SWA]dhcp enable

[SWA]dhcp server ip-pool 1

[SWA-dhcp-pool-1]network 1.1.1.0 mask 255.255.255.0
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[SWA-dhcp-pool-1]gateway-list 1.1.1.2
[SWA-dhcp-pool-1]quit

[RTAJundo ospf 1

Undo OSPF process? [Y/N]:y

[RTA]Jundo ip route-static 192.168.2.0 255.255.255.0
[RTAlinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address dhcp-alloc
[RTA-GigabitEthernet0/1]quit

RTAD I —T1 T EHRERRLET . COBRIIRTANIPTRLRET I ILML—MEER
BLTWAIEEZRLTLET,
[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/0 Static 70 O 1.1.1.2 GEO0/M
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.0/24 Direct 0 O 1.1.11 GEO0/1
1.1.1.0/32 Direct 0 O 1.1.11 GEO0/1
1.1.1.1/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.255/32 Direct 0 O 1.1.11 GEO0/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.0/24 Direct 0 O 192.168.1.1 GEO0/0
192.168.1.0/32 Direct 0 O 192.168.1.1 GEO0/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.255/32 Direct 0 0 192.168.1.1 GEO0/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0

PCAMSPCBApPINgLET , PCAAMIE T SAR—r Ry rT—IAD IL—REH>TULVEL
=8 . PCBAMDpingld TEFEH A,
<PCA>ping 192.168.2.2
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Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out

Request time out

Request time out

Request time out

Request time out

F g4 : IKE ProposalzZs%ELE I

[RTAlike proposal 1
[RTA-ike-proposal-1]Jauthentication-method pre-share
[RTA-ike-proposal-1]authentication-algorithm md5
[RTA-ike-proposal-1]encryption-algorithm 3des-cbc
[RTA-ike-proposal-1]quit

[RTB]ike proposal 1
[RTB-ike-proposal-1]Jauthentication-method pre-share
[RTB-ike-proposal-1]Jauthentication-algorithm md5
[RTB-ike-proposal-1]encryption-algorithm 3des-cbc
[RTB-ike-proposal-1]quit

F)E5: IKE identifyZ R ELEYT

[RTA]Jike identity fqdn rta

[RTB]ike identity fqdn rtb

F[E6: IKE keychainZ s ELEY

[RTAJike keychain keychain1
[RTA-ike-keychain-keychain1]pre-shared-key address 2.2.2.1 255.255.255.0 key sim
ple h3c

[RTA-ike-keychain-keychain1]quit

[RTB]ike keychain keychain1
[RTB-ike-keychain-keychain1]pre-shared-key hostname rta key simple h3c
[RTB-ike-keychain-keychain1]quit

FIE7: IKE ProfileZxELEY

[RTAlike profile profile1

[RTA-ike-profile-profile 1]lexchange-mode aggressive
[RTA-ike-profile-profile1Jmatch remote identity fqdn rtb
[RTA-ike-profile-profile 1]keychain keychain1
[RTA-ike-profile-profile1]proposal 1
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[RTA-ike-profile-profile1]quit

[RTBJike profile profile1

[RTB-ike-profile-profile1]Jexchange-mode aggressive

[RTB-ike-profile-profile1]match remote identity fqdn rta

[RTB-ike-profile-profile1]lkeychain keychain1

[RTB-ike-profile-profile1]proposal 1

[RTB-ike-profile-profile1]quit

FIE8:ACLEZERELET

[RTA]acl advanced 3000

[RTA-acl-ipv4-adv-3000]rule O permit ip source 192.168.1.0 0.0.0.255 destination
192.168.2.0 0.0.0.255

[RTA-acl-ipv4-adv-3000]quit

[RTB]acl advanced 3000

[RTB-acl-ipv4-adv-3000]rule O permit ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

[RTB-acl-ipv4-adv-3000]quit

F|IE9: IPsec ProposalZsZ ELET

[RTAlipsec transform-set trans1

[RTA-ipsec-transform-set-trans1]esp authentication-algorithm sha1
[RTA-ipsec-transform-set-trans1]esp encryption-algorithm aes-cbc-128
[RTA-ipsec-transform-set-trans1]quit

[RTB]Jipsec transform-set trans1

[RTB-ipsec-transform-set-trans1]esp authentication-algorithm sha1
[RTB-ipsec-transform-set-trans1]esp encryption-algorithm aes-cbc-128
[RTB-ipsec-transform-set-trans1]quit

FIE10:IPsec Policyz= s EL CEALEY

i1 D JIL—S—TIPsec PolicyZ & EL . TN EBET S REITEREIN TSI 27—
ANBEALET,

[RTAJipsec policy policy1 1 isakmp
[RTA-ipsec-policy-isakmp-policy1-1]remote-address 2.2.2.1
[RTA-ipsec-policy-isakmp-policy1-1]security acl 3000
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[RTA-ipsec-policy-isakmp-policy1-1]transform-set trans1
[RTA-ipsec-policy-isakmp-policy1-1]ike-profile profile1
[RTA-ipsec-policy-isakmp-policy1-1]quit

[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ipsec apply policy policy1
[RTA-GigabitEthernet0/1]quit

HEZHEELTORTBIE, MABIDIPTRLRERGTELG =D, ToTL—ELTHERT
DLENHYET,
[RTBJipsec policy-template template1 1
[RTB-ipsec-policy-template-template1-1]security acl 3000
[RTB-ipsec-policy-template-template1-1]transform-set trans1
[RTB-ipsec-policy-template-template1-1]ike-profile profile1
[RTB-ipsec-policy-template-template1-1]quit
[RTBJipsec policy policy1 1 isakmp template template1
[RTB]Jinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ipsec apply policy policy1
[RTB-GigabitEthernet0/1]quit
FIE11 REEHEZELES
RTALRTBTdisplayav U R &#FE LR EFERERRTLET
<RTA>display ike proposal

Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group (seconds)
1 PRE-SHARED-KEY MD5 3DES-CBC Group 1
86400
default PRE-SHARED-KEY SHA1 DES-CBC Group 1
86400

<RTA>display ipsec transform-set
IPsec transform set: trans1
State: complete
Encapsulation mode: tunnel
ESN: Disabled
PFS:
Transform: ESP
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ESP protocol:
Integrity: SHA1
Encryption: AES-CBC-128

<RTA>display ipsec policy

IPsec Policy: policy1
Interface: GigabitEthernet0/1

Sequence number: 1
Mode: ISAKMP

Traffic Flow Confidentiality: Disabled
Security data flow: 3000

Selector mode: standard

Local address:

Remote address: 2.2.2.1

Transform set: trans1

IKE profile: profile1

IKEv2 profile:

SA duration(time based): 3600 seconds
SA duration(traffic based): 1843200 kilobytes
SA idle time:

[RTB]display ike proposal
Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group (seconds)
1 PRE-SHARED-KEY MD5 3DES-CBC Group 1
86400
default PRE-SHARED-KEY SHA1 DES-CBC Group 1
86400

[RTB]display ipsec policy-template
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IPsec Policy Template: template1

Sequence number: 1

Traffic Flow Confidentiality: Disabled
Security data flow : 3000

Selector mode: standard

Local address:

IKE profile: profile1

IKEvV2 profile:

Remote address:

Transform set: trans1

IPsec SA local duration(time based):
IPsec SA local duration(traffic based):
SA idle time:

[RTB]display ipsec policy

IPsec Policy: policy1
Interface: GigabitEthernet0/1

Sequence number: 1
Mode: Template

Policy template name: template1
FIE12: b RILDFEIL SN TV TRBL TV SO EHERALET
PCAMBSPCBIZpingL Tl A DPCRIDER M EHRALET,
<PCA>ping 192.168.2.2
Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out
56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=2.000 ms
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56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=1.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=1.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=1.000 ms

HAK REDICMPIO—ERNFA LT IMNIGY DT RTOEKRITZSA LTI

Bho=lEERLTVET, RIDIYIIAMEA LT INT BH1IZIPsec SAsHFI AT
EEMOT-2DTT ., RYDERIEIHESIN, BHRDIT N TOEKRILIPsechoRILENL
THREICEESNEL,

RTAERTB®DIPsectIKERE#RERRLET
<RTA>display ike sa

Connection-ID  Remote Flag DOl
2 2.2.21 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTA>display ike sa verbose

Connection ID: 2

Outside VPN:

Inside VPN:

Profile: profile1
Transmitting entity: Initiator

Local IP: 1.1.1.1
Local ID type: FQDN
Local ID: rta

Remote IP: 2.2.2.1
Remote ID type: FQDN
Remote ID: rtb

Authentication-method: PRE-SHARED-KEY

Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC
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Life duration(sec): 86400

Remaining key duration(sec): 86080

Exchange-mode: Aggressive

Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled

Assigned IP address:
COHENERIZIKENT I LY TE—RTORIZELIZZEERLTLET,
<RTA>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policy1
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 1.1.1.1
remote address: 2.2.2.1
Flow:
sour addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3943816766 (0xeb11de3e)
Connection ID: 12884901888
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
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SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/3269
Max received sequence-number: 9

Anti-replay check enable: Y

Anti-replay window size: 64

UDP encapsulation used for NAT traversal: N

Status: Active

[Outbound ESP SAs]
SPI: 2248163441 (0x86004071)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3269
Max sent sequence-number: 9
UDP encapsulation used for NAT traversal: N
Status: Active

<RTB>display ike sa

Connection-ID  Remote Flag DOl
2 1.1.1.1 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTB>display ike sa verbose

Connection ID: 2

Outside VPN:

Inside VPN:

Profile: profile1

Transmitting entity: Responder

Local IP: 2.2.2.1
Local ID type: FQDN
Local ID: rtb
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Remote IP: 1.1.1.1
Remote ID type: FQDN
Remote ID: rta

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: MD$S
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 85645
Exchange-mode: Aggressive
Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled

Assigned IP address:
CDHE DEERIZISAKMP SANT I Ly T E—RCRIISh zCEERLTUVET,
<RTB>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policy1
Sequence number: 1
Mode: Template

Tunnel id: 0

Encapsulation mode: tunnel

Perfect Forward Secrecy:

Inside VPN:

Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428

Tunnel:
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local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2248163441 (0x86004071)
Connection ID: 4294967296
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2792
Max received sequence-number: 9
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 3943816766 (0xeb11de3e)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2792
Max sent sequence-number: 9
UDP encapsulation used for NAT traversal: N
Status: Active
FIE13:IPsecDIFEEBEHLET
BT HETDIPsec SAsEISAKMP SAsEY)T7LET
<RTA>reset ike sa
<RTA>reset ipsec sa

<RTB>reset ike sa
<RTB>reset ipsec sa

TNYFUTERMILET
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<RTA>debugging ike packet
<RTA>debugging ipsec packet

IPsecho RILVEREIL T HDER)H—F 51=8HICPCANBPCBApingLET,
<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out

56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=5.000 ms

56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=4.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=3.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=3.000 ms

TINYFX T ERHERL. 2LET,
<RTA>*Dec 27 17:41:06:235 2021 RTA IPSEC/7/PACKET:
Failed to find SA by SP, SP Index = 0, SP Convert-Seq = 65536.
*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

Encryption algorithm is 3DES-CBC.
*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500

Hash algorithm is HMAC-MD5.
*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500

DH group 1.
*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500

Authentication method is Pre-shared key.
*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500

Lifetime type is in seconds.
*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500

Life duration is 86400.
*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
Construct transform payload for transform 1.
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*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Constructed SA payload.

*Dec 27 17:41:06:241 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct KE payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NONCE payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Local ID type: FQDN (2).

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Local ID value: rta.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct DPD vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T rfc3947 vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T draft3 vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T draft2 vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct NAT-T draft1 vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Construct XAUTH draft6 vendor ID payload.
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*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET: vrf =0, src =1.1.1.1, dst =
2.2.2.1/500

Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

I-Cookie: bcded72f665242bf

R-Cookie: 0000000000000000

next payload: SA

version: ISAKMP Version 1.0

exchange mode: Aggressive

flags:

message ID: 0

length: 328
*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
Sending an IPv4 packet.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500
Received packet from 2.2.2.1 source port 500 destination port 500.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst =
2.2.2.1/500

I-Cookie: bcded72f665242bf

R-Cookie: f74c3eafc3262c64

next payload: SA

version: ISAKMP Version 1.0

exchange mode: Aggressive

flags:

message ID: 0

length: 328
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
Received ISAKMP Security Association Payload.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
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Received ISAKMP Key Exchange Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Received ISAKMP Nonce Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Received ISAKMP I|dentification Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Received ISAKMP Vendor ID Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Received ISAKMP Vendor ID Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Received ISAKMP Vendor ID Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Received ISAKMP NAT-D Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Received ISAKMP NAT-D Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Received ISAKMP Hash Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Process NONCE payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Process KE payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Process ID payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
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Peer ID type: FQDN (2).

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Peer ID value: FQDN rtb.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Process SA payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Check ISAKMP transform 1.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Encryption algorithm is 3DES-CBC.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
HASH algorithm is HMAC-MD5.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
DH group is 1.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Authentication method is Pre-shared key.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Lifetime type is 1.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Life duration is 86400.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Attributes is acceptable.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
Process vendor ID payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

2.2.2.1/500
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Received 2 NAT-D payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.

2.2.2.1/500
Verify HASH payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.

2.2.2.1/500
HASH:
df75edf4 8f4bc628 a283abd1 b255633c

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.

2.2.2.1/500
Construct NAT-D payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.

2.2.2.1/500
HASH:
6a243ad4a 79b85851 5372998f fdbfaba1

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.

2.2.2.1/500
Construct authentication by pre-shared-key.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.

2.2.2.1/500
Construct INITIAL-CONTACT payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.

2.2.2.1/500
Encrypt the packet.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.

2.2.2.1/500
Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.

2.2.2.1/500

I-Cookie: bcded72f665242bf
R-Cookie: f74c3eafc3262c64
next payload: NAT-D
version: ISAKMP Version 1.0
exchange mode: Aggressive
flags: ENCRYPT
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message ID: 0

length: 116
*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET: vrf = 0, src = 1.1.1.1, dst =
2.2.2.1/500
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FE2:IRF_1DJREEITVET,

IRF_1
XGE 0/49 KGE_0/50

XGE_0/49 XGE_0/50

IRF_2
12 EEryrT—4

# HBOHRTE

<H3C>sys

System View: return to User View with Ctrl+Z.

[IRF]sysname IRF

[IRF]irf auto-update enable

# IRFFR—k#shutdownLT. STPZ%disablelCL&E 9,

[IRFJinterface Ten-GigabitEthernet 1/0/49
[IRF-Ten-GigabitEthernet1/0/49]shutdown
[IRF-Ten-GigabitEthernet1/0/49]undo stp enable
[IRF-Ten-GigabitEthernet1/0/49]quit

[IRFJinterface Ten-GigabitEthernet 1/0/50
[IRF-Ten-GigabitEthernet1/0/50]shutdown
[IRF-Ten-GigabitEthernet1/0/50Jundo stp enable
[IRF-Ten-GigabitEthernet1/0/50]quit

# IRFOERER O MiREAR—MM/1Z4ERLL . /R—kTen-GibabitEternet1/0/49 & Ten-
GibabitEternet1/0/50% IRFERE R Oy MR IER—M/1IZBMLE T,
[IRF]irf-port 1/1

[IRF-irf-port1/1]port group interface Ten-GigabitEthernet 1/0/49
You must perform the following tasks for a successful IRF setup:
Save the configuration after completing IRF configuration.
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Execute the "irf-port-configuration active" command to activate the IRF ports.
[IRF-irf-port1/1]port group interface Ten-GigabitEthernet 1/0/50
[IRF-irf-port1/1]quit
#IRF_1Z2T A4 TNARELTEREIN S KSIZ, IRF_IDIRFIZA4A ) T14%3212
LFET,
[IRF]irf member 1 priority 32
# IRFIZERE Lf="R—bFZenablelZLE T (IRF_2EDFERITEEITVELEA)
[IRFJinterface Ten-GigabitEthernet 1/0/49
[IRF-Ten-GigabitEthernet1/0/49]undo shutdown
[IRF-Ten-GigabitEthernet1/0/49]quit
[IRFJinterface Ten-GigabitEthernet 1/0/50
[IRF-Ten-GigabitEthernet1/0/50]undo shutdown
[IRF-Ten-GigabitEthernet1/0/50]quit
[IRF]irf-port-configuration active
[IRF]save force
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
# IRFOEREEHERLES
# IRFOTSAH ) TAMI2THAENERTEET,
[IRF]display irf
MemberlD Role Priority CPU-Mac Description

*+1 Master 32 8459-1858-0104 ----------=-----

* indicates the device is the master.

+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 8459-1858-0100

Auto upgrade :yes
Mac persistent ;6 min
Domain ID 11

# IRFIZfEHh i B7R—bk &L TTen-GigabitEthernet1/0/49 & Ten-GigabitEthernet1/0/50
MNERESNTWSIENHERTEET,
[IRF]display irf link

Member 1
IRF Port Interface Status
1 Ten-GigabitEthernet1/0/49 DOWN

Ten-GigabitEthernet1/0/50 DOWN
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2 disable --
FIE3: SW(RF_2)DRAYrEFTE2IFRELET

#mEAOVRESZ2IILEY

<H3C>sys

System View: return to User View with Ctrl+Z.

[H3C]sysname IRF

[IRF]irf domain 11

[IRF]irf member 1 renumber 2

Renumbering the member ID may result in configuration change or loss.

Continue?[Y/N]:y

[IRF]save force

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

[IRF]quit

<IRF>reboot

Start to check configuration with next startup configuration file, please

wait......... DONE!

This command will reboot the device. Continue? [Y/N]:y

Now rebooting, please wait...

%Nov 23 17:23:49:144 2021 IRF_2 DEV/5/SYSTEM_REBOOT: System is

rebooting now.

Cryptographic Algorithms Known-Answer Tests are running ...

CPU 0 of slot 2 in chassis :

Starting Known-Answer tests in the user space.

Cryptographic Algorithms Known-Answer Tests passed.

Line con1 is available.

# AOVAESMN2ERTEIN-CEEMHRLET,

Press ENTER to get started.

<IRF>display irf

MemberlD Role Priority CPU-Mac Description
*+2 Master 1 8459-2a32-0204 ----------------
* indicates the device is the master.
+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 8459-2a32-0200
Auto upgrade yes
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Mac persistent :6 min
Domain ID 11

Flg4:IRF_2DFEETVET,

# HBOHRTE

[IRF]irf auto-update enable

# IRFFR—kZshutdownL T, STP#disablelZLFEY,

[IRFJinterface Ten-GigabitEthernet 2/0/49

[IRF-Ten-GigabitEthernet2/0/49]shutdown

[IRF-Ten-GigabitEthermnet2/0/49]undo stp enable

[IRF-Ten-GigabitEthernet2/0/49]quit

[IRFJinterface Ten-GigabitEthernet 2/0/50

[IRF-Ten-GigabitEthernet2/0/50]shutdown

[IRF-Ten-GigabitEthernet2/0/50]undo stp enable

[IRF-Ten-GigabitEthernet2/0/50]quit

# IRFORRERO Y NREAR—R2/2Z2EFKL . R—kTen-GibabitEternet2/0/49 & Ten-

GibabitEternet2/0/50% IRFER IR Oy MERIEBER—R2/2(2:8MMLET,

[IRF]irf-port 2/2

[IRF-irf-port2/2]port group interface Ten-GigabitEthernet 2/0/49

You must perform the following tasks for a successful IRF setup:

Save the configuration after completing IRF configuration.

Execute the "irf-port-configuration active" command to activate the IRF ports.

[IRF-irf-port2/2]port group interface Ten-GigabitEthernet 2/0/50

[IRF-irf-port2/2]quit

# IRF_2%T 54T NARELTGERIN S KSIZ. IRF2DIRFISAA ) T4%1(T

THILR)IZLET .

[IRF]irf member 2 priority 1

# IRF/R—kZenablelLET,

[IRFJinterface Ten-GigabitEthernet 2/0/49

[IRF-Ten-GigabitEthernet2/0/49]undo shutdown

[IRF-Ten-GigabitEthernet2/0/49]quit

[IRFJinterface Ten-GigabitEthernet 2/0/50

[IRF-Ten-GigabitEthernet2/0/50Jundo shutdown

[IRF-Ten-GigabitEthernet2/0/50]quit

[IRF]irf-port-configuration active

[IRF]save force

Validating file. Please wait...
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Saved the current configuration to mainboard device successfully.

# IRFOREZHERELET,

#IRFOTSAH T4 THAZENERTEET,

[IRF_2]display irf

MemberlD Role Priority CPU-Mac Description
*+2 Master 1 8459-2a32-0204 ----------------
* indicates the device is the master.
+ indicates the device through which the user logs in.

The bridge MAC of the IRF is: 8459-2a32-0200

Auto upgrade yes
Mac persistent ;6 min
Domain ID 11

# IRFIZfEtHr L H7R—k &L TTen-GigabitEthernet2/0/49 £ Ten-GigabitEthernet2/0/50
MNERESNTWSIENERTEET,
[IRF_2]display irf link

Member 2
IRF Port Interface Status
1 disable --
2 Ten-GigabitEthernet2/0/49 DOWN

Ten-GigabitEthernet2/0/50 DOWN
FIES5: IRF SWiEE4S —J )L TR LIRFEREILT

FE HCLTIE—T I EDHWERE T TIXIRFOEILNRFEYEE A, —BIRF 20D
A yFEstopst, BEstartEEET, DLV TIRF_1D A yF&Fstopst ., BEstarts
BHEUTDEIGEAYE—UMNRREN, BLECEIRFAEILIINTLET,

[IRF]%Nov 23 12:40:28:215 2021 IRF STM/6/STM_LINK_UP: IRF port 2 came up.
%Nov 23 12:40:28:215 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet2/0/49 changed to up.

%Nov 23 12:40:28:216 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet2/0/49 changed to up.

%Nov 23 12:40:28:536 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet2/0/50 changed to up.

%Nov 23 12:40:28:537 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet2/0/50 changed to up.
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%Nov 23 12:40:50:018 2021 IRF DEV/2/BOARD_STATE_FAULT: Board state
changed to Fault on slot 1, type is unknown.

%Nov 23 12:40:50:610 2021 IRF HA/5/HA_BATCHBACKUP_STARTED: Batch
backup of standby board in slot 1 started.

%Nov 23 12:40:51:476 2021 IRF DEV/5/BOARD_STATE_NORMAL: Board state
changed to Normal on slot 1, type is H3C S5820V2-54Q.

%Nov 23 12:40:52:273 2021 IRF IFNET/3/IF_WARN: -Slot=1; The jumboframe of
the aggregate interface Bridge-Aggregation1 is not supported on the member port
GigabitEthernet1/0/1

%Nov 23 12:40:55:431 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface GigabitEthernet1/0/1 changed to up.

%Nov 23 12:40:55:436 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet1/0/49 changed to up.

%Nov 23 12:40:55:442 2021 IRF LAGG/6/LAGG_ACTIVE: Member port GE1/0/1
of aggregation group BAGG1 changed to the active state.

%Nov 23 12:40:55:443 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet1/0/49 changed to up.

%Nov 23 12:40:55:443 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet1/0/50 changed to up.

%Nov 23 12:40:55:448 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet1/0/50 changed to up.

%Nov 23 12:40:55:448 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface GigabitEthernet1/0/2 changed to up.

%Nov 23 12:40:55:449 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface GigabitEthernet1/0/2 changed to up.

%Nov 23 12:40:55:462 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Bridge-Aggregation1 changed to up.

%Nov 23 12:40:55:462 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface GigabitEthernet1/0/1 changed to up.

%Nov 23 12:40:55:462 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Bridge-Aggregation1 changed to up.

%Nov 23 12:40:55:490 2021 IRF LLDP/6/LLDP_CREATE_NEIGHBOR: Nearest
bridge agent neighbor created on port Ten-GigabitEthernet2/0/49 (Ifindex 178),
neighbor's chassis ID is 4cf2-7¢c42-0200, port ID is Ten-GigabitEthernet1/0/49.
%Nov 23 12:40:55:246 2021 IRF LLDP/6/LLDP_CREATE_NEIGHBOR: -Slot=1;
Nearest bridge agent neighbor created on port Ten-GigabitEthernet1/0/49 (Ifindex
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50), neighbor's chassis ID is 4cf2-7¢c42-0200, port ID is Ten-GigabitEthernet2/0/49.
%Nov 23 12:40:55:495 2021 IRF LLDP/6/LLDP_CREATE_NEIGHBOR: Nearest
bridge agent neighbor created on port Ten-GigabitEthernet2/0/50 (Iflindex 179),
neighbor's chassis ID is 4cf2-7¢42-0200, port ID is Ten-GigabitEthernet1/0/50.
%Nov 23 12:40:55:297 2021 IRF LLDP/6/LLDP_CREATE_NEIGHBOR: -Slot=1;
Nearest bridge agent neighbor created on port Ten-GigabitEthernet1/0/50 (Ifindex
51), neighbor's chassis ID is 4cf2-7c42-0200, port ID is Ten-GigabitEthernet2/0/50.
%Nov 23 12:40:56:654 2021 IRF LLDP/6/LLDP_CREATE_NEIGHBOR: -Slot=1;
Nearest bridge agent neighbor created on port GigabitEthernet1/0/2 (Iflndex 3),
neighbor's chassis ID is 4cf2-8d1a-0300, port ID is GigabitEthernet1/0/1.
%Nov 23 12:40:56:912 2021 IRF HA/5/HA_BATCHBACKUP_FINISHED: Batch
backup of standby board in slot 1 has finished.
%Nov 23 12:41:25:784 2021 IRF STP/6/STP_DETECTED_TC: Instance 0's port
Bridge-Aggregation1 detected a topology change.
%Nov 23 12:41:25:736 2021 IRF STP/6/STP_DETECTED_TC: -Slot=1; Instance
0's port GigabitEthernet1/0/2 detected a topology change.

FIE6: IRFDIRREREER

[IRF]dis irf link
Member 1
IRF Port Interface Status
1 Ten-GigabitEthernet1/0/49 UP
Ten-GigabitEthernet1/0/50 UpP
2 disable -
Member 2
IRF Port Interface Status
1 disable -
2 Ten-GigabitEthernet2/0/49 UP
Ten-GigabitEthernet2/0/50 UP

[IRF]display irf

MemberlD Role Priority CPU-Mac Description
*+1 Master 32 82ed-032d-0604 ---
2 Standby 1 4cf2-7c42-0204 ---

* indicates the device is the master.
+ indicates the device through which the user logs in.
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The bridge MAC of the IRF is: 4cf2-7c42-0200

Auto upgrade yes
Mac persistent :6 min
Domain ID :0

[IRF]display irf topology
Topology Info

IRF-Port1 IRF-Port2
MemberlD Link neighbor Link neighbor Belong To
2 DIS UP 1 82ed-032d-
0604
1 UP 2 DIS --- 82ed-032d-
0604

FIE7: IRFICEEBRADIPPRLRAET7 YAV LET
[IRFJinterface Vlan-interface 1
[IRF-Vlan-interface1]ip address 192.168.1.1 24
[IRF-Vlan-interface1]quit
[IRF]save f
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
Slot 1:
Save next configuration file successfully.

AR52: IRFEE L5 EISWZIink aggregation THE#LE T
COTARTIE, IRFOT—TIVICEENREL-BO U REREAET SO/
SWélink aggregation THEfELE T,

268
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RF 1 OE02 L

XGE_0/49 || xGE 050 /' \

] \. 192.168.1.2/24
Llnkléggregaltlon

[
[GE02 T

1

)

XGE_0M9 || XGE_ 0/50 /
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o
(@_) GE_0/2

IRF_2

————
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1.3 EERVNT—Y

FE1: IRFEERIIZIink aggregationDEREEFLET
[IRFJinterface Bridge-Aggregation 1
[IRF-Bridge-Aggregation1]quit
[IRFJinterface GigabitEthernet 1/0/2
[IRF-GigabitEthernet1/0/2]port link-aggregation group 1
%Nov 23 18:15:23:685 2021 IRF IFNET/3/IF_WARN: -Slot=1; The jumboframe of
the aggregate interface Bridge-Aggregation1 is not supported on the member port
GigabitEthernet1/0/2
[IRF-GigabitEthernet1/0/2]quit
[IRFJinterface GigabitEthernet 2/0/2
[IRF-GigabitEthernet2/0/2]port link-aggregation group 1
%Nov 23 18:15:41:339 2021 IRF IFNET/3/IF_WARN: The jumboframe of the
aggregate interface Bridge-Aggregation1 is not supported on the member port
GigabitEthernet2/0/2
[IRF-GigabitEthernet2/0/2]quit
[IRF]save f
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
Slot 1:
Save next configuration file successfully.
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F|[E2:link aggregation DR EEFEELET
[IRF]dis link-aggregation member-port
Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

GigabitEthernet1/0/2:

Aggregate Interface: Bridge-Aggregation1
Port Number: 3

Port Priority: 32768

Oper-Key: 1

GigabitEthernet2/0/2:
Aggregate Interface: Bridge-Aggregation1
Port Number: 131
Port Priority: 32768
Oper-Key: 1
FIE2: 4+ EBSW1RI(Zlink aggregation DR EZFLFET
[SWI]interface Bridge-Aggregation 1
[SWI]interface GigabitEthernet 1/0/1
[SW-GigabitEthernet1/0/1]port link-aggregation group 1
%Nov 23 19:09:48:044 2021 SW IFNET/3/IF_WARN: The jumboframe of the
aggregate interface Bridge-Aggregation1 is not supported on the member port
GigabitEthernet1/0/1
[SW-GigabitEthernet1/0/1]quit
[SWI]interface GigabitEthernet 1/0/2
[SW-GigabitEthernet1/0/2]port link-aggregation group 1
[SW-GigabitEthernet1/0/2]quit
%Nov 23 19:09:55:976 2021 SW IFNET/3/IF_WARN: The jumboframe of the
aggregate interface Bridge-Aggregation1 is not supported on the member port
GigabitEthernet1/0/2
[SW]save f
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.
FIE3: IRFEBELSWHIDr—J L&KL CTEERADIPESWICEREL. IRFEE LD

270



ZpingTHEEELE T,

FE HCLTIEXIRFOREZIN-SWHARIELEEEZENHYET, TDHBEF—
BIRF_1FIXIRF_ 2D R (M yFZstopc . BEstartsEFET,

[SWI]int vian 1
[SW-VlIan-interface1]ip address 192.168.1.2 24
[SW-Vlan-interface1]quit
[SW]ping 192.168.1.1
Ping 192.168.1.1 (192.168.1.1): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.1: icmp_seq=0 ttI=255 time=3.000 ms
56 bytes from 192.168.1.1: icmp_seq=1 ttI=255 time=1.000 ms
56 bytes from 192.168.1.1: icmp_seq=2 ttI=255 time=1.000 ms
56 bytes from 192.168.1.1: icmp_seq=3 ttI=255 time=0.000 ms
56 bytes from 192.168.1.1: icmp_seq=4 ttI=255 time=0.000 ms
FIE4: IRFHEEEREE A DPCERE
B1.40D&KSIZPCALPCBDFREZL T ZNENDPCH LD/ —T L EHEGELE

ERR
192.168.1.3/24 192.168.1.1/24
@ GE_0A GE_0/1 .@
PCB IRF_1 CE0Z <
XGE_0/49 XGE_0/50 ,” \
! 4 192.168.1.2/24
Link éggregétion 192.168.1.10/24

| IllGE_UH (_é_,
. | GE_0/3 GE_0/1
' GEO2 g DEA
\

|
|
|
\ I
XGE_0/49 KGE_0/50 % f.f
\

o
(_é_) GE_0/2

IRF_2
1.4 EFRYLT—D

FE5: IRFOEEFR
SWHnPCB~E#REL TpingZE X 1T,
[SW]ping -c 10000 192.168.1.3
Ping 192.168.1.3 (192.168.1.3): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.3: icmp_seq=0 ttI=255 time=3.000 ms
56 bytes from 192.168.1.3: icmp_seq=1 ttI=255 time=1.000 ms
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56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:
56 bytes from 192.168.1.3:

icmp_seq=2 ttI=255 time=1.000 ms
icmp_seq=3 ttI=255 time=1.000 ms
icmp_seq=4 ttI=255 time=1.000 ms
icmp_seq=5 ttI=255 time=1.000 ms
icmp_seq=6 ttI=255 time=1.000 ms
icmp_seq=7 ttI=255 time=1.000 ms
icmp_seq=8 ttI=255 time=1.000 ms

# IRFA > 42— 1x—AXTen-GigabitEthernet1/0/49%shutdownd %

[IRFJinterface Ten-GigabitEthernet 1/0/49
[IRF-Ten-GigabitEthernet1/0/49]shutdown

[IRF-Ten-GigabitEthernet1/0/49]quit

%Nov 23 12:49:11:460 2021 IRF LLDP/6/LLDP_DELETE_NEIGHBOR: Nearest
bridge agent neighbor deleted on port Ten-GigabitEthernet2/0/49 (Ifindex 178),
neighbor's chassis ID is 4cf2-7¢42-0200, port ID is Ten-GigabitEthernet1/0/49.
%Nov 23 12:49:11:464 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet2/0/49 changed to down.

%Nov 23 12:49:11:465 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet2/0/49 changed to down.

%Nov 23 12:49:11:466 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet1/0/49 changed to down.

%Nov 23 12:49:11:466 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet1/0/49 changed to down.

[IRF]display irf link

Member 1
IRF Port Interface Status
1 Ten-GigabitEthernet1/0/49 ADM
Ten-GigabitEthernet1/0/50 UP
2 disable --
Member 2
IRF Port Interface Status
1 disable --
2 Ten-GigabitEthernet2/0/49 DOWN
Ten-GigabitEthernet2/0/50 UP

# SWHiLPCBADpinglZlE/\ryhARMRESNIEMNoT=
56 bytes from 192.168.1.3: icmp_seq=1 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seq=2 ttl=255 time=1.000 ms
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56 bytes from 192.168.1.3: icmp_seq=3 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seq=4 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seq=5 ttI=255 time=1.000 ms

Flig6: IRFOEEERIBER
# IRFA > 42— 1x—ATen-GigabitEthernet1/0/49%undo shutdownd3 %
[IRF]interface Ten-GigabitEthernet 1/0/49
[IRF-Ten-GigabitEthermet1/0/49]undo shutdown
[IRF-Ten-GigabitEthernet1/0/49]quit
%Nov 23 12:51:40:319 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet2/0/49 changed to up.
%Nov 23 12:51:40:319 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet2/0/49 changed to up.
%Nov 23 12:51:40:065 2021 IRF LLDP/6/LLDP_CREATE_NEIGHBOR: -Slot=1;
Nearest bridge agent neighbor created on port Ten-GigabitEthernet1/0/49 (Ifindex
50), neighbor's chassis ID is 4cf2-7¢c42-0200, port ID is Ten-GigabitEthernet2/0/49.
%Nov 23 12:51:40:321 2021 IRF IFNET/3/PHY_UPDOWN: Physical state on the
interface Ten-GigabitEthernet1/0/49 changed to up.
%Nov 23 12:51:40:321 2021 IRF IFNET/5/LINK_UPDOWN: Line protocol state on
the interface Ten-GigabitEthernet1/0/49 changed to up.
%Nov 23 12:51:40:321 2021 IRF LLDP/6/LLDP_CREATE_NEIGHBOR: Nearest
bridge agent neighbor created on port Ten-GigabitEthernet2/0/49 (Ifindex 178),
neighbor's chassis ID is 4cf2-7¢42-0200, port ID is Ten-GigabitEthernet1/0/49.
%Nov 23 12:52:04:067 2021 IRF SHELL/5/SHELL_LOGOUT: Console logged out

from con1.
[IRF]display irf link
Member 1
IRF Port Interface Status
1 Ten-GigabitEthernet1/0/49 UP
Ten-GigabitEthernet1/0/50 UP
2 disable --
Member 2
IRF Port Interface Status
1 disable --
2 Ten-GigabitEthernet2/0/49 UP
Ten-GigabitEthernet2/0/50 UP

# SWHSPCBADping (/4 yrORN RS NiE M oT=
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56 bytes from 192.168.1.3: icmp_seq=1 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seq=2 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seq=3 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seq=4 ttI=255 time=1.000 ms
56 bytes from 192.168.1.3: icmp_seq=5 ttI=255 time=1.000 ms
BRI3:IRF7F—J L ETICEENRELEHRICKEA T
ZDTARTIE,. 2BEDAAYF (IRF_1EIRF_2)BID2ADIRF7—T JLIZEEALFKAEL
=154 . active/active 75> T, BICIPZRL R ZEHFDEEIZHO>TLESZEEHCT=6
[CAHESNTLAMADEWSHEEZ R ELET,

192.168.1.3/24 192.168.1.1/24
@ GEOM  GE O GE_ 072 N
PCB IRF_1 R

f \
\

XGE_0/50 ||| XGE_0/49 "m}f aggrqgation 102.168.1.2/24 192.168.1.10/24
|

N ,’G’Ettﬁzﬁ\ !
MADZFE | , . | GE_O/ «@)
\ - GE_0/3 /
\GE_024/ 1 | oe02 = GE_0M
XGE_0/30 ||| XGE_0/49 \ ] sw PCA
v
(@-) GEO2 %/
\./f
IRF_2
1.5 EERYLT—

FE1: IRFEEA~NBFD MADZERELEY,
[IRF]vlan 99
[IRF-vlan99]quit
[IRFJinterface vlan 99
[IRF-Vlan-interface99]mad bfd enable
[IRF-Vlan-interface99]mad ip address 172.16.0.1 24 member 1
[IRF-Vlan-interface99]mad ip address 172.16.0.2 24 member 2
[IRF-Vlan-interface99]quit
%Nov 23 21:04:48:548 2021 IRF
BFD/4/BFD_MAD_INTERFACE_CHANGE_STATE: BFD MAD function enabled
on Vlan-interface99 changed to the faulty state.
[IRF]interface GigabitEthernet 1/0/24
[IRF-GigabitEthernet1/0/24]port access vian 99
[IRF-GigabitEthernet1/0/24]Jundo stp enable
[IRF-GigabitEthernet1/0/24]quit
[IRF]interface GigabitEthernet 2/0/24
[IRF-GigabitEthernet2/0/24]port access vian 99
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[IRF-GigabitEthernet2/0/24]undo stp enable

[IRF-GigabitEthernet2/0/24]quit

[IRF]save f

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

Slot 1:

Save next configuration file successfully.

FIE2:BFD MADIZERE L= R—MIr—J L E#EHELET
# T—JIVEGNTET LI-5MADDKREEHEELET,
[IRF]display mad verbose
Multi-active recovery state: No
Excluded ports (user-configured):

Excluded ports (system-configured):
Ten-GigabitEthernet1/0/49
Ten-GigabitEthernet1/0/50
Ten-GigabitEthernet2/0/49
Ten-GigabitEthernet2/0/50

MAD ARP disabled.

MAD ND disabled.

MAD LACP disabled.

MAD BFD enabled interface: Vlan-interface99

MAD status : Faulty

Member ID  MAD IP address Neighbor  MAD status
1 172.16.0.1/24 2 Faulty

2 172.16.0.2/24 1 Faulty

[IRF]display bfd session
Total Session Num: 1 Up Session Num: 0 Init Mode: Active

IPv4 session working in control packet mode:

LD/RD SourceAddr DestAddr State Holdtime
Interface

129/0 172.16.0.1 172.16.0.2 Down Oms
VIan99

FE3: IRFE#ER T 57 —T JLEshutdownL TMADD #EEFFERLE T,
# IRF_1DR—FDIREEIZUPED T, 2b5(5192.168.1. 1D F7RKLATT IR TEE
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ERS
[IRF]display ip interface brief
*down: administratively down

(s): spoofing (I): loopback

Interface Physical Protocol IP Address Description
MGEO0/0/0 down down -- --
Vian1 up up 192.168.1.1 --
VIan99 down down 172.16.0.1 --

# IRF_2DHR—FDIKEIXDOWNZ DT, 25 51$£192.168.1. 1D FRLATT7 IR T
EFEE A

[IRF]display ip interface brief

*down: administratively down

(s): spoofing (I): loopback

Interface Physical Protocol IP Address Description
MGEO0/0/0 down down - -
Vian1 down down 192.168.1.1 --
VIan99 down down 172.16.0.2 -

TNENOIV T4 FaL—ay

IRFOaY71¥Falb—ay

#
version 7.1.075, Alpha 7571

#
sysname IRF

#
irf mac-address persistent timer
irf auto-update enable
undo irf link-delay
irf member 1 priority 32
irf member 2 priority 1

#
lIdp global enable

#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
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#
vlian 1
#
Vlan 99
#
irf-port 1/1
port group interface Ten-GigabitEthernet1/0/49
port group interface Ten-GigabitEthernet1/0/50
#
irf-port 2/2
port group interface Ten-GigabitEthernet2/0/49
port group interface Ten-GigabitEthernet2/0/50
#
stp global enable
#
interface Bridge-Aggregation1
#
interface NULLO
#
interface Vlan-interface1
ip address 192.168.1.1 255.255.255.0
#
interface Vlan-interface99
mad bfd enable
mad ip address 172.16.0.1 255.255.255.0 member 1
mad ip address 172.16.0.2 255.255.255.0 member 2

interface GigabitEthernet1/0/1
port link-mode bridge
combo enable fiber

#

interface GigabitEthernet1/0/2
port link-mode bridge
combo enable fiber
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port link-aggregation group 1
#
interface GigabitEthernet1/0/3
port link-mode bridge
combo enable fiber

interface GigabitEthernet1/0/24
port link-mode bridge
port access vian 99
combo enable fiber
undo stp enable

interface GigabitEthernet2/0/1
port link-mode bridge
combo enable fiber

#

interface GigabitEthernet2/0/2
port link-mode bridge
combo enable fiber
port link-aggregation group 1

#

interface GigabitEthernet2/0/3
port link-mode bridge
combo enable fiber

interface GigabitEthernet2/0/24
port link-mode bridge
port access vian 99
combo enable fiber
undo stp enable
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interface Ten-GigabitEthernet1/0/51
port link-mode bridge
combo enable fiber

#

interface Ten-GigabitEthernet1/0/52
port link-mode bridge
combo enable fiber

#

interface Ten-GigabitEthernet2/0/51
port link-mode bridge
combo enable fiber

#

interface Ten-GigabitEthernet2/0/52
port link-mode bridge
combo enable fiber

#

interface Ten-GigabitEthernet1/0/49
combo enable fiber

#

interface Ten-GigabitEthernet1/0/50
combo enable fiber

#

interface Ten-GigabitEthernet2/0/49
combo enable fiber

#

interface Ten-GigabitEthernet2/0/50
combo enable fiber

#
scheduler logfile size 16

#

line class aux
user-role network-operator

#
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return

SWharI4¥al—iay
#
version 7.1.075, Alpha 7571
#
sysname SW
#
irf mac-address persistent timer
irf auto-update enable
undo irf link-delay
irf member 1 priority 1
#
lldp global enable
#
system-working-mode standard
xbar load-single
password-recovery enable
Ipu-type f-series
#
vlan 1
#
stp global enable
#
interface Bridge-Aggregation1
#
interface NULLO
#
interface Vlan-interface1
ip address 192.168.1.2 255.255.255.0
#
. EREER
#
interface GigabitEthernet1/0/1
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port link-mode bridge
combo enable fiber
port link-aggregation group 1
#
interface GigabitEthernet1/0/2
port link-mode bridge
combo enable fiber
port link-aggregation group 1
#
interface GigabitEthernet1/0/3
port link-mode bridge
combo enable fiber
#
.. —EBAR
#
line class aux
user-role network-operator

#
.. —EBAR
#
return
B R

1. IRFZE#E T B/R—kdactive/stand-byD K3 IZWVF A DR—MIEEDIHE (X
T—ANEZESNGENTLEIN?

Ky =
A

LR, IRFERERL T H7R—RKload-sharingdN TV TENENDR—EDT—2 D%
2EZLTHYFET,
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