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Tt RARARCDEEE—RZE(FIT -> CloudE®—F) °

FIE1:REOHEE-FDOMHER > BEEFDEE > TESNE=NESH DRSS
#BEDE—RERR(TIHHEHRETIZFITE—R)

<H3C> display wlan device role Yera Term: YT VA=t BAE X
Current running mode: FIT AP. )

# system-view|ZTap-modea <K CCloudE—KFIZZE R T —MP); [GOW “"l OK
<H3C> system-view FAPE—FICIZELTD3DDE—FA Rl —1B): 0600

System View: return to User View with Ctrl+Z. BIRTEFT e 2 -

[H3C] ap-mode cloud ap-mode { anchor-ac | cloud | fit } == (D). 3 bit y + 4+ 1)L
Changing working mode will reboot system. Continue? [Y/N]:y

HE—FEBEDT=-HIZAPIXBEIRIIZrebootLE T, 18R none v

System is starting... .

Press Ctrl+D to access BASIC-BOOTWARE MENU... by A [ee ] | (LT
Bogting Normal Ex}ended BootWare =0 —EEE): . y

)T —hrhAyt—2HRE

Image file flash:/wa6600-boot.bin is self-decompressing...........cccccc.ouvueeees Done. (=T

System image is starting... AL

Line conO is available. 0 | zum/=e) [0 | U4

Press ENTER to get started.

H# LB CloudE—NRIZiE>1-C & ERLET,

<H3C> display wlan device role ' s . o
Current running mode: Cloud AP. J‘J‘J—)b?ﬁr’ﬁﬂ:@ﬁ gg&ilis 96007R_s T_QBE‘yI“s /\U
<H3C> T4%L. AMWTEYR, Jn—HI#ZL




TORARAFDEEE—FZEE(CloudE—F -> BEE—K)

F)E2: CloudE—KFM5CloudE—FD—DDHEE (simpleE—R)NZEH

<H3C> system-view

System View: return to User View with Ctrl+Z.
[H3C]probe

[H3C-probe]default-configuration mode simple

Changing the default configuration mode will restart the cloud-managed AP. Continue? [Y/N].Y
The default configuration mode is simple now

%Nov 22 05:19:39:895 2025 H3C DEV/5/BOARD_REBOOT: Board is rebooting on.

System is starting...

Press Ctrl+D to access BASIC-BOOTWARE MENU...

Booting Normal Extended BootWare

The Extended BootWare is self-decompressing....Done.

<H3C>

¥ : default-configurationE—FIZIZLL T D22 DE—FABIRTEFET,
default-configuration mode { cloud | simple }

cloud: &EDCloudAPDE—F

Simple: BEE—F

€>T. —HsimpleE—FTHIALTLM=3D%. CloudAPELTHIBT AEE(EDaTURT
KEDE—FARTHENHYET




TORARACDEEE—FRER(BEE—F - #8i{b) ’

FIES: E—FZZEATLLURADAL T T FESTWNSDTIAV T4 DHHAEZELFET
<H3C>reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N].Y #:.‘/74677’()L§ﬁ“&%b35j—

Configuration file does not exist!
<H3C>reboot
Start to check configuration with next startup configuration file, please wait......... DONE!

Current configuration may be lost after the reboot, save current configuration? [Y/N]:N #)‘:EU —J:O):l‘/ 74 7“{‘ ﬁ# Li'li'A;

This command will reboot the device. Continue? [Y/N]:Y

Now rebooting, please wait...

%Nov 22 08:29:08:583 2025 H3C DEV/5/SYSTEM_REBOOT: System is rebooting now.
<H3C>
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TIORARAVEDIPPRLURZEFEIZT BICIE

APIZIP7RLURAZDHCPM o HG T DKIITERESNTNNET
EEIPTEETAGEEIE. LTOLIICIPPRLARAZIEELFET

<H3C>sys

System View: return to User View with Ctrl+Z.
[H3C] interface Vlan-interface 1

[H3C-Vlan-interface1] ip address 192.168.0.50 24 #IP7FL R TARIE
[H3C-Vlan-interface1] quit

[H3C] save force

HRIEDAE)—POREEZIA T1T I7AINVIC L EZRTE
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FIORARAVMDGUIZT VAL THREZEE T 55 !

PCOT S0 ZEBLLUTOURLEAALET,
http://IAPDIP7FL R/
TIAI LD 1—5—4%: admin, /XX —K: h3capadmin

v @ Login x +

Change Password -
< C M O REShTLWGLER  kHps//192.168.0.50/web/frame/login.htmli?ss|=false

The default password is not secure. A qualified password must meet the following

H3C WLAN Management Platform

requirements: It must contain a minimum of 10 characters. It must contain 2 minimum of 2

types,and a minimum of 1 characters for each type. It can't contain the username or the
reversed letters of the username.

New Password

Confirm Password

[[] Remember username English ~

Login “

INAD)—FRIFIOXFL LT, ZEHFERR
ED2EFEEEH . BRINTWNS1—
H—. adminfEEDXFEEFEFH N &,




Dashboard AR R E

H Save .‘.‘ Roadmap | & admin

12

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

System

Tools

Dashboard

) Logs

Channel Usage

0%

6G(1)
Channel:81

Wireless Services

Client Quantity
5

5 @

Operating mode x

Operating mode

CPU |
Memory [N

Cloud

1%
54%

H3C

TTamCUpST

5

(=T SR P

Traffic (bps)

(=T SIS N

o=
Clients

<
— H3C Y

Time
08:30 09:00 (hh:mm)
= [nbound = Outbound

Time
08:30 09:00 (hh:mm)




BERYNT—IBRLLTIIEREHTERENDSEICLTLIESLY) "

ZDEFITWAT539-JP(WiFi 7)x BEEELTHESGE DRIEEZGUITITLVET,

APDEEIIVLANIZELY, VLANTZERESNTWWSEEREE—FDTIAHILEDIP7RL A [EZDHCPLYERIFL
T. TN EEBRIPZRLRELGYET  ANChEEEREY AR ERET AVMIBIOVLANIZERFEL TL
f2&Ly,

BICVALNIZ T AEEHET7T)DTO—KREF v AAAC<->APREIDBEICEEZEAX5%2FT,

EHTHEKRESSID, /SRT—F, VLAN, hiddent—F ., lE&51b. BRDEFELGEIILUTORYELFT,

SSID______ | Password | VLAN m

h3c-support @helpdesk99 100 WPA2 PSK Radio2 5GHz
h3c-sales @bigsale 100 yes WPA2 PSK Radio2 5GHz
h3c-lobby thankyou 110 no WPA2 PSK Radio3 2.4GHz

h3c-lab6g forlab256 110 no WPA3 Enhanced Open Radio1 6GHz




B4 7S AT R TOEE S h

41

802.11befR#& TIIWI-Fi 7 9547 &, 2.4GHzE - IF5GHzFEH THOTO—7
FERIL—LDIEEIL—LIZEENSReduced Neighbor Report (RNR)1E#H
ME6GHZHIH D F v ILESSIDDEFMZRFAED E,. 6GHzD EETL—Lh b
BEiESLEONHYET,

ZFNDt=& . BEOFO—S5—HM6GHzEITTSSIDEEH T 5L 9547 TlE
6GHzDSSIDAEHEINEWNEDNH D=8, 2.4GHzE = IX5CGHZzTHAISH D
SSIDEEHTANENABHYET A, 6GHzEELASSIDTHAIDENHYET,
AR ELTIX, RILSSIDAY2.4GHz, 5GHz, 6GHz Ti:{EaN B E6GHZLI M 23
SN AAEEENT DT, 6GHzZERDSSIDEAEZELET,




PRI —OE R

9247 FPCH
DHCPH—/\—

£

VLAN1, VLAN100, VLAN110
tag PoEXAvF

10.40.94.2/24

h3c-support h3c-sales  h3c-lobby

h3c-lab6g ( WiFi 7 )

VLAN100 VLAi% 00 VLAéé1 10 VLAN110

15



SSID(h3c-support)Z= £k 3 %

H3C WATS3SIE w Save ..' Roadmap | & admin

Dashboard

Monitoring

Quick Start Add Wireless Services
Wireless Configuration Add User

Network Configuration

Network Security

System

Tools

https://192.168.0.50/wnm/frame/index.php?sessionid=200001b6bad 16cf562cabl1c2361abbal3d44#M_AddSsid




SSID(h3c-support)Z{ERk 3 %

i Save §9 Roadmap | & admin

17

Dashboard

Monitoring >

Wireless Configuration >

Network Configuration >

Network Security >
System >
Tools >

Quick Start » Add Wireless Services

Basic settings

Wireless service name %
h3c-support

SSID =

h3c-support

Description

Wireless Service

Default VLAN

100
Hide SSID @ Yes 0 No
User Isolation O Yes @® No

1-63 chars)

1-32 chars)

(1-64 chars)

(1-4094, 1 by default)

Authentication settings

Authentication mode

Security mode

Management Frame Protection

PSK key =«

(O Open (no authentication)

0 Enhanced-Open

@ Static PSK

O 802.TX

O B02.1X (clear)

[J MAC Authentication

[J IPv4 Portal Authentication

(J IPvb Portal Authentication

OWPA O WPA2 @® WPA or WPA2

() WPA3-Personal (O WPA3-Personal Transition

WPA3-Enterprise WPA3-Enterprise Transition

WPA3-Enterprise 192-Bit Encryption
QOON @ OFF

@ Passphrase (O Rawkey

®-63 alphanumeric chars)

(@ nfirm password




5GHZ(2)radiolZSSID(h3c-support)Z =5

H3c WA7539-JP

18

w Save .“ Roadmap | -.. admin

Wireless Configuration » Wireless Services » Wireless Services Configuration » Advanced Settings(h3c-support)

Dashboard

Monitoring >
Bind to APs Candidate Selected
Quick Start >
Search for Search for
Wireless Configuration >
’ >
Network Configuration > @ 2.4GHz(3) H 5GHz(2)
Network Security >
System >

Tools >

€€




SSID(h3c-sales)&x1ER 9 %

H3C WATS3SIE w Save ..' Roadmap | & admin

Dashboard

Monitoring

Quick Start Add Wireless Services
Wireless Configuration Add User

Network Configuration

Network Security

System

Tools

https://192.168.0.50/wnm/frame/index.php?sessionid=200001b6bad 16cf562cabl1c2361abbal3d44#M_AddSsid




SSID(h3c-sales)#{Ef 9%

H Save ﬁ Roadmap | ... admin

Quick Start » Add Wireless Services

Dashboard

Basic settings Authentication settings
Monitorin > -

4 Wireless service name % Authentication mode (O Dpen (no authentication)
h3c-sales 1-63 chars)
Enhanced-Open

Quick Start > O 4

SsiD i

* h3c-sales 1-32 chars) @ Static PSK

Wireless Configuration > A

Description 1-64 chars) O 802.1X (clear)
Network Configuration > (] MAC Authentication

~
. [JIPvd Partal Authentication
Network Securit >
U Wireless Service @ON O O0FF

[JIPv6 Paortal Authentication
Default VLAN

System > 100 1-4094, 1 by default) Security mode OWPA O WPA2 @ WPA or WPA2

(O WPA3-Personal O WPA3-Personal Transition
Hide SSID @ Yes@lO No
Tools 2 WPA3-Enterprise  WPA3-Enterprise Transition

User Isolation

OYes @ No

WPA3-Enterprise 192-Bit Encryption

Management Frame Protection OO0N @ OFF

PSK key @ Passphrase O Rawkey

63 alphanumeric chars)

(@nfirm password

20



5GHZ(2)radiol=SSID(h3c-sales)& & & 3

H3c WA7539-JP

21

w Save .“ Roadmap | -.. admin

Wireless Configuration » Wireless Services » Wireless Services Configuration » Advanced Settings(h3c-support)

Dashboard

Monitoring >
Bind to APs Candidate Selected
Quick Start >
Search for Search for
Wireless Configuration >
’ >
Network Configuration > @ 2.4GHz(3) H 5GHz(2)
Network Security >
System >

Tools >

€€




SSID(h3c-lobby)Z#{ERk 9 %

H3C WATS3SIE w Save ..' Roadmap | & admin

Dashboard

Monitoring

Quick Start Add Wireless Services
Wireless Configuration Add User

Network Configuration

Network Security

System

Tools

https://192.168.0.50/wnm/frame/index.php?sessionid=200001b6bad 16cf562cabl1c2361abbal3d44#M_AddSsid




SSID(h3c-lobby)z{ERT %

I Save &g Roadmap

Quick Start» Add Wireless Services

Dashboard
Basic settings Authentication settings
Monitorin > s
4 Wireless service name  » Authentication mode O Open (no authentication)
h3c-lobby 1-63 chars)
Enh d-0
SsID i
- h3c-lobby 1-32 chars) @ Static PSK
Wireless Configuration > O B02.1X
Description (1-64 chars) (O 802.1X (clear)
Network Configuration > (] MAC Authentication
P
IPv4 Portal Authenticati
Network Security > Wireless Servi @ON O OFF () 1Pud Portal Authentication
reless service [ IPv6 Portal Authentication
System > Default VLAN 110 14094, 1 by default) Security mode OWPA OWPA2 @ WPA or WPA2
(O WPA3-Personal O WPA3-Personal Transition
Tools > Hide SSID O Yeq

WPA3-Enterprise WPA3-Enterprise Transition
User Isolation OYes @ No

WPA3-Enterprise 192-Bit Encryption

Management Frame Protection OON @ OFF

PSKkey # @ Passphrase (O Rawkey

sensssnnnes 63 alphanumeric chars)

sesssnanend (M@nfirm password

23



24

2 4GHZ(3)radiol=SSID(h3c-lobby)Z & 8%

H3 WA7539-JP I save &g Roadmap | & admin

Wireless Configuration » Wireless Services » Wireless Services Configuration ¥ Advanced Settings(h3c-lobby)

Dashboard

Monitoring >
Bind to APs Candidate Selected

Quick Start >
Search for Search for

Network Configuration > @ 5GHz(2) h ’IZAGHZG) I

Network Security >
System >
Tools >

Cancel




SSID(h3c-lab6g)&ERL T3

H3C WATS3SIE w Save ..' Roadmap | & admin

Dashboard

Monitoring

Quick Start Add Wireless Services
Wireless Configuration Add User

Network Configuration

Network Security

System

Tools

https://192.168.0.50/wnm/frame/index.php?sessionid=200001b6bad 16cf562cabl1c2361abbal3d44#M_AddSsid




SSID(h3c-lab6g)Z{ERT 5

H Save ﬁ Roadmap

26

Dashboard

Monitoring

Quick Start

Network Configuration

Network Security

System

Tools

Wireless Configuration » Wireless Services » Wireless Services Configuration » Add Wireless Networks

Basic settings

Wireless service name =

@ h3c-labbg 1-63 chars)

SSID - =
h3c-labbg 1-32 chars)

Description (1-64 chars)

Wireless Service @ @® ON@OC OFF

Default VLAN

110 1-4094, 1 by default)
Hide SSID OYes @ No
User Isolation OYes @No

Apply and Configure Advanced Settings Apply Cancel

Authentication settings

Authentication mode

O 0pen (no authentication)

@ @ Enhanced-Open

O Static PSK

O B02.1X

O 802.1X (clear)

(J MAC Authentication

(J IPv4 Portal Authentication

[ IPv6 Portal Authentication




6GHZ(1)radiol=SSID(h3c-labbg)E & 8%

H3c WA7539-JP

27

w Save ﬁ Roadmap | -.. admin

Wireless Configuration » Wireless Services » Wireless Services Configuration » Advanced Settings(h3c-lab6g)

Dashboard

Monitoring >
Bind to APs Candidate
Quick Start >
Search for
Wireless Configuration >
‘ »
Network Configuration > 5GHz(2)
2.4GHz(3)
- Secunty ’ @ :
System >
Tools >

Selected

Search for




TIA4IJLEDSSID H3CEHIBRT A

H3C WA7539-JP

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

System

Tools

Wireless Services

AP Management Bind WLAN Service Basic Settings

Wireless QoS Client Rate Limit Bandwidth Guarantee Wi-Fi Multimedia

Radio Management Radio Configuration Band Navigation

Wireless Security WIPS Allowlist and denylist

Applications Mesh Services Multicast Optimization Bonjour Client Proximity Sensor

172.16.81.215/wnm/frame/index.php?sessionid=200001ec6c632028cf7c3074df5f21c71bab#M_ServiceTemplate

“ Save .‘. Roadmap | & admin




T4 )LD SSID H3CZH|

Dashboard
e 5 @  Wireless Service Name |
o 1 H3C
Quick Start >
[J  h3c-lobby h3c-lobby
Wireless Configuration > O h3csales h3c-sales
Network Configuration > ) h3c-support h3c-support
Network Security >
System >
Tools >

Total 4 entries, 4matched, Oselected.Page 7/ 7.

29 D(LF 1) TAREIGEL=)

i save W9 Roadmap | & admin

Wireless Configuration » Wireless Services » Wireless Services Configuration

Search
Wireless Service Authentication Mode Default VLAN
® on Open 1
® onN Static PSK TKIP & CCMP 110
® on Static PSK TKIP & CCMP 100
® o Static PSK TKIP & CCMP 100

14 <4 »> Wl Q

29




T4 JLEDSSID H3CZEH[

30

79 D(SSIDMLERDEY 2 TEEE]

(i

)

w Save .'-' Roadmap [ & admin

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

System

Tools

Wireless Configuration » Wireless Services » Wireless Services Configuration ¥ Advanced Settings(1)

@

Bind to APs Candidate

Search for

>

2.4GHz(3)
—

Selected

Search for

— 1




31

7 74 )LEDSSID H3CZHIRR T H(BIRDENY S THG WG E DA HIBRETEE

i save W9 Roadmap | & admin

Wireless Configuration » Wireless Services » Wireless Services Configuration

Search -

Dashboard
Monitoring > B Wireless Service Name a | Wireless Service Authentication Mode Default VLAN
o 1 H3C ® on Open 1 u
Quick Start >
[J  h3c-lobby h3c-lobby ® on Static PSK TKIP & CCMP 110
Wireless Configuration > O  h3csales h3c-sales ® o Static PSK TKIP & CCMP 100
Network Configuration > [J  h3csupport h3c-support ® on Static PSK TKIP & CCMP 100
Network Security >
System > Are you sure you want to delete the selected items?
Tools >

- \J D

4 <4 »> »I Q

Total 4 entries, 4matched, Oselected.Page 7/ 7.




VLAN100Z{ERL T %

H3C WA7539-JP

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Security

System

Tools

https://192.168.0.50/wnm/frame/index.php?sessionid=200001bbbad 16cf562cab1c2361abbal3dd44#M_VLAN

Network Interfaces Interfaces Link Aggregation

Network Links VLAN MAC STP

Network Routing Routing Table Static Routing

P NAT P ARP IPv4 DNS
1Pv6 1Pvb ND IPvb DNS
Multicast IGMPSnooping MLDSnooping

Management Protocols DHCP HTTP/HTTPS

u Save ." Roadmap | ... admin

32




VLAN100Z=ERLT %




VLAN110Z#{ERLT 5

H3C WA7539-JP

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Security

System

Tools

https://192.168.0.50/wnm/frame/index.php?sessionid=200001bbbad 16cf562cab1c2361abbal3dd44#M_VLAN

Network Interfaces Interfaces Link Aggregation

Network Links VLAN MAC STP

Network Routing Routing Table Static Routing

P NAT P ARP IPv4 DNS
1Pv6 1Pvb ND IPvb DNS
Multicast IGMPSnooping MLDSnooping

Management Protocols DHCP HTTP/HTTPS

u Save ." Roadmap | ... admin

34




VLAN10Z/ERLT %




n Save ." Roadmap | :. admin

Network Configuration » Network Links » VLAN

Dashboard VLAN -
Monitoring > _ -
Search
Quick Start >
Wireless Configuration 3 192.168.0.50/255.255.255.0 VLAN 0001
VLAN 0100
Network Configuration >
VLANO110
Network Security >
System >
Tools >

Total 6 entries, Imatched.Page 7/ 7. R -




37

GE1/0/17R—kZtrunki R—KZZEE I 5
H3C wwssr B & i | & ot

Dashboard

Monitoring >

Quick Start >

Wireless Configuration >

Network Interfaces Link Aggregation PPPoE

Network Security > Network Links VLAN MAC STP

System .
¥ > Network Routing Routing Table Static Routing

Tools >

1P NAT P ARP IPv4 DNS
1Pv6 IPv6 ND IPv6 DNS
Multicast IGMPSnooping MLDSnooping

Management Protocols DHCP HTTP/HTTPS Telnet SSH NTP LLDP

https://192.168.0.50/wnm/frame/index.php?sessionid=200001b6bad 16cf562cab1c2361abbal3d44#M_Interface




38

10GE1/0/17R—kZtrunk’iR— M ZZEE 9 5(FIE1)

H Save .’. Roadmap |

Network Configuration » Network Interfaces » Interfaces

Dashboard Interfaces -
Monitoring >
- Allinterfaces ~  Search -
i =

LLEAT > ®  Interface a IP Address Speed(Kbps)
Wireless Configuration > ) GEl/oN Down - 0 Auto GigabitEthernet1/0/1 Interface
Network Configuration > [J  InLoopO Up - InLoopBackO Interface
B LIS 4 O NULLO Up - NULLO Interface
System >
O  Vlan1 Up 192.168.0.50/255.255.255.0 Vlan-interface Interface
Tools >
[0  WLAN-Radio1/0/1 Up - WLAN-Radio1/0/1 Interface
[J WLAN-Radio1/0/2 Up - WLAN-Radio1/0/2 Interface
[J) WLAN-Radio1/0/3 Up - WLAN-Radio1/0/3 Interface
O XGE1/0/1 Up - 1000000 Full Ten-GigabitEthernet1/0/1 Interface n

Total 9entries, Imatched, Oselected.Page 7/ 1. 14 ca > b Q




GE1/0/1R—kZtrunkiR—FZZEE 9 5(FIE2) 39

w Save ." Roadmap | & admin

Network Configuration > Network Interfaces > Interfaces » Edit Interface

Dashboard Interface Ten-GigabitEthernet1/0/1 (XGE1/0/1)

Status up [ Shut down
Monitoring >

Description Ten-GigabitEthernet1/0/1 Interface (1-255 chars)
Quick Start >

Wireless Configuration > MAC address
18-C0-09-60-B2-70 (HH-HH-HH-HH-HH-HH)

Network Configuration >
VLAN Link type

e DE——— BEOBTET

System > PVID Xa n _}bg‘rj ‘s/

Tools >

Permit VLAN List

@ 1-4094 (1-4094, e.g. 3,5,10-100)

Link speed (Current: 1000000Kbps )

Auto v @

Duplex (Current: Full )

Auto ~




GE1/0/1R—rZEtrunk R—MZZEE 4 5(FIE2) 0

H Save ﬂ Roadmap | :. admin

Network Configuration » Network Interfaces » Interfaces » Edit Interface

Dashboard Bandwidth (Current: 1000000kbit/s )
Monitoring > (1-400000000)kbit/s
. Link mode Bridge'  Route

Quick Start >

Jumbo frame O Disable
Wireless Configuration

au > @ 1600 (1600-1600)

Network Configuration > BPDU interception (J Enable BPDU interception

Flow control .
Network Security > Disable ~
System > Traffic suppression Broadcast suppression

ratio ~ 100

Tools >

Multicast suppression

ratio ~ 100

Unknown unicast suppression

ratio ~ 100

Cancel




o

SSH. telnet, NTPZED#EEZ BN/ EMIZT S -

H3C WATSISSIE u Save ... Roadmap | & admin

Dashboard
Monitoring >
Quick Start >

Wireless Configuration

Network Interfaces Interfaces PPPoE

Link Aggregation

Network Security > Network Links VLAN MAC STP

System .
y > Network Routing Routing Table Static Routing

Tools >
P NAT P ARP IPvd DNS
IPv6 IPv6 ND IPv6 DNS
Multicast IGMPSnooping MLDSnooping

Management Protocols DHCP HTTP/HTTPS Telnet SSH

https://172.16.81.215/wnm/frame/index.php?sessionid =200001ebc474cc5d90ab7 3146287299617 5#M_S55H




SSH. telnet, NTPEDWKEEZH N/ EMIZT S *

-
o

H Save .‘i Roadmap | & admin

Network Configuration » Management Protocols » SSH
Dashboard
Access ACL Null
Monitoring >
Telnet
Quick Start >
Telnet service m
Wireless Configuration >
Advanced settings >
Network Configuration >
SSH
Network Security >
Stelnet service m
System >
Tools > SFTP service Iﬁ
SCP service
Advanced settings >
NTP
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GUIDEETIERESN =02 747 (flash:/startup.cfg)

version 7.1.064, Release 2622P02 wlan service-template h3c-sales

#

sysname H3C

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

lidp global enable

lldp hold-multiplier 8

#

vlan 1

#

vlan 100

#

vlan 110

#

wlan service-template h3c-lab6g
ssid h3c-lab6g

vlan 110

enhanced-open enable
service-template enable

#

wlan service-template h3c-lobby
ssid h3c-lobby

vlan 110

akm mode psk
preshared-key pass-phrase cipher
$c$3$YGTIKYBECXKuR/muU
cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

#

ssid h3c-sales

vlan 100

beacon ssid-hide

akm mode psk

preshared-key pass-phrase cipher
$c$3$BKQMIKTQV/NI

cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

wlan service-template h3c-support
ssid h3c-support

beacon ssid-hide

akm mode psk

preshared-key pass-phrase cipher
$c$33%015i5a1WNMnBAVIGU
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

interface NULLO

#

interface Vlan-interface1

ip address dhcp-alloc

#

interface Ten-GigabitEthernet1/0/1
port link-type trunk

port trunk permit vlian all
mac-address max-mac-count 1536
#

interface Ten-GigabitEthernet1/0/2
#

interface WLAN-Radio1/0/1
service-template h3c-lab6g

#

interface WLAN-Radio1/0/2
service-template h3c-support
service-template h3c-sales

#

interface WLAN-Radio1/0/3
service-template h3c-lobby

#

scheduler logdfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31
authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

ssh server enable

#

ntp-service enable
ntp-service refclock-master

ntp-service unicast-server pool.ntp.org

ntp-service unicast-server registry.h3c.com priority
ntp-service unicast-server time.nist.gov
ntp-service unicast-server time.windows.com

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

45

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system

local-user admin class manage

password hash
$h$6$9K03nwHBr11Uc506$p+XIZnAeimVR
eFD3yjTKkHkuTzKFFnbmiSIt159YPgd4MKg
8YpPurHAGI/N69uew+kSkHILIg421G/7a1ls1
sQ==

service-type telnet http https
authorization-attribute user-role network-
admin

#

security-enhanced level 1

#

undo ssl renegotiation disable

undo ssl version ssl3.0 disable

undo ssl version tIs1.0 disable

undo ssl version tIs1.1 disable

undo ssl version tIs1.2 disable

undo ssl version tIs1.3 disable

#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable

#

return
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wlan mobility group floor wlan mobility group floor wlan mobility group floor
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group enable group enable group enable

JMobility group »- Mobility group 4, . Mobility group

= ERISAT UL :<_>: i3k e AR 30 R Y]

s ) i S L L
iEﬁ%—F‘AP tEﬁ%—F‘AP BT -—-FAP

N | (o) L&) Se—

— )L L TE— L e N
10.10.03—" 10.1 10.10.0.3

POEZRMYF  mipa@E—RAPIcR LA—XI=O—3v 5 TES

48



H3C



	スライド 1: H3C WA7539(WiFi 7)自律管理ベストプラクティスガイド
	スライド 2
	スライド 3
	スライド 4
	スライド 5
	スライド 6
	スライド 7
	スライド 8
	スライド 9
	スライド 10
	スライド 11
	スライド 12
	スライド 13
	スライド 14
	スライド 15
	スライド 16
	スライド 17: SSID(h3c-support)を作成する
	スライド 18: 5GHZ(2)radioにSSID(h3c-support)を含める
	スライド 19
	スライド 20: SSID(h3c-sales)を作成する
	スライド 21: 5GHZ(2)radioにSSID(h3c-sales)を含める
	スライド 22
	スライド 23: SSID(h3c-lobby)を作成する
	スライド 24: 2.4GHZ(3)radioにSSID(h3c-lobby)を含める
	スライド 25
	スライド 26: SSID(h3c-lab6g)を作成する
	スライド 27: 6GHZ(1)radioにSSID(h3c-lab6g)を含める
	スライド 28: デフォルトのSSID H3Cを削除する
	スライド 29: デフォルトのSSID H3Cを削除する(セキュリティ設定がないため)
	スライド 30: デフォルトのSSID H3Cを削除する(SSIDから電波の割り当てを解除)
	スライド 31: デフォルトのSSID H3Cを削除する(電波の割り当てがない場合のみ削除可能)
	スライド 32: VLAN100を作成する
	スライド 33: VLAN100を作成する
	スライド 34: VLAN110を作成する
	スライド 35
	スライド 36
	スライド 37: GE1/0/1ポートをtrunkポートに変更する
	スライド 38: 10GE1/0/1ポートをtrunkポートに変更する(手順1)
	スライド 39
	スライド 40
	スライド 41
	スライド 42
	スライド 43
	スライド 44
	スライド 45: GUIの操作で作成されたコンフィグ(flash:/startup.cfg)
	スライド 46
	スライド 47
	スライド 48
	スライド 49

