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TOEARARDEMEE—RNDATURIZEBEE
FIE: REODEEE—FOWHER >EFE—FOZLTE > ZTEINTHLE D HDRESR

HBEDE— R aER(THBHTRETIZFITE—F)
<H3C> display wlan device role

Current running mode: Anchor-ac.

# system-view(Z CTap-modea~ ¥ K TfitE— N ICEE

<H3C> system-view :EE APE—FIZIRZUATDID2DE—F

System View: return to User View with Ctri+Z. HYERTEX T,
[H3C] ap-mode fit ap-mode { anchor-ac | cloud | fit }
Changing working mode will reboot system. Continue? [Y/N]:y

HE— FZED/-HICAPIZE BRI ICreboot L £ 3,
System is starting...

Press Ctrl+D to access BASIC-BOOTWARE MENU...
Booting Normal Extended BootWare

D7 —bhhXy -2

Image file flash:/wa6600-boot.bin is self-
decompressing.....ccccceeeeneen.

System image is starting...

Line con0 is available.

Press ENTER to get started.

#EBECloudE— FICA 7= & ZHERL £,
<H3C> display wlan device role

Current running mode: FIT AP.

<H3C> save force

.Tera Term: YUPIR-F i2FE X |
R —h(P): |_coru5 d o
h—-L —h(B): |9600 v|
7 —3(D): 8 bit v Il
F A7 4(8): none v
AkwH(8): 1 bit v AL F(H)
—Z0 —HIHENF): none v
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ZDEHIZACDIREZGUITITSIEHDELD T,

ACHEIEIZVLANT1Z{HELY, VLANTIZIPZRL X192.168.0.2544 S HAIP7PRL A EEELTEYET,
ZDETAURIFITAPDIPTRLADRISLSI1Z. ACEDHCPH—/N\—(Fx K49AP)ELTERELE T,
ZDEDITFITAPIZALEREET . THHEAIROIRETRYN I —JIZ#EHKT 51ZITTACOEETIZASE
WAHZEOAYFHREEMFUVET, T=. APHAHREL-FHOXBELEFICEOXY T, APEAD/N\—3
VTPYTIZACHSD U RS ILIN—2a3 Ty T AR ERYET,

EHTBHERESSID, /SR —K, VLAN. hidden®—FEEIXLLTDEYELET,

SSID T T [N

h3c-support @helpdesk99 100 radiol bGHz
h3c-sales @bigsale 100 yes Radio2 bGHz
h3c-lobby thankyou 110 no Raido3 2.4GHz
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Internet

Cloudnet

2747~ FPCRADHCPY — /13—

* (Vlan 100, Vlan 110)
'H'—l\—

l " &-[— 1 # l\_/u g VLAN100
’ GE1/0/7 g AC(77tXarvitA—7—)
#E1, portlink-mode route jm /", 168.0.254 _ R WX3840X, WX2880X 7 &

ip dhcp-alloc
nat outbound

El, TOXy F7—OBRTT YTV
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NIEGEL/0/TEnatD A EITH Y FH A,

2., ACEPoERA v FRIZFR— MK
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A,

GE1/0/1) §GE1/0/2
XiE2. tag
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GE1/0/23| |GE1/0/24 POER A v F
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ACOGUIIZRT A>T A%

PCOT7 7Y %EE LUTDOURLZ AL £,
http://APDIP7 FL X/
F7 4L kD1 —HY—4%: admin. /<X 7 — K: admin

6 Login x + Ch angE PESSWDFU .
<« c

A RESATVELERE | httpsi/192.168.100.1/web/frame/login.htmi?ssl=false

The default password is not secure. A qualified password must meet the following

requirements: It must contain a minimum of 10 characters. It must contain 2 minimum of 2
H3C WLAN Management Platform -~ _
types,and a minimum of 1 characters for each type. It can't contain the username or the
WX1840H reversed letters of the username.
» 0ld Password | |

New Password |

Confirm Password | |

[] Remember me English ~

2 T =

INAD)—FRIFIOXFL LT, ZEHFERR
ED2EFEEEH . BRINTWNS1—
H—. adminfEEDXFEEFEFH N &,




ACOGUIIZOS 42T B 5% )

MHTOYT AU LT=IIX. region-codeZ R ET HILELHYET,
Xregion-codelZ&kYEETHERDEF DFIFIIZRWET . HARIZIAPAN(IP)TT,

Please select a region code

Region Code [l JAPAN(IP) T




Region CodeM:EIREmE A H

Actions All Networks » Wireless Configuration » AP Management » AP Global Settings
Dashboard @ AP Global Settings
Quick Start >
Basic Settings
Monitoring >

Region code

Wireless Configuration v
Wireless Networks JAPANUP) v @

AP Management
ply

Wireless QoS

Wireless Security > Region code lock

Radio Management
g Software upgrade

Client Proximity Sensor
Auto AP

Applications

Auto AP conversion
Network Security >

javascriptvoid(Q)

JAPANUP)

T

System View Network View

Access Points Clients

Qo ©1 Q00

Event Logs

00 00

2 03
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ACOHOGUIZAY AT B A%

mHTOT A2 LE=REEIX. region-code® B ETADENHYET,
Xregion-codelZ&kYEETHBRDER DFHNKIIZHKLNET . HARIZIAPAN(IP)TT,

<H3C>sys

System View: return to User View with Ctrl+Z.

[H3C]wlan global-configuration
[H3C-wlan-global-configuration]region-code JP

This operation may reset the radio parameters. Continue? [Y/N]:y
[H3C-wlan-global-configuration]quit

[H3C]
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045 4> 9 A&Dashboard AR RESNFET

H3C WX1840H

Actions All Networks > Dashboard
Dashboard
System Logs

Quick Start

Monitoring

Wireless Configuration

APs o= Systemusage o=

. Onlina Offline Unhealthy
Network Security !

0% 68%

5
4
System 3
; CPU Memory
0
2

e 02:40:58 02:41:03 02:41:08 02:41:13

—
Reporting —

Wireless services o= Clients o=

2 4GHz EGHz

a2 — DY)z [System View | Network View]

client number

M~ W

- . - Access Points Clients Event Logs
e ™ (o0 oy o
1 0 0l0 0 5 8 12

Intarfara traffir

192.168.0.50/wnm/frame/index. php¥sessionid=20000146350de2b50aaec29e5d8e4c3cacie?




GUID A= 1 —— & (HEKR D EX E EIH)

« Network view

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

Dashboard
Quick Start
Add New AP
Add New SSID
Add New User
Monitoring
Wireless Network
Clients
Wireless Security
Client Proximity Sensor
Application Monitoring
Wireless Configuration
Wireless Networks
AP Management
Wireless QoS
Wireless Security
WIPS
Allowlist and denylist
Radio Management
802.11n/802.11ax settings ,transmission
dis e

Applications
Mesh, Multicast

Network Security
Packet Filter
Traffic Policy
Qos Policies, Priority Mapping
Access Control
802.1x
Authentication
RADIUS
User Management
Access Control
MAC Authentication
Port Security
Portal
System
Resource
ACL, Time Range
Cloud Platform
Tools
Debug
Reporting
Client Statistics
Wireless Service Statistics

15



GUID A= 1 —— & (KR D EX E EIH)

« System view

Actions

Dashboard

MNetwork Configuration

MNetwork Security

System

Tools

Dashboard

Network Configuration
Network Interfaces
VLAN
Network Routing

Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management
Local users

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

16



GUIDAZa—& (FHLULXEE M)

H3c I Save &9 Roadmap | & admin

Dashboard

Monitoring >

Quick Start >

Wireless Configuration v

Wireless Services Wireless Services Configuration

Network Configuration > AP Management Bind WLAN Service Basic Settings
Lo S > Wireless QoS Client Rate Limit Bandwidth Guarantee Wi-Fi Multimedia
System > .
Radio Management Radio Configuration Band Navigation
Tools >
Wireless Security WIPS Allowlist and denylist

Applications Mesh Services Multicast Optimization Bonjour Client Proximity Sensor




GUIDAZa—& (FHLULXEE M)

H3C H Save ﬁ Roadmap | ... admin

Dashboard

Monitoring >

Quick Start >

Network Interfaces Interfaces Link Aggregation PPPoE

Wireless Configuration >
Network Links VLAN MAC STP
Network Configuration v
Network Routing Routing Table Static Routing
Network Security >
P NAT IP ARP IPv4 DNS
System >
IPv6 IPve ND IPv6 DNS
Tools >
Multicast IGMPSnooping MLDSnooping

Management Protocols DHCP HTTP/HTTPS Telnet SSH NTP LLDP
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Actions All Networks > Quick Start » Add Services » Add Services

Dashboard Add Services

Quick Start v
Basic settings
Add AP
Wireless service name -
h3c-support |-63 chars)

Add Services
SSID #
h3c-support 1-32 chars)
Add User
Description (1-64 chars)
Monitoring >
4
Wireless Configuration > Wireless Service @ b OFF >:< SSI D % ﬁ;a] ‘: _g_ 6
) Default VLAN
Network Security > @ 1-4094, 1 by default)
System > Hide S5ID @ Yes ONo
User Isolation ‘ ®Yes ONo
Tools > Forwarding type ) Centralized
@wct ¥ client forwarding-location ap
Reporting >

System View Network View

Authentication settings

Authentication mode

Authenticator

Security mode
Management Frame Protection

PSKkey =

(O Open (no authentication)

® Static PSK

O 802.1X (clear)

(O Static WEP

[ MAC Authentication

[ IPv4 Portal Authentication
O IPvE Portal Authentication
@ AC

O AP

OWPA OWPA2 ®WPAorWPA2 (O WPA3-Personal WPA3-Enterprise

O 0N @ O0FF

@ Passphrase (O Rawkey

(8-63 alphanumeric chars)

sennan .| Confirm password

Access Points Clients

(N 0@olo0

Event Logs

[ VN =

8 @




SSID(h3c-support)Z= £k 3 %

#

wlan service-template h3c-support

ssid h3c-support SSID%

vlan 100

beacon ssid-hide SSID%EY

client forwarding-location ap 2547 MIZVLANICACE BHET
user-isolation enable F—SSIDIC2%H 37 547> FRILOEERT
akm mode psk N7 — FHER

preshared-key pass-phrase simple @helpdesk99 /sz7—Fri&E

cipher-suite ccmp WPA2izE#5:

cipher-suite tkip WPA#ZKFH (WPA or WPA2% 53iR)
security-ie rsn 802.11i (Robust Security Network) X3 it
security-ie wpa Wi-Fi Protected Access2A% & Rk T S
service-template enable ZOFVTL—bEEMICTS

#

20



Security mode&éa< kR

Security mode OWPA OWPA2 O WPAor WPA2 @ WPA3-Personal

WPA3-Enterprise

WPA3-Personal Mode @® Required O Optional

Cipher suite TKIP @ CCMP TKIP or CCMP

GCMP

HHUERSHHBREHHBR SRR R AR B R AR BB HHRRHS

# Security mode: WPA
HHURSHHBREHH B RS HBR AR B R AR BB HHRRHS

wlan service-template wpa

ssid WPA

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie wpa

#

HHURSHHBREHH B RS HBR AR B RS H B R HHRRH

# Security mode: WPA2
HHURSHHBREHH B RS HBR AR B R AR B R B HHRRH

wlan service-template wpa?2

ssid WPA2

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

security-ie rsn

HHHBHSH B R HH U R HHBRHH ARG H AR S H YRS
# Security mode: WPA or WPA2
HHHBHSH B R HH BB HH RS H ARG H AR SR YRS
wlan service-template wpawpa?2

ssid WPA.WPA2

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

#
HHHBHSHBR SR BB HH RS H B RS HBR S H YRS
# Security mode: WPA3-Personal

# WPA3-Personal Mode: Required
HHHBH SR B RS R BB HH RS HB RS H B RS H YRS
wlan service-template WPA-Psersonal
ssid WPA-Psersonal

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

security-ie rsn

wpal personal required

21



Security mode&éa~v >k
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Security mode OWPA O WPA2 O WPA or WPAZ WPA3-Personal
® WPA3-Enterprise
‘0
S
Cipher suite TKIP ‘(IE'H:' TKIP or CCMP @GEMF‘
. .
* *
Management Frame @ON OOFF ‘e, R
L 4
. .
Protection R % .
. .
s .
.
Management Frame ® Iiequiretl (O Optional . . ’0.
.. .. ‘0
Protection Mode Tea, %e
e, ‘e
'.,. '0.
802.1X ‘e, R
e, LR
..O. S
Dynamic WEP O ON @® OFF Yoo,
v
Handshake OON @ OFF Tve,,
L
Reauthentication O ON @® OFF
Domain name
system x
Maximum clients
512 (1-512, 512 by default)

Authentication mode C 0Open (no authentication)
O Static PSK

® B02.1X

O 802.1X (clear)

() Static WEP

BHAHHBB R HHH U HH AR H AR R BHH 1Y
# Security mode: WPA3-Enterprise
BHAHH BB HHH BB HH BB HH BB HH 1Y
’.\ylan service-template wpa3-enterprise
s¢id WPA3-Enterprise
aknfgode dotlx
cipher-suite gcmp
security-ie rsn
a wpaJ3 enterprise
client-security authentication-mode dotlx
dotlx domain system
B pmf mandat
pmf mandatory




fHE PCONICOIRTEDHREMER

F mark2-6-ax 1 YLA £y I-90F0/T 1

i mark2-6-ax JA¥L2A Fyb7-20F0/K71

mark2-6-ax A VLA 7y -T-20F0/57 1

g tFUFe g tralys gty
HEIFOES(E): WPAZ - [T=YF] v TFUTDES(E: WPA3- (-l v 2T DES(E: WPA3 - TV5-T513 ~
ESLOESE(N): ﬁﬁgl&[ﬁ;}f Y ESLOES(N): AES ~ FESLDES(N): AES ~
Fyb)-0 £ F2UF1 FaEL (-T2 VAT FybD-2 v%a1l71 2000000
£-(K) WPA3-IY5-754 7 192 Py *-K
% |WPA3- I;JG—:"?D( O NZRT-FDXFERTTS(H)
fﬂzﬁ;i - IV5-F51% FyhI-FOEAFEDERIO:
Microsoft: {2 1- EAP (PEAP) ~ HE(S)
WPAZ_/ ﬁ_\/j—)[/ @ 07AVF AU, INEREDESEEREERTIR)
EEBED) SHEFED EEEED

Foull

oK Fouell
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Actions

Dashboard

Quick start

Add AP

Add Services

Add User

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

Add Services

Basic settings

Wireless service name

S50 =

Description

Wireless Service

Default VLAN

Hide 551D

User Isolation

Forwarding type

2
€)
@
5
G

All Networks > Quick Start » Add Services > Add Services

h3c-sales -63 chars)

h3c-sales -32 chars)

@ Yes ONo

i@fes ONo

@ Local

(1-64 chars)

o7 XX SSIDZBRIZT S

-4094, 1 by default)

*client forwarding-location ap

System View MNetwork View

Authentication settings

Authentication mode

Authenticator

Security mode
Management Frame Protection

P5K key =

(O Open (no authentication)

[® Static PSK

O 802.1X (clear)

(O Static WEP

[0 MAC Authentication

[ IPv4 Portal Authentication
[ IPve Portal Authentication
@®AC

O AP

(OWPA COWPAZ @ WPA or WPAZ2 (O WPA3-Personal W

(@ Passphrase (O Rawkey

nveeserend

(8-63 alphanumeric chars)

Confirm password

PA3-Enterprise

Access Points Clients

91

o @o 0

Event Logs

00 O:s

8 @1




SSID(h3c-sales)&x1ER 9 %

#

wlan service-template h3c-sales
ssid h3c-sales

vlan 100

beacon ssid-hide

client forwarding-location ap
user-isolation enable

akm mode psk

preshared-key pass-phrase simple @bigsale
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

#

25
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Actions All Networks » Quick Start » Add Services » Add Services
Dashboard Add Services
Quick start v
Basic settings Authentication settings
Add AP
Wireless service name Authentication mode (O Open (no authentication)
h3c-lobby -63 chars) :
Add Services @® Static PSK
SSID % o
h3c-lobby -32 chars) e
Add User ) 802.1X (clear)
Description (1-64 chars) O Static WEP
Monitoring b3

[ MAC Authentication

[ IPv4 Portal Authentication

pore XSSIDZ BT S OJIPv6 Portal Authentication

(@fes ONo

User Isolation

Wireless Configuration 2 Wireless Service @
. Default VLAN .
Network Security > elau (1-4094, 1 by default) Authenticator @®AC
AP
Hide 551D OYes @No
System > @ Security mode OWPA OWPAZ @ WPA Or WEA2

Management Frame Protection O ON ® OFF
Tools > Forwarding type
P5Kkey = @ Passphrase O Rawkey

@wst ¥ client forwarding-location ap
Reporting >

System View Network View

(O WPA3-Personal W

(8-63 alphanumeric chars)

Confirm password

PA3-Enterprise

Access Points Clients

([ B

o @o 0

Event Logs

00 ©s

8 @1




SSID(h3c-lobby)Z#{ERk 9 %

#

wlan service-template h3c-lobby
ssid h3c-lobby

vian 110

client forwarding-location ap
user-isolation enable

akm mode psk

preshared-key pass-phrase simple thankyou
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

27



APDT IAILNT I —TEHRELES *

H3C WX1840H

Actions All Networks » Wireless Configuration > AP Management » AP Groups
Dashboard AP Groups
uick Start
e Z Search
Manitaring > L]
O default-group 2
Wireless Configuration v
Wireless Networks
AP Management
Wireless (o5
Wireless Security >
Radio Management
Client Proximity Sensor
Applications
Network Security >
System b
Tools >
et b4 Total 7entries, 7 matched, Oselected.Page 7/ 1. e g
) Access Points Clients Event Logs
@0 ©®2 Qo0 00 01 A5 02




APDTIHIVNT IN—TEEELFET 29

Actions All Networks > Wireless Configuration » AP Management » AP Groups » Edit AP Group(default-group)
Dashboard
asnhosr General
Quick Start >
Group name % defauli 31 chars)
o ELULO (1-31 chars) Request retransmission Interval
Maonitoring >
Description (1-64 chars) 5 seconds (3-8, 5 by default)
Wireless Configuration v
4 Retransmission attempts
Wireless Networks Regi 4
egion ooe JAPAN(JP) % v 3 (2-5, 3 by default)
AP Management e .
LED mode Statistics report interval o .
Normal % v 50 seconds (0-240, 50 by default)
Wireless QoS
AP model CAPWAP tunnel encryption OEnable @® Disable
WABB38-IP )
Wireless Security > Firmware upgrade OEnable O Disable ® Inherit (Enabled)
WABG38-JP AP model
Radio Management
AP connection priority ) WAG638-JP 5GHz(1)
4 (0-7, 4 by default)
WAG638-JP 5GHz(2)
Client Proximity Sensor
CAPWAP tunnel keepalive Echointerval WABB3E-JP 2.4GHz(3)

Applications 10 seconds (0,5-255, 10 by default) P4 '%Ei&a)/\ — F#ZO0ONIZ 'g' 3
BEZXHET3)

Network Security

System >
Tools >
Reporting >

R Network View Access Points Clients Event Logs
Jystem View
90 ©2 @00 0001 423 O




APDTIAILNT IL—T%EHRTELET

#
wlan ap-group default-group
region-code JP
vian 1
ap-model WA6338-JP
radio 1
radio enable
radio 2
radio enable
radio 3
radio enable
gigabitethernet 1
#

30



T IAILNT IL—T Dradio 1(5GHz) &R ELET

Add binding

AP Group Name default-group
AP Type WABG38-1P
5GHz(1)

Radio
Bind WLAN Sepuice _*
@ H3c-sales N
Bound VLAN ® VLAN
100 |Z| a0

(O VLAN Group ©




TIA4INT IL—T Dradio 1(6GHz)Z &R ELET

#
wlan ap-group default-group
region-code JP
vilan 1
ap-model WA6338-JP
radio 1
radio enable
service-template h3c-sales vian 100
radio 2
radio enable
radio 3
radio enable
gigabitethernet 1
#

32



T IAILNT IL—T Dradio 2(5GHz)&# R ELET

H3C WX1840H

Add binding

AP Group Name default-group
AP Type WAB638-IP

Radio 5GHz(2)

Bind WLAN Sepuice
@ H3c-support
Bound VLAN @ VLAN
110

(O VLAN Group

@ - CanEEl




TIA4INT IL—T Dradio 2(6GHz)ZEZELET

#
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6338-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vlan 110
radio 3
radio enable
gigabitethernet 1
#
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TR IL—F Dradio 3(2.4GHz)E % ELET

Add binding

AP Group Name default-group
AP Type WABG3E-JP
Radio 2.4GHz(3)

Bind WLAN Service +
H3c-lobby

Bound VLA ® VLAN
110

O VLAN Group ©

@ - canEEI




T4 ILET JL—T Dradio 3(2.4GHz)%

BRELET

#
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6338-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vlan 110
radio 3
radio enable
service-template h3c-lobby vlian 110
gigabitethernet 1
#
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(A TLaNTIHILNT I—TUN DB EEF DORIMAPD Z5F

Quick Start > Add New AP
H3c WX1840H

Actions All Networks » Quick Start > Add New AP » Add New AP

Dashboard Add New AP

0
N
ame x @ ROOM-101 64 chars)

@ Add New AP
Description room number 107] (1-64 chars)

Add New SSID

A
Add New User Model «
WABGE38-JP x v
Monitoring 4 @ Serial ID
@ 219801A2YF821BEODOYX 1-63 chars)

Wireless Configuration >

O MAC address
HH-HH-HH-HH-HH-HH
Metwork Security >
AP group name
default-group
System >
Region code
JAPAN(JP) ®x v
Tools »
Reporting >

AP connection priority

CAPWAP tunnel keepalive

Request retransmission

Statistics report interval

CAPWAP tunnel encryption
Software upgrade

5GHz radio(1)

5GHz radio(2)

2.4GHz radio(3)

4(Inherit)

Echo interval

10(Inherit)

Retransmission interval

5(Inherit)

Retransmission attempts

3(Inherit)
50(Inherit)
O O0N O OFF
O ON O OFF
) OFF O OFF
O OFF
O OFF

KEIRD/N—F

(0-7, Inherit by default)

seconds (0,5-255, Inherit by default)

seconds (3-8, Inherit by default)

(2-5, Inherit by default)

seconds (0-240, Inherit by default)

@ Inherit (OFF)
@ Inherit (ON)
O Inherit (OFF)
O Inherit(OFF)
O Inherit(OFF)

Access Points Clients

37
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Event Logs

©o0% ©100% @0% 0 0003 410 O34




(FTLaV)TIHILNT =T UNDEE TR DEMAPD & 38

#
wlan ap ROOM-101 model WA6638-JP
serial-id 219801A2YF821E000YX
region-code JP
vlan 1
radio 1
radio 2
radio 3
radio enable
gigabitethernet 1
#




ACZEHMDAPDDHCPHY —/\—ELTERTET S
B P R D E T TSystem ViewZE iR

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP

Dashboard DHCP

Network Configuration v
_ DHCP

The Dynamic Host Configuration Protocol{DHCP) provides a framework to assign configuration information to network devices.

Network Interfaces

VLAN

Network Routing

Network Services v

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security >

System >

System View Network View

Access Points Clients

01 0o @olo0

Event Logs

00 Os

& @5




ACZEMDAPDDHCPY—/N\—&ELTERET S
B 1 R D E T TSystem ViewZ &R

#
dhcp enable
#
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ACZ{th AP DHCPH

A\

/\

ELTEHET  (#S)

41

Actions
Dashboard
Network Configuration v
Network Interfaces
VLAN
Network Routing
Network Services £
IP Services
Multicast
ARP
ND
Management Protocols
Network Security >

System >

System » Network Configuration > Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framewaork to assign configuration information to network devices.

Assigned Address

Systemn View Network View

Address pool

Access Points Clients

01 0 @olo0

Event Logs

0007 17 O5




ACE M DAPDDHCPH —/N—¢LTERTET B (fEx)

HBC WX1840H




ACE M DAPDDHCPH —/IN—ELTERTFT A ($5x)

#
dhcp server ip-pool "For AP Management"
#
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ACE M DAPDDHCPH —/IN—ELTERTFT A ($5x)

44

Actions

Dashboard

Network Configuration

Network Interfaces

VLAN

Network Routing

Network Services

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security

System

A

>

System» Network Configuration » Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration Protocol{DHCP) provides a framework to assign configuration information to network devices.

For AP Management N

Assigned Address

Dynamic assignment
192.168.0.0 | 255.255.255.0 (Network address/mask)

IPv4 address Range

192.168.0.51 ~ 192.168.0.100

Static assignment

XXXX

Mask length must be in the range of 1to 30.

Hardware Address should be a string of 4-39 characters.

System View Network View

m Address pool

Ethernet hd

Access Points Clients

Q1 0o@ol0

Event Logs
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ACZE It MAPDDHCPH—/\—&L T

=L
)74

EY9 B (HiE)

#

dhcp server ip-pool "For AP Management"
network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
#
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ACZEMDAPDDHCPH —/N\—ELTERET S (#rE)
VLAN1®Default gatewayZ % &

Actions System » Network Configuration » Network Services » DHCP/DNS 3 DHCP s e
DHCP Options
Dashboard
Network Configuration v Lease duration O Unlimited
@ 1 days 0 hours 0 minutes 0 seconds
Network Interfaces
Client domain name )
VLAN (1-50 chars)
Gateways
Network Routing 192.168.0.254
DNS servers
Network Services v
IP Services WINS servers X XXX
NetBIOS node type
DHCP/DNS o Select... v
Multicast DHCP options
ARP 2-254 Hex ~ | 1-256chars.
ND DHCP Option should be a number of 2-254, but 50-54, 56, 58, 59,61 and 82.
When the DHCP option type is Hex, the option content must be a hexadecimal string with a length of an even number in the range of 2 to 256.
Management Protocols
Network Security >
_ Access Points Clients Event Logs
m Network View
91 @0 @00 000: 0203
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ACEHDAPODHCPH—/A—&L T
VLAN1® Default gateway# &% &

=1
=374

EY9 B (HiE)

#

dhcp server ip-pool "For AP Management"
gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
dns-list 8.8.8.8

#
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ACOHDHCPH—/\—Moih LV HEN T SIPDHERR

Monitoring > Access Points# &R L £ 9,

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP Roadmap

Address pool

Dashboard DHCP
The Dynamic Host Configuration Protocol(DHCP) provides a framewaork to assign configuration information to network devices.

Network Configuration v

Network Interfaces for ap admin

VLAN IP In Use
Network Routing . Search

Network Services v CJ
[0 192.168.0.51 0100-ddb6-b187-a0 11/13/2021 04:11:46
IP Services
O 192.168.0.52 0100-ddb6-b18f-40 11/13/2021 04:13:14
DHCP/DNS O 192.168.0.53 0100-ddb6-b17c-al 11/13/2021 04:16:40
O 192.168.0.54 0100-ddb6-b192-60 11/13/2021 04:40:40
Multicast
ARP
ND
Management Protocols Total 4 entries, 4matched, 0selected.Page 7/ 7. g
Network Security >

Access Points Clients Event Logs

Network View
©41 ©0 Q00 00 ©4 415 O

192.168.0.50/wnm/frame/index.php?sessionid =200001da873bd50ef995a3adcde 5993 bbfas# M _VLAN
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VLAN100Z{ERL T 5

H3C WX1840H

@
)




VLANT10ZERL T 5

H3C WX1840H




VLAN100Z1ERKT 5
VLANT10Z1ERLT 5

#
vlan 100
#
vilan 110
#
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VLAN100, VLAN110%

\

r—

JL

52

Actions System> Network Configuration » VLAN » VLAN

Dashboard VLAN

Network Configuration v

VLAN

Network Interfaces

Network Routing

Network Services >

Management Protocols

Network Security >
System >
Tools >

Total 7entries, 3 matched.Page 7/ 7.

System View Network View

192.168.0.50/255.255.255.0

Roadmap

Search

VLAN 0001

VLANO100

VLANOT10

4 < e Q

Access Points Clients Event Logs

©1 @0 Qo © 0005 21001




GE1/0/1/R—kr&trunkiR—k ZZEE T 3 >

System > Network Configuration » Network Interfaces » Interfaces
Dashboard
Interfaces
MNetwork Configuration v
Mobility Domain Interfaces
Roaming Centers - Allinterfaces «| search
Network Interfaces O
O GE1/0/0 Down - 1000000 Full GigabitEthernet1/0/0 Interface
VLAN -
0O GE1/0N1 Up - 1000000 Full GigabitEthernet1/0/1 Interface @ n
Network Routing -
O GE1/0/2 Down - 1000000 Full GigabitEthernet1/0/2 Interface
Network Services > -
O GE1/0/3 Down — 1000000 Full GigabitEthernet1/0/3 Interface
Management Protocols
Network Security > J GE1/0/4 Down — 1000000 Full GigabitEthernet1/0/4 Interface
System >
Total 32 entries, 32 matched, 0selected.Page 71/ 1. Ll S,
Tools >
. . Access Points Clients Event Logs
Network View
Q391000 0000 L3 051
[\




GE1/0/17R—kZtrunkiR— K~ ZZE

EID

a Save i" RGETEN | &

admin

54

Actions System » Network Configuration » Network Interfaces » Interfaces » Edit Interface

Dashboard Interface GigabitEthernet1/0/1 (GE1/0/1)

Status up [ Shutdown
Network Configuration v
Description GigabitEthernet1/0/1 Interface

Mobility Domain

Roaming Center MAC address
90-23-B4-55-40-A1

Network Interfaces

VLAN Link type

VLAN

)

PVID
Network Routing

Network Services b3
Permit VLAN List

Network Security > Link speed {Current:1000000Kbps)
System > Auto
Duplex (Current: Full)
Tools
Auto
Bandwidth (Current: 1000000k bit/s)

(1-255 chars)

(HH-HH-HH-HH-HH-HH)

E——

Management Protocols
1—4094| . (1-4094, e.g. 3,5,10-100)

W Network View

EHODE&ETFEXT
Y &A= V- iy B

Access Points Clients Event Logs

Q0 ©200!0 00 0:

5 @9




GE1/0/1R—kZtrunkiR—KrZZEET 3 >

H Save ... Roadmap | & admin

Actions System » Network Configuration > Network Interfaces » Interfaces » Edit Interface
Dashboard Auto A
Bandwidth (Current: 1000000kbit/s)
Network Configuration v

(1-400000000)kbit/s
Mobility Domain

Link mode @ Bridge O Route

Roaming Center Jumbo frame O Disable

Network Interfaces ® 4000 (1700-4000)
BPDU interception [ Enable BPDU interception

VLAN

Flow control
Disable A

Traffic suppression Broadcast suppression EEG)%—F i T“
Network Services > »
ratio v 100 z 7 n —}ba |7 y

Management Protocols Multicast suppression

Network Routing

Network Security » ratio v 100

Unknown unicast suppression
System >

ratio ~ 100
Tools >

m i Accass Points Clients Event Logs
Network View
Qo0 ©2 Qo0 00 ©s5 410 @19




GE1/0/17R—FkZtrunkiR—FZZET S

#

interface GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlian all

#
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GE1/0/2iIR—kMPOEAND A ) 0% LAGG)ZtrunkiR—MZEE T 5
8] 7 3R D) E T TSystem Viewz &R

a Save .’. Roadmap | A admin
Actions System > Network Configuration » Network Interfaces » Interfaces

Dashboard Interfaces

@ Network Configuration v
Interfaces
Mobility Domain
- Allinterfaces ~  Search

Roaming Center

L]
Network Interfaces [  GE1f0N Up - 1000000 Full GigabitEthernet1/0/1 Interface
VLAN O GE1/0/2 Up — 1000000 Full GigabitEthernet1/0/2 Interface n
Network Routing O GE1/0/3 Down - 0 Auto GigabitEthernet1/0/3 Interface
Network Services > o
0 GE1/0/4 Down - 0 Auto GigabitEthernet1/0/4 Interface
Management Protocols
O GEl/0/5 Down - 0 Auto GigabitEthernet1/0/5 Interface
Network Security >
O GEl/0/6 Down — 0 Auto GigabitEthernet1/0/6 Interface
System > -
O GEl/0/7 Down - 0 Auto GigabitEthernet1/0/7 Interface
Tools > -
Total 77 entries, 77 matched, Oselected.Page 7/ 7. e m g

W . Access Points Clients Event Logs
Network View
Qo0 ©2 Qo0 00 05 411 O
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GE1/0/27

R—hkZtrunkiRh—FZEE T 5

58

H Save ..‘ Roadmap | & admin

Actions System > Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Interface GigabitEthernet1/0/2 (GE1/0/2)
Status up [ Shutdown
Network Configuration v
Description GigabitEthernet1/0/2 Interface (1-255 chars)
Maobility Domain
&
Roaming Center MAC address
90-23-B4-55-40-A2 (HH-HH-HH-HH-HH-HH)
Network Interfaces VLAN Link type
3 -
PVID
Network Routing
1
Network Services >
Permit VLAN List
Management Protocols
1-4094 {I—-‘-lOQ-’-l_.e.g.}S,ID—]OD]
Network Security > Link speed (Current:1000000Kbps)
System > Auto hd
Duplex (Current: Full)
Tools >
Auto v
Bandwidth (Current: 1000000kbit/s)

m Network View

Access Points Clients Event Logs

[ 1]

2 @ol0 0007 41200




GE1/0/27_2—|\7£trunk7'€—|~[:3£kﬁ'§‘%) 59

H Save ... Roadmap | & admin

Actions System » Network Configuration > Network Interfaces » Interfaces » Edit Interface
Dashboard Auto A
Bandwidth (Current: 1000000kbit/s)
Network Configuration v

(1-400000000)kbit/s
Mobility Domain

Link mode @ Bridge O Route

Roaming Center Jumbo frame O Disable

Network Interfaces ® 4000 (1700-4000)
BPDU interception [ Enable BPDU interception

VLAN

Flow control
Disable A

Traffic suppression Broadcast suppression EEG)%—F i T“
Network Services > »
ratio v 100 z 7 n —}ba |7 y

Management Protocols Multicast suppression

Network Routing

Network Security » ratio v 100

Unknown unicast suppression
System >

ratio ~ 100
Tools >

m i Accass Points Clients Event Logs
Network View
Qo0 ©2 Qo0 00 ©s5 410 @19




GE1/0/27FR—KPOE~NDFZ 9% LAGG)Etrunk R—MZZEET S ¥
B &P ROE T TSystem ViewZEiR

#

interface GigabitEthernetl/0/2
port link-type trunk

port trunk permit vlian all

#




(AF<3>)GE1/0/1, GE1/0/2%LAGGIZE

=L
=374

Actions

Dashboard

Network Configuration

Maobility Domain

Roaming Centers

Network Interfaces

VLAN

Network Routing

Network Services

Management Protocols

Network Security

System

b

System » Network Configuration > Network Interfaces > Link Aggregation

Link Aggregation @

Link Aggregation

Total 0 entries, Omatched.Page 7/ 7.

Search
[E R | (] Q
Access Points Clients Event Logs
©ox ©100% @o0% |0 Qo0 01 15 @ a2
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(AF<3>) GE1/0/1, GE1/0/2%LAGGIZE

Actions System » Network Configuration » Network Interfaces » Link Aggregation > New Link Aggregation Group
Dashboard Aggregate interface type . .
Bridge aggregation ~
Metwork Configuration v .
Mobility Domain
Aggregation mode * .
Static v
Roaming Centers
Member Ports
GE1/0/1 x v
Network Interfaces
@ GE1/0/1
VLAN GE1/0/2
Apply
Network Routing @
Network Services >

Management Protocols
Network Security p

System >

m Network View

=L
=374

==

X

ERG

Access Points Clients

£ 0%

100% @o0% | 0

Event Logs

00 O

15 @az
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GE1/0/1, GE1/0/2%LAGG]

— =N
—AX

EY D

#

interface Bridge-Aggregationl
#

interface GigabitEthernetl/0/1

port link-type trunk

port trunk permit vlan all

port link-aggregation group 1
#

interface GigabitEthernetl/0/2

port link-type trunk

port trunk permit vlan all

port link-aggregation group 1
#
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(A Tav) GE1/0/TZnatR—MIERE T BT=HITR—bDlinkE—F %

route(ZZ &

Actions System > Network Configuration » Network Interfaces » Interfaces

Dashboard Interfaces

@ Network Configuration v
Interfaces

Mobility Domain

Roaming Center

L]
Netwark Interfaces [  GE1f0N Up _
VLAN O GEV0/2 Up -
Network Routing O GEV/0/3 Down .
Network Services > .
0 GE1/0/4 Down -
Management Protocols
O GEl/0/5 Down -
Network Security >
O GEl/0/6 Down —
System > —
O GEl/0/7 Down -
Tools >

Total 77 entries, 77 matched, Oselected.Page 7/ 7.

1000000

1000000

@ W HEiW.:[k Uiew

Full

Full

Auto

Auto

Auto

Auto

Auto

Allinterfaces ¥ Search

GigabitEthernet1/0/1 Interface

GigabitEthernet1/0/2 Interface

GigabitEthernet1/0/3 Interface

GigabitEthernet1/0/4 Interface

GigabitEthernet1/0/5 Interface

GigabitEthernet1/0/6 Interface

GigabitEthernet1/0/7 Interface

H Save ..' Roadmap | &

admin

Access Points Clients Event Logs

11}

2 @olo0 00 O

1 @10
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(AT 3>) GE10/7TZEnatiR—MZERE T A= R—kDIinkE—F%  ®
route|ZZ &

Actions System > Network Configuration > Network Interfaces > Interfaces > Edit Interface
Combo O Copper @ Fiber
Network Configuration v
Jumbo frame O Disable
Mobility Domain
X ® 9216
g CRaters BPDU interception DY EnEbiGEROH Artarcspaon It will change the capabilities of the interface . Are you sure?
EEE () Enable EEE
Network Interfaces
Flow control )
Disable
VLAN
Traffic suppression Broadcast suppression @ Yes
Network Routing ratio .
Network Services > Multicast suppression
ratio v 100

Management Protocols

Unknown unicast suppression
Network Security >

v 100

System >

. i Access Points Clients Event Logs
System View Network View B
©o ©2 @00 Qo0 Q0 46 03




(AT 3>) GE1/0/7%natr
route[ZZE H

R—H

—=n
—aX

TFT9 BI=IZ7

(@]

\

—kDE—F%

#
interface GigabitEthernetl/0/7

port link-type route
#
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(A7<3>) GE1/0/7%nat7

Network Routing System » Metwork Configuration » Network Services » NAT
IP Services
NAT
DHCP/DNS - @
Multicast 0
ARP
ND

Management Protocols

Network Security >
System >

Total 0entries, Omatched, 0selected.Page 7/ 1.
Tools >

172.16.84.159/wnm/frame/index.php?sessionid=200001b862f7{7aa2ad708465f52fdd95cd4#

s o

—MZIERET D

System View Network View

Dynamic NAT

Static MNAT

Dynamic NAT444

Search
Access Points Clients
©o0% ©100% @o0% |0

ticNAT444 | {3}

4 <4

,>|Q

Event Logs

00 O

s @37
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(AT 3>) GE1/0/7(JL

Network Routing

Network Services

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security

System

Tools

System » Network Configuration » Network Services > NAT » New Dynamic NAT Rule

B—A~DTVI) )% natr

Interface %
@ GE1/0/7: GigabitEthernet1/0/7 Interface

ACL

Address group O Address Group
2ES

v Public network

Translation mode @ PAT

Port preservation [ Try to preserve port number for PAT

Enable Enable this rule

Em3

Mk

W Network View

\—RIERTE

Access Points Clients

©ox ©100% @o% ! 0

ERGS

Event Logs

00 O

12 @s
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(AT 3>) GE1/0/THnatiR—MZERESNT-

System ¥ Network Configuration » Network Services » NAT

Network Routing

Network Services v

NAT Static NAT

IP Services

Dynamic NAT

DHCP/DNS

Multicast

O GE1/0/7 GigabitEthernet1/0/7 In... EasylP PAT

ARP

ND

NAT

Management Protocols

Network Security >
System > Total 7 entries, 7 matched, 0selected.Page 7/ 7.
Tools >

System View Network View

MNAT Server Dynamic NAT444 Static NAT444
Search
No Enabled
- - »>i Q
Access Points Clients Event Logs
©o% ©100% @o% 0 Qo0 O 12 @mn
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(A7<3>) GE1/0/7%nat7

R—H

—=n
—aX

EY D

#
interface GigabitEthernetl/0/7
port link-type route

nat outbound
#
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FYRT—A(ZFIT AP IEEIN A EE IR EEZERLTEETS
E—F(wlan auto-ap enable, wlan auto-persistent enablei% 3
H3c WX1840H

Actions All Networks » Wireless Configuration » AP Management » AP Global Settings Roadmap
Dashboard @ AP Global Settings

Quick Start >

Basic Settings

Monitoring >
Region code m
Region code lock m:l

Software upgrade
AP Management m:l

Wireless QoS Auto AP M wlan auto-ap enablezk 5 @ ‘ on
Wireless Security ’ Auto AP conversion — S&\wlan auto- perS|stent enable_ﬁi @ ‘ mj

Radio Management

S
[

Wireless Networks

Client Proximity Sensor

Applications

, Access Points Clients Event Logs
System View Network View
©100% ©0% @o% |4 Qo0 Qo0 4798 @226

https://oasiscloud.h3c.com:27443 /wnm/frame/index.php?sessionid=200001de2d0f769d462e2d4cf0f1f768ee24#M_APSettings




YR —OIZFIT AP EHRSNIEEFMIZEETZERLTEETS 7~

E£—K(wlan auto-ap enable, wlan auto-persistent enable&% iE)

#
wlan auto-ap enable

wlan auto-persistent enable
#




ap-group®default-group(£2 THDAPD T T L —h%E

F3iE1:CLIT—

GUITERETEADIICET

#
wlan ap-group default-group
region-code JP
vian 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vlan
100
radio 2
radio enable
service-template h3c-support
vlan 110
radio 3
radio enable
service-template h3c-lobby vlan
110
gigabitethernet 1

Ten- gigabitethernet 1

# .
*

...IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Bz s TE

CLITTen-gigabitethernet 1Ztagr/R—rZERELET

[H3C]wlan ap-group default-group

[H3C-wlan-ap-group-default-grouplap-model WA6638-JP
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP]Ten-gigabitethernet 1
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port
link-type trunk

For the configuration to take effect, specify a PVID for the port and configure the port to
allow traffic from the PVID.
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port
trunk permit vian all
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port
trunk pvid vian 1
[H3C-wlan-ap-group-default-group-ap-model-WAG6638-JP-gigabitethernet-1]quit
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP]quit

[H3C-wlan-ap-group- default -group]quit

[H3C] save force Ez2ZBELI-MESREZRET S

Saved the current conflguratlon to mainboard device successfully.

[H3C]

73

XELFET

CLICOERE®R

[H3C] display current-configuration
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vian 110
radio 3
radio enable
service-template h3c-lobby vian 100
gigabitethernet 1

Ten-gigabitethernet 1
port link-type trunk
port trunk permit vian all

port trunk pvijd vian 1
[H3C] ‘£ \

Emimn®



ap-groupMDdefault-group(£2 THOAPDTUTL—RMZEEHELET 74
#3%1:CLIT—Ep%E R

wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6338-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vlan 110
radio 3
radio enable
service-template h3c-lobby vlan 110
gigabitethernet 1
port link-type trunk
port trunk permit vilan all
port trunk pvid vilan 1
#




ap-group®default-group(E THDAPDTUTL—R)EHRELET 75
%£2:GUIEMapEZE T 7L T—EEERTE

Actions All Networks 3 Wireless Configuration > AP Management » AP Groups » Edit AP Group(default-group)
Dashboard
asihost General
Quick Start »
Group name % defaul 1-31 chars)
. Elaubgioug (1-31 chars) Request retransmission Interval
Monitoring b
Description (1-64 chars) 5 seconds (3-8, 5 by default)
Wireless Configuration
V] Retransmission attempts
Wireless Networks Reai 4
egloncoge JAPAN(IP) % v 3 2-5, 3 by default
AP Management - .
LED mode Statistics report interval .
Normal x v 50 seconds (0-240, 50 by default)
Wireless QoS
AP model CAPWAP tunnel encryption O Enable @ Disable
WABH38-1P x v )
Wireless Security N Firmware upgrade OEnable O Disable ® Inherit (Enabled)
WAGG38-JP W AP model
Radie Management
AP connection priority WAG638-JP 5GHz(1)
4 (D-7, 4 by default)
WAB638-IP SGHz(2)
Client Proximity Sensor
CAPWAP tunnel keepalive Echo interval WAGE38-IP 246Hz(3)
Applications 10 seconds (0,5-255, 10 by default)
Network Security b
System >
Tools »
Reporting >
§ Access Points Clients Event Logs
Q0 ©2 Q00 Q001 429 O




ap-group®default-group(£ THDAPDTUTL—RMZEERELET
FiE2:GUIEMapEEIT7MILT—E &R T

H3C WX1840H




ap-group®@default-group(8 TOAPDTUTL—R)EERTELET 77
FHiE2:GUIEMapEERI7MIL T—EPEETE

mapZ 71 ILDAE
flash:/map.txt

# make gigabit ethernet port to trunk
system-view
wlan ap-group default-group
ap-model WA6638-JP
gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vian 1
quit




ap-group®default-group(E TDAPDTUTL—R)EHZRELET 78
FHiE2:GUIEMapEERI7MIL T—EPEETE

Ecshi=a>J49

wlan ap-group default-group
region-code JP
vian 1
ap-model WA6638-JP
map-configuration flash:/map.txt
radio 1
radio enable
service-template h3c-sales vian 100
radio 2
radio enable
service-template h3c-support vian 110
radio 3
radio enable
service-template h3c-lobby vian 100
gigabitethernet 1




ap-group®default-group(E TDAPDTUTL—MZEHRELET 79
FHiE2:GUIEMapEERI7MIL T—EPEETE

mapEEITAFRIICLLTDRIIZEMENET (RRLIFRIR)

wlan ap-group default-group
region-code JP
vian 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vian 100
radio 2
radio enable
service-template h3c-support vlan 110
radio 3
radio enable
service-template h3c-lobby vian 100
gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vian 1




REDAPD)—FEE &%
APDIEEZE R AL =8O DesvToTL—kDAHA—K

Wireless Networks
Wireless QoS

Wireless Security >
Radio Management

Applications

Actions All Networks » Wireless Configuration » AP Management » AP

Dashboard AP

I
Quick Start >

AP Groups
Monitoring > Search
.| AP Groups
O 00dd-b6b1... 2021-11-12 default-group

Wireless Configuration v .| default-group (2)

O 00dd-b6b1... 2021-11-12 default-group

Search

Manual... WAG320... 219801A2Y.. 00-DD-B6-B1-4.. 802.11ax(5.. 3\ Online

Manual AP WAG320.. 219801A2Y.. 00-DD-B6-B1-7.. 802.11ax(5.. 3\ Onlin¢

Network Security >
Total 2 entries, Zmatched, Oselected.Page 7/ 7. Ll g
System >
. . Access Points Clients Event Logs
®72 B0 Mo 0 0001 43 O

80



KEDAPD—IE 4R
APDIERA B RSN fzcsvT L TL— DTy T O—K

AP Import

7 7 - L% 353R @Download...emplate.csv

* The size of the CSV file to import cannot exceed 512 KB.
* During the import, please do not close or refresh the page.

« To avoid import failure, strictly follow the requirements and format in the template.




REDAPD—IEE
ABDEnt=csvToTL—FD A

0 O o~ O O = 00 B —

A

I#a prnar.list

=

#The header cannot be edited or deleted.
#Before uploading the file, make sure the file is sawved in the C3Y format and do not change the file extension.
#The AP name and AP mode! fields are reguired.

Mame
ROCKM=-201
ROOM-202
ROOM-203
ROOM-Z204
ROOM-205
ROOM-206
ROOM=207
ROOM=-208
ROOM=-Z205
ROCM=210
ROCM=-211
ROOM-212

Mode|

WAGIZ0—JP
WAGIZ0—-JP
WAGIZO—-JP
WAGIZ0—-JP
WAGIZO—JP
WASIZ0- P
WAGIZO—-JP
WASIZ0—JP
WASIZ0—-JP
WAGIZ0—JP
WAGIZ0—-JP
WAGIZO—JP

serial ID

219801 AZ9551 3850001 5
219801 AZ9551 53950001 H
219801 A295591 59G0001
219801 AZ9551 3950001
219801 AZ9551 9950001 K
219800 AZ9551 9550001 L
2189801 AZ9551 520001 b
2159800 AZ9551 3550001 M
219801 AZ9551 8950001 P
219801 AZ9551 3850001 £
219801 AZ9551 3950001 R
219801 AZ9551 59G0001 5

82
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KEDAPD —FEZE %
7vI7O—KREN-APD1E#R I default-groupD A /N\—EL TEERSINET

Actions All Networks » Wireless Configuration » AP Management » AP
Dashboard AP m
I
Quick Start > ~
AP Groups Search e
Monitoring > Search 0
.| AP Groups
O 00dd-béb1... 2021-11-12 default-group Manual... WAG320.. 219801A2Y.. 00-DD-B6-B1-4.. 802.11ax(5.. 3\ Onlin
Wireless Configuration v .| default-group (2)
0 00dd-béb1... 2021-11-12 default-group Manual AP WAG320... 219801A2Y.. 00-DD-B6-B1-7.. 802.11ax(5.. =\ Online
Wireless Netwarks
0 ROOM-201 N/A default-group WAGB320... 219801A29... N/A 802.11ax(5... N\ Offlin
AP Management 0 ROOM-202 N/A default-group WAG320... 219801A29... N/A 802.11ax(5... N\ Offlin
0 ROOM-203 N/A default-group WAG320... 219801A29... N/A 802.11ax(5... X\ Offlin
Wireless QoS
0 ROOM-204 N/A default-group WAB320... 219801A29... N/A 802.11ax(5... N\ Offlin
Wireless Security ? O  ROOM-205  N/A default-group WAG320.. 219801A29.. N/A 802.11ax(5.. 3\ Offlin
Radio Management 0 ROOM-206 N/A default-group WAB320... 219801A29... N/A 802.11ax(5... N\ Offlin
0 ROOM-207 N/A default-group WAG320... 219801A29... N/A 802.11ax(5... R\ Offlin
Applications
O ROOM-208 N/A default-group WAGB320... 219801A29... N/A 802.11ax(5... N Offlin
Netwark Security >
Total 74 entries, 74 matched, Oselected.Page 7/ 7. IR B
System >
i ) Access Points Clients Event Logs
System View
H; B0 Mo 0 0001 47 Oa
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RKEDAPD—FRE %
SEHIAENT-APDI T4

wlan ap ROOM-201 model WA6320-JP wlan ap-group default-group
serial-id 219801A2959199G0001G statistics-interval 50
vlan 1 region-code JP

|radio 1 vlan 1
radio 2 radio 2.49

gigabitethernet 1 radio 59

# radio 69

WIlan ap ROOM-202 model WA6320-JP AP V=T DERED ap-model WA6320-JP
serial-id 219801A2959199G0001H BEXNS radio 1
vlan 1 radio enable

| radio 1 | service-template h3c-support vian 1
radio 2 radio 2

gigabitethernet 1 radio disable

# gigabitethernet 1

............ port link-type trunk
port trunk permit vian all
port trunk pvid vlan 1
ap-model WA6338
radio 1
radio enable
service-template h3c-support vian 1
radio 2
radio disable
radio 3
radio disable
gigabitethernet 1
port link-type trunk
port trunk permit vlan all
port trunk pvid vian 1
smartrate-ethernet 1

84



Default-groupl Z& kS 1=APZ L DAPY L —T ~F5 &

Actions All Networks » Wireless Configuration » AP Management > AP
Dashboard AP
I
Quick Start >
AP Groups Search
Monitoring > Search ]
O 00dd-b6b1... 2021-11-12 default-group Manual.. WA6320.. 219801A2Y.. 00-DD-B6-B1-4.. 802.11ax(5.. 3\ Online
Wireless Configuration v
O 00dd-b6b1... 2021-11-12 default-group  Manual AP WA6320... 219801A2Y... 00-DD-B6-B1-7.. 802.11ax(5.. =\ Online
Wireless Networks
ROOM-201 N/A default-group Manual AP WA6320... 219801A29... N/A 802.11ax(5... M Offlin
D —— ROOM-202  N/A default-group  Manual AP WAG320.. 219801A29.. N/A 802.11ax(5.. N\ Offlin
ROOM-203 N/A default-group Manual AP WAG320... 219801A29... N/A 802.11ax(5... N Offlin
Wireless Qo5
O ROOM-204 N/A default-group Manual AP WAB320... 219801A29... N/A 802.11ax(5... R\ Offlin
Wireless Security > ) ROOM-205  N/A default-group  Manual AP WA6320.. 219801A29.. N/A 802.11ax(5.. 3\ Offlin
Radio Management O ROOM-206 N/A default-group  Manual AP WA6320... 219801A29... N/A 802.11ax(5... M Offlin
[ ROOM-207 N/A default-group Manual AP WAB320... 219801A29... N/A 802.11ax(5... R\ Offlin
Applications
O ROOM-208 N/A default-group Manual AP WAG6320... 219801A29... N/A 802.11ax(5... N Offlin
Network Security > .
Total 74 entries, 74 matched, 3selected.Page 7/ 7. e
=
System > @ Tl [ Add AP to Group] (X#8BIEEKRLET
. ) Access Points Clients Event Logs
System View
@, 512 oo 0001 47 Bl




Default-groupl Z& kS 1=APZ L DAPY L —T ~F5 &

Actions All Networks » Wireless Configuration » AP Management > AP » Add AP To Group
Dashboard APs
ROOM-201 default-group N/A
Quick Start > ROOM-202 default-group N/A
ROOM-203 default-group N/A
Monitoring > AP group *
Select... -

Wireless Configuration v

m Dﬂice—g")up
Wireless Networks
AP Management @

Wireless QoS

Wireless Security >

Radio Management

Applications
Network Security >
System >

. . Access Points Clients Event Logs
Syste m View Network View
B> &1 Mol0 0001 L7 O
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Default-grouplZ &SN -APAMBDAPY L—T C B EIE N 1= o7

Actions All Networks » Wireless Configuration » AP Management » AP
Dashboard AP
I
Quick Start >
AP Groups Search
Monitoring > Search
.| AP Groups

ROOM-201 N/A office-group Manual AP WAG6320... 219801A29... 802.11ax(5.. =\ Offlin
Wireless Configuration v default-groun

Ui office-group (3) ROOM-202 N/A office-group Manual AP WAB6320... 219801A29... 802.11ax(5... =\ Offlin

Wireless Networks

AP Management

Wireless Qo5

ROOM-203 N/A office-group Manual AP WAG6320... 219801A29... 802.11ax(5.. N\ Offlin

Wireless Security >

Radio Management

Applications

Network Security p

Total 3 entries, 3matched, Oselected.Page 1/ 7. R I -

System >

. ) Access Points Clients Event Logs
System View Network View
2> 512 Mo |0 0001 L7 B




Default-grouplZ & xS f=AP A office-group = 1= 88

wlan ap-group office-group
statistics-interval 50
region-code JP
vlan 1
radio 2.4g
radio 59
radio 69
ap ROOM-201
ap ROOM-202
ap ROOM-203
ap-model WA6320-JP
radio 1
radio enable

wlan ap ROOM-201 model WA6320-JP
serial-id 219801A2959199G0001G

vlan 1

radio 1

radio 2

gigabitethernet 1

wlan ap ROOM-202 model WA6320-JP
serial-id 219801A2959199G0001H

vlan 1

radio 1

radio 2

gigabitethernet 1

wlan ap ROOM-203 model WA6320-JP
serial-id 219801A2959199G0001I

vlan 1

radio 1

radio 2

gigabitethernet 1

service-template h3c-support vlian 1

radio 2
radio enable

service-template h3c-support vlian 1

gigabitethernet 1




REICSETHRELI-AV T4 R F(save)LTAOT 7Ok

admin > Save £ L T Logout

Intarfara traffic

192.168.0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5d8edc3eacBa#

System View Network View

Actions All Networks » Dashboard
Dashboard
System Logs
Quick Start b
Monitoring >
Wireless Configuration
g 4 APs o= System usage
Netwark Security > . Online Offline Unhealthy
4
System 3 '21 0%
1 CPU
0
UEE 2 02:40:58 02:41:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients
2.4GHz 5GHz
ssiD
f-kyoi...
fukurao.
f-kyo-
client number
0 1 2 3 4

68%
Memory

Roadmap

Scan and Look Me

o
il

-~ W
Access Points Clients Event Logs

@1 @0 Qo0 00 O 45 012
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ACO)

i T

Interface GigabitEthernet
1/0/7
port link-mode route
ip address dhcp-alloc
nat outbound

» LAGG

«
Interface GigabitEthernet
1/0/1

port link-type trunk

port trunk permit vian all
port link-aggregation
group 1

#

Interface GigabitEthernet
1/0/2

port link-type trunk

port trunk permit vian all

B TE DHLE

VLAN

vlan 1

#

interface Vlan-interfacel
i ress 192.168.0.254

dhcp enable
dhcp server ip-pool "For AP
Management"
gateway-list 192.168.0.254
network 192.168.0.0 mask

21515.2/55.2515.[0)
address range 192.168.0.51
192.168.0.100

port link-aggregation group 1

o)L 871—2

wlan service-template h3c-support
ssid h3c-support
lan 100
beacon ssid-hide
akm mode psk
preshared-key pass-phrase si
@helpdesk99
cipher-suite ccmp
cipher-suite tkip
security-ie rsn
security-ie wpa

wlan service-template h3c-sales€™™
ssid h3c-sales
vlan 100

beacon ssid-hide
akm mode psk
preshared-key pass-phrase simple
@bigsale
cipher-suite ccmp

H—E X(SSID)DTTL—k

APDTTL—k
(default-group)

cipher-suite tkip
security-ie rsn

wlan ap-group default-group
vlan 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales
radio 2
radio enable
service-template h3c-support

service-template h3c-lobby
gigabitethernet 1
en-gigabitethernet 1

port link-type trunk

port trunk permit vlian all
port trunk pvid vlan 1

B 85 A

91

FoT—rD

-«

WA6638-JP
Serial-id
XXXXXXXXXXXXXXX
radio 1

radio 2

radio 3
gigabitethernet
ten-gigabitethe

wlan ap apl modeé

!:ﬁ FIT AP
. - —

h3c-sales
VLAN100

" __ELIgP

h3c-lobby
VLAN110

security-ie wpa
wlan service-template h3c-lobby

akm mode psk
preshared-key pass-phrase simple
thankyou
cipher-suite ccmp
cipher-suite tkip

security-ie rsn
security-ie wpa

wlan auto-ap enable
wlan auto-persistent enable

wlan ap ROOM-
Serial-id 219801
radio 1
radio 2
radio 3
radio enable

gigabitethernet
ten-gigabitethe

101 rfodel WA6638-JP

821BEOOOYX

-E;im AP

h3c-lobby
VLAN110

service-template hjc-lobby




GUITHER T Aa 740 a2 R TERT

C:¥Users¥H3C>telnet 192.168.0.254

* Copyright (c) 2004-2021 New H3C
Technologies Co., Ltd. All rights reserved.
*Without the owner's prior written consent,
*no decompiling or reverse-engineering
shall be allowed.

login: admin

Password: xxxxxxxx

<AC> display current-configuration
version 7.1.064, ESS 2442

sysname WX1840H

#

wlan global-configuration

region-code JP

#

telnet server enable

#

port-security enable

#

dhcp enable

#

lIdp global enable

lIdp hold-multiplier 8

password-recovery enable

#

vlan 1

#

vlan 100

#

vlan 110

#

dhcp server ip-pool "For AP Management"
gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
#

wlan service-template h3c-lobby

ssid h3c-lobby

vlan 110

user-isolation enable

akm mode psk

preshared-key pass-phrase simple thankyou
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

92

wlan service-template h3c-sales
ssid h3c-sales

vlan 100

beacon ssid-hide

user-isolation enable

akm mode psk

preshared-key pass-phrase simple @bigsale
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

wlan service-template h3c-support
ssid h3c-support

vlan 100

beacon ssid-hide

user-isolation enable

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable



interface NULLO
#
interface Vlan-interface1

local-user admin class manage
password simple h3cjapan
service-type telnet http https

ip address 192.168.0.254 255.255.255.0 authorization-attribute user-role network-

#

interface Bridge-Aggregation 1

#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all
port link-aggregation group 1
#
interface GigabitEthernet1/0/2
port link-type trunk
port trunk permit vian all
port link-aggregation group 1
#
interface GigabitEthernet1/0/7
port link-mode route
ip address dhcp-alloc
nat outbound
#
interface WLAN-Radio1/0/1
bo ek
user-group system
#

admin

#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable
#

wlan auto-ap enable
wlan auto-persistent enable

#
wlan ap-group default-group
vlan 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vian 100
radio 2
radio enable
service-template h3c-support vian 100
radio 3
radio enable
service-template h3c-lobby vian 110

GUITHER T 20 J45 £a< U R TR R(ES) ”

gigabitethernet 1
ten-gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vian 1
#
wlan ap XXXX-XXXX-XXXX model WA6638-JP
serial-id XXXXXXXXXXXXXXXXXXX
vlan 1
radio 1
radio 2
radio 3
gigabitethernet 1
ten-gigabitethernet 1
#
wlan ap ROOM-101 model WA6638-JP
serial-id 219801A2YF821BE000Y X
vlan 1
radio 1
radio 2
radio 3
radio enable
service-template h3c-lobby vian 110
gigabitethernet 1
ten-gigabitethernet 1
#
cloud-management server domain oasiscloud.h3c.com



TOEARAUMEFITIZERET S

@ ACZERTET B

SERLEEaY I« Oav U R TOHRER

I::I IS5—IRMDEF

POER Ay FDEXE

I:Ia NZ=a7ILIZTDOWNT

94



AR AT ERT

System > Event LogsZ =R L £ 3,

Actions System » System » Event Logs > Event Logs
Dashboard Event Logs
N
Network Configuration >

System Logs

Network Security >
Event Logs 2022-02-0402:25:18 @ Notification
2022-02-0402:28:04 @ Informational
Resource
2022-02-0402:28:04 @ Notification
File Systems

2022-02-0402:28:05 @ Notification

License Management 2022-02-0402:28:05 @ Informational

2022-02-0402:28:05 @ Informational
Administrators

2022-02-0402:28:05 @ Informational
Management 2022-02-0402:30:18 @ Notification

2022-02-0402:35:18 @ Notification
Tools >

https://oasiscloud.h3c.com:27443 /wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16e8a...

Roadmap

Search

h3c failed to log in from 10.10.11.180.
-Line=vty0-1PAddr=10.10.11.182-User=admin; Command is system-view

admin logged in from 10.10.11.182.

admin logged out from 10.10.11.182.
-Line=vty0-IPAddr=10.10.11.182-User=admin; Command is quit
-Line=vty0-1IPAddr=10.10.11.182-User=admin; Command is quit
-Line=vty0-1PAddr=10.10.11.182-User=admin; Command is display radius scheme
h3c failed to log in from 10.10.11.180.

h3c failed to log in from 10.10.11.180.

m o E Access Points Clients Event Logs
wo qw
1 ©100% ©0% @o0% |5 00 Qo H799 @2




I5—0O7%5%ora—k

System > File SystemT7 7 A JILICF = v 7 ¥ —7 %Z LN DownloadZ #IR L £,

@
)
Event Logs
@ flash:!logfiLe/logfile.lug

Resource

@ File Systems

License Management

flash:/map_config.cfg

flash:/pdt_reserve

flash:/pdt_reserve/cplog.txt
flash:/pdt_reserve/cplog_reboot.txt

Administrators flash:/pdt_reserve/dplog.txt

0o 0o o o o o

flash:/pdt_reserve/dplog_reboot.txt
Management

Total 49 entries, 49matched, 7 selected.Page 7/ 1.

Tools >
elete Download

Actions System» System > File Systems > File System Management
Dashboard File System Management
Network Configuration >
flash: v
Network Security > Total: 1073741824 bytes, Used: 383623168 hytes, Free: 690118656 bytes

10485731

913

14778277

1800197

10887615

1476442

2022-02-06 15:57:27
2021-03-18 12:12:25
2022-02-05 16:32:40
2022-02-05 16:32:40
2021-12-03 16:46:37
2022-02-05 16:32:58

2021-12-03 16:46:39

System View ew

No

No

Yes

No

No

No

No

Search

Access Points
©100% ©0% @ 0%

Clients
5

- (3] Q
Event Logs
00 Qo A799 @225

Roadmap




V49 L—aT7A JU(startup.cfg) DR >

R

System > File SystemTflash:/startup.cfgicF = v 7 ~v—7 %Z .\ Download % &R L £ ¢,

€)

Actions System » System » File Systems > File System Management

Dashboard File System Management

Network Configuration >
flash: v

Network Security

Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

@m-

Event Logs

@ - flash:/startup.cfg

Resource flash:/startup.mdb

File Systems (]  flash:/startup2726641351479625.cfg
[ flash:/system.bin

License Management
()  flash:/topology.dba

Administrators

Total 49 entries, 49matched, 7 selected.Page 7/ 7.

Management

o GY

T MFE4E = -\°_:=§ 5 Z AT4e i
o COEEDITIVEIVEI-FICESESASRREIES 56 _—

HYFT . flash_startup.cfg OFIYO-FEEFETN?

7598

196346

6191

91169792

2021-04-09 00:49:16
2021-04-09 00:49:16
2020-11-08 16:57:12
2021-11-09 14:59:59

2020-12-18 21:43:24

System View N\f.r

No

No

No

No

No

Roadmap
Search CE
14 <A »> »l Q
Access Points Clients Event Logs
©100% ©0% @0% | 5 00 Qo0 L799 @225
FTATHRT X




204 U (display diagnostic—information)

Tools > Debug > Collect#ER L £ 9, A7 '(&flash:/diag AC_yyyymmdd-hhmmss.tar.gz|Z 5
H3C WX1840H

** Collecting diagnostic information...




IREL-ZHRT =X o0

—KT3

System > File Systemsflash:/diag_AC_yyyymmdd-hhmmss.tar.gz% F = v 7 L Download % &EiR

Actions

Dashboard

Network Configuration

Network Security

System » System 3 File Systems > File System Management

File System Management

>
flash: v

Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

m-

Event Logs
Resource
@ File Systems

License Management

Administrators

Management

@ . flash:/diag_AC_20220206-155614.tar.gz 208655

flash:/diagfile

O flash:/facebook.zip 262878
[ flash:/freeradius.bin 1463296
[J  flash:/h3cjapan.zip 190739

Total 49 entries, 49matched, 7 selected.Page 7/ 7.

Delete Download @

2022-02-06 15:57:31

2019-11-05 22:01:41

2021-12-11 16:30:23

2021-04-08 23:45:29

2021-09-08 11:34:54

D flash_diag_AC_2...targz

No

Yes

No

No

No

Roadmap
Search
14 <A B> Pl Q
Access Points Clients Event Logs
©100% ©0% @o% |5 Qo0 Qo0 Aso1 @223
TRTET X
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System > Management > Reboot > Reboot DeviceZz#IR L £9,

Actions System ¥ System > Management » Reboot I

Dashboard
Network Configuration > @
Reboot Device

Network Security >
@

Event Logs
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httpsy//oasiscloud.h3c.com:27443 fwnm /frame/index.php?sessionid=2000014ea25bdf4f36a16e8a... € 100% 0% @o% |5 00 00 799 @225




101

TOEARAUMEFITIZERET S

@ ACZERTET B

SERLEEaY I« Oav U R TOHRER

I::I IS5—FHDIIG

POER A/ YFDERTE

I:Ia NZ=a7ILIZTDOWNT




PoEX M YFDEXTE

port Imk-mode route
ip dhcp-alloc
GE1/0/7 nat outbound AC

3 e

GE1IOI1 GE1/0/2
g | B LAGG

A

|

802.1Q Tag: VLAN1, VLAN100, VLAN110
GE1/0/24 PoERX A v F

.- M mw o omw - mm . T T =
B0 80030 Sace HEH:‘_

802. 1Q Tag: VLAN1, VLAN100, VLAN110

GE1/0/23
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PoOEX 1My FNDEETE

<H3C>system-view

System View: return to User View with Ctrl+Z.
[H3C]vlan 100

[H3C-vlan100]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24
[H3C-vlan100]quit

[H3C]vlan 110

[H3C-vlan110]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24
[H3C-vlan110]quit

[H3Clinterface GigabitEthernet 1/0/1
[H3C-GigabitEthernet1/0/1]port link-type trunk
[H3C-GigabitEthernet1/0/1]port trunk permit vian all
[H3C-GigabitEthernet1/0/1]quit

[H3Clinterface GigabitEthernet 1/0/2
[H3C-GigabitEthernet1/0/2]port link-type trunk
[H3C-GigabitEthernet1/0/2]port trunk permit vian all
[H3C-GigabitEthernet1/0/2]quit

[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]port link-type trunk
[H3C-GigabitEthernet1/0/3]port trunk permit vian all
[H3C-GigabitEthernet1/0/3]quit

R ABD8E23, 24 TR
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[H3C]display vian 100

VLAN ID: 100

VLAN type: Static

Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100

Tagged ports:

GigabitEthernet1/0/1 GigabitEthernet1/0/2
GigabitEthernet1/0/3 GigabitEthernet1/0/4
GigabitEthernet1/0/5 GigabitEthernet1/0/6
GigabitEthernet1/0/7 GigabitEthernet1/0/8
GigabitEthernet1/0/23 GigabitEthernet1/0/24

Untagged ports: None

[H3Clinterface Bridge-Aggregation 1
[H3C-Bridge-Aggregation1]quit

[H3Clinterface GigabitEthernet 1/0/23
[H3C-GigabitEthernet1/0/23]port link-aggregation group 1
[H3C-GigabitEthernet1/0/23]quit

H3Clinterface GigabitEthernet 1/0/24
[H3C-GigabitEthernet1/0/24]port link-aggregation group 1
[H3C-GigabitEthernet1/0/24]quit

[H3C]save force
Validating file. Please wait...

Saved the current configuration to mainboard device successfully.
[H3C]
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H3C WX1800H Series Access
Controllers

H3C WX5800H Series Access
Controllers

H3C WX1800H Series Access
Controllers

Learn More -

H3C WX3800H Series Access
Controllers

H3C WX3800H Series Access
Controllers

Learn More —*

H3C WX5800H Series Access
Controllers

Leamn More =

H3C 802.11ac Wave2 Series Access

Points

H3C 802.11ax Series Access Points

H3C WAB638 Access Point

Learn More —

H3C WA510H Access Paint

Leamn More =

H3C WAGB636 Access Point

Learn More —»

H3C WAS30 Access Point

Learn More =

H3C WABB30X Access Point

Learn More —*

H3C WAS30X Access Point

Learn More =

H3C WAB628X Access Point

Learn More =
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AC: & 1E(Cloud cluster)
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L1t (Dual link backup:1+1®D L KA1k) 114

wlan ap-group-1 HHIEx A RADYY
priority 7 H3C_AC_Dual-link_backupa>24¥alL—>arHAE(EER)
@ backup-ac ip 172.16.1.202 H3C_AC_Dual-link_backup&S4 > REEIaL T4X1L—av B4R (ER)

AT 1

Y R3—(priority=7)
172.16.1.201

wlan ap- grOtk\-1
priority 5 b

backup-ac ip 172 1»6 1.201

- |
%

Metwarlk

Care router

o : 13997y (priority=5)
priority 7 / - 172.16.1.202

wlan ap-group-1
backup-acip 172.16.1.202

MMaster CAPWAP tunnel

priority 5

wlan ap-group-1 === = === Backup CAPWAP tunnel
backup-acip 172.16.1.201
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AC1 AC2

wlan service-template north 115
ssid south
client forwarding-location ap

wlan service-template north
ssid south

client forwarding-location ap
fail-permit enable keep-online fail-permit enable keep-online
service-template enable service-template enable

# #

interface Vlan-interface10 interface Vlan-interface10

ip address 172.16.1.201 255.255.255.0 ip address 172.16.1.202 255.255.255.0

# #

. wlan ap-group ap-group-1 — T T "Wlanap-groupap-group-1— ~ T~ T T T 1
priority 7 priority 5 | priority (& INTEGER <0-7>
region-code JP region-code JP

backup-ac ip 172.16.1.202 backup-ac ip 172.16.1.201

Vlan 10 { / 7 Vlan 10
ap ﬁg; ‘\O S ¢ 8“!\_ Llap QE;
ap _ ap
ap-model WA6320-JP [EEEDOUYEZIL107FEE  ap-model WA6320-JP
radio 1 HyVH radio 1
radio enable %) radio enable

service-template north vian 11

fail permith sk ESN TLNSD

service-template north vian 11

radio 2 CEBEITATUMIACERER radio2
radio enable L@L\O)TTﬁffﬁj&ffﬁ('}'é radio enable

service-template south vian 12
gigabitethernet 1

port link-type trunk

undo port trunk permit vian 1
port trunk permit vian 10 11 12
port trunk pvid vlan 10

service-template south vlan 12
gigabitethernet 1

port link-type trunk

undo port trunk permit vian 1
port trunk permit vian 10 11 12
port trunk pvid vlan 10

S e e R — - - — — - - B e —— - -
© T wlan ap-group ap-group2 T T T T T wlanap-group ap-group-2- — T T T T »
priority 7 priority 5

<

region-code JP

Ta “ackup-ac ip 172.16.1.201
o)

I
| region-code JP
I
I

baCkup'ac ip 172.161."/ ”(
) S
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