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TOEARAVCOEFIEE—RDATURIZEAZLEE
FIE: IRFEDENEE—FDIWESE > FEE—FDZEE > TEHIN=-NEODHDIER

HIBIEDE— FAER(TIHHEIRETIFFITE—R)

<H3C> display wlan device role Tera Term: /)7 Vi B7E X
Current running mode: FIT AP.
# system-view(Z CTap-modea ¥ > K TAnchor-acE— FIZEE T —r(P): |OOM‘3 v oK
<H3C> system-view ;i APE—FIZIZUTFTDI>DE—F —-L—MB): [9600 v|
System View: return to User View with Ctrl+Z. HERTZ £ 7, » . o
[H3C] ap-mode anchor-ac ap-mode { anchor-ac | cloud | fit } 7 —2(D). 8 bit i el
. . ) RO _
Changing working mode will reboot system. Continue? [Y/N]:y 1 3UF(A) - 9
#:E— F\EEOD 7‘1—_&5 L:APLJ: g%j]ﬂl\j C: I’ebOOt L/ i —a—o Rh,;j(e) 1 blt " f\)ll,‘__/’(H:]
System is starting... '
Pres_s Ctrl+D to access BASIC-BOOTWARE MENU... 0 —&ENE): . y
Booting Normal Extended BootWare
D7 —bhhXy -2 -
Image file flash:/wa6600-boot.bin is self- 15 (5B
deCompreSSII’]g ..................... 0 E'J#’J}fi{(}) 0 EIJ?'J};'??(L)
....... Done
System image is starting...
Line con0 s available. v Y —ViEEOBERER. 9600F—, F—%28E Y k.
Press ENTER to get started. NYF4HEL. RV ZEY M1, 7O0—-8I1E%L

#EEFECloudE—RICH 722 & Z/ERL 9,
<H3C> display wlan device role

Current running mode: Anchor AC.

<H3C> save force
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1.APZY7—bFLET, HABZRICRLET,

System is starting...

Press Ctrl+D to access BASIC-BOOTWARE MENU... Booting Normal
Extended BootWare

The Extended BootWare is self-decompressingDone.
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*H3C WA6638 BootWare, Version 7.12
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Copyright (c) 2004-2021 New H3C Technologies Co., Ltd.

Compiled Date: Jan 28 2021

CPU L1 Cache: 32KB

CPU L2 Cache: 256KB

CPU Clock Speed: 2200MHz Memory Type: DDR3 SDRAM

Memory Size: 1024MB

Memory Speed: 933MHz

Flash Size: 256 MB

PCB Version: Ver.A BootWare Validating...

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...

RAFDENMEE—FDBootWare A —1—|Z&XBZEHE

2. 707 b TCtrl+B%#R L T, EXTENDED-BOOTWAREX =2 —%AAhL X7,
Password recovery capability is enabled. Note: The current operating device is
flash

Enter < Storage Device Operation > to select device.
===============<FEXTENDED-BOOTWARE MENU>============
|<1> Boot System

|<2> Enter Serial SubMenu

|<3> Enter Ethernet SubMenu

|<4> File Control

|<5> Restore to Factory Default Configuration TI3HHEREDIRAEICRET
|<6> Skip Current System Configuration

|<7> BootWare Operation Menu

|<8> Skip Authentication for Console Login

|<9> Storage Device Operation

|<0> Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+F: Format File System

Ctrl+C: Display Copyright

Ctrl+Y: Change AP Mode

Enter your choice(0-9):

3.Ctrl+Y¥—%Z# L TAPE—FZZHL X T,

Please select the new mode Current mode is Fit

INO. Mode |
11 Fit Mode |
|2 Anchor-AC (Virtual AC mode) |
|3 Cloud Mode |
10 Exit |

Enter your choice(0-3): 2
4. E—FBESZANDLET,
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APDEIBIFVLANTZHELY, VLANTIZERE SN TULVYDHANchor-acDT 74 ILEDIPF7RL X192.168.0.50/24 HY

EERBIPTRLARELRYET,
EHTAHERESSID, /S RT—K, VLAN. hiddenE®—FGEIZLTOEYELET,

SSID P VAN idden_Fdo

radiol, radio?2 5GHz

h3c-support @helpdesk99
(FFTav)
SSID Pesswond VLA Hden JRade

h3c-finance radio2 5GHz
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PoE

HLRDE

HEITTUT

U—RZRYITnNET

Interface

GigabitEthernet 1

FlE1

VLAN

Ten-GigabitEthernet 1_ VLAN 1

(F7vav)
port link-type trunk
port trunk permit vian all
port trunk pvid

dhcp enable

(FT3av)

VLAN 100

dhcp server ip-pool "for client management"”

gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100

dns-list 8.8.8.8

(AT a)FIET: VLANZERL . 1202 72—X([ZIPFRL R

-

servi

MER)

e templ

h3c_finance

F B2 : service template(SSID)Z{ERL T %

(AT a)FE3: default group LLSY D EH 5% FE D APZ% TE Z(Anchor

EEIXEEFNIZ/ERESNET)
(AT aV)FE4: EHHRTEDAPIZserviceZEY K TS

FIE5 : default groupZZE L TFIT APDT=6H D

l.%llLEZ.: E".: ..... X :
h: h3c-support h

“Q=%3(radio3d)

REEERT D

FJIg6 : default groupD & ;K [Zservice(SSID)ZZEY LTS
FE7: ZDMDFIT APOZIZF(EEIXILFE)

wlan auto—ap enable

wlan auto—persistent enable

wlan anchor—ap persistent—mode ac
FJIg8 : Anchor-AP(Anchor-acMbackup)ZiEEL T

RETREIT D

X
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diol) = o=
-

upport

upport 'v .

~

Anchor-AP

: FIT AP

o | FIET
: FIT AP

fa

Egocationy | F\nchor-AC
h3c-finance =
%EHIE 1 V ) =
B K 3(radio3)

PC

PC
3

Anchor-ac?H®
PCoO-®D
DHCPH —/3—

PC

™



Anchor-acQGUIIZAT A>3 A%

PCOIo0HEEFHLUTOURLEFAADLET,
http://192.168.0.50/

T4 IO 1—H—4£: admin, /XX T —F: h3capadmin

6 Login x + Ch EngE PESSWDFU .
<« c

A RESATVELERE | httpsi/192.168.100.1/web/frame/login.htmi?ssl=false

The default password is not secure. A qualified password must meet the following

requirements: It must contain a minimum of 10 characters. It must contain 2 minimum of 2
H3C WLAN Management Platform -~ _
types,and a minimum of 1 characters for each type. It can't contain the username or the

reversed letters of the username.

[ =} |Userna-ﬂe

New Password

& Password Confirm Password

[] Remember me English ~

2 I =

INAD)—FRIFIOXFL LT, ZEHFERR
ED2EFEEEH . BRINTWNS1—
H—. adminfEEDXFEEFEFH N &,



http://myap.h3c.com/

Anchor-acQGUIIZAT A>3 A%

MHTOYT AU LT=IIX. region-codeZ R ET HILELHYET,
Xregion-codelZ&kYEETHERDEF DFIFIIZRWET . HARIZIAPAN(IP)TT,

H3c WAG638-JP

Please select a region code

Region Code [ JAPAN(IP) T

10



Region CodeM:EIREmE A H

Actions All Networks » Wireless Configuration » AP Management » AP Global Settings
Dashboard @ AP Global Settings
Quick Start >
Basic Settings
Monitoring >

Region code

JAPAN(UJP) N @
AP Management
ply

Wireless QoS

Wireless Configuration v

Wireless Networks

Wireless Security > Region code lock

Radio Management
g Software upgrade

Client Proximity Sensor
Auto AP

Applications

Auto AP conversion
Network Security >

javascriptvoid(Q)

JAPANUP)

T

System View Network View

Access Points Clients

Qo ©1 Q00

Event Logs

00 00

2 03

11



ACOHOGUIZAY AT B A%

mHTOT A2 LE=REEIX. region-code® B ETADENHYET,
Xregion-codelZ&kYEETHBRDER DFHNKIIZHKLNET . HARIZIAPAN(IP)TT,

<H3C>sys

System View: return to User View with Ctrl+Z.

[H3C]wlan global-configuration
[H3C-wlan-global-configuration]region-code JP

This operation may reset the radio parameters. Continue? [Y/N]:y
[H3C-wlan-global-configuration]quit

[H3C]
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045 4> 9 A&Dashboard AR RESNFET

H3C WA6638-JP

All Netwarks » Dashboard

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

System Logs
APs O = Systemusage
Online Offling Unhealthy

5

4

3 0%

: cPU

0

02:40:58 024103 02:41.08 024113
—
'
I

Wireless services o= Clients

2 4GHz EGHz

a2 —DH#LZ [System

client number

Intarfara traffir

192.168.0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5dBedcIcacBe?

I Systemn View Network View I

68%

Memory

View | Networ

Access Points Clients

©1 ©0 Qo0

Q©
iii

ew

-~ W
Event Logs

Qo0 05 48 012
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— BE
GUIDAZ=Za21——&
* Network view
P Dashboard Network Security
Quick Start Packet Filter

Add New AP Traffic Policy

Dashboard Add New SSID Qos Policies, Priority Mapping
Add New User Access Control

e 802.1x

Quick Start > || Monitoring L
Wireless Network A‘;;‘RBTSgat'On
Clients

Monitoring > Wireless Security User Management
Client Proximity Sensor Aﬁ?\?f&%ﬂﬁlication

Wireless Configuration > Appllcatlon M?nltorlr_]g Port Security

Wireless Configuration Portal

Wireless Networks S

Network Security > AP Management ll-{{Stem
Wireless QoS esource

cyet Wireless Security ACL, Time Range

ystem ’ WIPS Cloud Platform

Allowlist and denylist Tools
Tools > Radio Management Debug
802.11n/802.11ax settings ,transmission | | Reporting
. distance Client Statistics
Reporting ? Applications Wireless Service Statistics

Mesh, Multicast

. 4
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GUIDA=—a——5

« System view

: Dashboard
Act
e Network Configuration
Network Interfaces
Dashboard VLAN

MNetwork Configuration

MNetwork Security

System

Tools

Network Routing
Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security

Packet Filter
Traffic Policy
Access Control
802.1x
Authentication
RADIUS

User Management
Local users ‘

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

15



GUID A= 2 ——F (FLULVEX E EH)
#1 L L GUIE Network view & System view Z1 2D X =2 —IF & -

H3c LR HSave .'.' Roadmap | :.admin

Dashboard
Monitoring
Quick Start
Wireless Configuration Wireless Services Wireless Services Configuration

Network Configuration AP Management AP AP Groups AP Global Settings

BT R T Wireless QoS Client Rate Limit Bandwidth Guarantee Wi-Fi Multimedia

System
i Radio Management Radio Configuration RRM Load Balancing Band Navigation

Tools

Wireless Security Allowlist and denylist

Applications Multicast Optimization Location Aware Bonjour

https://192.168.0.50/wnm/frame/index.php?sessionid=2000015caf454b7ccb1ab9744aa169eed44f#M_BandwidthGuarantee




GUIDA=a1——& (FHLULERE

H3C WA7539-JP

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

System

Tools

Network Interfaces Interfaces

Network Links

Network Routing Routing Table

P ARP

Multicast IGMPSnooping

Management Protocols DHCP

Link Aggregation

STP

Static Routing

IPvd DNS

IPv6 DNS

MLDSnooping

HTTP/HTTPS

[E5] T )

Telnet

SSH

H Save

.” Roadmap | & admin

17



SSID(h3c-support)Z={Efk3 %
H3C wer

18

w Save

.‘.' Roadmap | g admin

Actions All Networks » Quick Start » Add Services » Add Services

Dashboard Add Services

Basic settings Authentication settings

Add AP
Wireless service name  # Authentication mode
h3c-support
Add Services
SSID «
h3c-support
Add User
Description (1-64 chars)
Monitoring >

FoFL—k
=EAMTS

Wireless Configuration >

Wireless Service @O0ON O O0FF

Default VLAN

Network Security > T{defaul) 094, 1 by default)
Hide S51D OYes @No
System > Authenticator
User Isolation OVYes @No
Tools > Forwarding type (O Centralized
Security mode
® Local
Reporting >

Management Frame Protection

PSK key

System View Network View

(O Open (no authentication)

(O Enhanced-0pen

tatic PSK

O PPSK
(802.1X
(B02.1X (clear)
O Static WEP
() MAC Authentication
(JIPv4 Portal Authentication
[11Pv6 Portal Authentication
@AC
O AP
COWPA O WPAZ ® WPA or WPAZ
O WPA3-Personal

() WPA3-Personal Transition

WPA3-Enterprise WPA3-Enterprise Transition WPA3-Enterprise 192-Bit Encryption

OON ® OFF

® Passphrase O Rawkey

(8-63 alphanumeric chars)

Confirm password

Access Points Clients
M > n Mnln

Event Logs
Mo M 7 @n



Security mode&éa< kR

Security mode OWPA OWPA2 O WPAor WPA2 @ WPA3-Personal

WPA3-Enterprise

WPA3-Personal Mode @® Required O Optional

Cipher suite TKIP @ CCMP TKIP or CCMP

GCMP

HHUERSHHBREHHBR SRR R AR B R AR BB HHRRHS

# Security mode: WPA
HHURSHHBREHH B RS HBR AR B R AR BB HHRRHS

wlan service-template wpa

ssid WPA

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie wpa

#

HHURSHHBREHH B RS HBR AR B RS H B R HHRRH

# Security mode: WPA2
HHURSHHBREHH B RS HBR AR B R AR B R B HHRRH

wlan service-template wpa?2

ssid WPA2

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

security-ie rsn

HHHBHSH B R HH U R HHBRHH ARG H AR S H YRS
# Security mode: WPA or WPA2
HHHBHSH B R HH BB HH RS H ARG H AR SR YRS
wlan service-template wpawpa?2

ssid WPA.WPA2

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

#
HHHBHSHBR SR BB HH RS H B RS HBR S H YRS
# Security mode: WPA3-Personal

# WPA3-Personal Mode: Required
HHHBH SR B RS R BB HH RS HB RS H B RS H YRS
wlan service-template WPA-Psersonal
ssid WPA-Psersonal

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

security-ie rsn

wpal personal required

19



Security mode&éa~v >k

Security mode O WPA OWPA2 O WPA or WPA2 WPA3-Personal Authentication mode O Open (no authentication)
® WPA3-Enterprise O Static PSK
Cipher suite TKIP CCMP TKIP or CCMP @ GCMP @® 802.1X

Management Frame @® ON O OFF O 802.1X (clear)

() Static WEP

Protection

BHAHHBB R HHH U HH AR H AR R BHH 1Y
# Security mode: WPA3-Enterprise
BHAHH BB HHH BB HH BB HH BB HH 1Y
wlan service-template wpa3-enterprise
ssid WPA3-Enterprise

802.1X akm mode dotlx

cipher-suite gcmp

security-ie rsn

Management Frame @® Required O Optional

Protection Mode

Dynamic WEP O ON @ OFF .
wpa3 enterprise
Handshake O ON @® OFF client-security authentication-mode dotlx
dotlx domain system
Reauthentication (O ON @® OFF pmf mandatory
Domain name
system x v

Maximum clients
512 (1-512, 512 by default)
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fHE PCONICOIRTEDHREMER

mark2-6-ax FA VLA F®ybT-20T0/71 mark2-6-ax VLA ybI-20T0T 1 X mark2-6-ax 7ML A Xy+7-2070/7 1
gl g Rl g  tHRlF
HEIFOES(E): WPAZ - [T=YF] v TFUTDES(E: WPA3- (-l v 2T DES(E: WPA3 - TV5-T513 ~

ZAEL (A-T2 VATL)

WPA3-/{-YF)l ESLOER(N): AES - ESLOEEN): AES -

ESLOEEN):

Fyb)-0 £ F2UF1 FaEL (-T2 VAT FybD-2 v%a1l71 2000000

F-(K) WPAS-IVH-T50 % 192 Fuk F-(K)
L= Egis- %jg:;@ﬁ O NZRT-FDXFERTTS(H)
ao F9 b DOZ A EDER(O)
Microsoft: {REEZ11- EAP (PEAP) w EES)
WPA2-/\—Y)F )L @ 0773 3V Z0BRR0EREREERTIR)
EEBED) ZEET(D) BEFED)

el | Fovl oK Fovtl




SSID(h3c-support)Z= £k 3 %

#

wlan service-template h3c-support
ssid h3c-support

akm mode psk

cipher-suite ccmp
cipher-suite tkip
security-ie rsn
security-ie wpa
service-template enable
#

SSID#
INRT]— P ZEK

preshared-key pass-phrase simple @helpdesk99 /sz7—Fr&E

WPA2iz#5:H

WPAE#:F (WPA or WPA2% 3EiR)
802.11i (Robust Security Network) ¥ /i&:
Wi-Fi Protected Access2fii &Rk T D
CDTYTL—F2BEMTS

22



FITAPDT=8 DE&TE THHAPDdefault groupZZEEF 5 a
H3C waessr

ke Save &g Roadmap | & admin

Actions All Networks » Wireless Configuration » AP Management » AP Groups
Quick Start 5

Monitoring > a
(]  default-group @ D

Wireless Networks

AP Management

Wireless Qo5




H3c WAGG38-1P

Actions

Dashboard

Quick Start

Monitoring

Wireless Networks

AP Management

Wireless QoS

Wireless Security >

Radio Management

Applications

Network Security >

System

All Networks ¥ Wireless Configuration » AP Management » AP Groups » Edit AP Group(default-group)

II!HE!HII

Group name *
default-group

Description
~

Region code

JAPAN(JP) X
LED mode

Normal L
AP model

Select... v

@ WAG638-JP 8

AP connection priority

CAPWAP tunnel keepalive Echo interval

10

(1-31 chars)

(1-64 chars)

(0-7, 4 by default)

seconds (0,5-255, 10 by default)

System View Network View

24

H Save .‘i Roadmap

Request retransmission  Interval

5 seconds (3-8, 5 by default)

Retransmission attempts

3 (2-5, 3 by default)
Statistics report interval

50 seconds (0-240, 50 by default)
CAPWAP tunnel encryption O Enable @ Disable
NAS-ID

(1-63 chars)

Firmware upgrade O Enable O Disable @® Inherit (Enabled)
AP model

WAB638-JP 5GHz(1) @

WAB638-JP 5GHz(2)

WAG638-JP 2.4GHz(3)

Access Points Clients Event Logs
MA>; Ay AAn D [ N - 1in @Baa



APDTIAILNT IL—T%

BRELERT

#
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6638-JP
radio 1
radio enable
radio 2
radio disable
radio 3
radio disable
gigabitethernet 1
#

25



Anchor—ac

4

4

Actions
Dashboard
Quick Start >
Monitoring >

Wireless Networks

AP Management

Wireless QoS

Wireless Security >
‘ Radio Management
Applications
Network Security >
System >

All Networks » Wireless Configuration > AP Management > AP Groups

AP Groups

)

[0  default-group

Total 7 entries, 7 matched, Oselected.Page 7/ 7.

System View Network View

=zl ES

H Save .“' Roadmap | & admin

Search

Access Points Clients

®; Bo Mo l0

4 <4 B> »i Q

Event Logs

0n O

g @ a0

L



FIT APD -8 DL TE T Bdefault group 1I2H—E X(SSID)E:EMT 3

H Save .“' Roadmap | & admin

Actions All Networks » Wireless Configuration » AP Management » AP Groups » Edit AP Group(default-group)

Dashboard WLAN Service
P Quick Start > indi
Bind Wireless Services to Radios Add binding =

Monitoring >

, o AP Model:WA6320-JP AP Group Name default-group
Wireless Configuration v

T

Bind wireless service to radio 5GHz(1) AP Type WAGG3AE b by default)

Bl“d WLAN SE[U hy def alllt)

Wireless Networks

AP Management

i O

h3c-support

h3c-support

Wireless QoS Bound VLAN @ VLAN

Wireless Security >

Radio Management

Applications

7
o Network Security >

Bind wireless service to radio 2.4GHz(2)

System >

Access Points Clients Event Logs
Mo S0 Mo 0 o O A @4




J (radio 1:5GH2)ZEZNZLET 28

il
(il
~ ¢

Anchor—ac ).

I save &g Roadmap | & admin

Actions All Networks > Wireless Configuration » AP Management » AP > Edit AP (00dd-b6b1-9260)
ugldul-yiuup
Dashboard Installation position (province/municipality)
Region code
¢ JAPAN(P)(Inhert) x v
Quick Start b
Installation position (city/district/county) LED mode Normal(inherit) x v
Monitoring >
Map File
a 9 9 Select... v
Wireless Configuration v
~
AP connection priority . ) I _
Wireless Networks Installation position (street) 4(Inherit) (0-7, Inherit by default)
CAPWAP tunnel keepalive Echo interval
AP Management
P 10(Inherit) seconds (0,5-255, Inherit by default)
Wireless QoS . i »
Detail Installation position Request retransmission Interval

Wireless Security > =
~BEDER T £ T

) -
Radio Management % Retransmission attempts Z 7 D —}bﬁ I 7 y

AP description

Applications 3(Inherit) (2-5, Inherit by default)
) Statistics report interval ) .
Network Security > 50(Inherit) seconds (0-240, Inherit by default)
F
System N Remarks AC Election (OON @ OFF
CAPWAP tunnelencryption O Enable (O Disable @ Inherit (Disabled)
Tools > Firmware upgrade ) Enable (O Disable @ Inherit (Enabled)
& 5GHz(1) radio () OFF () Inherit(Disabled)

Reporting > 2.4GHz(2) radio 8 O OFF @ Inherit(Disabled) @

- . " Access Points Clients Event Logs
1™ |00 it
1 0 o 0 4 5 11




T4 IV )L—T Dradio 1(5GHz)& &R ELFE T

#
wlan ap-group default-group
region-code JP
vilan 1
ap-model WA6338-JP
radio 1
radio enable
service-template h3c-sales vlan 1
radio 2
radio enable
radio 3
radio enable
gigabitethernet 1
#

29



Anchor-acZxV 547 > FODDHCPH—/\—¢LTERET S
B £ ) B R TSystem ViewZ: &R

30

_.. admin

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP

Dashboard DHCP

Network Configuration v
_ DHCP

The Dynamic Host Configuration Protocol{DHCP) provides a framework to assign configuration information to network devices.

Network Interfaces

VLAN

Network Routing

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security >

System >

System View Network View

Access Points Clients

01 0o @olo0

Event Logs

00 ©s L5 05




Anchor-acZx V547 > FDDHCPH—/\—¢&L T
E P ROET TSystem ViewZEIR

=1
=374

EY D

#
dhcp enable
#
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Anchor-acZz2 75472 FDDHCPHY—/\—¢LTERTET D ()

-.. admin

Actions System » Network Configuration > Network Services » DHCP/DNS » DHCP

Dashboard DHCP Address pool

The Dynamic Host Configuration Protocol(DHCP) provides a framewaork to assign configuration information to network devices.
Network Configuration v

Network Interfaces

VLAN Assigned Address
Network Routing m
Network Services £
IP Services
Multicast
ARP
ND
Management Protocols
Network Security >

System >

- ; Access Points Clients Event Logs
Systemn View Network View
©1 ©0 Qo0 0007 47 05




Anchor-acZz2 75472 FDDHCPHY—/\—¢LTERTET D ()

New DHCP Server Address Pool

Address pool name
poo * @ For clienf Manage (1-63 chars)




Anchor-acZx 775472 FDDHCPHY—/\—LL T

=JL ==

X AE

9 B ()

#
dhcp server ip-pool "For client Manage"
#
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Anchor-acZz2 75472 FDDHCPHY—/\—¢LTERTET D () "

WAG638-JP 8 admin

Actions System > Network Configuration » Network Services » DHCP/DNS » DHCP

The Dynamic Host Configuration Protocol{DHCP) provides a framework to assign configuration information to network devices.

Network Configuration

Network Interfaces For AP Management N

VLAN Assigned Address

Network Routing Dynamic assignment

192.168.0.0 | 255.255.255.0 (Network address/mask)

Network Services v
IPv4 address Range

192.168.0.51 ~ 192.168.0.100

IP Services
Static assignment

DHCP/DNS
X XXX Ethernet b

IITesE: Mask length must be in the range of 1to 30.

Hardware Address should be a string of 4-39 characters.
ARP
ND

Management Protocols

Network Security >

System >

T o Access Points Clients Event Logs
System View Network View
©1 @0 @o|0 0007 47 O5




Anchor-acZx 7 5A 72 FODDHCPH—/\—¢LTERET S (Fr =)

#

dhcp server ip-pool "For client Manage"
network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
#
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Anchor-acE4954 7~ hDDHCPH —/\—ELTHET 5 (=) !
VLAN1® Default gatewayz % &

H3c WAG638-JP

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP Roadmap

DHCP Options
Dashboard

Network Configuration v Lease duration O Unlimited
@ 1 days 0 hours 0 minutes 0 seconds
Network Interfaces
Client domain name )
VLAN (1-50 chars)

Gateways

Network Routing 192.168.0.254

DNS servers

Metwork Services v
IP Services WINS servers X XXX
DHCP/DNS NetBIOS node type celect. .
Multicast DHCP options
ARP 2-254 Hex ~  1-256 chars.
ND DHCP Option should be a number of 2-254, but 50-54, 56, 58, 59,61 and 82.

When the DHCP option type is Hex, the option content must be a hexadecimal string with a length of an even number in the range of 2 to 256.

Management Protocols

Network Security >

_ Access Points Clients Event Logs
m Network View
91 ©0 Qo0 0004 42303




Anchor-acz 7747 2 FDDHCPHY—/\—&L T
VLAN1® Default gateway# &% &

=JL ==

X AE

9 B ()

#

dhcp server ip-pool "For AP Management"
gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
dns-list 8.8.8.8

#
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Anchor-acDDHCPHY—/\—H 534 0\E
RLE9,

M=1=]

Monitoring > Access Points % %

H3C WAG638-JP

HENTWBIPDRESR 0

Actions

Dashboard

Network Configuration

Network Interfaces

VLAN

Network Routing

Network Services

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security

v

System » Network Configuration » Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framewaork to assign configuration information to network devices.

for ap admin

IPInUse

192.168.0.51

LJ

g

O 192.168.0.52
O 192.168.0.53
O

192.168.0.54

Total 4 entries, 4matched, 0selected.Page 7/ 7.

0100-ddb6-b187-a0

0100-ddb6-b18f-40

0100-ddb6-b17c-al

0100-ddb6-b192-60

Network View

11/13/2021 04:11:46

11/13/2021 04:13:14

11/13/2021 04:16:40

11/13/2021 04:40:40

Address pool

Roadmap

Search

1«1»)—”0

Access Points Clients Event Logs

@1 9000 0 00 0: L15 @

192.168.0.50/wnm/frame/index.php?sessionid =200001da873bd50ef995a3adcde 5993 bbfas# M _VLAN




Auto AP(BEIRIIZFIT APZRDITTEET D) BT S

Actions All Networks » Wireless Configuration » AP Management » AP Global Settings
Dashboard @ AP Global Settings
Quick Start >

Basic Settings

Monitoring >

Region code JARPANUIF)

Region code lock m
Wireless Netwarks
Software upgrade m_l
AP Management

Wireless QoS autoap © XONICT B ERI—E 7 X > FDOFIT APZHER [ ov
ICEHT S

Wireless Security ? auto AP conversion © SXONIC T 3 L BEIRNICZFI N :'I‘E#E%{%ﬁj'ém_l

Radio Management

persictent acroe © XONICT B L EER, EI%9 % & Anchor-ack m_l
L CHEBET B (OFFICT B EFITAPE L B)

Applications

40



TR —4SIZFIT APHA RSN B &

=E)L:0]

—aX

EztERLTE

=JL ==

E—Ik(wlan auto-ap enable, wlan auto-persistent enablei%

—

;E

)

45"

#
wlan auto-ap enable
wlan auto-persistent enable

wlan anchor-ap persistent-mode ac
#




RRICESETEHRELI-OV D4 T R FE(save)LTAY 7Ok

admin > Save €L T Logout

H3C WA6638-JP

Actions All Networks » Dashboard
Dashboard
System Logs
Quick Start b
Monitoring >
Roadmap
Wireless Configuration
: ’ APs o= System usage Scan and Look Me
Netwark Security > . Online Offline Unhealthy
4
0, 0,
System > '23 0% 68%
) CPU Memory
0
UEE 2 02:40:58 02:41:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients o=
2.4GHz 5GHz
ssiD
f-kyoi...
fukurao.
f-kyo-
client number
0 1 2 3 4
Intarfara traffir ~ W
FREmTE Access Points Clients Event Logs
192,168.0.50/wnm/frame/index.php?sessionid = 200001463 50de2b50aaec29e5daedcIeactad (-} 0@ol0 0o Os 8 @12




Anchor-ACDEXEDERER 43

) _ FoFU—rD
Anchor-AC D £% & & X f# APDTIL—b g
(default-group) FIE5 ﬂ' > ”
S wlan ap §pl mode iy
A8 IDT—R H—E A(SSID)D wlan ap-group default-group WA66381IP F@g]prAP
Interface T T 7L—h FiR2 \:s-nmlodel WA6638-P Sl R Sor
nterface Ten- . - XXXXXXXXEXHXXXXKXXAX C-Suppo
GigabitEthernet wlan service-template h3c-support | radio 1 <€ radio 1 \
1/%/1 VLAN| FIR1 ssid h3c-support \ radio enable FIE6 _ waetic?”] = I8 7 = F|ES
(FFvav) vlan 1 G——p Vlan 1 Mhservice-templat - €| | radio 3 &ij”‘AP
port link-type trunk # akm mode psk . rad!o 2 —_‘_,— gigabitefharnet/l | -
port trunk permit vian all  interface Vlan-interfacel preshared-key pass-phrase simple_.. fw aGi0=3 ten-gigapitethernet 1 h3c-support
port trunk pvid vian 1 ip address 192.168.0.50 . == _@helndeskQ9m m = == == gigabitethernet 1
- * —— — G B I [ cipher-suite ccmp ten-gigabitethernet 1 | =
e e = cipher-suite tkip (F7vav) | ‘ ..QI?IT.AP
. security-ie rsn port link-type trunk Vo -
dhep enable (FFa)EDMDVLAN security-ie wpa port trunk permit vlan all h3c-support
dhcp server ip-pool "for clieft, |5 100 . . ORI ORI
management" # (FFTav)Fohndg—ER o L —=
gateway-list 192.168.0.254 |nterface Vlan-interfacel00\, wlan service-template h3c-finance FIE3 (;H_j AL )finance DAPE 2
POE network 192.168.0.0 mask ip address 172.16.0.50 ssid h3c-finance wlan ap ppll model WA6638-JP
255.255.255.0 255.255.255.0 vlan 100 Serial-id] XHXXXXKXXXXXXXXXXXXX
1a;2dqe63;5a1n§0e 192.168.0.51 V|Zr_1 1?( Achor AC
. e radlo 3 I ] 5= e
dns-list 8.8.8.8 radio 2 I # " h3c-finance
radio ehable
servicq-template h3c-finance
radio 3
gigabitethdgrnet|l
ten-gigdbitethernet 1
(F7>3)
port link-fype trunk
port trynk permit vian-all




__ZETIZ

wlan global-configuration
region-code JP

#

telnet server enable

#

dhcp enable

#

port-security enable

#

password-recovery enable

#

dhcp server ip-pool "for client
management"

gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51
192.168.0.100

dns-list 8.8.8.8

#

vian 1

wlan service-template h3c-support
ssid h3c-support

akm mode psk

preshared-key pass-phrase cipher
$c$3$zs+U2ZKGr

cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

interface NULLO
interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0

#

interface GigabitEthernet1/0/1
interface Ten-GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlan all

port trunk pvid vlan 1

#

interface WLAN-Radiol/0/1
#

interface WLAN-Radiol/0/2
#

interface WLAN-Radiol/0/3
#

scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31
authentication-mode scheme
user-role network-operator

SERLT=a> 040 FCLITIXLLTDEY

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

BwhEE  level-2~ level-13
#

role name level-14

description Predefined level-14 role
#

user-group system

#

local-user admin class manage
password hash
$h$6$ZnoxQVIKKyL804IT$ service-
type telnet http https
authorization-attribute user-role
network-admin

#

ip http enable

ip https enable

#

undo attack-defense tcp fragment
enable

#

wlan auto-ap enable

wlan auto-persistent enable

wlan anchor-ap persistent-mode ac

#

44

wlan ap-group default-group
region-code JP
vian 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-support vilan 1
radio 2
radio 3
gigabitethernet 1
ten-gigabitethernet 1
port link-type trunk
port trunk permit vlan all
port trunk pvid vian 1
#
wlan ap f010-903e-f7e0 model WA663-JP
serial-id 219801A24F8201E0000J
mac-address f010-903e-f7e0
vian 100
anchor-ap enable #7 7 # )L | lZdisable7=A*
# enablelc9 % L EEEIHEmasterEzZEICSIN
radio 1
radio 2
radio enable
service-template h3c-finance
radio 3
gigabitethernet 1
ten-gigabitethernet 1
port link-type trunk
port trunk permit vlan all
port trunk pvid vlan 1
#
Z DEDOFIT APDOES



Anchor-acD /Ao 7w T Lt AAPEVLANT D Ry kD —H A dEkE
TIBHARIEDAPE v b 7 — 2 ~EET 3

@D FIT APZAnchor-actBILE I XY b2y b7 —21C8HELET,
@ FIT APIZa>» YV =)L TAnchor-act RILE I XY FDIP7RLRZEIY HTET,
<H3C>system-view
System View: return to User View with Ctrl+Z.
[H3Clinterface vlan 1
[H3C-Vlan-interfacell]ip address 192.168.0.10 24
[H3C-Vlan-interfacellquit
[H3C]save force
Validating file. Please wait...
Configuration is saved to device successfully.

@ APHACAPWAP% 7 O— K&+ X k L TAnchor-ac& 27%H'3

@% < DIFE. APDT7 7 — L = 7HAncho-ack Y HW (TIZFHFEEDONN— 53>) DT,
Anchor-ach/s—< 3 &% L TEEICAnchor-acD#F > TWAERH/N\—Ya »%ZAP

Ic&vAa—FLTYV7—-FEHEET,

®Anchor-ac& Y SSID, VLAN, % H R EL EDREHNAPICZ 7 O—KE b,

®FIT APHE ﬁ%ﬂ:ﬁb’(774 vk EERETEE T,
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m Tt ARArEAnchor-aclZERET 5
I;ﬂ Anchor-acDE&EZT 5

FITZ/\vo 7y FA®OAnchor-aclZs%E
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FITOD 15 ZAnchor-acD/\wo 7w
INVITYTIZT BAPDActionTHRESE B E V) vY
H3C vnessr

EY D
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B Save ... Roadmap | & admin

Actions All Networks ¥ Wireless Configuration » AP Management 3 AP

Dashboard AP
uick Start -
° | oo BEOZ 22~
Monitoring > Search 0]

& AlLAP Groups 0 00dd-b6b1-Tca... default-group Manual AP WAB320-JP 219801A2YF821...  00-DD-B6-B1-7C-AD 2,802.11ax(5GHz... 3\ 0Onli n

™ default-group(2)

[J  00dd-bbb1-8f4... default-group l§  Manual AP (Embedded AP) JWAG320-IP 219801A2YF821...  00-DD-B6-B1-8F-40 2,802.11ax(5GHz, e

Wireless Networks

AP Management

Wireless QoS

Wireless Security >

Radio Management

Applications

Network Security >

System > Total Zentries, 2Zmatched, Oselected.Page 7/ 7. -
Tools >

_ Access Points Clients Event Logs
System View Network View
92 @0 Qoo 00 ©4 018 @37




FITO 18 % Anchor-acD/\v I TP VIR TET S

AC ElectionZONIZLET

H3C wnesswp

a Save ..' Roadmap | a admin

48

Actions
Dashboard . ,
Basic Settings
|
Quick Start >
Name
Monitoring >
Description
Wireless Configuration v
Wireless Networks
Model
AP Management
Serial 1D
Wireless QoS
MAC address
Wireless Security b

AP group name

Radio Management

Region code
Applications
LED mode
Network Security >
Map File
System >
Tools > @

All Networks > Wireless Configuration > AP Management > AP » Edit AP (00dd-b6b1-8f40)

FEADTIERELTLEZL

Z DEEEIT) Lbackup-aclSFREHNRBAE N, YR L —IC
REIrRELLBICRLRECRBLEY

00dd-b6b1-8f40

(1-64 chars) CAPWAP tunnel keepalive Echo interval
10(Inherit)
~
Request retransmission Interval
WAB320-IP
S(Inherit)
219801AYF82016E00030  (1-63 chars)

Retransmission attempts

00-DD-B6-B1-7C-A0

3(Inherit)
» Statistics report interval
default-group P 50(Inherit)
JAPANUIP)(Inherit) * (Region code locked) AC Election @ O OFF
CAPWAP tunnel encryption © O Enable O Disable
Normal(lnherit) X v Firmware upgrade O Enable O Disable
5GHz(1) radio QO ON O OFF
Select... v 2.4GHz(2) radio QO ON O OFF

System View Network View

¥BDSavex TN D Lrebootd 3 L BRENREFEINTHY

seconds (0,5-255, Inherit by default)

seconds (3-8, Inherit by default)

(2-5, Inherit by default)

seconds (0-240, Inherit by default)

@ Inherit (Disabled)
@ Inherit (Enabled)
@ Inherit(Enabled)

@ Inherit(Enabled)

Access Points Clients

0: 0 @ol0

Event Logs

Qo0 O«

18 @37




TAA— | EENRE LB RI—(ZHE/I\VI TV TH

auh
Nd

il

wlan ap BACKUP_AP model WA6638-JP
serial-id 219801A2YF821BEO00S9
anchor-ap enable

vlan 1

radio 1

radio 2

radio 3

gigabitethernet 1

#

wlan ap MASTER_AP model WA6638-JP
serial-id 219801A2YF821BEOOOBO
mac-address 00dd-b6b1-4540

radio 1

radio 2

radio 3

gigabitethernet 1

#
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Anchor-acDEZE D #FHf-%tAnchor-ac~ DY) A % E{E .

Anchor-aclEERERFDEE)
1. Anchor-aclcBEZEAH 4% -> FIT-AP3AAnchor-ac& DCAPWAP b > RV D X7y v % &4
2. FIT-AP3%*Y 7— bk -> Anchor-ac®— F 2t V) &4 - CTHF)
$¥) Anchor-acHOEZERED S H S =1 Anchor-achHEEET 3 F TH3H30MIRE
ZDE., 27747 FOBEI#RELEZFITH., FiF-LRiERIITEEEA,
*Anchor-ap
(Anchor-acdD /Ny 77 ZIZHEINTWLWABFIT-AP%ZAnchor-ap& v 5)

Anchor-ac
(FIT-AP3)
192.168.100.1

- ;e

FIT-AP3

(Anchor-ap) 192.1 1
192.168.100.4 92.168.X0.

FIT-AP3

(Anchor-ap) 192.168.300.1
192.168.100.4

- ), - W ~_lf - _l// ~_lf - _l// \1:' - _L,‘)J - -
FIT-AP1 FIT-AP2 FIT-AP1 FIT-AP2 FIT-AP1 FIT-AP2
192.168.100.2 192.168.100.3 192.168.100.2 192.168.100.3 192.168.100.2  192.168.100.3




FEZ ) Anchor-aph >Anchor-ac~ DY E 1 L) B RS

# Anchor-aclZ[EEH 4

$Aug 25 13:23:07:839 2021 office CWC/4/CWC AP DOWN: Master CAPWAP tunnel to AC
192.168.1.1 went down. Reason: Neighbor dead timer expired.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-f7e0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 1 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £f010-903e-f7f0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 2 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:877 2021 office STAMGR/6/SERVICE OFF: BSS f010-903e-£f800 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 3 on
AP FitAP. Reason: AP down.

# Anchor-ap/h’Anchor-aclZ%: 5 1=8(Z1) J —kr RS

$Aug 25 13:26:21:346 2021 office APMGR/6/APMGR LOG SETROLE SUCCESS: [Anchor Fit]
Reboot to AC, Reason: Have Not Recv Query Resp.

$Aug 25 13:26:21:488 2021 office APMGR/6/APMGR LOG REBOOTCAUSE: Set Wlan Reboot Cause,
SubSlot = 65535, DevRebootCause = 0, WlanRebootCause = 24, ulRet = 0.

$Aug 25 13:26:21:604 2021 office DEV/5/BOARD REBOOT: Board is rebooting on.

# Ft=7EAnchor-ac HNEN{ERA 1R (%9353 3071 R)

$Aug 25 13:26:39:991 2021 H3C SHELL/5/SHELL LOGIN: Console logged in from conO.
<office>
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|ART VA3 hO—S(AC)HERE LLER

—
FIOAILNEIBAPE 32(fEH THII32TETE)
_ .. e 1/4/8/16/32/64/128/

B SA4tEUR(EH)# 1/4/8/16/32/64/128 51971024 —
RANEEAHEAPE 288 1536(2048F THisRA) 32
BAREI1I—Y—% 8192 30720 512
802.117akajL H—
< JLFSSID(RF&7-1)) 16
SSIDM FERT HR—
802.11G 5i& HR—
802.11nM # HR—

A—H—HDOFIR SSIR—Z/RFR—Z &EHH—

802.11MAC Pl g P

TARL HR—

BEHOEI—FEIHT HR—

40MHzE—R M 20MHz/40MHz®D oA

BEIRAYTF !

O—AJLER%E SSID + VLANIZED<A—A/LErE TFIAILbDOO—HJLERE
BE)T7ILES AN HR—

ACHH -

(DHCPAZ<3>43, DNS) g—+

IPV6 k> 1)L HR—

Clock[al #A HR—

A A Jumbo frame#gi¥ HR—

N7 N~ A— o . .
AT CAPPERMENNITIAT s ate—1- 1P, VLAN, SERISNI-ACTFLR

APEACREIDL2 / L3S HR—
APEACRIDONATRS/A—H )L HR—k JEHHR—




AEE  hEE WX2880X ________[WX3840X Anchor-AC

O—zo4 ACKHDAPRITOL2LL3A—32 4 HR—k
= ACRIMAPRITOL2LL3A—3 24 HR—bk EHHR—F

NAT HR—k YR—k
PPo it $Ey
DDNS HR—bk JEHHR—b
IPsec-VPN HR—bk JEHHR—b
RIP HR—F EFHR—F
CRE HR—h FEHAR—F

TORRGE |[(A—TRTL HBEX— HR—k
WEP-64/128, EjfJWEP HR—pk
WPA. WPA2,WPA3 HR—bk
TKIP HR—k
CCMP HR—(892.11n% HESE)
SSH v1.5/v2.0 HR—bk
4L XEAD 1.

(TVRRAET ROV EA—)L)

R—AJLEREE

HR—bk ) E—REREE. SMBY—/N—

802.1x5REE

EAP-TLS, EAP-TTLS,
EAP-PEAP, EAP-MD5,
EAP-SIM, LEAP, EAP-FAST,
EAP offload (TLS,PEAP only)

EAP-TLS, EAP-TTLS,
EAP-PEAP, EAP-MDS5,
EAP-GTC

R—=BIANR—=DA)FALLY 3y

HR—bk:SSIDR—X APFR—ZILR—D Tyda

O—AhJLEREE

802.1x, R—%JL. MACEZAE
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AEE _ HER|WX2880X________[WX3840X Anchor-AC

A—AJLEREE 802.1x, fk—%JL. MACE2E 99
802.1x, IR—AJL.

LDAP:2: 802.1xA4 A IZEAP-GTC & EAP-TLSY  JEHHR—k
R—bk

/ﬂ?lrﬁlﬁlfr—yay&—xwl—ﬂ—?btx G

S AT 1R EHIE HR—k

VIPF¥ )L HR—bk

ARPXZE &40 HR—k: DAL XSAVI

SSIDAY T E L SSIDEA—H—ZFE/IN(UFK

SSID & KA TAAAH—/N—EIR HR—k

AAAY—/N—/\y o7y HR—k

Zixl/_x:L—ﬁ—}ﬁwn—mbAAA Rk

TACACS+ HR—k JEHR—F

QoS TS5A4X4) T4 <vELS HR—k
_ O S, 8 = RNV TAN

L — il BR HR—k JEHR—F

802.11e/WMM H7R—k: 8Kbps D #ii EE THHR—k

A—H—TAJ7AILIZEILKT IR .

P e

A7) T MR R FI R - o

(EEHIEEAT LT L) YIR—F SRR

A7) DT Mg R R HYR—bk (A—HY—EH) JEHR—bk
YiR—b: FS Ty D FEERERIIE. £2TD

AT) O NIRRT SSIDT/\yhEBHIZEE, FS57099h FEHR—F

FREERF IR SSIDD &/ EIEE {REE




AEE _ EEWX2880X_______[WX3840X Anchor-AC

SVPIALADQoSEBEIL HR—h 56
O—IL 7Ry a3 l{E(CAC) YiR—k: A ——H/FEEA—X
End to End QoS HHR—k
AP7v7O—KRiEE IR HR—k
Ea—ravy HR—k
BB TFYRILEBENDHRTE HR—k
BEIMEF vy RILEBNERE HR—bk
BEINGEEL—AZE HR—bk

RF&E ALY OR—ILDEHE EEIE ﬂ'?l'i:—h . “

o ‘ "ﬂ‘/‘l’\—|~:|~7\7'f‘y7s J\-_-U-_\  HE— b kST v

A—KR/N\Soo5 Ei&’%ﬁll:g’jéiﬁ'(?:ﬁlwﬁ5&%&’&##’\— ST >
ATYOIURA—RNSOVY HR—bk
APO—RN\ZSUL UG5 V—T YiR—~: BRI ERIGERTE
TSy R b HR—bk
TSV Rk HR—bk
FIEEAPDEH HR—k:SSIDR—X BSSID, 7/ A0UI%E

payse  TEAPHR i
To9TAV T MEDKRH HR—bk
HBYTELHEDRH HR—k JEHR—
Weak IV E& D #& H HiR—k

wiPS HHR—k.7TEBE/NNMILEFXF21)T+«




AEE BB |WX2880X_______[WX3840X Anchor-AC

ARP (#E{EARP) Hk—p of
802.1p HR—bk
802.1q HR—bk
802.1x HR—bk
LA¥278ball o a5nran H—p
Native IPv6 HR—pk
IPv6é SAVI HR—k FEHHR—k
IPv6 portal HR—k
MLD RX—E 4 HR—bk
IGMP XX—E>% HiR—bk
RILFERYRAL  QILFFYARN =T 256 JEHR—k
555372’55 PABA=TRARA HYR— BEBECE OV TS AMIBERELET
ACEID1 + 1A I)LA—/\— EHHR—k HHR—k HHR—k
- ACRIDN + 17 LA —/N—(1\v 7 - -
ACOTLRIE 05w ma JEHR—b HR—k
ACEIDA> 7)oz AP (Dual FA—p
link backup)
ACLAPREID TR VE—MAP HR—bk JEHR—F
e Ay afryhI—4H Hi—k (Multi-leap MeshlZIEHHR—F ) JEHHR—F
WEB. RMONZs JEHR—F
LR robI—0EE SNMP vIAN2/v3
ESINY Ry ) WEB., CLI, Telnet, FTP%:E
WiFio4s—<3> CUPIDO4S— 3V HR—bk JEHR—k
AP RFAUB—DJIAAD FA—p
AT a—)LEntf=vyhE o
) —HsEE DAY LAY —E RETELE vy GAR—k

v
NN ENEAE (PPC) HR—bk JEHR—F




AEE  EE |WX2880X _______[WX3840X Anchor-AC

WLAN RF Ping HR—bk H8
FIYsr—3y JE—LTO—T5HH HR—k

YT IR L ARGS L H—FK HR—k JEHHR—F

wIAA YiR—k: RT—FTILAV AR 32 FireWall FEHHR—F

INTYRERIED A T D FREE HR—k JEHR—bk

802.11ns N4y hER % HN HR—bk JEHHR—F

TOCAR—=ZADZ 7499 x—EVY YiR—bk JEHR—F

Co-APF¥ 1 )LEH HR—k JEHR—bk

Co-APF¥ 2 JLDEFIH HR—k JEHR—bk

RFA23—DJ1—AD

EARERET LTYR L il FIh—t
EESRTFNTALYL Rk . .
£k0v773 Yi—k JEHR—b
ERDBNI—F—FHERE . .
|3 | Yih—+ JEHR—b
RIVFFv ANy Fy Y Ht—F SEHH—

=EMTS
AT—R3AD R iH(—EBDAPIZREE) HR—k

R —En% HR—bk FEHR—bk
VLANZ—JL HiR—k JEHR—k
Bonjour gateway HR—bk
o eeimee | 802.11W HR—k
MIBHHRE g0 11k HR—bk
Hotspot2.0 (802.11u) HiR—bk JEHR—k
VPN HiR—k

NAT HR—k
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AE!)— 512M 1024M

Flash 128M 8M NOR+256M NAND

X it FR A . 802.11a/b/g/n/ac/ax 802.11a/b/g/n/ac/ax

TaTILIN) T L (WiFi6), Ta7JL/\2R (WiFi6). R Z LUk

MU-MIMO A1) /MU-MIMO B )07y T) 2 MU-MIMO
2AGHz®=T7 U TT# 2x2/0.575Gbps 4x4/1.15Gbps

JEEARE R )L—T vk

5GHz®w 7V T7T# 2x2/1.2Gbps 4x4 +4x4/2.4G+2.4Gbps

[EBERIL—T Yk
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Anchor-acf|fH LD FE=18

Anchor-acZH|HT 55X THXESNEREBRHIIHYETAD., —BIUICEZS
NAFIERZEIRLET:

BR:— ATPCERTITAHIENT—R2DEZEFELTLVELVRETHERSNTIT,
I FDBMEERTA-HOIZ20DE—aVBREELEZELTLNS

1. (RFBACHEEIZFDOAPIZIX, 9547 OESGENEDRLGEWNLSZIEBATICE R
LTAEFENMNHBTFLRVNESICEET 5.

2. 2RO EKEIEHEGBSB/HMN5128L->TULVAD T, A IXIBEZDHE=TIXT08
DRy T — BB RESEIN TSN T, TOERT. B K174 = 4 (400F

EHDAPHREEAIRELTES, cORRTIIELXTEDAPHNEEATHE,
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MR AV R~DYLY
H3C Anchor-AC Dual link backup#& 5 5l (R )

{ Dual link Backup TlxMaster
& Backupl3EH3IP7 FL X
Master_

Master'\d)
CAPWAP | > 3L TR

APDCAPWAPKRY R IJLIZ ALy FEITLT
Master$y & U Backupl Z#E#LE T,
TaATIVI DI\ Ty THERTEL . Anchor-
AC 1% AXA—AC&EL T, Anchor-AC 2% /N7
7y ITACELTHEELET , Anchor-AC 1/
ENFEETDHE, YRI—/I\YITYTACR
AYFA—IN—DFEAEL ., APIFAnchor-AC 2%
NMLTHEIELET AC IAETETHEAC 1IN
BUY—ERZ5|IEMEET,

TagiR—
-
FIT-AP1

I~(po t link-type trunk

-

FIT-AP2

-

FIT AP3

FIT-APEl&2 747>~ kI
A—IYJHAETT
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NEA 3T —X(Zport trunkeX EZEBMT DIZIEZUTDFIEZEITD

Actions System » Network Configuration » Network Interfaces » Interfaces

Dashboard Interfaces

Network Configuration ~

Network Interfaces
£ Ethernet v earch

Interfaces

VLAN

(]
Network Routing O  GE1f0N1 Down - 0 Auto GigabitEthernet1/0/1 Interface
Network Services > [ X¥GE1/0N1 Up - 1000000 Full Ten-GigabitEthernet1/0/1 Interface D

Management Protocols

Network Security >
System >
Tools >

Total 2 entries, 2 matched, 0selected.Page 1/ 7.

L Access Points Clients Event Logs
Sﬁtem View Network View
©1 ©®o Qo0 000 21 Q10




IO

A 27— Rport trunk R EZBMT DICIEUTOFIEETS 7

i save §@ Roadmap | & admin

Actions System> Network Configuration » Network Interfaces > Interfaces > Edit Interface
Dashboard Interface Ten-GigabitEthernet1/0/1 (XGE1/0/1)
Status up () Shut down
Network Configuration v
Description Ten-GigabitEthernet1/0/1 Interface (1-255 chars)
Vi
VLAN MAC address
FO-10-90-3E-F7-E0 (HH-HH-HH-HH-HH-HH)
Network Routing VLAN Link type
Network Services > @ (Trunk A >.< — =L N =L 75\\ N E jJ
oXe = > = \ é *L i
K Z DEXE CTLLT DEXIE D BN El
PVID
Management Protocols H f T G H b H E h 1 O 1
Network Security 3 H
-
port link-type trunk

system N @ s 000 port trunk permit vian all
Tools > Link speed (Current:1000000Kbps) port trunk pVid Vlan 1

Auto v
Duplex (Current: Full)
Auto A
Bandwidth (Current: 1000000Kbit/s)
(1-400000000)kbit/s
Link mode Bridge  Route
Jumbo frame (O Disable

) . Access Points Clients Event Logs
System View Network View
g o % o 0 AN - 0% PR - W




NEA A TT—RIZport trunkEXEZBMT BICIXUT OFIEETS

i Save §p Roadmap | & admin

Actions System» Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Auto .
Network Configuration v Duplex (Current: Full)
Network Interfaces Auto v
Bandwidth (Current: 1000000kbit/s)

VLAN
(1-400000000}kbit/s
Network Routing

Link mode Bridge Route
Network Services > Jumbo frame (O Disable
® 1600 (1600-1600)
Management Protocols
BPDU interception [ Enable BPDU interception
i =
Network Security > E‘ E 03 i T“
Flow control I I I '
Disable v Hi
> |7 N
System > . z 7 D —}l,ﬁ /
Traffic suppression Broadcast suppression
s > ratio v 100

Multicast suppression
ratio v 100

Unknown unicast suppression

ratio ~ 100 :

: - Access Points Clients Event Logs
System View Network View
©1 ©o0 Qo0 00 05 L1010
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ap-group®default-group(£2 TODAPD T T L—k)%E
HiE1:CLIT—

GUITKERTESDI(X

—CET
>

wlan ap-group default-
group
vlan 1
ap-model WAG638-JP
radio 1
radio enable
service-template h3c-
sales vlan 1
radio 2
radio enable

radio 3

radio enable
gigabitethernet 1
Ten-gigabitethernet 1
#

izl" 7& =JL -—'—-
CLITE®EL=\LMEE

—

[H3C] display current-configuration
wlan ap-group default-group
vlan 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vian 1
radio 2
radio enable
radio 3
radio enable
gigabitethernet 1
Ten-gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vian 1

68

XELFET

CLITTen-Gigabitethernet 1%tagrR—r 2R ET S FIE

[H3C]wlan ap-group default-group

[H3C-wlan-ap-group-default-grouplap-model WA6638-JP
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP]Ten-gigabitethernet 1
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP-Ten-Gigabitethernet-1]port link-type trunk

For the configuration to take effect, specify a PVID for the port and configure the port to allow traffic from the
PVID.

[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP-Ten-Gigabitethernet-1]port trunk permit vian all
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP-Ten-Gigabitethernet-1]port trunk pvid vian 1
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP-Ten-Gigabitethernet-1]quit
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP]quit

[H3C-wlan-ap-group-default-group]quit

[H3C]



ap-group®default-group(E THOAPD T T L—R)EERELET
%£2:GUIEMapEZE T 7L T—EEERTE

H3C s

Actions All Networks 3 Wireless Configuration > AP Management » AP Groups » Edit AP Group(default-group)
Dashboard
asihost General
Quick Start »
Group name % defaul 1-31 chars)
. Elaubgioug (1-31 chars) Request retransmission Interval
Monitoring b
Description (1-64 chars) 5 seconds (3-8, 5 by default)
Wireless Configuration
V] Retransmission attempts
Wireless Networks Reai 4
egloncoge JAPAN(IP) % v 3 2-5, 3 by default
AP Management - .
LED mode Statistics report interval .
Normal x v 50 seconds (0-240, 50 by default)
Wireless QoS
AP model CAPWAP tunnel encryption O Enable @ Disable
WABH38-1P x v )
Wireless Security N Firmware upgrade OEnable O Disable ® Inherit (Enabled)
WAGG38-JP W AP model
Radie Management
AP connection priority WAG638-JP 5GHz(1)
4 (D-7, 4 by default)
WAB638-IP SGHz(2)
Client Proximity Sensor
CAPWAP tunnel keepalive Echo interval WAGE38-IP 246Hz(3)
Applications 10 seconds (0,5-255, 10 by default)
Network Security b
System >
Tools »
Reporting >
§ Access Points Clients Event Logs
Q0 ©2 Q00 Q001 429 O
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FiE2:GUIEMapEEIT7MILT—E &R T




ap-group®default-group(E THDAPD T T L—REHZELET
FHiE2:GUIEMapEZET7MILT— B ZERTE

mapZ 7M1 ILORARE
flash:/map.txt

# make gigabit ethernet port to trunk
system-view
wlan ap-group default-group
ap-model WA6638-JP
gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vian 1
quit




ap-group®default-group(E TDAPDTUTL—R)EHZRELET 72
F5i%2:GUIEMapER T 7ML T—HEHRTE

Ecshi=a>J49

wlan ap-group default-group
region-code JP
vian 1
ap-model WA6638-JP
map-configuration flash:/map.txt
radio 1
radio enable
service-template h3c-sales vlan 1
radio 2
radio enable
radio 3
radio enable
gigabitethernet 1




ap-group®default-group(E THDAPD T T L—REHZELET
FiE2:GUIEMapEER T 7ML T— T

mapEEITAFRIICLLTDRIIZEMENET (RRLIFRIR)

wlan ap-group default-group
region-code JP
vian 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vlan 1
radio 2
radio enable
radio 3
radio enable
gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vian 1
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POERXR M YFDEXTE

<H3C>system-view

System View: return to User View with Ctrl+Z.
[H3C]vlan 100

[H3C-vlan100]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24
[H3C-vlan100]quit

[H3C]vlan 110

[H3C-vlan110]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24
[H3C-vlan110]quit

[H3Clinterface GigabitEthernet 1/0/1
[H3C-GigabitEthernet1/0/1]port link-type trunk
[H3C-GigabitEthernet1/0/1]port trunk permit vian all
[H3C-GigabitEthernet1/0/1]quit

[H3Clinterface GigabitEthernet 1/0/2
[H3C-GigabitEthernet1/0/2]port link-type trunk
[H3C-GigabitEthernet1/0/2]port trunk permit vian all
[H3C-GigabitEthernet1/0/2]quit

[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]port link-type trunk
[H3C-GigabitEthernet1/0/3]port trunk permit vian all
[H3C-GigabitEthernet1/0/3]quit

R ABD8E23, 24 TR
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[H3C]display vian 100

VLAN ID: 100

VLAN type: Static

Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100

Tagged ports:

GigabitEthernet1/0/1 GigabitEthernet1/0/2
GigabitEthernet1/0/3 GigabitEthernet1/0/4
GigabitEthernet1/0/5 GigabitEthernet1/0/6
GigabitEthernet1/0/7 GigabitEthernet1/0/8
GigabitEthernet1/0/23 GigabitEthernet1/0/24

Untagged ports: None

[H3Clinterface Bridge-Aggregation 1
[H3C-Bridge-Aggregation1]quit

[H3Clinterface GigabitEthernet 1/0/23
[H3C-GigabitEthernet1/0/23]port link-aggregation group 1
[H3C-GigabitEthernet1/0/23]quit

H3Clinterface GigabitEthernet 1/0/24
[H3C-GigabitEthernet1/0/24]port link-aggregation group 1
[H3C-GigabitEthernet1/0/24]quit

[H3C]save force
Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

[H3C]
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=% WX2812X-PWR

- =JL

H3C WX2812X-PWR A/ L X 7o+t X a>rkA—5— (AC) (L. SMEx T —Z M IFIZE Y] 2%
TR IUVEEINTLVET,

F—rD A EACKEED I ENFH T, RYMT—IOHNDT/INA A ETCOFHIBLES . Z=FTRIAE
Comware VI7SYhTA4—L (L&, VIERUFET) AL THEY . VIICIFEED R 1—Y —
avhA—)LEE, AiEG RFYY—EE, 7x2474(4 VYL X £Xa)T0 avkA—IL, B&ELGL2H
KUL3A—32Y 58 H75QoS. R IPV4/IPv6 TaT7IL R2vOFRELTLVET . VIIZIE,. <)L
Fa7 arka—)L JL—> . Bonjour, Hotspot2.075 & . #k R HEFHLINT AL AF AN BinEh T
LVET ., WX2812XNDEE R AP DB AXHII18E TAPEHESA VR ITARAFMIEICEENTE

T, RIRHERISAM 7 rO#E1,0245.,
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=% WX2800X

H3C WX2800X A VYL R 7U+RX aAvrA—5—(AC)IE. 7 —FDxzA4 & AC EED IS T HFH
EL. RYRT—ORDTINA AEETCOFHIFLET ., FEFTMIEComwareVIT IV T4A—L
(LAFg. VT EREUED) 2FALTWNET, VIIZIE. 2% O —Y—ar ra—)LEE,
DELRF)Y—RAEE, Ix247(4 VLR X274 3> bO—)L, 5&ELL2RLIO—I 7T,

58 F175QoS., R UIPV4A/IPV6T a7 IL RAYIHBFELTLVEYS, VIIZIE, wJLFIa7 arvko—
JL L —> ., Bonjour. Hotspot2.0%: & $ kR EFHLLNI AV LR T0/00hBMESNTLNET,
AAEMIEICIZAPEESAEVRIIEFENTEYF A, WX2860XDEEXNR AP D AH (I
1445 , RIEHERISATURO#E4,09658 , WX2880XEE XS AP DI A$(E288 , BIEFHE
MIOTATrDOEIL8,192E
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&3 WX3800X

WX3800X ') —XAC (L. &4eE<I/ILFaA7CPUZREEL. EFHLEILHITVI TIvb
JA—L (LT V) AL TULET, VOIZIE, BEDFFMGLI—T— o bO—)LEE. &
ERIERFYY—REE, 7x24T7 A4V LR X a)T4 avbO—/L, 5&E4H L2 &L3O—327,
58 N72QoS. RUIPVA/IPV6T a7 IL RAVIMMFTELTLVEYS, VI 2K, <JLFa7 avk
O—)L7L—>, R CUPIDT A VL R SIE#EIH T, Bonjour, Hotspot 2.075 &, ¥k < %%
LW DA VL AR MAEMEINTOET  RFEMEICIZAPEERSA U RAEFENTEYE
A, WX3820XDEE R AP DEAIL7685 . RBEHKISA T rDOHIL15,3605
WX3840XEHE IR AP DA (X1,536 (2,048iEHL5RAIHE) . RIEHESRISA 7 rOBIT
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