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FlEg: BEOENMEE—FNOWER >EMFE—FDEE ->ZTBINT-HE DD DHERR
HIWEDE— FAHER(THEHEIRETIZIFITE—R)

<H3C> display wlan device role Tera Term: U Jlifi- BE X
Current running mode: FIT AP.
# system-view(Z CTap-modea~ >~ K CTAnchor-acE— N ICEE T —k(P): |COM3 v OK
<H3C> system-view iE APE—FICIZUTD32DE—F H—-L —HB): :9600 v|
System View: return to User View with Ctrl+Z.  H&ERTEZ XY, _ : B
[H3C] ap-mode anchor-ac ap-mode { anchor-ac | cloud | fit } 7 —2(D): 8 bit ¥ Ye
. . ) R _
Changing working mode will reboot system. Continue? [Y/N]:y 135 A(A) = 5
#:E'— PEE@ 7":3?5 L:APLi g%j]ﬂl\j CC I’ebOOt L/ i 70 Rr“??(g) -I b|t > A\)IIJ‘;’(H:]
System is starting... '
Pres_s Ctrl+D to access BASIC-BOOTWARE MENU... —0—%[EE): e »
Booting Normal Extended BootWare
D7 —bhhXyt—TE0K S
Image file flash:/wa6600-boot.bin is self- (A (SEHE
decompressing.....ccccceeeeneen. 0 EU*’#;"?(C) 0 EIJ?#}"??(L)
....... Done
System image is starting...
Line con0 is available. AV Y —VEGROBERER. 9600 K—, F—48E v b,
Press ENTER to get started. KUF4HL, RbyTEY b1, 70—§@5L

#EEFECloudE— FICHR 72 & %2 fERL £,
<H3C> display wlan device role

Current running mode: Anchor AC.

<H3C> save force




7Ot RARA > rEAnchor-aclZERET 5

I;ﬂ Anchor-aclZSSID(H—E X)L T 5

SERLI=aY 45 DA R THRER

FITZ/\vo7 v RA®MAnchor-acIZE%FE

TORRARAUMNIZAT U DRERTR

m Anchor-ac(EEB T DAPELEEDHT)D/N—230 Ty T
m 70—k F v ANTILF X XD HIRHEEED ESh1E

D347 b DERZERERER

E AALYFDERTE
m ACHERE LB
III =27 I)LIZDLT



BERYN TV TIXEREFNTEREDNDSEICLTIZSLY)

D EFITWAB638-JP K UPWAB320-JPEAnchor-acE L TIES B A DIREEGUITITLVET, =L
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{F2ELY, Ef-. WA6638-JPDAnchor-aclZWA6320-JPD BB IFTEFE A (R —HERRIZERE).

APDEEIXVLAN1ZHELY, VLANTIZERE SN TULVBAnchor-acDT 74 JLEDIP7RL X192.168.0.50/24 H°
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ZDETAURIFIT APDIPTRLADHiISLSIZ. Anchor-acEDHCPHY—/\— (& K49AP)ELTEHRELET,

ZDEOICFITAPIZA[LEREE T . TIHHEAIROIRE TR YNNI —II128H 3 571 (T TAnchor-acDEETIZ
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IN—232 7y ZAnchor-ach oD RS ILIN—23 0 7y T AR ELRYET,

EHTBHERESSID, /SR —K, VLAN. hidden®—FEZEIZLLITDEYELET,

SSID T R [N

h3c-support @helpdesk99 100 radiol bGHz
h3c-sales @bigsale 100 yes Radio2 bGHz
h3c-lobby thankyou 110 no Raido3 2.4GHz
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(default-group)
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F|E1 : Y —E X (service-template) Z{Epk3 3 (SSID )
- - X4
- SSIDD X F7]
- H—E R 75:%_57‘}]6:‘@“%)(service—template enable)
- T 7 #J)L FVLANZE
- SSIDMhidden mode;§E<ON/OFF)
- forwarding type(ACEHD L < ixO—AHL)
- 2REE X 1 7' (Open, PSK, 802.1x, MAC, Portal)
- ZREESAT(AC, AP)
- tx 2T 4 E—FWPA WPA2, WPASGRIEIZO XY KH L DMH))
- BB L — L1RE(ON/OFF)
+ PSK3XXZEH D AT
- SSIDA X T 2 EIRDEIR (radiol 5G, radio?2 5G, radio3 2.4G)
. H— B X (service-template) DB/
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FE2 : APDT v 7L — b (default-group) #1ERk 9 %
ACICiER T B5APD 2 14 7' (WA6638-JP, WA6630X-JP, WA6320-JP,
WAS38-JP)h¥E# b 2 15HIIZTNZFNICBE L TEKRT S

B Z 1L -

WAB638-JPClfradiol(5GHz),radio2(5GHz),radio3(2.4GHz)
ZEnablelZ L X9

Radiol: X9 % SSIDlfsalesTZ 7 4 7 >~ kA EHE 9 S vlanif 100
Radio2: X139 5 SSIDItsupport T2 74 7> b AR T S vlaniZ110
Radio3: :X{E9 5 SSIDIxlobby T2 7 4 7> b AR S vlaniZ110

FIEI(F T ay) : TFIAINTIL—TLUNDEBEELZEHDHEMAPOD &%
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FlE4 : ACZAPD7-DDHCPY—/1—¢ 9 3
- IP7—IL% ¢ For AP Management

- gateway-list 192.168.0.254

- network 192.168.0.0 mask 255.255.255.0

- address range 192.168.0.51 192.168.0.100

F|E5 : VLANZ{ERR T %
+ VLANZE =S % 8% (vlan 100, vlan 110)
BB XIPT R I/Z%EQET%

VLAN
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FIE7 : APDEXTE
APDRREEZAPD T I4IMTUTL—DRFEERELTITIHE., Rk
T—JIZFIT APHERBichHEBHNICEBHINSE—FIZTS

- wlan auto-ap enable

- wlan auto-persistent enable

FIES,9: (GUITHR—FEShTLVEL =6, a2 RIZTRIT)APD
default-group®dTen-Gigabitethernet 1MR—krEtagiR—rZEBET S

FIF10: 5 FETHHRELXETE (save)
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http://192.168.0.50/

F7 4O —H—%:admin, /XX 77— F: h3capadmin

e Login
e

x +

C A RESNTLELES | https//192.168.100.1/web/frame/login.htmli?ssl=false

H3C WLAN Management Platform

@ ‘ 2 ‘Username

‘ & Password ©

[C] Remember me English ~

(2 T

=

Change Password .

The default password is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain 2 minimum of 2
types,and a minimum of 1 characters for each type. It can't contain the username or the
reversed letters of the username.

0ld Password | |
New Password | |
Confirm Password | |

INAD)—FRIFIOXFL LT, ZEHFERR
ED2EFEEEH . BRINTWNS1—
H—. adminfEEDXFEEFEFH N &,
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H3C WA6638-JP

All Netwarks » Dashboard

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

System Logs
APs O = Systemusage
Online Offling Unhealthy

5

4

3 0%

: cPU

0

02:40:58 024103 02:41.08 024113
—
'
I

Wireless services o= Clients

a2 —DH#LZ [System

2 4GHz EGHz

client number

Intarfara traffir

192.168.0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5dBedcIcacBe?

I Systemn View Network View I

68%

Memory

View | Networ

Access Points Clients

©1 ©0 Qo0

Q©
iii

ew

-~ W
Event Logs

Qo0 05 48 012
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« Network view

D Dashboard Network Security
Quick Start Packet Filter
Add Wireless Service Traffic Policy
Dashboard Add New User Qos Policies, Priority Mapping
Monitoring Access Control
: 802.1x
duickstart ’ ‘(';Vfifr:?sss Network Authentication
Wireless Security RADIUS
Monitoring > Client Proximity Sensor User Management
Application Monitoring A(I:\Zf\s(:s:qc%gg!c'cat'on
. S Wireless Configuration uthenticatl
Wireless Configuration > Wireless Networks Port Securlty
AP Management Portal
Network Security > Wireless QoS SyStem
Wireless Security Resource
WIPS ACL, Time Range
B ’ Allowlist and denylist Cloud Platform
Radio Management Tools
Tools > 802.11n/802.11ax settings ,transmission Debug
distance Reporting
| Applications Client Statistics
depafing ’ Mesh, Multicast Wireless Service Statistics
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« System view

Actions

Dashboard

MNetwork Configuration

MNetwork Security

System

Tools

Dashboard

Network Configuration
Network Interfaces
VLAN
Network Routing

Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

Local users

18



SSID(h3c-support) #1ERX 9 % .

i Save &g Roadmap | & admin

Actions All Networks » Quick Start » Add Services » Add Services
Dashboard Add Services
Quick Start N I
Basic settings Authentication settings
Add AP
Wireless service name - Authentication mode C Open (no authentication)
h3c-support 1-63 Chars)
Add Services @ Static PSK
SSID # GUE.
h3c-support 1-32 chars) e
Add User (O 802.1X (clear)
Description (1-64 chars) O Static WEP
Monitoring >

[ MAC Authentication

Wireless Conficurati N JIPvd Portal Authentication
ireless Configuration . .
OFF icati
Wireless Service (JIPv6 Portal Authentication
1

Default VLAN

Network Security » (1-4094, 1 by default) Authenticator @® Local AC
(O Central AC
System > Hide 55ID @®@Yes CONo o
User Isolation ®Yes ONo -
Security mode COWPA OWPAZ ® WPAor WPAZ2 (O WPA3-Personal () WPA3-Enterprise

ook ’ Forvarding type o Centratized Management Frame Protection ON ® OFF

@ Local *<cli i - i
- , *client forwarding-location ap — I —

Forward VLAN

sesnsssnaes (8-63 alphanumeric chars)
100 (0-4094, e.g. 1,3,5-7)
() Policy-based ST Confirm password

- . T Access Points Clients Event Logs
System View Network View ° o o ° o
1 0 0l0 0 5 4 3




SSID(h3c-sales) #1Ep T %

H3c WA6638-JP
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i Save §p Roadmap | & admin

Actions All Networks » Quick Start » Add Services > Add Services
Dashboard Add Services
Quick start v
Basic settings
Add AP
Wireless service name
h3c-sales 1-63 chars)
Add Services
S50 =
h3c-sales 1-32 chars)
Add User
Description (1-64 chars)
Monitoring >
£
Wireless Configuration > Wireless Service @ b OFF
. Default VLAN
Network Security > 1 (1-4094, 1 by default)
System > Hide 551D @ @ VYes CONo
User Isolation ®Yes ONo
Tools > Forwarding type O Centralized
@ Local
ST 2 Forward VLAN_, .. ] ]
*client forwarding-location ap
100 (0-4094, e.g. 1,3,5-7)

[ Policy-based

System View Network View

Authentication settings

Authentication mode

Authenticator

Security mode
Management Frame Protection

PSK key =

(O Open (no authentication)

® Static PSK

O 802.1X (clear)

O Static WEP

[0 MAC Authentication

[ IPv4 Portal Authentication
[ IPv6 Portal Authentication
@ Local AC

(O Central AC

O AP

OWPA OWPA2 @ WPA orWPA2 O WPA3-Personal

ON @ OFF

@ Passphrase (O Rawkey

(O WPA3-Enterprise

(8-63 alphanumeric chars)

sentnennny

Confirm password

Access Points Clients

Q1 0@o 0

EventLogs

00 O

s @a




SSID(h3c-lobby) #{ERk 3 %

i Save §g Roadmap | 8
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admin

WAGG38-JP
Actions All Networks » Quick Start » Add Services » Add Services
Dashboard Add Services
Quick Start v
Basic settings
Add AP
Wireless service name -
h3c-lobby 1-63 chars)
Add Services
S50 =
h3c-lobby 1-32 chars)
Add User
Description (1-64 chars)
Monitoring >
4
Wireless Configuration > Wireless Service @ ) oFF
. Default VLAN
Network Security > 1 (1-4094, 1 by default)
System > Hide S5ID CYes @No
User Isolation ®Yes ONo
Tools > Forwarding type O Centralized
@ Local
JEFIHIg 4 ForwardVLAN ) .
*client forwarding-location ap
110 (0-4094, e.g.1,3,5-7)

[ Policy-based

Systemn View Network View

Authentication settings

Authentication mode

Authenticator

Security mode
Management Frame Protection

PSKkey

( 0pen (no authentication)
@® Static PSK

() 802.1X (clear)

O Static WEP

[ MAC Authentication

[ 1Pv4 Portal Authentication
[JIPv6 Portal Authentication
@ Local AC

(O Central AC

O AP

ON @ OFF

@® Passphrase (O Rawkey

OWPA OWPAZ @ WPA or WPAZ2 O WPA3-Personal (O WPA3-Enterprise

(8-63 alphanumeric chars)

ssanarenany

Confirm password

Access Points Clients

©1 ®0 Qo0

Event Logs

00 O

5 @a




APDTIH IR L —TERELET .

WAG638-IP i Save §g Roadmap | & admin
Actions All Networks » Wireless Configuration > AP Management » AP
Dashboard -
uick Start
Monitoring > [ |
O Oc3a-fadb-9fa0 Manual AP (Embedded AP) WABB38-IP 219801A2KF820BEOD04H 0C-3A-FA-4B-9F-AD 3,802.11ax(5GHz)(1),802.11ax(5... ™\ D
I Wireless Configuration vI

Wireless Networks

AP Management

Wireless QoS

Wireless Security >

Radio Management

Applications
Network Security >
System >
Tools >
Reporting >

Total 7 entries, 7 matched, Oselected.Page 7/ 7. 4 b Q

. . Access Points Clients Event Logs
System View Network View
©1 ©0 Qo0 00 05 45 O
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APDTIAILNT IL—T%EHRTELET

H3 WAG6638-JP i Save &g Roadmap | & admin

Actions All Networks » Wireless Configuration » AP Management » AP Groups » Edit AP Group(default-group)
Dashboard
General
Quick Start by
Group name % (1-31 chars)
— UG e Request retransmission Interval
Monitoring >
Region code JAPANUP) v 5 seconds (3-8, 5 by default)
Wireless Configuration v
LED mode ) Retransmission attempts
Wireless Networks Normal
3 (2-5, 3 by default)
AP model
AP Management WAB638-JP x v N .
Statistics report interval
50 seconds (0-240, 50 by default)
WAB638-1P jmf
Wireless QoS i .
CAPWAP tunnel encryption O Enable @®Disable
AP connection priorit i i i
Wireless Security > priority a (0-7, 4 by default) Firmware upgrade O Enable ODisable ® Inherit (Enabled)
P——
AP model
Radio Management CAPWAP tunnel keepalive Echointerval
WABB38-JP 5GHz(1)
10 seconds (0,5-255, 10 by default) WABB38-IP 5GHz(2)
Applications
WABB38-IP 2.4GHz(3)
E—
Network Security >
System >
Tools >
Reporting >
System View Access Points Clients Event Logs
©1 ©0 Qo0 00 O5 45 ©5




TIAILET IL—T Dradio 1(5GH)ZHELET

Add binding

AP Group Name default-group
AP Type WAB638-JP

Radio 5GHz(1)
Bind WLAN Seryice +
h3c-sales
Bound VLAN ii @ VLAN
(JVLAN Group ©




T IAILET IL—T Dradio 2(5GH)ZHELET

Add binding

AP Group Name default-group
AP Type WABB38-IP
Radio 5GHz(2)

Bind WLAN Service =

h3c-support
Bound VLA@ @ VLAN

110

(O VLAN Group

€]




FIA+ILRT )L—T Dradio 3(2.4GH2)FEFLE T

Add binding

AP Group Name default-group
AP Type WAB638-JP
Radio 2.4GHz(3)
Bind WLAN Service =

h3c-lobby
Bound VLA @ VLAN

110

(O VLAN Group




Anchor-aczZ fEOAPDODHCPHY —/X— & L TEHRTET 5 o
B R DET TSystem View % ZE R

... admin

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP

Dashboard DHCP

2 Network Configuration v
I DHCP

The Dynamic Host Configuration Protocol{DHCP) provides a framework to assign configuration information to network devices.

Network Interfaces

VLAN

Network Routing

3 Network Services v I

IP Services

Multicast

ARP

ND

Management Protocols

Network Security >

System >

; Access Points Clients Event Logs
System View Network View
©1 ©0 Qo0 00 05 46 @5
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-.. admin

28

Actions
Dashboard
Network Configuration v
Network Interfaces
VLAN
Network Routing
Network Services £
IP Services
Multicast
ARP
ND
Management Protocols
Network Security >

System >

System » Network Configuration > Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framewaork to assign configuration information to network devices.

Assigned Address

Systemn View Network View

Address pool

Access Points

Clients

01 0 @olo0

Event Logs

0007 17 O5
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Anchor-ac% s OAPDODHCPH —/N— & L TR FET 3 (EX) .

H3c WAG638-JP ® sinin

Actions System > Network Configuration » Network Services » DHCP/DNS » DHCP

The Dynamic Host Configuration Protocol{DHCP) provides a framework to assign configuration information to network devices.

Network Configuration

Network Interfaces For AP Management N

VLAN Assigned Address

Network Routing Dynamic assignment
192.168.0.0 | 255.255.255.0 (Network address/mask)
Network Services v Pud address R
vd address Range
‘ 192.168.0.51 © 192.168.0.100
IP Services
Static assignment
DHCP/DNS
KKK Ethernet hd
IITesE: Mask length must be in the range of 1to 30.
Hardware Address should be a string of 4-39 characters.
ARP
ND

Management Protocols

Network Security >

System >

T ; Access Points Clients Event Logs
System View Network View
©1 @0 @o|0 0007 47 O5
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VLAN1 ®D Default gateway % 5% €

RET S (FrE)

31

Actions System » Network Configuration » Network Services » DHCP/DNS 3 DHCP s e
DHCP Options
Dashboard
Network Configuration v Lease duration O Unlimited
@ 1 days 0 hours 0 minutes 0 seconds
Network Interfaces
Client domain name )
VLAN (1-50 chars)
Gateways
Network Routing 192.168.0.1
DNS servers
Network Services v 8.8.8.8
IP Services WINS servers X XXX
NetBIOS node type
DHCP/DNS o Select... v
Multicast DHCP options
ARP 2-254 Hex ~ | 1-256chars.
ND DHCP Option should be a number of 2-254, but 50-54, 56, 58, 59,61 and 82.
When the DHCP option type is Hex, the option content must be a hexadecimal string with a length of an even number in the range of 2 to 256.
Management Protocols
Network Security >
_ Access Points Clients Event Logs
m Network View
91 @0 @00 000: 0203




Anchor-acDHCPH—/\—MSILLVHEEN TWNBIPDREER 3

Monitoring > Access Points# &R L £ 9,

H3c WAG638-IP

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP

Roadmap

Address pool

Dashboard DHCP
The Dynamic Host Configuration Protocol(DHCP) provides a framewaork to assign configuration information to network devices.

Network Configuration v

Network Interfaces for ap admin

VLAN IP In Use
Network Routing - Search -

Network Services v CJ
[0 192.168.0.51 0100-ddb6-b187-a0 11/13/2021 04:11:46
IP Services
O 192.168.0.52 0100-ddb6-b18f-40 11/13/2021 04:13:14
DHCP/DNS O 192.168.0.53 0100-ddb6-b17c-al 11/13/2021 04:16:40
O 192.168.0.54 0100-ddb6-b192-60 11/13/2021 04:40:40
Multicast
ARP
ND
Management Protocols Total 4 entries, 4matched, 0selected.Page 7/ 7. g
Network Security >

Access Points Clients Event Logs

Network View
©41 ©0 Q00 00 ©4 415 O

192.168.0.50/wnm/frame/index.php?sessionid =200001da873bd50ef995a3adcde 5993 bbfas# M _VLAN
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H3c WAG6638-JP

Actions System Network Configuration > VLAN > VLAN [HERIITTER
Dashboard VLAN
Network Configuration
VLAN
Network Interfaces
Search
VLAN
Network Routing 1 12 0 192.168.0.50/255.255.255.0 VLAN 0001
100 0 1 - VLAN 0100
Network Services >
110 0 1, - VLANO110
Management Protocols
Network Security >
System >
Tools >
Total 7entries, 3matched.Page 7/ 7. )
ST Network View Access Points Clients Event Logs
— ©1 @0 Qo © 0005 210091




XGE1/0/17R— bk Ztrunk’R— M ICEE T 5 (FIEL .
B SR D BT TSystem View % ZE

2. admin
Actions System > Network Configuration » Network Interfaces » Interfaces
Dashboard Interfaces
Network Configuration
Interfaces _
Network Interfaces
- Allinterfaces ¥ Search -
VLAN
[
Network Routing O GEljon Down - 1] Auto GigabitEthernet1/0/1 Interface
Network Services > O  InLoop0 up 127.0.0.1/255.0.0.0 InLoopBackO Interface
Management Protocols 0 NULLO up - NULLO Interface
Network Securit .
y 2 O Vianl up 192.168.0.50/255.255.255.0 Vlan-interfacel Interface
System > . §
O  WLAN-Radiol/0/1 up - WLAN-Radio1/0/1 Interface
Tools >
[0  WLAN-Radio1/0/2 Up - WLAN-Radio1/0/2 Interface
[J  WLAN-Radiol/0/3 up - WLAN-Radio1/0/3 Interface
O XGE1/oN up - 1000000 Full Ten-GigabitEthernet1/0/1 Interface D
Total Sentries, § matched, Oselected.Page 7/ 7. e
; Access Points Clients Event Logs
Network View
Q1 ©o Qo0 00 07 49 On
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XGE1/0/1R— k Ztrunk’R— M IZCZE T 5 (F)

a admin
Actions System> Network Configuration » Network Interfaces » Interfaces > Edit Interface
Dashboard Interface Ten-GigabitEthernet1/0/1 (XGE1/0/1)
Status up ([JShutdown
Network Configuration
Description Ten-GigabitEthernet1/0/1 Interface (1-255 chars)
Network Interfaces
#
VLAN MAC address
10-19-65-C2-3E-E0 (HH-HH-HH-HH-HH-HH)
Network Routing VLAN Link type
Network Services > @I Trunk ~ I
PVID
Management Protocols
1
Network Security >
Permit VLAN List
System >
I 1-4094 Ilfaoga. e.g.3,5,10-100)
Tools > Link speed (Current:1000000Kbps)
Auto A
Duplex (Current: Full)
Auto A
Bandwidth (Current: 1000000Kbit/s)
(1-400000000)kbit/s
ST Netwark View Access Points Clients Event Logs
— @1 ©0 Qo0 0007 L9 O




XGE1/0/1:R— K Ztrunk’R— M IZZEE S 5 (FE? o

H3c WAG638-JP ® aain

Actions System > Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Duplex (Current: Full)
Network Configuration v Auto A
i (Current: 1000000Kkbit/s)
Network Interfaces Bandwiidth
(1-400000000)kbit/s
VLAN
Link mode Bridge  Route
Network Routing Jumba frame (O Disable
Metwork Services > ® 1600 (1600-1600)
BPDU interception [JEnable BPDU interception

Management Protocols

Flow control
Disable v E-Ilﬁa) = —F i T‘\
Network Security ] E i
Traffic suppression Broadcast suppression Z : n }b ;\\ y

System
b ’ ratio v 100
Tools > Multicast suppression

ratio v 100

Unknown unicast suppression

ratio v 100

) AccessPoints | Clients Event Logs
System View Network View
©1 ©0 Qo0 0007 490




Fov hT—JICFIT APH TS N D & BERICREZFL T 2 E— K

(wlan auto-ap enableixiE
H3c WAG638 i Save §g Roadmap | & admin

-
Actions All Networks » Wireless Configuration > AP Management » AP Global Settings
Dashboard @
Quick St >
Basic Setting
Region code JAPAN(IP)

Region code lock

Software upgrade m:l
XONICT B ERI—EITAV D
FIT APZ BEIRIICEHFT S m
Wireless Security > Auto AP conversion >:<ON ‘:—;—6 t E Eﬂﬁ"”zﬁﬁé m |
Nr-EHRzRET S @
e SXONICT 3 & lEER, @RY 3 (7 @0
Applications & Anchor-ack L TH#sEd 3
(OFFICT B LFITAPL % 3)

Metwor! k Securit y >
Systi >
Tools >

Doanartinm

) - Access Points Clients Event Logs
System View Network View
1 2191 0Qo00 00 05 43 @2




BRERICSETHRELI-OI V74 7 %2R F(save) L TAZ 77 b

admin > Save £ L T Logout

H3c WA6638-JP

Actions All Networks » Dashboard

Dashboard
System Logs

Intarfara traffic

192.168.0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5d8edc3eacBa#

System View Network View

0%
CPU

Quick Start b
Monitoring >
Wireless Configuration b3
APs o= System usage
Network Security s . Online Offline Unhealthy
4
System > 3
1
Tools > 0
02:40:58 02:41:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients
2.4GHz 5GHz
SsiD
f-kyoi...
fukuro...
fkyo-
client number
0 1 2 3 4

Language English v

Save

ange Passwora

Scan and Look Me

68%

Memory . e

o
il

-~ W
Access Points Clients Event Logs

@1 ®o Qo0 00 O 45 012




Ap-group®default-group(2 TOAPDTUTL—R)EHZRTELET

GUITERETEANDIICZET

#
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6638-JP

radio 1

radio enable

service-template h3c-sales vlan
100

radio 2

radio enable

service-template h3c-support vian
110
radio 3

radio enable

service-template h3c-lobby vian
110

gigabitethernet 1

Ten- gigabitethernet 1
#

CLITTen-gigabitethernet 1Ztagrih—rZRELET

<H3C>system-view

System View: return to User View with Ctrl+Z.

[H3C]wlan ap-group default-group

[H3C-wlan-ap-group-default-grouplap-model WA6638-JP
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP] Ten-gigabitethernet 1
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port link-type trunk
For the configuration to take effect, specify a PVID for the port and configure the port to allow traffic from
the PVID.

[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port trunk permit vian all
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port trunk pvid vian 1
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-gigabitethernet-1]quit
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP]quit

[H3C-wlan-ap-group-default-group]quit

[H3C]save force

Validating file. Please wait...

Configuration is saved to device successfully.

[H3C]

41

CLICOERE®

[H3C] display current-configuration
wlan ap-group default-group
region-code JP
vlan 1
ap-model WAG638-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vilan 110
radio 3
radio enable
service-template h3c-lobby vian 100
gigabitethernet 1
Ten-gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vian 1
[H3C]



Anchor-acDEZRFICFIT APICiEFGEL TS US4 7 U @ iE 7 irin

FITAPER RA—LDIERMUINTIEE TH, BIELTLASSIDIZEHRL TS ISA T UMD BIEL G T
BEINZTBI=HIZ1%. SSIDDELRFFEIZ fail-permit enable A< FZEEMLET,

AR UFIFGUITIEX TSV, CLITAALZFET,
[WX5540H]wlan service-template h3c-lobby
[WX5540H-wlan-st-h3c-lobby]Jundo service-template enable
[WX5540H-wlan-st-h3c-lobby]fail-permit enable
[WX5540H-wlan-st-h3c-lobby]service-template enable
[WX5540H-wlan-st-h3c-lobby]display this

#

wlan service-template h3c-lobby

ssid h3c-lobby

vlan 110

client forwarding-location ap

user-isolation enable

fail-permit enable

akm mode psk

preshared-key pass-phrase cipher $c$3$FYnBqv8eHOwvCnMvMOoYswW4u0ZYz4KjUPjj0oc=
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

return

[WX5540H-wlan-st-h3c-lobby]quit

[WX5540H]save force

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

Bl . T REA—IZEFENFEEL-FFIZ,
FIT APHOSIEESINTULVASSIDIZH =120
GALESIELTERREI—FEDT=6 . &
=R RA—D R ET HETIE, #H=Hmns
AVNIETEFE A,

Bt 2 FIT APTERRAA—([Z[EENFKLEL
FHAICRARA—IZHDED(E.)T—FLT
Anchor-acE—F([Z7%51=8 . CCHMBHEES
NTULSSSIDIZHEHKL TS ISAM T U ME
EEN/UINET,

ZTD=6H. ZDIVZATUNIBEOT A
THELENHYET,
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Anchor-acd /Ny 7 7w T AAPEVLANID Xy b 7 — 7 ~dEH ©

TIHEHAIRREEDAPZ Ry 7 —I~EHT S

DOAPACAPWAP% 7 O — K&+ X k L TAnchor-ack DAY %

@% < DiFE. APO 7 7 — L7 = 7HAncho-ack V) FHW (THBEFEEFON—3>) DT,
Anchor-acHh/N\—< 3 &AL TEEIRICAnchor-acDE > TWABEH/N— 3 » #APIC
AyrO—RKLTU7—=hEE2 (BVFFNR=2a3 0 TyT)

®Anchor-ac& V) SSID, VLAN, BIE A HI R ER EDREHNAPICZ 7> O— a5,

/\‘ % 7 7 v 7R ®DAncho- ac@éﬁﬁ?ﬁ‘%ﬁbﬂ L. K DI8ELREERICENMOEHEL TR Y b
ICERT AT (KA y FiRiE) TEHRENT T,
APb‘E&BﬂL?‘—% HLAEABRICFIBOAPEZFEA L L TG 2771 (FAfy F3i54)

PoEX A v F

T e CI
192. 168 0. 50/24 192.168.0.51/24(Anchor-ac®DHCPIZ & W &Y ZTHNB)
Anchor-ac Anchor-ap(FIT

h3c-support h3c-sales  h3c-lobby h3c-support h3c-sales  h3c-lobby

VLAN100 éélOO VLgé VLAN100 VLAélOO VLgé




7Ot RARA > rEAnchor-aclZERET 5

I;a Anchor-aclZSSID(Y—E R)&{ER T 5

SERLE-aY 7459 OaAT R TORERR

FITZ/\vo7 v RA®MAnchor-acIZE%FE

TORRARAUMNIZAT U DRERTR

m Anchor-ac(EEB T DAPELEEDHT)D/N—230 Ty T
m 70—k F v ANTILF X XD HIRHEEED ESh1E

D347 b DERZERERER

E AALYFDERTE
m ACHERE LB
III =27 I)LIZDLT
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R L7-ar 74 & avy KTkRR(telnettA s 4 ) 15

C:¥Users¥H3C>telnet 192.168.0.50

3K sk 5k sk sk 5k sk ok sk sk ok sk ok sk sk ok sk ok sk sk ok sk ok sk sk ok sk ok sk skosk sk sk sk skosk ksk skk

* Copyright (¢) 2004-2021 New H3C Technologies
Co., Ltd. All rights reserved.*

* Without the owner's prior written consent,

*

* no decompiling or reverse-engineering shall be

allowed. *
sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk
login: admin

Password: XXXXXXXX
<AC> display current-configuration
version 7.1.064, ESS 2442
sysname H3C

#

wlan global-configuration
#

telnet server enable

#

port-security enable

#

dhcp enable

#

lldp global enable

lldp hold-multiplier 8

password-recovery enable

#

vilan'1

#

vlan 100

#

vlan 110

#

dhcp server ip-pool "For AP Management"
gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
#

wlan service-template h3c-lobby

ssid h3c-lobby

vlan 110

user-isolation enable

fail-permit enable

akm mode psk

preshared-key pass-phrase simple thankyou
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

wlan service-template h3c-sales
ssid h3c-sales

vlan 100

user-isolation enable

fail-permit enable

beacon ssid-hide

akm mode psk

preshared-key pass-phrase simple @bigsale
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

wlan service-template h3c-support
ssid h3c-support

vlan 100

user-isolation enable

fail-permit enable

beacon ssid-hide

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable



=R LF-ary 74Oy RToEREER)

interface NULLO

#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0
#

interface GigabitEthernetl/0/1

#

interface Ten-GigabitEthernet1/0/1
port link-type trunk

port trunk permit vlan all

fnterface WLAN-Radiol/0/1
fnterface WLAN-Radio1/0/2
fnterface WLAN-Radio1/0/3
Z‘Eqﬂ"é‘mﬁ

user-group system

local-user admin class manage

password hash
$h$6$zPcywA2ZH30lIRGP$NRSWA+vSOyz4/+w
8K49gKPyJ+H8g9q3uGHcHIMrTcSoSyKGjwyO6
onvbmbjMf+xGG66X5yBL+N4fMx34nwhdAQ==
service-type telnet http https
authorization-attribute user-role network-
admin

#

ip http enable

ip https enable
#

undo attack-defense tcp fragment enable
#
wlan auto-ap enable
wlan auto-persistent enable
wlan anchor-ap persistent-mode ac
#
wlan ap-group default-group
vlan 1

radio 1

radio enable

service-template h3c-sales
radio 2

radio enable

service-template h3c-support
radio 3

radio enable

service-template h3c-lobby
gigabitethernet 1
ten-gigabitethernet 1

port link-type trunk

port trunk permit vlian all

port trunk pvid vlan 1
#
pelaah=1

46

wlan ap xxxx-xxxx-xx01 model WA6638-JP
serial-id XXXXXXXXXXXXXXXXXXXX
mac-address xxxx-xxxx-xx01

anchor-ap enable

#master(F 7 # )V b Tlddisable/=#'enable?= & &:F
L =15 A B EmastenEZEICSINTE 3)

radio 1

radio 2

radio 3

gigabitethernet 1

ten-gigabitethernet 1

#

wlan ap xxxx-xxxx-xx02 model WA6638-JP
serial-id XXXXXXXXXXXXXXXXXXXX

auto-ap enable # backup

vlan 1 Anchor-ap(FIT)®
radio 1 .E.n,.-l-lﬁu

radio 2 A AE

radio 3
gigabitethernet 1
ten-gigabitethernet 1
return

#



AN
=

\

#

version 7.1.064, ESS 2442
#

sysname H3C
#
wlan global-configuration
#

telnet server enable
#

port-security enable
#

lIdp global enable

lIdp hold-multiplier 8
#

password-recovery enable
#

vlan 1

#

interface NULLO

#

interface Vlan-interface1
ip address 192.168.0.50 255.255.255.0
#

interface GigabitEthernet1/0/1
#

interface WLAN-Radio1/0/1
#

interface WLAN-Radio1/0/2
#

interface WLAN-Radio1/0/3
#

scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31

authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

% : Anchor-acE— FDF 74 bDa> 7474

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system

#

local-user admin class manage
password simple h3capadmin
service-type telnet http https
authorization-attribute user-role network-admin
#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable
#

wlan ap-group default-group

vian 1

#

wlan ap xxxx-xxxx-xxxx model WA6638-JP
serial-id XXXXXXXXXXXXXXXXXXXX
mac-address XXXX-XXXX-XXXX
anchor-ap disble

radio 1

radio 2

radio 3

gigabitethernet 1
ten-gigabitethernet 1

#

return

47



7Ot RARA > rEAnchor-aclZERET 5

I;a Anchor-aclZSSID(Y—E R)&{ER T 5

SERLI=aY 45 DA R THRER

FITZ/\vo7v7RA®OAnchor-acIZE%E

TORRARAUMNIZAT U DRERTR

m Anchor-ac(EEB T DAPELEEDHT)D/N—230 Ty T
m 70—k F v ANTILF X XD HIRHEEED ESh1E

D347 b DERZERERER

E AALYFDERTE
m ACHERE LB
III =27 I)LIZDLT
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Anchor-acDEZE D #FHf-%tAnchor-ac~ DY) A % E{E -

Anchor-aclEERERFDEE)
1. Anchor-aclcBEZEHAHE4LE -> FIT-AP3AAnchor-ac& DCAPWAP b ' R IVD R v #IRH]
2. FIT-AP3%*Y 7— bk -> Anchor-ac®— F 2t V) &4 - CTHF)
$¥) Anchor-acHOEZERED S H S =1 Anchor-achHEEET 3 F TH3H30MIRE
ZDE. 72747 FOBEEIIMEGELETH., i-LRiEHKIETEEHA,
*Anchor-ap
(Anchor-acdD /Ny 77 ZIZHEINTWLWABFIT-AP%ZAnchor-ap& v 5)
ACE DERAYING LY 7— b

REEACE -

S

3(Anchor-ap) AnchoAa Chor-ac(FIT-AP3)
192.168.100.13 192.168.100.1

£ 2 £ 2 g L g m pv_.a e A
FIT-AP1 FIT-AP2 FIT-AP1 FIT-AP2 FIT-AP1 FIT-AP2
192.168.100.11 192.168.100.12 192.168.100.11 192.168.100.12 192.168.100.11 192.168.100.12




& E D Anchor-aph b Anchor-ac~DEHIY EH Y B

# Anchor-aclZ[EEH 4

$Aug 25 13:23:07:839 2021 office CWC/4/CWC AP DOWN: Master CAPWAP tunnel to AC
192.168.1.1 went down. Reason: Neighbor dead timer expired.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-f7e0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 1 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £f010-903e-f7f0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 2 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:877 2021 office STAMGR/6/SERVICE OFF: BSS f010-903e-£f800 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 3 on
AP FitAP. Reason: AP down.

# Anchor-ap/h’Anchor-aclZ%: 5 1=8(Z1) J —kr RS

$Aug 25 13:26:21:346 2021 office APMGR/6/APMGR LOG SETROLE SUCCESS: [Anchor Fit]
Reboot to AC, Reason: Have Not Recv Query Resp.

$Aug 25 13:26:21:488 2021 office APMGR/6/APMGR LOG REBOOTCAUSE: Set Wlan Reboot Cause,
SubSlot = 65535, DevRebootCause = 0, WlanRebootCause = 24, ulRet = 0.

$Aug 25 13:26:21:604 2021 office DEV/5/BOARD REBOOT: Board is rebooting on.

# FT=75Anchor-acH B {ERAIR($9353 3070 1)

$Aug 25 13:26:39:991 2021 H3C SHELL/5/SHELL LOGIN: Console logged in from conO.
<office>




st DAnchor-ac(MAC7 kL AMFIT-AP3KYU/NELV)AEIBL =56 51

stDAnchor-ac DI ENIF D Eh
1. Anchor-ACt L TeEIL K5 &9 3%, £DFEL192.168.100.1D7 F L AHfEHLNTULWEWLD
Gratuitous arp/ya -y b &iXE, IREDAnchor-acHEET S : & ZIR(E,
BEDEF Y., JTtDAnchor-achAMACT FL AD NS VWD T, EEICEIT/-FIT-AP3IIFIT
ICE— FZEED=%rebootd 3, FIT-AP3HB 2R X —%E =< HWLiFHII.
wlan anchor-ap persistent-mode acaA< Y FZFHEREL TH L EBEDIBFE HHL,

tibﬂ#klPE?ﬁ%‘:@i U7 —FLTFITICAS

= 2\ g D)l

hor-ac(FIT-AP3) Anchor-a¥%: 192.168.100.1 FIT-
192 168.100.1

AC: 192.168.100.1

192.168.100.13

FIT-AP1 FIT-AP2 FIT AP1 FIT AP2
192.168.100.11 192.168.100.12 192.168.100.11 192.168.100.12




st DAnchor-ac(MAC7 kL AMFIT-AP3KYU/NELV)AEIBL =56 52

JTDAnchor-acDIEEREFDIRIEDAnchor-ack DBED/NTy X ¥ 7TF v —

1. #FH7=IcAnchor-acé L TCiIHEHNAS5 E LTWLWARAPHA TR EZ—DIP7 FLAHTEEL LWL HFES
M 7-% |- Gratuitous arp/s4o v b %&X(E

2. MEDTRAZ—DBTFLRADPEET S Z L %EH

3. #Fif=%Anchor-ack L CIZBH LA BENICIRENDTRAZ—LEEZE LV, BoT-APHA2RZ—

& LTEHT S

4, BIF-BREDTRZ—"5DrebootL TFIT-AP&L&HY, R Z—%ET -HcapwapZiXEL TR & —I(C
EKRINhETEES,

Source

NewH3CTechno 4b:94:fe@
NewH3CTechno 6b:64:18
NewH3CTechno 4b:94:f@
NewH3CTechno 4b:94:f@

NewH3CTechno 6b:64:18

192.168.8.16
192.168.8.16
NewH3CTechno 6b:64:18
NewH3CTechno 6b:64:18

Destination
Broadcast
Broadcast
Broadcast
Broadcast

Broadcast

255.255.255.255
224 .6.1.148
Broadcast
Broadcast

Protocol
ARP
ARP
ARP
ARP

ARP

CAPWAP-Control
CAPWAP-Control
ARP
ARP

Lengtt Info
68 ARP Anncuncement for 192.168.8.2
68 Gratuitous ARP for 192.168.8.2 (Reply) (duplicate use of 192.168.8.2 detected!)
68 ARP Anncuncement for 192.168.8.2
68 ARP Anncuncement for 192.168.8.2

68 ARP Announcement for 192.168.8.18

221 CAPWAP-Control - Discovery Regquest

221 CAPWAP-Control - Discovery Regquest
68 Who has 192.168.8.27 Tell 192.168.8.18
6@ ARP Anncuncement for 192.168.8.186



FITD1& %Z#Anchor-ac®D /Ny 7 7 v 7| Z

Actions

=
Ny 77y 7T H5APDActionTHREELE S22 Y v o
H3C WA6320-JP

H Save ... Roadmap | & admin
All Netwaorks » Wireless Configuration 3 AP Management » AP
Dashboard AP
Quick Start > —
AP Groups _ RENDTRAR Search -
Monitoring > Search 0]
& AILAP Groups 0 00dd-bBb1-Tca... default-group Manual AP WAB320-JP 219801A2YF821...  00-DD-B6-B1-7C-AD 2,802.11ax(5GHz... 3\ 0Onli D
Wireless Configuration v
™ default-group(2)
] 00dd-bbb1-8f4... default-group Manual AP (Embedded AF) j WAG320-JP 219801A2YF821...  00-DD-Bb-B1-8F-40 2,802.11ax(5GHz, ne
Wireless Networks
AP Management
Wireless QoS
Wireless Security >
Radio Management
Applications
Network Security >
System > Total Zentries, 2Zmatched, Oselected.Page 7/ 7. g
Tools >
_ Access Points Clients Event Logs
System View Network View
92 @0 Qoo 0004 018 Os7
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FITO1H Z#Anchor-acdD /Ny 27 77 v
AC Election=ONIZ L £ 9

H3C WA6320-1P

a Save ..' Roadmap | & admin

54

Actions All Networks > Wireless Configuration > AP Management > AP » Edit AP (00dd-b6b1-8f40)

Dashboard . ,
Basic Settings

Quick Start >
Name
00dd-b6b1-8f40
Monitoring >
Description (1-64 chars)
Wireless Configuration v I
~
Wireless Networks
Model
WAB320-IP
AP Management
SerialID o
219801AYF82016E00030  (1-63 chars)
Wireless QoS
HAC address 00-DD-B6-B1-7C-A0
Wireless Security b

AP group name
default-group

Radio Management

CDIREZITH

EENFEELT

¥QmSavex TN 3 Erebootd 3 &
FHADTEERELTLIEETW
5 & backup-aclc

CAPWAP tunnel keepalive

10(Inherit)

Request retransmission Interval

S(Inherit)

Echo interval

Retransmission attempts

3(Inherit)

Statistics report interval
50(Inherit)

RENMREFESATEY

AP conpection priorit &quﬁlgﬂ é *"\ 7 X ﬁ - ‘:
BICRLRECEBSLET

seconds (0,5-255, Inherit by default)

seconds (3-8, Inherit by default)

(2-5, Inherit by default)

seconds (0-240, Inherit by default)

Region code .
! JAPANUP(Inherit) * (Region code locked) AC Election @ O OFF
Applications
PP CAPWAP tunnel encryption O Enable O Disable @ Inherit (Disabled)
LED mode
. Normal(lnherit) X v Firmware upgrade (O Enable (O Disable @ Inherit (Enabled)
Network Security >
5GHz(1) radio OON O OFF @ Inherit(Enabled)
Map File
System > Select... & 2.4GHz(2) radio OON O OFF @ Inherit(Enabled)
Tools > @
_ = Access Points Clients Event Logs
©2 @0 Qo0 Qo0 ©1 418 @s7




7Ot RARA > rEAnchor-aclZERET 5

I;a Anchor-aclZSSID(Y—E R)&{ER T 5

SERLI=aY 45 DA R THRER

FITZ/\vo7 v RA®MAnchor-acIZE%FE

TORARAUNIZAT U DIRERT

m Anchor-ac(EEB T DAPELEEDHT)D/N—230 Ty T
m 70—k F v ANTILF X XD HIRHEEED ESh1E

D347 b DERZERERER

E AALYFDERTE
m ACHERE LB
III =27 I)LIZDLT
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Anchor-ac®Dashboard # &~

Network view > DashboardZ &R L £ 9,

All Netwarks » Dashboard
Dashboard
System Logs
Quick Start b3
Monitoring >
Wireless Configuration
- 4 APs o= System usage o=
. Onli Offi Unhealth serial ID:
Network Security > . mine e rhastny Serial ID:
4 Hardware: Ver.A
0, 0,
System > 3 0% 68% Boot ROM: 712
; CPU Memory e e
0 52442
e 2 02:40:58 02:41:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients o=
24GHz [ 5GHz
SsID
fyol Quantity
fukuro...
f-kyo-
client number
0 1 2 3 a4
Intarfara traffir -~
ST 1 Access Points Clients Event Logs
192,168.0.50/wnm/frame/index.php?sessionid = 200001463 50de2bS 0aaec29e5d8ed cSeacttd ©1 ©0 Qo0 Qo0 O 8 @12




Access PointdIREE % &K~ o

Monitoring > Access Points &R L £ 7,

.?. admin
Actions All Networks > Monitoring > Access Points > APs Roadmap
Dashboard APs
I
Quick Start >
AP quantity =
@ Monitoring VI Online APs Offline APs Unhealthy APs
@4 @0 0o
Wireless Networks
Access Points
By AP model By AP type

Clients

4% Online manual APs

o Auto APs
Wireless Security .

Offline manual APs

% Unauthenticated APs

RF Monitoring
100.00%
Client Proximity Sensor
0 1 2 3 4 5
DPI
Application Monitoring
) Access Points | Clients Event Logs
System View Network View
@100% 0% @o% 4 00 Qo0 L7956 @228




ClientdDIKRE 7 R~

Monitoring > Clients &R L £ 9,

H3C WAG638-JP

53

@ Monitoring v I

Wireless Networks

Access Points

@ Clients

Wireless Security

RF Monitoring

Client Proximity Sensor

DPI

Application Monitoring

Actions All Networks > Monitoring » Clients > Clients
Dashboard (Clients
N
Quick Start >

11

By Authentication Mode

% Open
802.1X
MAC
Portal
MAC + Portal
PSK + WEP

14 <a B> b1 11

By radio type

& 302.11a(5GHz)
802.11an(5GHz)
802.11ac(5GHz)
802 11ax(5GHz)
802.11b(2.4GHz)
802.11g(2.4GHz)
802.11gn(2.4GHz)
802.11gac(2.4GHz)
802.11gax(2.4GHz)

System View Network View @

Roadmap
I <4 B> &l
Access Points Clients Event Logs
©100% 0% @o% 4 00 Qo A9 O2s
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Reporting > Client Statistics#3&IR L £ 9,

59

Actions All Networks » Reporting » Client Statistics » Access Category Frames
Dashboard Access Category Frames
Quick Start > -
Monitoring >
10-98-(3-E4-9D-A0 68/0/0
Wireless Configuration >
8C-45-00-DD-BB-8D 71/0/0
L 1 E0en L) > DC-85-DE-FE-64-D8 64/0/0
System > F8-5E-AD-9A-82-D3 2/0/0
Tools >

Reporting

AP Statistics

Total 4 entries, 4matched.Page 7/ 1.
Wireless Service Statistics

0/0/0
0/0/0
0/0/0

0/0/0

System View Network View | @

1,473,734/1,175,642/0
83,929/104,072/0
104,469/129,130/0

117/275/0

Search

0/0/0

o/0/0

o/0/0

o/0/0

Access Points

©100% 0% @o% ! 4

Roadmap

Event Logs
796 @228




AP DR BE & FRIx

Reporting > AP Statistics% 2R L ¥ 7,

H3c WAG638-JP

Actions All Networks » Reporting » AP Statistics » APs
Dashboard APs
I

Quick Start > -
Monitoring >

APO1 WABE38-JP 219801A2KF8209E0006R
Wireless Configuration >

APO4 WABG3E-IP Z219801AZKF8209E0006W
e > APO3 WAG638-IP 219801A2KF8209F0007F
System > APO2 WABE38-JP 219801A2KF8209E0007G
Tools >

@ Reporting v I
Client Statistics

AP Statistics

Total 4 entries, 4matched.Page 7/ 7.
Wireless Service Statistics

10-19-65-C2-41-B0

10-19-65-02-42-70

10-19-65-C2-45-A0

10-19-65-C2-45-D0

System View Network View @

Search

802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3)

802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3)

802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3)

802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3)

Access Points

©100% @0 @o% | 4

Clients

Online
Online
Online
Online
a > (] Q
Event Logs
Q0 Qo0 L7956 @228

Roadmap




Wireless Services DIRFE % K~

Reporting > Wireless Service StatisticsZZEIR L £ 9,

H3c WAG638-1P

61

Actions All Networks » Reporting » Wireless Service Statistics » Wireless Services
Dashboard Wireless Services
I
Quick Start > -
Monitoring >
2 AP04 2 24,867,814/13,430,792
Wireless Configuration >
1 APO1 1 25,349,612/11,034,928
Network Security > 1 APD2 1 26,505,281/10,328,811
2 APO1 3 15,599,827/8,157,474
System >
2 APO1 2 19,675,919/10,434,697
Tools >
2 APO1 1 10,804,696/6,375,032
@ Reporting v I 1 APOD2 2 9,565,508/3,907,045
2 APO2 1 6,625,308/3,262,791
Client Statistics
2 AP02 2 4,782,785/2,484,396
AP Statistics

Wireless Service Statistics

Total 28 entries, 28 matched.Page 1/ 7.

18,733,699,909/5,973,486,019
17,108,597,369/3,583,184,788
16,576,891,888/3,730,647,504
9,999,828,366/2,388,465,465
9,706,379,270/4,445,352,979
6,473,589,963/2,094,957,715
5,410,128,415/1,016,979,523
3,829,215,322/1,324,332,252

2,917,326,484/730,632,191

24,867,210/13,429,315
25,345,902/11,025,012
26,503,959/10,324,133
15,599,324/8,155,998
19,675,373/10,433,056
10,804,210/6,373,045
9,563,463/3,900,419
6,625,146/3,261,633

4,782,637/2,483,696

System View Network View @

Search

18,733,633,822/5,973,384,900
17,108,199,559/3,582,424,123
16,576,755,684/3,730,355,130
9,999,786,386/2,388,382,717
9,706,319,529/4,445,242,478
6.473,538,159/2,094,844,665
5,409,914,757/1,016,519,918
3,829,198,648/1,324,282,042

2,917,310,643/730,593,825

Access Points
© 100%

0% @o0% |4

122/122

248/248

116/116

57/57

44/44

41/41

114/114

14114

13/13

Roadmap

Clients Event Logs

00 00

796 @ 228




ARPT > kU —%Z 37K v

Network Services > ARPZ&EIR L £ 9,

H3C WAG638-JP

Network Routing System » Network Configuration » Network Services » ARP » ARP Roadmap
2 Network Services v I ARP
I
IP Services
ARP Ei
Address Resolution Protocol resolves IP addresses into MAC addresses on Ethernet networks.
DHCP/DNS
Search -
Multicast
()
@ 0 10101111 4C-E9-E4-A6-61-0B Dynamic 11 GE1/0/1
ND 0 10101112 88-2A-5E-FF-22-63 Dynamic 11 GE1/0/1
O 10.10.11.14 0C-DA-41-1D-6F-68 Dynamic 11 GE1/0/1
NAT
0 10.10.11.16 14-51-7E-CA-93-A2 Dynamic 11 GE1/0/1
Management Protocols 0 10.10.11.18 0C-DA-41-1D-A5-15 Dynamic 11 GE1/0/1
iz N O 10.10.11.22 0C-3A-FA-4B-93-A0 Dynamic 11 GE1/0/1
0 10.10.11.25 5C-C9-99-B8-A0-8D Dynamic 11 GE1/0/1
System >
O 10.10.11.180 0C-DA-41-1D-19-6B Dynamic 11 GE1/0/1
Tools > ) 10.10.11.182 0C-DA-41-1D-F7-E7 Dynamic 11 GE1/0/1
_ Access Points Clients Event Logs
SySIEmVIEW lew
©100% ©o0% @o0% | 5 0o Qo L799 @225




ARy AT HEFRK

System > Event LogsZ =R L £ 3,

Actions System » System » Event Logs > Event Logs LA
Dashboard Event Logs
N
Network Configuration >
System Logs
Network Security >
E o C
@ System v
@ 2022-02-0402:25:18 @ Notification h3c failed to log in from 10.10.11.180.
2022-02-0402:28:04 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is system-view
Resource
2022-02-0402:28:04 @ Notification admin logged in from 10.10.11.182.
File Systems 2022.02-0402:28:05 @ Notification admin logged out from 10.10.11.182.
License Management 2022-02-0402:28:05 @ Informational -Line=vty0-IPAddr=10.10.11.182-User=admin; Command is quit
2022-02-04 02:28:05 @ Informational -Line=vty0-1IPAddr=10.10.11.182-User=admin; Command is quit
Administrators
2022-02-0402:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is display radius scheme
Management 2022-02-0402:30:18 @ Notification h3c failed to log in from 10.10.11.180.
Tools N 2022-02-0402:35:18 @ Notification h3c failed to log in from 10.10.11.180.
m \ Access Points Clients Event Logs
N twi\h W
https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid =2000014ea2 5bdf4f36a16e8a... @ 100% 0% @0% 5 Qo0 Oo0 A799 @22




I5—-A/%&KX7vA—FR h

System > File SystemT7 7 A JLIZCF = v 7/ ~— 7 % N DownloadZ &R L 9,

Actions System» System > File Systems > File System Management I
Dashboard File System Management
Network Configuration >
flash: v
Network Security >

Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

Event Logs
- flash:/logfile/logfile.log 10485731 2022-02-06 15:57:27 No

Resource

flash:/map_config.cfg 913 2021-03-18 12:12:25 No
@ File Systems O flash:/pdt_reserve 2022-02-05 16:32:40 Yes
() flash:/pdt_reserve/cplog.txt 14778277 2022-02-05 16:32:40 No
License Management
0 flash:/pdt_reserve/cplog_reboot.txt 1800197 2021-12-03 16:46:37 No
Administrators [J)  flash:/pdt_reserve/dplog.txt 10887615 2022-02-05 16:32:58 No
[ flash:/pdt_reserve/dplog_reboot.txt 1476442 2021-12-03 16:46:39 No
Management
Total 49 entries, 49matched, 7 selected.Page 7/ 1. e~
Tools >

; Access Points Clients Event Logs
Systemn View | ew
©100% ©0% @0% 5 00 Qo A799 @225




OV 74 L —>3>v 7 7 A I)(startup.cfg) DX 7 >Aa— K

System > File SystemTflash:/startup.cfgicF = v 7 ~v—7 %Z .\ Download % &R L £ ¢,

H3c WAG638-JP ® imin

Roadmap

Actions System » System » File Systems > File System Management

Dashboard File System Management

Network Configuration >

flash: v

Network Security >
Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

@ System v I Search
Event Logs u
flash:/startup.cfg 7598 2021-04-09 00:49:16 No

Resource () flash:/startup.mdb 196346 2021-04-09 00:49:16 No
@ File Systems [J)  flash:/startup2726641351479625.cfg 6191 2020-11-08 16:57:12 No
(0 flash:/system.bin 91169792 2021-11-09 14:59:59 No
License Management
()  flash:/topology.dba 0 2020-12-18 21:43:24 No
Administrators
Total 49 entries, 49matched, 7 selected.Page 7/ 7. R

Management

- Access Points Clients Event Logs
@
: ©100% @0% @0% |5 Qo0 Qo0 L7999 @225

T MFE4E - e _hE= = Z Al gk (3
@ VTOUNBVESRRESIEARIES sncmn | x

HYFT . flash_startup.cfg OFIYO-FEEFETN?




2kt A o % NEE (display diagnostic-information)

Tools > Debug > Collect#ER L £ 9, A7 '(&flash:/diag AC_yyyymmdd-hhmmss.tar.gz|Z 5
H3C WA6638-JP

** Collecting diagnostic information...




N5

sL7cEZin s 24— K95

67

System > File SystemsTflash:/diag AC_yyyymmdd-hhmmss.tar.gz% F = v 7 L Download % 32#3R

H3c WAG638-JP

Actions

Dashboard

Network Configuration

Network Security

System » System 3 File Systems > File System Management

File System Management

>
flash: v

Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

System

| EEEE

Event Logs

Resource

License Management

Administrators

Management

L]

@ flash:/diag_AC_20220206-155614.tar.gz

flash:/diagfile
flash:/facebook.zip

flash:/freeradius.bin

0o 0o o 0o

flash:/h3cjapan.zip

Total 49 entries, 49matched, 7 selected.Page 7/ 7.

Download @

D flash_diag_AC_2...targz

208655

262878

1463296

190739

2022-02-06 15:57:31

2019-11-05 22:01:41

2021-12-11 16:30:23

2021-04-08 23:45:29

2021-09-08 11:34:54

@ System View Network View

No

Yes

No

No

No

Roadmap

Search

LRI ]

Access Points Clients Event Logs

©100% @0% @o% !5 Qo0 Qo0 As01 @223

ITRTHRT X




(#7°> 3 >)Anchor-acz) 7 — b3 5

System > Management > Reboot > Reboot DeviceZz#IR L £9,

H3C WAGG3E-IE L, admin

Roadmap

Actions System ¥ System > Management » Reboot

Dashboard
Network Configuration > @
Network Security >

@ System W I

Event Logs

Resource

File Systems

License Management

Administrators

Management

| . Access Points Clients Event Logs
System View Network View
httpsy//oasiscloud.h3c.com:27443 fwnm /frame/index.php?sessionid=2000014ea25bdf4f36a16e8a... © 100% 0% @o% |5 00 Oo 799 @225




7Ot RARA > rEAnchor-aclZERET 5

Anchor-aclZSSID(Y—E R)&{ER T 5

SERLI=aY 45 DA R THRER

FITZ/\vo7 v RA®MAnchor-acIZE%FE

TORRARAUMNIZAT U DRERTR

m Anchor-ac(EEB T DAPELEEDHT)D/N—23>TvT
m 70—k F v ANTILF X XD HIRHEEED ESh1E

D347 b DERZERERER

m AALYFDERTE
m ACHERE LB
III =27 I)LIZDLT
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Anchor-acx/N\—> 3> 7 v 79 5%
System View > Network Configuration > System > Management > Upgrade > Upgrade %z &R L £ 9,

Actions System ¥ System » Management » Upgrade Roadmap

Dashboard @ Upgrade
@ Network Configuration > I

Network Security >
@ System v I View Software Images >

Event Logs

Resource
File Systems
Administrators

@

Tools >

. ) Access Points Clients Event Logs
1 System View Network View
©1 @1 Q00 0005 47 O




Anchor-acz/N\— g > 7 v 795 (i)
BHN—avD77—L7zT7IEFHHICOWebY A P LY X yyA—FLTHEFT

Upgrade system software

0 IrMILVEEREREATEEA

Reboot now




Anchor-acz/N\— g > 7 v 795 (i)
BRN—avo77—LxT7%ERLET

45 pC yO-K O Feun-Fpiks
Upgrade system sof] - Tk RO FHVO-F C P ¥yuo-rogs

EE v LTINS —
E=1
v [l PC
~ YA (1)
> 4 Hovn-F

Reboot now [ wass0o-CMW710-E2450P01.ipe
B FRI T

B FFaivh

A ETFr

> Reps

O -

= H3C-Japan (¥10.66.200.57)
= Training

Eﬁ Windows

TEN INWTPA )




Anchor-aca/N\—> 3> 7 v 795 (§t=)
Apply2 2 Vv 995774 LDUploadh’tax V) £ 9

e Uploading file...




Anchor-acz/NX—> 3> 7 v 795 (§8X)
Py 70— KPR TTBEYT— M 4tamEd




Anchor-acz/NX—> 3> 7 v 795 (§8X)
YT — b HRT LA—Sa vy Ty THETLELE, Close22 Yy LTHUOSI Y LET,

rebooted successfully. Please log in again.




Anchor-acz/A—3 7y I L% R TOAPE) J—hd 52 TOHAP
HAnchor-acD/N\—a I ZBEMIC/N—D3 T7yvTEn5

C:¥Users¥H3C>telnet 192.168.0.50
* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All r|ghts reserved.*
* Without the owner's prior written consent,
* no decompiling or reverse-engineering shall be allowed. *
login: admin
Password:
<AC>reset wlan ap all
Reset APs that have established or are to establish primary tunnels with the AC. Continue? [Y/N]:y
%Feb 09 07:40:05:952 2022 H3C CWS/4/CWS_AP_DOWN: CAPWAP tunnel to AP 00dd-b6b1-87a0 went down. Reason: AP was reset
by admin.
%Feb 09 07:40:05:971 2022 H3C APMGR/6/APMGR_AP_OFFLINE: AP 00dd-b6b1-87a0 went offline. State changed to Idle.
%Feb 09 07:41:36:342 2022 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-87a0 came online. State changed to Run.
%Feb 09 07:41:36:343 2022 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-87a0 went up.
%Feb 09 07:41:36:664 2022 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-8f40 came online. State changed to Run.




Anchor-acZ/N\—a> 7w LT’&T/\’CO)AP’&U — T BELETHAP’

HAnchor-acD/\—a | ZBEIZ/N—oa T7yvTEns

SEE WX3820H, WX1840H[E A o> O—KA(Zflash:/[ZWA6300.ipe 77 A IILE{RTFT AL ENDH
AhHY, Anchor-acld iz #IZboot.bin&system.binh 5WAG300.ipeZE{ER T 57-8. 18 B TILERE

SNTWEW=OITF—ELY . ERRUNSALTRUILET . 26 BUIRIEZO 77/ IILZFIALT
AL—XZ7yvFTO—FshZxEd,

khkkkhkhkhhkkhhhkhhhkhkhhhkhkhkhkhkhkhhhhkhhhhkhhkhkhhkhhhhhhhhhkhkhkhkhkhhhhhhhhhkhkhkhkhkhkhkhhkhhkkkkhkhkkk

* Anchor-acCORYIN1ED/NN—23> 7y T & *
*1EIEDOHKBLET *

kkkkkkkkkkkhkhhkhkkkkkhkhkhkhkhhhhkkkhkhkhkkhkhkhkhkhhhkkkkkhkkkhkhkhkkkhkkhkkhhhkkkhkkhkhkkkhkkhkhkhkhkkkkkkkk

%Feb 09 09:01:25:346 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-8f40 started to download the image file wa6300.ipe.
%Feb 09 09:01:24:355 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_FAILED: Failed to download image file wa6300.ipe for AP 00dd-b6b1-8f40.

kkkkkkkkkkhkhkhhkkhkkhkkhkhkhkhkhkhhhkkhkhkhhkhkhkhkhkhkhhkhkhhkhhkkhkhkhhhhkhkkhkkhkkhkkhkhkhhkkkhkkkkkkkkkhkkkk

RAD1EDN—230 7y T (X2EB DRSS IZIERILET *
%Feb 09 09:03:22:336 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-8f40 started to download the image file wa6300.ipe.
%Feb 09 09:04:21:498 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_COMPLETE: Downloading the image file wa6300.ipe for AP 00dd-b6b1-8f40 through the CAPWAP tunnel is
complete.
%Feb 09 09:06:12:810 2021 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-8f40 came online. State changed to Run.
%Feb 09 09:06:12:810 2021 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-8f40 went up.

khkkkkkkkkkhkhkhhkkkhhhkhkhkhkhkhkhhkkhhkhkhkhkhkhkhhhhkkhkhhkhkhkhkhhhkkkkhkkhkkhkhkhkhkkkkkkkkkkkkkk

*2EBUBON—a0 Ty T IET R THRUILET *

%Feb 09 09:06:54:037 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-87a0 started to download the image file wa6300.ipe.

%Feb 09 09:07:54:663 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_COMPLETE: Downloading the image file wa6300.ipe for AP 00dd-b6b1-87a0 through the CAPWAP tunnel is
complete.

%Feb 09 09:08:45:182 2021 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-87a0 came online. State changed to Run.

%Feb 09 09:08:45:183 2021 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-87a0 went up.




7Ot RARA > rEAnchor-aclZERET 5

Anchor-aclZSSID(Y—E R)&{ER T 5

SERLI=aY 45 DA R THRER
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JO—KRFvXMNTILFF v XDFIBEED ESE h

COHEEIXGUINY TR—F,ENTWWEETAD T, EXNE T B(ZIdtelnet AT AL TAVUREANTEILELHYET,
WAG320-JP, WAG638-JPDR2446P03/E2446P03(& 3> ) LARE. R2452P02/E2452P02(&F 9 ) LABID 77— LT 7 /\—3
UTIRITO—FF Y RANTILF XA FHIREBEN B ZE-TEY 1E8DAPIZEZLDISA T UM EH T AEETIIKRE
DITAO—FX Y A EFIRTBIEIZKYISATURDINTA—T U ANEBLLGYET A BEDORYNT—T HICO—I2 T N F
I BIRETIEFIRLEWADRISATURDINTA—T AN E N =0 . COEEETEMNCTEHILEHEOHLET,

C:¥Users¥H3C>telnet 192.168.0.50

khkkhkkkkkhkhkkhhkkhkkhkhkhkhkhkhkkhkhkhkhkhhhhkhkkhkhkhkhkhkhhhkhkkhkhkhkhkhkhhhkhkkhkhkkhkhkkhkhkkkhkkkkkk

* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights
reserved.”

* Without the owner's prior written consent, *

* no decompiling or reverse-engineering shall be allowed.

*

kkkkkkhkkhkhkkhhkkhhkhhhkkhkhhhkhkkhkhkkhkhhhkhhkhkhkkhkhkkhkhkhkhhkhkhkkhkhkkhkhkhkhhkhkhkkhkhkkhkhkkhkhkkhkhkkkhkkkkx

login: admin

Password: xxxxxxxx

<H3C>system-view

System View: return to User View with Ctrl+Z.
[H3C]wlan ap-group default-group
[H3C-wlan-ap-group-default-group]rrop anti-bmc network disable
[H3C-wlan-ap-group-default-group]quit
[H3C]save force

Validating file. Please wait...

Configuration is saved to device successfully.
[H3Clexit

<H3C>exit
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[I.uul

ESEJ§L1__4jQNh»£EEnu»

TNENDIZATURDIERINTDIAPDESLFID, SSID, FY¥RILTHDZEREEXINIET S

<AC>display wlan client verbose

MACT7 F L X
IPv4d7” F L X
IPv67” kL &
1-Y-%

AID

AP ID

AP

fEARID

F v I

SSID

BSSID

VLAN ID
#— B XVLAN ID
2 —7E#
TAYLAE—F

T ViR

20/40 BSSHEFER

SM&EE

20 MHzAH > 3 — kGl
40 MHzRHH D 2> 3 — kGl

STBC RXHgE
STBC TX##sE
LDPC RXgE
70y 7 BERE

1098-c3e4-9da0
10.66.209.37

ZEHRL

ZAEEL

1

6

APO02

3

1

MTGroom
1019-65c2-45f1

10

H L

24862

802.11 gn

20 MHz
(20MHz/40MHz/80MHz)
PR—FEINTLEEA
i)

YR— bxd%R

P R—FINTLWEHA
P R—FEINTLWEEA
P R—FINTLWEHA
P R—FEINTLWEEA
TIDOA > F

Y R—FZINZHT MCSE vV b
YR—bINZL—+F

QoSE— K

D = ek
RSSI(ZEEHTHRE)
Rx/TxL — b

RE

FoEE A T
t¥xalUrF4E—F
AKME — I

g5 A4 —k
A—Y—FREE—F
WPA3 X T —4&X X
ZFAICAR
FFARJIACL ID
Hrla—Y—7AaT7 A
OA—IVIRAT—&XR
—Esttz147
PMFX7—% X
xR v —4

F 74 v REE
FITIXRT7T—%2X
BTME— K

RSSI=SNR({EBx#&Lk: db) =

0. 1. 2. 3. 4. 5. 6. 7
1. 2. 5.5, 6, 9, 11,
12, 18, 24. 36, 48. 54 Mbps
<

1

53

72.2/65 Mbps
0.160/0.312 Kbps
F—T R T A
RSN

=P R

CCMP

INA INR

g

ZAHGL

ZEAL

ZETL

ZAHEL

SHA1

ZAHGL

FEERK

3H 150%[E 30472 1%
T IT 4T
¥T70T47
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RSSI =SNR ({E&xt# & tk: db) = Signal(dbm) — 707 /A4 X(-95dbm)

RSSI(db)
40LL k

25~40

15~25
10~15
10LLF

dBM
-55

-7/0~-55

-80~-70
-85~-80
-85

ST

QIE%I EfEENSITILEALDBEED T

HEZR K #E
%ﬁﬁi'l‘ib“.‘%(')7)1/94L\0)551§0)H%1EBE0)
IKHEE
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APDEAZDFERARZIEIET DB0%FHBABHE/NTHF—IVANELB)

<AC>display wlan ap all radio

[I.uul

4

Total number of APs: 4 Ay . BW Usage TxPower _ .
Total number of connected APs: 4 AP #% BE T (MHz) (%) : (dBM) A Med
Total number of connected manual APs: 4 1D

Total number of connected auto APs: 0 AP011 Upb52(auto) 80 3 8 2

Total number of connected common APs:4  AP012 Up 100(auto) 80 5 3 3

Total number of connected WTUs: O AP013 Up 6(auto) 20 35 6 3

Total number of inside APs: 0
Maximum supported APs: 128
Remaining APs: 124

Total AP licenses: 20

Local AP licenses: 20

Server AP licenses: 0

Remaining Local AP licenses: 16
Sync AP licenses: 0




[I.uul
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ACHV5APIZtelnetL T, APIZIEHREL TWS DA T U D ERIKREHERT AV REETLET

121E avoR HE
Anchor-ACH S EE SN TLVAFIT AP [Téiife FIHILAE
[z L TtelnetiEHTE2 L5173 P el

[AC-probe] wlan ap-execute all exec-console enable

<AC>system-view

[AC]probe

[AC-probe]wlan ap-execute all exec-console enable
[AC-probe]quit

[AC] display wlan ap all address

Total number of APs : 3

Total number of connected APs : 3

Total number of connected manual APs : 3

Total number of connected auto APs : 0

Total number of inside APs : 0

AP name IP address MAC address

ROOM-101 192.168.0.51 1019-65¢c2-3eel
ROOM-102 192.168.0.52 1019-65¢c2-48a0
ROOM-103 192.168.0.53 1019-65¢c2-4840

<AC> telnet 192.168.0.51
Password: h3capadmin
<ROOM-101>
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APDERDFrRILERRZHEET S

<ROOM-101>system-view

[ROOM-101]probe

[ROOM-101-probe]display ar5drv 1 channelbusy
ChannelBusy information

Ctl Channel: 52

BandWidth: 3

Record Interval(s): 9

CurrentTime: 15:05:23

[ROOM-101-probe]quit

<ROOM-101>

FFYRILDED—E(FINHERTIEEHE SN
EAD20E 73 DT —FNRRINET,

0O IO O &> Wi -

(h/m/s):

15:05:14
15:05:05
15:04:56
15:04:47
15:04:38
15:04:29
15:04:20
15:04:11
15:04:02
15:03:53
15:03:44
15:03:35
15:03:26
15:03:17
15:03:08
15:02:59
15:02:50
15:02:41
15:02:32
15:02:23

CtIBusy(%)

N NN PBENDNWONLWLWOWNWNDDNWwNDDNDDNDN W

TxBusy(%) RxBusy(%)

O O OO OO OO OO OO ODOOOoCOoooo

P PP WONENENDNNNDNNDNNRFRPEREFEDNDNEREREEPEPEDNDEFED
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<ROOM-101>display diagnostic-information

Save or display diagnostic information (Y=save, N=display)? [Y/N].y

Please input the file name(*.tar.gz)[flash:/diag H3C 20220414-160537 .tar.gz]:

Diagnostic information is outputting to flash:/diag H3C 20220414-160537 .tar.gz.

Please wait... V—2RZ—

Save successfully. l . P

<ROOM-101> ftp 192.168.0.10
Press CTRL+C to abort.

Connected to 192.168.0.10 (192.168.0.10). FTPH#—/s— GE1/0/7 =i

220 3Com 3CDaemon FTP Server Version 2.0 @
User (192.168.0.10:(none)): anonymous ~
331 User name ok, need password
Password: XXXXXXxX '

230 User logged in 192.168. 0 1 \ <5y
Remote system type is UNIX.

Using binary mode to transfer files.

ftp> put diag_ H3C 20220414-160537 .tar.gz
227 Entering passive mode (192,168,0,10,255,98)
125 Using existing data connection

/23 GE1IOIZ4
PoEX A v F

226 Closing data connection; File transfer successful. g™ D’ g -
89048 bytes sentin 0.001 seconds (60.23 Mbytes/s) Anchor-AC (FIT)Anchor-AP FIT

ftp> quit

221 Service closing control connection
<ROOM-101>quit

<AC>

192.168.0.51

36
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PoEX Ay FDELTE

N—2—

HacC

B T ()

A7 XAy F
kAR [] =
kb A J

GE1/0/1 | GE1/0/2

-
A . “yLAGG
802.1Q Tag: VLAN1, VLAN100, VLAN110
GE1/0/23 || GE1/0/24 PoERX A v F
e v ST - e e - B0 8006 et Hbﬂ:‘_
tag tag 802. 1Q Tag: VLAN1, VLAN100, VLAN110
\*‘—,‘iwi —)/ ""1:_7 : —"’" | "‘\'* ‘—‘/i_i : —L";’ |
Anchor-AC (FIT)Anchor-AP FIT

P w S\ -5
—— Bes . "

FIT
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e d) SJL
POER Ay FMDExX
<H3C>system-view

System View: return to User View with Ctrl+Z.

[H3C]vlan 100

[H3C-vlan100]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24

[H3C-vlan100]quit

[H3C]vlan 110

[H3C-vlan110]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24

[H3C-vlan110]quit

[H3Clinterface GigabitEthernet 1/0/1
[H3C-GigabitEthernet1/0/1]port link-type trunk
[H3C-GigabitEthernet1/0/1]port trunk permit vian all
[H3C-GigabitEthernet1/0/1]quit

[H3Clinterface GigabitEthernet 1/0/2
[H3C-GigabitEthernet1/0/2]port link-type trunk
[H3C-GigabitEthernet1/0/2]port trunk permit vian all
[H3C-GigabitEthernet1/0/2]quit

[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]port link-type trunk
[H3C-GigabitEthernet1/0/3]port trunk permit vian all
[H3C-GigabitEthernet1/0/3]quit

R ABD8E23, 24 TR

39

[H3C]display vian 100

VLAN ID: 100

VLAN type: Static

Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100

Tagged ports:

GigabitEthernet1/0/1 GigabitEthernet1/0/2
GigabitEthernet1/0/3 GigabitEthernet1/0/4
GigabitEthernet1/0/5 GigabitEthernet1/0/6
GigabitEthernet1/0/7 GigabitEthernet1/0/8
GigabitEthernet1/0/23 GigabitEthernet1/0/24

Untagged ports: None

[H3Clinterface Bridge-Aggregation 1
[H3C-Bridge-Aggregation1]quit

[H3Clinterface GigabitEthernet 1/0/23
[H3C-GigabitEthernet1/0/23]port link-aggregation group 1
[H3C-GigabitEthernet1/0/23]quit

H3Clinterface GigabitEthernet 1/0/24
[H3C-GigabitEthernet1/0/24]port link-aggregation group 1
[H3C-GigabitEthernet1/0/24]quit

[H3C]save force
Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

[H3C]
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XEH  |4®E x2880x x3840x Anchor-AC
TIOAILNEIRAPEL
SAt RHAR 1/4/8/16/32/64/128 ;’142/?1/ 82232/ 6a/128/
HARREE -
Bk BEAPE 288 13}5)36(2048*““5 32
BAFERI—Y—# 8192 30720 512
802.117OkajL HR—
< JLFSSID(RF 1Y) 16
SSIDMIEFE T HR—
802.11G % & HiR—
802.11n ) & HR—
A—H—HDFIR SSIR—ZR/RFR—Z %Y HR—
802.11MAC AR g e
TARIL HiR—
HE#HOEI—FEIHT HiR—
A0MHzE—R ®20MHz/40MHz D P
BEIRAVF
A—AhJLERE SSID + VLANIZED<AO—AhJLER%E FTIA4ILbDA—AHJLERE
BEI)T7ILE S AN HR—
ACH: H el
(DHCP# 733443, DNS)
NSz I HR—
Clock[El#A HiR—
e Jumbo frame#zi: HiR—
a7 NS A— . . .
giﬁfg’fgp@%* RIENWINTA=S e | saanip VAN, &S N-ACTEL R

APEACHIDL2 / L3R HR—
APEACTREIDNAT RS /83— )L HR—k JEHR—
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O—zo4 ACKHDAPRITOL2LL3A—32 4 HR—k
= ACRIMAPRITOL2LL3A—3 24 HR—bk EHHR—F

NAT HR—k YR—k
PPo it $Ey
DDNS HR—bk JEHHR—b
IPsec-VPN HR—bk JEHHR—b
RIP HR—F EFHR—F
CRE HR—h FEHAR—F

TORRGE |[(A—TRTL HBEX— HR—k
WEP-64/128, EjfJWEP HR—pk
WPA. WPA2,WPA3 HR—bk
TKIP HR—k
CCMP HR—(892.11n% HESE)
SSH v1.5/v2.0 HR—bk
4L XEAD 1.

(TVRRAET ROV EA—)L)

R—AJLEREE

HR—bk ) E—REREE. SMBY—/N—

802.1x5REE

EAP-TLS, EAP-TTLS,
EAP-PEAP, EAP-MD5,
EAP-SIM, LEAP, EAP-FAST,
EAP offload (TLS,PEAP only)

EAP-TLS, EAP-TTLS,
EAP-PEAP, EAP-MDS5,
EAP-GTC

R—=BIANR—=DA)FALLY 3y

HR—bk:SSIDR—X APFR—ZILR—D Tyda

O—AhJLEREE

802.1x, R—%JL. MACEZAE

92



AEE _ HER|WX2880X________[WX3840X Anchor-AC

|:| HIVEREE 802.1x, R—4AJL, MACE2R:
802.1x, R—ARJL .

LDAP:2: 802.1xA4 4 IZEAP-GTC & EAP-TLSY  JEHHR—
R—bk

glrﬁlﬁlfr—yap&—xwl—ﬂ—?btx FA—p

S AT 1R EHIE HR—

VIPFx )L HR—

ARPXZE &40 HR—k: DAL XSAVI

SSID%Y 3 E LA SSIDéaA—H—ZZE/INMUF

SSID & KA TAAAH—/N—EIR H—

AAA*%—A‘—/\\“J’77“J7° HR—

Zixl/_x:L—ﬁ—}ﬂwn—ijAA Rk

TACACS+ HR—k JEHR—

QoS TS5A4X4) T4 <vELS HR—
_ O s, A = RNV VAN

;Ez L4/ YR T4 ILR) T ENT T4V D HR—p S —

L — il BR HR—k JEHYR—

802.11e/WMM H7R—b : 8Kbps D $ii E THR—

A—H—TAOT7AIIZE DT IR .

PP Y=k

A7) Oz M IR HI R o o

(EEEEL AT LTYLL) y—t R

AT O M E R IR HiR—k (A—Y—EFF) JEHHR—
HR—b: STy O IEERER L. £TOD

AT T MR RET SSIDT/\yhXBERIZEE, FS70u9h  FEHYHR—

FREERF IR SSIDD &/ EIEE {REE




AEE _ EEWX2880X_______[WX3840X Anchor-AC

SVP77J'/’\0)QOSB—JE1|: HiR—
O—I)L7R2ya U Hl{E(CAC) HiR— .:L—*)“‘—%I/%EH‘E&‘—X

End to End QoS HHR—
AP7v 7 O—KREEFIRE YiR—
Ea—kavyy YR—
BGFrRILEENDERTE HiR—
BEMEF vy RILEBNERTE HR—
BEINGEEL—AZE HR—

RF&E ALY OR—ILDEHE EEIE ﬂ'?l'i:— . “

o ‘ "ﬂ‘/‘l’\—|~:|~7\7'f‘y7s J\-_-U-_\  HE— b kST v

A—kN\So ) JE;’&’%&I:E’D‘%&?’(?:LT)LJE5&’*:51’&*1'7#\— T N
A7)z A—RNTO VT HiR—
APO—RN\SUL VG5 )L —T HiR— |~ BEMRH ERGERTE
TSy R b HiR—
TSV Rk *j'/‘l'f—
FIEAPDEH HR—k:SSIDR—X BSSID, 7/ A0UI%E

payzq  TLAPHE Y=
Io9TAV T HEDIRE HiR—
BYTELHEDRHE HR—bk EHHR—k
Weak |V E D+ H HR—

wiPS HHR—k.7TEBE/NNMILEFXF21)T+«




WX3840X Anchor-AC

ARP(MEARP) HR—
802.1p HR—
802.1q 'U'?I'f—
802.1x HR—
LA¥278ball o a5nran Hrti—
Native IPv6 HR—
IPv6 SAVI HR—k JEHR—
IPv6 portal HR—
MLD AX—E>4 HR—
IGMP AX—E>4 HR—
TILFEX¥RLE TIFEXNRN LT 256 JEHHR—
(Tgtzﬁ*v"g;””‘bl—* YA R BERBICE ST R v R BERELET
ACEID1 + 1A I)LA—/\— EHHR—k HHR—k HR—
- ACRIDN + 17 LA —/N—(1\v 7 - -
ACOTTEM FuTEEMFE) FEHHR—F B
ACEIDA> 7)oz AP (Dual g
link backup)
ACEAPRHIDTTE 'JE—FAP HR—k JEHHR—
e Ay afryhI—4H Hi—k (Multi-leap MeshlZIEHHR—F ) JEHR—
WEB. RMON% JEHR—
EE RN *obT—08E SNMP v1/v2/v3
vk —Y B WEB. CLI. Telnet, FTP%:&
WiFin4s—<3> CUPIDE4S—i3ay HR—k JEHHR—
AP RFf2A—JzA4RM FA—p
ARoa—)LEnt=ryha oy
G)— tRE DAY LAY —E RFHEMES v ybE ™ HAR—p

~
NN ENEAE (PPC) HR—bk JEHR—




AEE  EE |WX2880X _______[WX3840X Anchor-AC o6

WLAN RF Ping HR—bk

FIYsr—3y JE—LTO—T5HH HR—k
YT IR L ARGS L H—FK HR—k JEHHR—F
wIAA YiR—k: RT—FTILAV AR 32 FireWall FEHHR—F
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JEREZ )L — Ty b
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1024M
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version 7.1.064, Release 2459
#

sysname OFFICE

#

clock timezone JP add 09:00:00
clock protocol ntp

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

lIdp global enable

lIdp hold-multiplier 8

#

password-recovery enable

#

vlan 1

#

vlan 2

#

wlan service-template 1

ssid MAIN

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

wlan service-template 2
ssid SUB

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable
#

wlan service-template 3
ssid BACKUP

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

#

wlan service-template 4
ssid REMOTE

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

—J & 184

wlan service-template 5
ssid GUEST

vian 2

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

#

interface NULLO

#

interface Vlan-interface1

ip address 192.168.0.50 255.255.255.0
#

interface Vlan-interface2

ip address 172.16.24.1 255.255.255.0
#

interface GigabitEthernet1/0/1
#

interface WLAN-Radio1/0/1

#

interface WLAN-Radio1/0/2

#

interface WLAN-Radio1/0/3

#

scheduler logfile size 16

#

line class console

user-role network-admin

105

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31

authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

ip route-static 0.0.0.0 0 192.168.0.1
#

ntp-service enable

ntp-service unicast-server ntp.nict.jp
#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
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role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system

local-user admin class manage
password simple h3capadmin
service-type telnet http https
authorization-attribute user-role
network-admin
#
ip http enable
ip https enable
#
undo attack-defense tcp fragment
enable
#
wlan auto-ap enable
wlan auto-persistent enable
wlan anchor-ap persistent-mode ac
#
wlan ap-group default-group
vian 1
ap-model WA6638-JP
radio 1
radio enable
service-template 1
service-template 2
radio 2
radio enable
service-template 1
service-template 2
radio 3
gigabitethernet 1
Ten-gigabitethernet 1

—J & 184

wlan ap-group group1

vilan 1
vlan 2
ap LOBBY

ap-model WA6638-JP

radio 1

radio enable
service-template 5
radio 2

radio enable
service-template 5
radio 3
gigabitethernet 1
Ten-gigabitethernet 1

#
wlan ap-group group2

vian 1
ap FINANCE
ap OFFICE
ap SALES
ap-model WA6638-JP
radio 1
radio enable
service-template 1
service-template 2
service-template 3
service-template 4
radio 2
radio enable
service-template 1
service-template 2
service-template 3
service-template 4
radio 3
gigabitethernet 1
Ten-gigabitethernet 1

wlan ap FINANCE model WAG6638-JP

serial-id 219801A2YF8216E00030
anchor-ap enable

vlan 1

radio 1

radio 2

radio 3

gigabitethernet 1
Ten-gigabitethernet 1

#

wlan ap LOBBY model WA6638-JP
serial-id 219801A2YF8217E00048
mac-address 9¢c54-c24d-e8a0
anchor-ap disable

radio 1

radio 2

radio 3

gigabitethernet 1
Ten-gigabitethernet 1

#

wlan ap OFFICE model WA6638-JP
serial-id 219801A2YF8216E0001L
anchor-ap enable

vlian 1

radio 1

radio 2

radio 3

gigabitethernet 1
Ten-gigabitethernet 1
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wlan ap SALES model WA6638-JP
serial-id 219801A2YF8216E00036
anchor-ap enable

vlan 1

radio 1

radio 2

radio 3

gigabitethernet 1
Ten-gigabitethernet 1
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