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<PoE_Switch>ssh 10.10.11.30 PoEX 1 v F#H* b Anchor-ac~sshiZiz
Trying 10.10.11.30 ...

Press CTRL+K to abort

Connected to 10.10.11.30 ...

login: admin

Password:

<Anchor-ac>dis diagnostic-information

Save or display diagnostic information (Y=save, N=display)? [Y/N].y

Please input the file name(*.tar.gz)[flash:/diag_ H3C_20250219-192436.tar.gz]:anchor.tar.gz
Diagnostic information is outputting to flash:/anchor.tar.gz.

Please wait...

Save successfully.

<Anchor-ac> ftp 10.10.11.29 FHPOER A v FOFTPY —/N—iEEZ#ONIC L TH L TAnchor-ach b7 7R
Press CTRL+C to abort.

Connected to 10.10.11.29 (10.10.11.29).

220 FTP service ready.

User (10.10.11.29:(none)): admin

Password:

230 User logged in.

Using binary mode to transfer files.

ftp> put anchor.tar.gz Anchor-ac CEUS L 7= 2B ERZPOER [ v FAE B
227 Entering Passive Mode (10,10,11,29,198,143)

150 Accepted data connection

226 File successfully transferred

91586 bytes sent in 0.003 seconds (33.43 Mbytes/s)

ftp> quit

221-Goodbye. You uploaded 90 and downloaded 0 kbytes.

221 Logout.

<Anchor-ac> quit
<PoE_Switch>

www.h3c.com 11
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HAPD—E R T
[H3C]dis wlan ap all
Total number of APs: 3
Total number of connected APs: 3
AP information
State : | = Idle, J =Join, JA = JoinAck, IL =ImagelLoad
C = Config, DC = DataCheck, R = Run, M = Master, B = Backup

AP name APID State Model Serial ID

BLD01-F01-AP01 1 R/M WAG6320-JP 219801A1NN918CG0006C
BLD01-F01-AP02 2 R/M WA6320-JP 219801A24F8201E0002Q
BLD01-F01-AP03 3 R/M WA6320-JP 219801A2959199G0001J

#APDIP7FL AZHESAL TtelnetiEHEL . IREERERTS
[H3C]display wlan ap all address

AP name IP Address Mac address
BLD01-F01-AP01 192.168.0.51 441a-fa27-92d0

[H3C]probe

[H3C-probe]wlan ap-execute all exec-console enable
[H3C-probe]quit

[H3C]quit

< H3C >telnet 192.168.0.51

Password: h3capadmin

<BLDO01-F01-AP01>




ACHSAPDIKREFEER LtelnetER (it =) H3C
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<BLD01-F01-AP01>system-view

System View: return to User View with Ctri+Z.

[BLD01-F01-APO1]display logbuffer

Log buffer: Enabled

Max buffer size: 1024

Actual buffer size: 512

Dropped messages: 0

Overwritten messages: 0

Current messages: 14

%Mar 14 11:20:57:133 2025 ROOM-201 SYSLOG/6/SYSLOG_RESTART: System restarted --

H3C Comware Software.

%Mar 14 11:21:03:253 2025 ROOM-201 IFNET/3/PHY_UPDOWN: Physical state on the interface WLAN-Radio0/0/2
changed to up.

%Mar 14 11:21:03:254 2025 ROOM-201 IFNET/3/PHY_UPDOWN: Physical state on the interface WLAN-Radio0/0/3
changed to up.

%Mar 14 11:21:04:552 2025 ROOM-201 WLOC/4/INIT_EVENT: Up ioctl inite, WlocUpctIFd:4.
[BLDO01-F01-AP01]quit

<BLD01-F01-AP01>quit

[H3C] #ACICRYZELT=

www.h3c.com 17
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RBlt4 A MMZHAAPHRACAT|EST BT-ODRE H3C

[ wemnami
IP: 192.168.40.1 IP: 192.168.10.1
IP: 192.168.40.2 GW:192.168.40.1 AAYFEAPD =8 DDHCPH—/ 2K TET 545
— - om HIC [L3_Switch]dhcp enable
Fy) - LJ L _ i [! mim &l [L3_Switch]dhcp server ip-pool 1

[L3_Switch-dhcp-pool-1]network 192.168.10.0 mask 255.255.255.0
[L3_Switch-dhcp-pool-1]gateway 192.168.10.1
[L3_Switch-dhcp-pool-1]Option 43 hex 8007000001c0a82802
[L3_Switch-dhcp-pool-1]quit

_'_ N - . 5 N .,
‘/‘5 - ' ‘[Jf -

IP: 192.168.40.10  IP: 192.168.40.11

'y YYYYIYYY®S e
... l-'.'.L. R v
80 : H—/\—DTPRLRINGA—E2—THB_EETRTID
07 : LTFDINSGA—F—DREIMT/N M+
0000 : H—/\—ZAL4TTOH4D
01: y—N—FETIDHE1E8H
c0a82802 : 192.168.40.2M16:EFIH

< !:Jt U:\j__ o - < !1145'_ 5\(\11 -
IPl&dhcpdkl): 192.168.10.10 IPI&dhcpkl): 192.168.10.11

MKAPDIP7RLARAZEEIZTHEEIX. ENENDAPIZACOTRLRFBARYT 51=8I(Z
LUTDHREFL NS
[AP]wlan ac ip 192.168.40.2

19
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T4 IV Tl H3CT NAREVLAN ATEE/N T b EY —E RN\ T E DB A EEELFT . DT T4
ILMVLANSR EZFEAT 5L, X1 TA 0 ZDMD RV T—I DREENRET S REENHYET,
VLANBZCEDHREFIBHFIRM T HLICKY, VLIANEEEZREILLTEX ) T0E/N\T+—I VR %R L
SEADITRIALET

FH:
RANTSOT4RELT. AP TCEIEBVLANZIEETADIL APTT 74/ FVLAN(VLAN 1)LV EsERALT-
WMEEHETT,

APTVLAN 1L DVLANZEERIZE AT 5(21E. APTmanagement-vlana< U FEEITLET , KIZ
fBlER~LET, HIAIEVLAN 100 EEVLANIZT BIZIE:

<ap1> system-view

[ap1] wlan management-vian 100

SHICEEVLANICELTHRY WA R F2 AV MU 2—DTH3C WLANE E EHEVLANEEH M~ 1%
ZHL TS,

www.h3c.com
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— B8 X

HCL - anchor-ac_test3 [clusers\masah\hcl\projectsi\anchor-ac_test3]

(N 2 2 mHB T =@ pm BEG AOF RO R
Design Profile Configuration File

192.168.2.61

VLAN2

VLANZ2_AC
GE_1/0/0

192.168.2.52 GE_1/0/10

192.168.10.52DHCP 192.168.10.1

E hostonly-ethenet GE_1/0/3 .é GE_1/0/4 GE_1/0/1 NN
192.168.2.1
Host PgE_L3swW ~\GE_1/0/6 SERVER
GE_1/0/9
4
VLAN2VLAN10 /ce o0 192.168.10.2
GE_1/01 I_T_|
(@) 192.168.2.60 LMl vLAN10
192.168.10.60 o
VLAN2_AP1

SSID:userVLAN10

Phone_VLAN2
DHCP:192.168.10.11

Copyright (C) 2014-2024 New H3C Technologies Co., Ltd. All rights reseved. Systemversion: HCL v5.10.3

22
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AP EICEH I P O—SDIREE
BEEFRLTLVET,

AP —ERMEEFEIFO—FED
ASa = —iavhEtIndé!)
J—r&LEY,

COIRRIFAPEER OV FO—T &
DA =H—2av[ZfEHhNTLVS
VLANTD RS T749 0B R T35 512
REIYET,

Bz X, EERIFAPIXIEEIZ DA
TWTH, ZLDITAMT UMD KE
DT—ENAHO—KLI=Y T 5E,
APDY) T —KZDEMNYET,

H-T. A—H—DT—3%ET
VLANIZVLANT1 LI ZFIRL TS
LY,

EThDNTELRORYNT—IRET
[T EEVLANEVLANTLISMZLET .

ACDIBE wlan ap ROOM102 model WA6320
vlan 1 serial-id H3C_10-1D-D4-E4-03-00
# vian 1

vlan 2 vlan 2

# vlan 10

vlan 10 radio 1

# radio enable

wlan service-template user service-template user vlan 10
ssid user radio 2

vlan 10 radio enable

client forwarding-location ap service-template user vlian 10
service-template enable gigabitethernet 1

# port link-type trunk
interface Vlan-interface2 undo port trunk permit vian 1
ip address 192.168.2.61 255.255.255.0  port trunk permit vian 2 10
# #

interface Vlan-interface10

ip address 192.168.10.61 255.255.255.0

#

interface GigabitEthernet1/0/0

port link-mode bridge

port link-type trunk

undo port trunk permit vian 1

port trunk permit vian 2 10

#

ip route-static 0.0.0.0 0 192.168.2.52

#

H3C

The Leader in Digital Solutions

APDRE
vlan 1
#
vlan 2
#
vlan 10
#
interface Vlan-interface1
#
interface Vlan-interface2
ip address 192.168.2.60 255.255.255.0
#
interface GigabitEthernet0/0/0
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 2 10
#
interface GigabitEthernet0/0/1
port link-mode bridge
#
interface WLAN-Radio0/0/2
#
interface WLAN-Radio0/0/3
#
ip route-static 0.0.0.0 0 192.168.2.52
#
wlan management-vlan 2
#

www.h3c.com
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Client 1

Mesh link

LAN 2

GE1/0/1 GE1/0/1

Client 2
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wlan mesh-profile 1

mesh-id 1

akm mode sae

preshared-key pass-phrase simple xxxxxxxx
mesh-profile enable

wlan mesh-profile 1

mesh-id 1

akm mode sae

preshared-key pass-phrase simple xxxxxxxx
mesh-profile enable

wlan ap ROOM-101 model WA6320-JP
serial-id 219801A28N8216E004RY
vlan 1

interface wlan-mesh 1
mesh-port link-type trunk
mesh-port trunk permit vian all

interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all

radio 1
type dot11a
channel 36
radio enable
mesh-profile 1
mesh-interface 1
mesh peer-mac-address 5ca7-21e7-38a0

interface WLAN-Radio1/0/1

mesh-profile 1

mesh-interface 1

mesh peer-mac-address 5ca7-21e2-d160
type dot11a

channel 36

interface WLAN-Radio1/0/2
service-template guest
service-template user

radio 2
radio enable
service-template user
service-template guest
service-template boss

interface wlan-mesh 1
mesh-port link-type trunk
port trunk permit vian all

gigabitethernet 1
port link-type trunk
port trunk permit vian all

H3C

The Leader in Digital Solutions

www.h3c.com
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version 7.1.064, Release 5482
#

sysname MeshMaster

#

wlan global-configuration
region-code JP

radio 2.4g

radio 59

radio 6g

#

telnet server enable

#

lldp global enable

#

wlan mesh-profile 1
mesh-id 1

akm mode sae
preshared-key pass-phrase simple h3cjapan.com
mesh-profile enable

#

password-recovery enable
#

vlan 1

#

vlan 10

#

vlan 20

#

vlan 30

#

wlan service-template boss

ssid boss

vlan 30

akm mode psk

preshared-key pass-phrase simple h3cjapan.com
cipher-suite tkip

security-ie wpa

service-template enable

#

wlan service-template guest

ssid guest

vlan 20

akm mode psk

preshared-key pass-phrase simple h3cjapan.com
cipher-suite tkip

security-ie wpa

service-template enable

#

wlan service-template user

ssid user

vlan 10

akm mode psk

preshared-key pass-phrase simple h3cjapan.com
cipher-suite tkip

security-ie wpa

service-template enable

#

interface NULLO

#

interface Vlan-interface1

ip address 192.168.0.253 255.255.255.0
#

H3C

The Leader in Digital Solutions

interface Vlan-interface10

ip address 192.168.10.253 255.255.255.0
#

interface Vlan-interface20

ip address 192.168.20.253 255.255.255.0
#

interface Vlan-interface20

ip address 192.168.30.253 255.255.255.0
#

interface GigabitEthernet1/0/1
port link-mode bridge

port access vlan 10

#

interface GigabitEthernet1/0/2
port link-mode bridge

port access vlan 10

#

interface GigabitEthernet1/0/3
port link-mode bridge

port access vlan 20

#

interface GigabitEthernet1/0/4
port link-mode bridge

port access vlan 20

#

interface GigabitEthernet1/0/5
port link-mode bridge

port access vlan 30

#

interface GigabitEthernet1/0/6
port link-mode bridge

port access vlan 30

#

www.h3c.com

28



ACHEE T DAP1MDERE Kl (F=)

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

Role name level-14E=THEE

#

user-group system

local-user admin class manage

password simple h3cjapan.com

service-type ssh telnet http https
authorization-attribute user-role network-admin
#

wlan auto-ap enable

wlan auto-persistent enable

wlan tcp mss 1360

#

wlan ap-group default-group
vlan 1
radio 2.4g
radio 5g
radio 6g
#
wlan virtual-ap-group default-virtualapgroup
#
wlan ap ROOM-101 model WA6320-JP
serial-id 219801A28N8216E004RY
vlian 1
interface wlan-mesh 1
mesh-port link-type trunk
mesh-port trunk permit vian all
radio 1
type dot11a
channel 36
radio enable
mesh-profile 1
mesh-interface 1
mesh peer-mac-address 5ca7-21e7-38a0
radio 2
radio enable
service-template user
service-template guest
service-template boss
gigabitethernet 1
port link-type trunk
port trunk permit vian all
#

cloud-management server domain cloudnet.h3c.com

#
return

H3C

The Leader in Digital Solutions

HEHH R R R R R
# Mesh) > 7 A#EILHR. BEINYICIENN(Wlan auto-ap enable) #
HHHHH R R R R R
wlan ap ANNEX-01 model WA6320-JP

serial-id 219801A28N8216E009YV

vlan 1

radio 1

radio 2

gigabitethernet 1

#

www.h3c.com
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#

version 7.1.064, Release 2449P15
#

sysname ANNEX-01

#

clock timezone tokyo add 09:00:00
clock protocol ntp

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

lIdp global enable

lIdp hold-multiplier 8

#

wlan mesh-profile 1
mesh-id 1

akm mode sae
preshared-key pass-phrase simple h3cjapan.com
mesh-profile enable

#

password-recovery enable
#

vlan 1

#

vlan 10

#

vlan 20

#

wlan service-template guest
ssid guest
vlan 20
akm mode psk
preshared-key pass-phrase simple h3cjapan.com
cipher-suite ccmp
cipher-suite tkip
security-ie rsn
security-ie wpa
service-template enable
#
wlan service-template user
ssid user
vlan 10
akm mode psk
preshared-key pass-phrase simple h3cjapan.com
cipher-suite ccmp
cipher-suite tkip
security-ie rsn
security-ie wpa
service-template enable
#
interface NULLO
#
interface Vlan-interface1
ip address dhcp-alloc
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all
#
interface GigabitEthernet1/0/2
#

H3C

The Leader in Digital Solutions

#

interface WLAN-Radio1/0/1
mesh-profile 1
mesh-interface 1

mesh peer-mac-address f474-880b-4e54
type dot11a

channel 36

#

interface WLAN-Radio1/0/2
service-template user
service-template guest

#

interface WLAN-Mesh1
port link-type trunk

port trunk permit vian all
#

scheduler lodfile size 16

#

line class console

user-role network-admin
#

line class vty

user-role network-operator
#

line con 0

user-role network-admin
#

line vty 0 31
authentication-mode scheme
user-role network-operator
#
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