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FTHERRACDIFEE—RDATURIZLAESE ’

FlE: IREDHETE—FDHEE >EMEE—FDERE > EEHIN=-NEIDNDIER
HIREDE—FZHER(THSEFIRETIEATE—F)

<WA6320> display wlan device role | Tera Term: JUTIik-b BE X _
Current running mode: FIT AP. _
# system-viewlZTap-modea V> K TCCloudE—KIZZEHE FAPE—FIZIZLTD3IDDE—F T—MP): [CON’B VI oK
<WA6320> system-view MNBIRTEET, =
System View: return to User View with Ctrl+Z. ap-mode { anchor-ac | cloud | fit } v—"L,—(B): _9600 v |
[WA6320] ap-mode cloud . . )
Changing working mode will reboot system. Continue? [Y/N]:y 7 —=(D): 8 bit v Fv I
) 1= _ y
HE—RFZERDT=OIZAPIX B EHIIZrebootLET, TN nene
System is starting... 2k wHS): 1 bit 7z ) F(H)
Press Ctrl+D to access BASIC-BOOTWARE MENU...
Boqting Normal Extfn(zled BootWare —0—HHEF): none -
)T —hkrhAyt—DHRE
Image file flash:/wa6600-boot.bin is self-decompressing..................... R
1A {SEIE
"""" bone. 0 | IUM/=E) |0 | IUR/ATL)
System image is starting... . | _
Line conO is available.
Press ENTER to get started.
#HEBRCloudE—R 1T fc EERERBLET ALY —IVEROEEHREIL. 9600R—, F—H8E Y, /1)
<WA6320> display wlan device role F41iL. RMYTE YR, TO0—§I87%L

Current running mode: Cloud AP.
<WA6320> save force




TORARAVEDENMEE—F DBootWare A= 1 —I|ZKHEH

1. APEYT—kLET, HABPEXRIZRLET, 2. 7AV T TCtri+BE L T, EXTENDED-BOOTWAREA=2—% A HLET
System is starting... Password recovery capability is enabled. Note: The current operating device is flash
Press Ctrl+D to access BASIC-BOOTWARE MENU... Booting Normal Extended Enter < Storage Device Operation > to select device.

BootWare <EXTENDED-BOOTWARE MENU> ====

|<1> Boot System

| <2> Enter Serial SubMenu

| <3> Enter Ethernet SubMenu
| <4> File Control

The Extended BootWare is self-decompressingDone.

3k 3k 3k 3k 3k 3k >k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k >k 3k 3k 3k 3%k 3k >k %k %k 3k 3k 3k 3k 3k 3k 3%k 3k >k %k %k 3k 3k >k 3k 3k 3k 3% 3k >k %k %k >k 3k >k %k 3k 3%k %k >k *k k k k %k

* _ * |<5> Restore to Factory Default Configuration TiGHFIEFDIKREIZRE T
*H3C WA6638 BootWare, Version 7.12 * |<6> Skip Current System Configuration
* *

| <7> BootWare Operation Menu

3k sk 3k 3k 3k 3k sk sk 3k 3k 3k 3k sk sk 3k 3k 3k 3k sk >k 3k 3k 3k k sk >k 3k 3k 3k %k sk 3k 3k 3k 3k %k >k 3%k 3k %k %k %k >k 3k 3k %k %k %k %k 3k 3k %k %k %k 5%k 3k 3k %k %k %k >k >k %k k k |<8> Sklp Authentication for Console LOgin

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. | <9> Storage Device Operation
| <0> Reboot
Compiled Date: Jan 28 2021
CPU L1 Cache: 32KB Ctrl+Z: Access EXTENDED ASSISTANT MENU
CPU L2 Cache: 256KB Ctrl+F: Format File System

Ctrl+C: Display Copyright
Ctrl+Y: Change AP Mode
Enter your choice(0-9):

CPU Clock Speed: 2200MHz Memory Type: DDR3 SDRAM
Memory Size: 1024MB
Memory Speed: 933MHz

Flash Size: 256MB 3. Ctr+Y X —Z L TAPE—FZE#LET,

PCB Version: Ver.A BootWare Validating... Please select the new mode Current mode is Fit

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...
[NO. Mode |
|1 Fit Mode |
|2 Anchor-AC (Virtual AC mode) |
|3 Cloud Mode |
|0 Exit |

Enter your choice(0-3): 3
4. E—FEBSEZAALZEY,
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Cloudnet(IB& ¥ Oa5|s)li77"7|~0)H3C§znn 2B SYhIA—LTY , ChILIBRH
HDHEIET, hOHEEIXIEETY,

1.EENSEA—RYMC 7’7t7\’c=é'c DNSOZRIERNTESZEL(BEEIPTT VEARA UM EE
515 EIEDNSD & E (I Z [L[H3Cldns server 8.8.8.8)4EE TN T D)
2 firewallCLL T DR— 7'3\7J' TJUoTHHE
° Dﬁs’r?/s it nIEFH'_l_\
TCP 80
TCP 443
e Cloudneti@d{E FH7/k—
TCP 19443 (TIAILMERE T AL T DAYV R TITWET
cloud-management server port port-number
e NTPH—/\—RHKR—
UDP 123
2 HEDV)TILEBEENDI>TLVS(<H3C>display device manuinfoa<v K TR )
HEIZIEFHUTOOATURZRALTHDE
[H3C]c|oud management server domain cloudnet.h3c.com
4.CloudnetlZAJ AT HhOUREERL. AT AV L TEEZZ iR, BEZTVVET,
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CloudnetCEHNAR—FMIFEZIZIZUTDEOLGELDMNEHLNEFT DT,
HoMEOHIEZEL TLIZELY,

IP address Protocol | Source port | Destination port | /82
52.163.242.100 | TCP any 80/443/19443 |Web GUIEHEHA
52.187.3.51 TCP any 80/443/19443 | CloudNetizftA
13.76.182.179 | TCP any 80/443 Clouds®sEA
13.76.252.214 | TCP any 5555/28443 License ServerH
52.187.0.95 TCP any 80/443 A_PIKONG GWH

40.73.23.215 UDP any 123 NTPH




Cloudneti®i& — HRER

77‘|ZZ/‘|'\’(/|~®VLAN 1HIZEFIPZFLRZEIY L THIEZE DB
Ak

AP®DVLAN 1[=E|Y 4 TAIP7RLX:10.0.1.20 255.255.255.0

FIA IR —RH A 10.0.1.253

DNS: 8.8.8.8

<H3C>system-view

System View: return to User View with Ctrl+Z.
[H3Clinterface Vlan-interface 1
[H3C-Vlan-interfacel]undo ip address
[H3C-Vlan-interfacel]undo ipv6 address auto
[H3C-Vlan-interfacel]undo ipv6 address dhcp-alloc
[H3C-Vlan-interfacel]ip address 10.0.1.20 24
[H3C-Vlan-interfacel]quit

[H3Clip route-static 0.0.0.0 0 10.0.1.253

[H3C]dns server 8.8.8.8

[H3C]cloud-management server domain cloudnet.h3c.com
[H3C]save force

[H3C] quit

<H3C>
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CloudnetIRiE iR 7O FE{ERL

THOURBIRTE TZ V) V0T HEMERDA—ILDEE, I I%
DU9OLTTAID D ERITGEYET

EH A : cloudnet@oasisinfo.h3c.com
HBF: 202686 8198 10:31:09 JST

SB5E: abc@test.com
{444 : New H3C Cloudnet Platform Email Binding

Click here to activate account

Effective within 24 hours, Please activate as soon as possible!



mailto:cloudnet@oasisinfo.h3c.com

Cloudnetiz®iz

—TFHIRDF A—ILPRLARZEE

A—=IT7 FLAZEE

TLODA— )Lt 22 h3cjpts_remote@gmail.com

Fvr oI

15



CloudnetiBi&E —7H 92 RDA—I)LPRLRAZZEE
ThHOUREEREFICEFLIE-A—IL7RLARAZIBYENEHHOI-DTEH

TAIBRIZEEBRRIDA—ILZRLURIZFEZED A— )LD
L THLWA—ILTRLRAD A DT EEIZHEYET

#H A : cloudnet@oasisinfo.h3c.com

HEF: 202668198 10:31:09 JST

FESL: new@test.com

44 : New H3C Cloudnet Platform Email Unbinding

Click here to change mailbox @

Effective within 24 hours, Please activate as soon as

possible!
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https://knowledge-jp.h3c.com/TechDoc/details/280
https://knowledge-jp.h3c.com/TechDoc/details/280
https://knowledge-jp.h3c.com/TechDoc/details/280

CloudnetIRizE - & FA—SDAP Group&HA DR FER™

YA ITTORDEE

TOEARAMEIZEH T BHSSID, EiGHIHIE., §
I O—R v X M, O—=S

FrrILiRE. D

# AP JL—J (CloudAPD YA FHY)

wlan ap-group LOBBY

vlan1

vlan 1000

ap LOBBY1

ap LOBBY2

ap-model WA7539-JP
radio 1
radio 2
radio enable
service-template 1
service-template 2
radio 3
radio enable
service-template 1
service-template 2
gigabitethernet 1
ten-gigabitethernet 1
ten-gigabitethernet 2

## BEIHAP(CloudAPD H A A L)
wlan ap ENTRANCE model WA7539-JP
serial-id 219801A2YF8216E000XX
vlan 1
radio 1
radio 2
radio enable
service-template 1
service-template 2
radio 3
radio enable
service-template 1
service-template 2
gigabitethernet 1
ten-gigabitethernet 1
ten-gigabitethernet 2

%I, 5GHz, 6GHZIE . (KL —
O A—5TIEEHRDAPELLIZAP GrouplZ&kYF IL—T1EL . CloudAPTIEH A RS EIZHT IL—TIELE T,

BIREREN. BE#H(20MHz,40MHz,80MHz).
NEEIFZ T E %S E‘?él = i3

RS

T 8Y

FNRTAE =

4F-ROOM1

3F-ROOMB

3F-ROOMS

3F-ROOM4

3F-ROOM3

JF-ROOM2

3F-ROOMA

2F-ROOME

2F-ROOMS

2F-ROOM4

2F-ROOM3

2F-ROOM2

2F-ROOM1

UTILES

219801A2YF321BE0OOBO

219801A2YF8216G0002F

219801A2YF8216E0002E

219801A2YF8216G0002D

219801A2YF8216G0002C

219801A2YF3216G0002B

219801A2YFE216E0002A

219801A2YFE216G00029

219801A2YFE216G00025

219801A2YF8216E00027

219801A2YFE216G00026

219801A2YF8216G00025

219801A2YFE216G00024

fi

SET 2 =

Cloud AP

Cloud AP

Cloud AP

Cloud AP

Cloud AP

Cloud AP

Cloud AP

Cloud AP

Cloud AP

Cloud AP

Cloud AP

Cloud AP

Cloud AP

BE <

WAG320-JP

WAB320-JP

WAB320-JP

WAB320-JP

WAB320-JP

WAG320-JP

WAB320-JP

WAB320-JP

WAB320-JP

WAB320-JP

WAG320-JP

WAB320-JP

WAB320-JP

H1 k5

BUILDING1

BUILDING1

BUILDING1

BUILDING1

BUILDING1

BUILDING1

BUILDING1

BUILDING1

BUILDING1

BUILDING1

BUILDING1

BUILDING1

BUILDING1
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FIN1 R
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7 ) 2DEhN
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74+ “YOKOHAMA

YOKOHAMA

<WA6320>display devic

DEVICE_NAME:WA6320-
DEVICE_SERIAL_NUMBER:219801A1QH920Q0001B
MAC_ADDRESS:00DD-B6B1-4

e manuinfo
JP

oudnet/Z[ZEEDT )7L

o 1O

IP7 KL RIFIEE H BCloudnet|Z
DL TEEESN, IP7RFLA

BEEERLET

TORRIZEEBRDIPTRELR
WEESNTH, KEMD

CloudnetiZ7 2 tAXLIZFE=IP7

FLREZFZ SN TV SDLDZ

BU RGNEEFLESOC FREL - EBRY AL R
x

AN = | Ny — e e
UVJIF ) UV AUV) Z

FREREHYFEA,



Cloudnetiziz

T IR RA T A M E %

H3‘ Bxovro-2Q 27-r0sm Elsowan BB4—E 2, Q B Q @ Q@7=370 E HXTRANNG .
TN =0 ~ .

L]z
| 4‘.‘!

FISA 2080 Bulk Add Devices

MEREYTILYL 2 EAAN YT BE, BEN
Cloudneti = DAt H ERIEARITAYE T, HOLLBE,
FIT Nt O ORRHFERITLTH TS

L

WABI20-JP 219801A2KF8209E0006R Cloud AP WAB320-JP YOKOHAMA Release 2489

B
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PoEZA7XAvY
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N e

Lo ~Z T
3F-ROOM1 | 3F-ROOM2 | 3F-ROOM3 | 3F-ROOM4 | 3F-ROOMS | 3F-ROOM6

PoE7O7 RALYF

—— g\;\\;g \.&tf\\ﬁ
OF-ROOM1 |2F-ROOM2 | 2F-ROOM3 | 2F-ROOM4 | 2F-ROOMS | 2F-ROOM6
1F-ROOM1 [1F-ROOM2 | 1F-ROOM3 | 1F-ROOM4 | 1F-ROOMS5 | 1F-ROOM6

Y1 :BUILDING1
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CloudnetiziE -7 ERARA U bEH A —EE % v

. _— ~ = ___ EE
ExcelZ7A4IL . A . TINARA . V)T ILVEET—E

X% MS PIiwl ~11 - EEE - EE -| | EEemtsss - ]
Eg v | B I U~ A A ===H- T % |Drowesse- |
¥ e DAY o |E=E B W@ Fenozsn - -

Hwiii—F & JAb N BE N HiE = 254

A2T - J

E

1 f5ite Device Mame SM Remarks

2 B BUILDIMGT 1 F-ROOM 218801 AZYFE21 6EOOM U

3 B BUILDIMGT 1 F-ROOM2 219801 AZYFE21 GEDOOT Wy

4 B BUILDIMGT 1 F-ROOM3 218801 AZYFE21 6EOOM S

5 B BUILDIMGT 1 F-RFOOM4 21 8801 AZYFE21 6E00021

& B BUILDIMGT 1 F-ROOMS 218801 AZYFE21 6GO0O022

7§ BUILDIMGT 1 F-ROOME 219801 AZYFE21 GG0002G

g B BUILDIMGT 2F-R OO 218801 AZYFE21 6GE00024

S B BUILDIMGT 2F-FO0OMZ 218801 AZYFE21 6G0002E

108 BUILDIMG! 2F-RO0OM3 218801 AZYFE21 6GO0O02E

11 §| BLUILDIMG! 2F-FO0OMA 2189801 AZYFE21 GEOOO2T

128 BUILDIMG! 2F-FOOME 218801 AZYFE21 6GE0002E

138 BLUILDIMG! 2F-ROOME 218801 AZYFE21 6GO0O025

148 BUILDIMG! JF-R OO 218801 AZYFE21 GEOOO2 &

158 BUILDIMG! AF-FOOM2 218801 AZYFE21 6GE00028

168 BUILDIMG! AF-FOOM3 218801 AZYFE21 6G00020C

170 BUILDIMG! JF-ROOM 218801 AZYFE21 6G00020

188 BUILDIMG! AF-ROOME 218801 AZYFE21 6EOO0ZE

158 BUILDIMG! AF-FOOME 218801 AZYFE21 6G0002F
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Cloudnetizig -7 VA RA U e A MZI—f5%& &% B

v bko—of & 27— toam SD-WAN OSH—F=» Q O © [@<wza7iL h3cjpts_remote

@ #vro—2 ~ 75 >F :H3CJPTS_CLOUDAP [§ %1 ~ : BUILDING1

] Z/RAR F I8 DB Bulk Add Devices I&RFE—F
Awisai—FR
oAk FNARGAF
227 RAP
BE
= BE v
FOfbite v 7 a ~ m G
o] xvF+rx v
O Ayt o REE FINAR% + SUTIES ¢ 5 2147 % BE ¢ 1 & 1RIE
B 255 o 3F-ROOM6 219801A2YF8216G0002F - Cloud AP WAB320-JP BUILDING1 2D
AT
3F-ROOMS5 219801A2YF8216E0002E - Cloud AP WAB320-JP BUILDING1 0]
3F-ROOM4 219801A2YF8216G0002D - Cloud AP WAB320-JP BUILDING1 2 D
3F-ROOM3 219801A2YF8216G0002C - Cloud AP WA6320-JP BUILDING1 O]
3F-ROOM2 219801A2YF8216G0002B - Cloud AP WA6320-JP BUILDING1 A0
3F-ROOM1 219801A2YF8216E0002A - Cloud AP WA6320-JP BUILDING1 2 9
2F-ROOM6 219801A2YF8216G00029 - Cloud AP WA6320-JP BUILDING1 A0
2F-ROOMS 219801A2YF8216G00028 - Cloud AP WA6320-JP BUILDING1 0
2F-ROOM4 219801A2YF8216E00027 - Cloud AP WAB320-JP BUILDING1 D)
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CloudnetTH & EHI

FYRT—5 > E&E > VFIFAP (HALFADETHAPIZRET 5E&E)

TY7a—F EeiEICkoT, BERBRICEITIRFEHIEGYE T, iBa—FIZko T, ERAMTEELGER
FIREFEE., FroRL, BEUEENGEEBALANILAREYET,

WiFiZ% & | —E RRE | SSIDICEIHBEE, VA4 31T (2.4GHz, 5GHz, 6GHz)., FE51E(PSK, 802.1x).
t#'lUT’f:E I‘(WPAZ WPA3) I:lL-I:IIEjj_Ii(_I_\ g)l/nanE MACnL.nIEt:Lt)

o . 1. | —ERTREIEZEINT AT FAMBDFRITAR) RN EHIZEY

KA B EBE) RN liag

2. 2.95ATF NI FAM D ZEEFR) AMZEFEINTWBATZRLARIZEERSILZLTT Y
TRATEFET,

m—— LU EEELET. — A TAR . KT EERLT. 2DUFUFT
MR SSOE | T (XA o p t @ e iE, BB AE 7. B 55 (20MHz, 40MHz, SOMH2) A+
AFADETHAPIZERINET,

UG IIVAPKERL | CDEIIVTIX . BLDTIECRARADEZINTGA—FERBETEET,

PYET—U5EE BIERFOSEEBEET. ARSE. FrR/LREE, JO—FX v XM, O—I2 4 I,
5GHz, 6GHz{B5t. IEL—FEELE, 1IEI/20)7’7127(#14/#0),%%/fii—ﬁéﬁﬁd‘él:m
[0 RAPEERIEIRAYF|ZOFFICLT. BEEXETEADIV I 42 EHT S




CloudnetTH & EHI

FYRT—9 > 3RTE > VT JKAP > WLANER IE

@ ryvbr7—2 0 8 2v—troam  [EspwaN DEH—r =z,
I35

@ 27— - “F DH3CJPTS RFMOTF  + & : OFFICE_WIFi7 ~
0 o KANAGAWA YOKOHAMA
DIAT v f=
L] ®EzqU>y v HHRE TUFEE 2LV -—2@DFHE  Converged Topology
= EmE A
HEEHM

THRAADF 24 R

FrfAn—2

AC
— ho—%
AN AL

Application
ATwF
WLANSETE REIERE APPS}HT AFZAE—F
[l AvFraz ~
DArPLAEFIUT 1-—H-ER o4 B8
0O Avt—y v .
Port Settings CLIZE
A eo =
@ VRTL Y vanzE Config Deployments

‘ .'-J 1 1

Cloudnet WA LTI TNAAY @ T AR

FNARIR QY

| 775 21586

fr: FIA2% LUTILES

L] CEILING_APT 219801 A5JRE25TEDNDOTX

e FIARADF ST R 2BOT/ARFE 5>

= FRAAN=T 3> BT AGN—J a3V EBRCEET
© =R 2MOT A ADNEREUERE L TETEATNS
w R SHIRSEEES B ET

€ S AFLIR | T ROETREL BT

m E S

LEP-R s+
BEIZ-Q
ZOfbiE v
#E 247
Cloud AP

g

WA7539-JP

Q o

O @ @Wvwzarl h3cipts_remote

o

T o—hiFaE

F)K{Z@iﬁm

1 F& THRAAN-—Y 3>

OFFICE_WiFi7 Release 2622P04 7771~ Ik

T
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RYNT—O>8&E>VTIORAP>T ) 7a—F

@B FvbT—7 v

] 2547~k v

o E=zHUMY v

¥ wE ~
HEERH

N FF T l—|

AC

AT wF
L] H>FF+22 v
0 Ayt— v

wk—2 1 & 2v—F0&M [ZsD-waN B8 H—F 2,

77 2F IH3CJPTS_REMOTE #- | : OFFICE_WIiFi7

WLANGEE
IUF7I—F | WiFilgE |EFEHRE 2vb7-—omEk

¢) Different countries or regions have different regulatory requirements for radios. The region code determil

TFdA—-F JAPAN i

FEEF T 7a—KFAMUEOFEERLE, BIEMNEZASTULVLY
Fof)L BEDEENTTLESIDT, LT IAPANIZT S
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2T —0>RE>05 RAP>WI-Fig%k E>1E N 40

H3‘ @xvbk7—2 IQ Av—r0o&M [Z]SDWAN DEH—E X, Q Q @ @wzarn clps_hakazaki

@ #vrI—2 v 75 »F I REMOTE_TEST LAB 17  : LOBBY_AP v
SR TYFI-F BEEHRE Ry h7—JBEL E%ELT:&N CIoudnetJ:U)GUI'GG)
Ky FFFL—+ | ~ misH— 28 E ﬂi?i%%(ﬁ%ﬁ)éhéo
AC
m Maore ~ G
219 F &S SSID * H—ERRE - SSIDEEBY - BSERE s tEFaUFsHE S BESSID +  EIHRE < iRE < RfE
H3C_WiFi 1 A—T
[ A2FFR v

Q Ave—v v ;I )ﬁ‘l WR—.v | BEHTS R—UEA t
@ va7h T BEBRK(radio)EICEEFRHFESSSIDD I FZEK1I6FET, FEH2:
=1L, WA7220-HI[Z8F G, CloudAPZ%Cloudnet| =& §%
LHL. PORERICTIDDSSID(EEAD BE#I[LH3C WiFi 1&L0VSE
H3C_xxxxxx) S EY BTON TSN T, BRYIFISED  mafcLB30TYIKRT 3
SSID, WA7220-HIILX7{E T, cOEEBADSSIDIE. £
FESSD—EICIEBRNAFETEADT, FELTLESLY,




BFEERICTFOERN TS EEADSSIDZERYRAIE :

wlan service-template 1
ssid H3C_WiFi_1
service-template enable
#

wlan service-template 16
ssid H3C_XXXXXX

vian 4094

beacon ssid-hide

#

interface WLAN-Radio1/0/1
service-template 1
service-template 16
channel band-width 80

#

interface WLAN-Radio1/0/2

service-template 1
service-template 16
channel band-width 40
#

interface WLAN-Radio1/0/3

service-template 1
service-template 16
channel band-width 40

L BIRIZE|Y H TSN TLrSservice-templete 161 LA T DA EIZELY . CLITHIBR
TEZFEY, CloudnettDRIFAIZEH>TH, COREIIRFEINTT,
[AP]interface WLAN-Radio 1/0/1

[AP-WLAN-Radio1/0/1]Jundo service-template 16 < WiFi
[AP-WLAN-Radio1/0/1]quit

[AP]interface WLAN-Radio 1/0/2 78 aterm-44cacc-g
[AP-WLAN-Radio1/0/2]Jundo service-template 16
[AP-WLAN-Radio1/0/2]quit lecom2g-a846d9_EXT

[AP]interface WLAN-Radio 1/0/3
[AP-WLAN-Radio1/0/3Jundo service-template 16 g FRROFYRI-Y
[AP-WLAN-Radio1/0/3]quit X1V T1{RESHY
*ybJ-74 (SSID) DAH
H3C_B14540

Z0Ofb® Wi-Fi 3%F

H3C_XXXXXXIZBIL T Z2RARA U b~ADOT (O EBS R,
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Ty T —>E%FE >0 T FAP>WI-Figk E > 1B N> = ik 55 € 43
| s
APELETE— I~ (3 | Bridge®—F >

SSIDEET @ () A—TF> @ s0-X 4= SSIDE?]‘-jD(?F’RFTﬁ) / Oﬂ—f(’z}f'aﬂ)
* Radio¥-7 (3 | | 2.4GHz SGHz - 2.4GHz, 5GHz, 6GHz

BES{EREE (@ PSK Z0—-2X « HE%":EQE

RADIUSEHE @) (| FEH—/(— @ sEt—)i— 802.1x58aE Tl 5 SBRADIUS

H—/N—ZHEELET
C
* TFaUFsE—F @ | wpA3 x w  (WPA+WPAZ ZE/Z(2 WPA2 FZIRLIT

ARAENERDFET, )
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YD —0>FE>I 5 RAP>WIi-Fizk E>EMN>5 KA R E>RADIUS “
H—/\—>1E
H3c @xrvbo—2 W2v—toam [EsSDWAN DBH—p =z,

@ Fvro—2 > 75 2»F THICJPTS_REMOTE  # -1 + : OFFICE_WiFi7 ~
L #5347~k v ROALARAE
Ll E=HU>Y h RADIUSH —/\— Q@ Portal Server  Portal Web Server  Portal Sefting ~ Portal Free Rule MAC Binding Server
> B®E A
This feature is supported only by specific cloud-managed AP models and versions. For more information, see the release notes.
BEEHA

| #EZXF—L4L
Ny FFoTL—F

7377 FAP WIE I — [y & TSR —/—IP TS5 TR — /I —F— k RAZ=FHI YT 1 2w —

AAwF
Lo X>FF22 v | NAS-IP Configuration
0 Avt— ~
The MAS-IP-Address attribute (also called NAS IP address) in a RADIUS packet identifies the device that the user is accessing. It is globally unique on the|
&8 YATL h the ouigoing interface that reaches the RADIUS server as the NAS IP address.

Status * Device Name % Model

® Online CEILING_AP7 WAT539-JP
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HEEE

: ¥ F o RILH 1812 FrrFIE
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SRV ARES
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AT wF

10.0.24 1
La AXFF22 ~ ¥ F oI 1813
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z=EF
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BREICEYERESNT-SSIDEZ KR URADIUSOZAT7 VMR TE 46

# #

dot1x authentication-method eap domain hq

# authentication lan-access radius-scheme common
wlan service-template 2 authorization lan-access radius-scheme common
ssid OFFICE_dot1x accounting lan-access radius-scheme common

akm mode dot1x authentication portal radius-scheme common
cipher-suite ccmp authorization portal radius-scheme common

security-ie rsn

wpa3 enterprise-transition-mode

undo private-psk fail-permit enable
client-security authentication-mode dot1x
dot1x domain hq

bss transition-management enable
service-template enable

#

radius scheme common

primary authentication 10.0.95.2

primary accounting 10.0.95.2

secondary authentication 10.0.95.3 1814
secondary accounting 10.0.95.5 1815
key authentication cipher
$c$33wZo0M/qOMFNNQeDIVNkB+055Ymga3/+QT+EaT7C
key accounting cipher
$c$3%luxVWIgcetS5KcG6+bmrOEoxwzgmBgpNrtBHe2ys

accounting portal radius-scheme common
accounting portal radius-scheme common
#

interface WLAN-Radio1/0/1
service-template 16
service-template 2
channel band-width 80

#

interface WLAN-Radio1/0/2
service-template 16
service-template 2
channel band-width 80

#

interface WLAN-Radio1/0/3
service-template 16
service-template 2
channel band-width 20
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RYRT—=D>RE>D T FAP> BRI E

Q Q @ @7:1?,”/ h3cjpts_remote

H3c @ rv k7= $HAT—F0&M [Z]SD-WAN LEEH—E R,

J5>F : HICIPTS_REMOTE 4 I : OFFICE_WiFi ~ ssvrarRERBZ v F @ @D
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b

= ~ WLANERE

HEEE TUFI—F  Wi-FiREl SewERE vy b — 2 ik

Ny FFoTl—F

i

AC | ¥~ RRM Optimization

% FAP - . f f - . . q 0 -
@ 1. Auto RRM intelligently and dynamically adjusts the network radios to optimize the network automatically. This ensures better wireless services and user experience. *
rame

A wF 2. When you set a fixed radio channel and specify a non-default bandwidth and non-default transmit power, auto RRM does not adjust the parameters.

] A¥F+yz ~ Auto RRM Status: Configure Now

RRMExE 1t
1. BEIRRMIE, RYRT—OEEBEAT) O MODEMIZREL, RV —OZ% BB &K E

{ELET (B89 E KR EUER (DFS) B KEEEB NHIEI (TPC) ) ChIZKY ., KYEBN-EEY—E
REA—H—TIHARYIZANEHLET,

2. EIEEIEF Y RILEERTEL., TIAHILNLUNDFEIEET 74 ILNUSNDIEEBHEFIEELI-H
& . BEIRRMIF/NTA—2ZRABLEE A,

BERRMAT—432X: #EMIZLELI: STCETE
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FURDI—H>5 >9S5 FAP> EBS R E>/ S A—48E

O\ O @ g7::7’!b h3cjpts_remote -

H3C @ rybF7—2 FRv—roaMm [EsD-waN BEH—EX»

59 FAPRERMAT vF @

@ ey h—4 v 73 >F I H3CJPTS_CLOUDAP - k : FLOORD1_6320 +
= =@w ~ WLANZRE
STER | ¥ Scenario Configuration
RyFFoFL—hk
o You can select a scenario to use the radio bandwidth and maximum power defined by the scenario or specify the parameters yourself in a custom scenario. X
AC
55 AP o The current configuration is not saved. Save it to apply the changes.
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EIRLI-D TV EERICEDAZDOEEIFrRILOZEIR, BIKRBDERZAUTO
LS T G EIFIALET . ERIFAIEEET ICHEEZI)VILET

FI# ) b FUARTORBIDEZ EHT X — - e
: FIAN RS FUARTOEBINDEZESE X
E@3T SEyosx . o
EIRSOE EBUINEX
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> 6GHz @
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BEEHN—(EINTLVEG
WEHAPDRENFZE, A
BEE PIAEKESEE,
B L 3—)L—L KPEE)

T IL(—DDAPIZIH D2
DOWMEEN/S—LTLVE
9)

HMIILI=ATA R (—DDAP

152D DEREZEH/NA—L

TWEY)

aAR—Iv LA (YT RD
APDBEMDIEL, FrRIL
BRA+5HTY)

MO

TIHIVNT A ILRERE .. KER S
DI—VIZHEAINET)

2.4G

F )L auto(FI+ILR)
BH:60%

BB % : 20MHz

2.4G

FR L auto(TI4ILK)
EH:80%

BB ¥ 20MHz

2.4G

Fo )L :auto(FI4+ILR)
T5H:80%

B 87 : 20MHz

2.4G

Fr )L :auto(TIHILE)
EH:80%

&R 20MHz

2.4G

F )L :auto(FI4ILE)
B :auto(TI+ILR)
B % : 20MHz

5GHz-1
Fo ) auto(FI4ILE)
BH:80%

B ¥ : 20MHz

5GHz-1
FJL:auto(TI4ILK)
EH:100%

5GHz-2
Fo )L auto(FI4ILER)
BH:80%

B i : 20MHz

5GHz-1
Fo )L :auto(FI4ILR)
TH:100%

B K B - 40MHZz

5GHz-1

Fx )L :auto(TI4ILE)
TH:100%

BB ¥ : 80MHz (T 24 LK)

5GHz-2
FJL:auto(TI4ILK)
BH:100%

B # % 40MHz

5GHz-2

F )L auto(TIAILR)
TH:100%

AR #E :40MHz

5GHz-2

F )l :auto(TI4ILE)
EBH:100%

&R 80MHz (T24/LH)

5GHz-1

Fr )L auto(T7AILER)
'EjJ auto(T77J')LI~)

5 R #FH : 80MHz (T 74 LK)

5GHz-2
FRILauto(TI4ILR)
TH:100%

B iR¥E 80MHz (T4 /LK)

6GHz

Fx )L auto(FI4ILE)
BH:80%

& % 40MHz

6GHz
FJLauto(FTI4ILE)
BH:100%

B %% : 80MHz

6GHz

F ) :auto(TI#ILE)
TH:100%

B ¥ :40MHz

6GHz

Fx )l :auto(TI4ILE)
BH:100%

BB ¥ 80MHz

6GHz
FRILauto(TI4ILK)
T/ :auto(TI4ILR)

B iR : 80MHz




CloudnetTO I F)ANERASN-BELXDAPDERTEE R

FYRT—D > ’KE > VFVFAP > WLANERE > IR HIERE T, BRI DAPDEH TR DEE . X
BFYRIL.N\RERBTEFT,

| ~ Single-AP Configuration

@ You can adjust radio parameters for a single AP in this section. X

7T R AP AP UTILES #1E

Type e Mode EREa3E Fr Rl
1F-ROOM1 219801A2YF8216E0001U 5GHz -7 802.11ax (F7#IL k) 80MHz AUTO (FZ#JLE) AUTO (FZ#ILH)
1F-ROOM2 219801A2YF8216E0001W  5GHz F—7 802.11ax (F7#IL k) 80MHz AUTO (FZ4JLF)  AUTO (FZ#ILH)
1F-ROOM3 219801A2YF8216E0001S 5GHz F=7 802.11ax (F 7+ ) 80MHz AUTO (FZ#ILk)  AUTO (FZ=#LH)
1F-ROOM4 219801A2YF8216G00021 5GHz -7 802.11ax (F7#IL k) 80MHz AUTO (FZ#JLE) AUTO (FZ#ILH)
1F-ROOMS 219801A2YF8216G00022 5GHz F—7 802.11ax (F7#IL k) 80MHz AUTO (FZ#JLF) AUTO (FZ#ILH)
1F-ROOME 219801A2YF8216G0002G  5GHz =T 802.11ax (F7#ILF) 80MHz AUTO (FZ#ILk)  AUTO (FZILH)
2F-ROOM1 219801A2YF8216G00024 5GHz -7 802.11ax (F7#IL k) 80MHz AUTO (FZ#JLE) AUTO (FZ#ILH)
2F-ROOM2 219801A2YF8216G00025 5GHz F—7 802.11ax (F7#IL k) 80MHz AUTO (FZ#JLF) AUTO (FZ#ILH)
2F-ROOM3 219801A2YF8216G00026 5GHz =T 802.11ax (F7#ILF) 80MHz AUTO (FZ#ILk)  AUTO (FZILH)

2F-ROOM4 219801A2YF8216E00027 5GHz FT=F 802 1Max (F2=xILF) 80MHz AUTO (77 #JLF) AUTO (7=l k)

o

5 19 T — % 2 > 10 K=~ BETa 1 [ b= FaN




CloudnetTO I F)ANERASN-BELXDAPDERTEE R

FYRT—=0 >
BEFvRIL NVRERBTEFET,

BXTE > 777 RAP > WLANEXE > MR IEERE T, BRI DAPDEHERDEE. X

| ~ Single-AP Configuration
@ You can adjust radio parameters for a single AP in this section. x
v v
SR ) R AL
#fF
Type HEE Mode EiEEESE Fy 2l &=2h Type REE Mode
2.4GHz F—=F 802 11ax (F7=#ILF) 20MHz AUTO (FZ =L 1) AUTO (FZ#IL 1) - - -
2.4GHz F—=7F 802 11ax (F7=ILF) 20MHz AUTO (F27=IL1) AUTO (FZ7=#IL 1) - - -
2.4GHz F—Fw 802 11ax (F7=ILE) 20MHz AUTO (F2 L) AUTO (FZ#IL 1) - - -
2.4GHz F—=7 802 11ax (F7=IL k) 20MHz AUTO (F2=ILE) AUTO (F7#IL 1) - - -
2.4GHz F=TFw 802 11ax (FFxILF) 20MHz AUTO (F2=ILE) AUTO (F7#IL 1) - - -
2.4GHz A—=F 802 11ax (F2=IL k) 20MHz AUTO (F7#JLF) AUTO (FI=#ILk) - - -
2.4GHz F=TFw 802 11ax (F7=#ILF) 20MHz AUTO (FT L) AUTO (F7#IL ) - - -
2.4GHz F—F 802 11ax (72 F) 20MHz AUTO (F2+JLF) AUTO (FZ=#IL 1) - - -
2.4GHz F=Tv 802 11ax (F7#IL k) 20MHz AUTO (F27=JL1) AUTO (F7#IL 1) - - -
2.4GHz F—=F 802 11ax (F7=#ILF) 20MHz AUTO (FZ =L 1) AUTO (FZ#IL 1) - - -
SF 197 —% 2 > 10 <— BETE 9 PREST=PN

54



CloudnetTO I F)ANERASN-BELXDAPDERTEE R

FYRT—2 > E&TE > VTJKRAP > WLANERE > EIEFIEHRTET. BRI DOAPDEHE R DEE. £
EFvRIL INVRZERETEET,

| Single-AP C

o You can adjust radio parameters for a single AP in this section

2fF




CloudnetTO I F)ANERASN-BELXDAPDERTEE R

FYRT—4 > EBFE > HT5HRKAP > WLANZRTE > E4g S =0 g
WA6638-JP 2.4GhzDIEE

{ZIFRadioikFE
{EIFRadiotREE {E1FRadioifRE
2.4AGHz
2 4GHz 2.4GHz REE O +—T An—X
REE: PY:1= O +—7v Ho—X
Fy 7l AUTO(T 7+ )
Fu Rl F ¥ 2 AUTO(T 7z )L 1)
B A 40
IR B
=5
=h: =557
5GHz-1
5GHz-1 5GHz-1
ARE
REB: ENE] Q -7 7O—X -
F ¥ )l
F o Fl 56 F 4 b 56 Frah
RS 40 R 40 S

2.4GHz(F+=JL): AUTO,1,2,3,4,5,6,7,8,9,10,11,12,13,14




CloudnetTO I F)ANERASN-BELXDAPDERTEE R

FYRT—4 > EBFE > HT5HRKAP > WLANZRTE > E4g S =0 g
WA6638-JP 5GHz-1DIE4S

{EIFRadio EE {E1FRadioiXRE {EIFRadioifRE
5GHz-1 5GHz-1 SGHz-1
REE: g O+—7» () yo-x REE: O +—7> 70-X
Fa 2l F o A 56 F o A 56
=] S B i
S et B R 40
= =fH.
=+ =] =h 0 Hi—trF—2 HE# AT #
BUFT + L )
5GHz-2 9GHz-2
5GHz-2
RAE . IREE: [0 Bz sO—%
ARE
FyHl: AUTO{??:{'JL ) F o )l AUTO{??Z’)"’ b)
F o AL
St B0(F T A1) [ : 80(T 7 - I)
[EiEE I

5GHz-1 (F+v2:JL): AUTO,36,40,44,48, 52,56,60,64




CloudnetTO I F)ANERASN-BELXDAPDERTEE R

FUhI—2 > BE

> 959 KAP > WLAN

WA6638-JP 5GHz—2M1E4

=JL =

X AE

=JL =

X AE

58

{E1FRadioi EE
SRR 40
=) O rHi—tv7— HlEg# A7 #
70%
5GHz-2
KRR Q +—7 HO—X
F o Fle: AUTO(FT 7 4 - 1)
116
A 120
124
=1.
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interface WLAN-Radio1/0/1

service-template 16

channel auto (T7#4ILMEiDTRRSNEEA)
max-power 16

channel band-width 80
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interface WLAN-Radio1/0/2

service-template 16

channel auto-select whitelist 36 40 44 48 (L —45 —MDEE4Z (17471 \W52)
max-power 21

channel band-width 80
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# 2.4GHz
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interface WLAN-Radio1/0/3

service-template 16

channel 11 (FBHEHE<CEOHIZ1, 6. MOVT AL ERSDHBER/L—IL)
max-power 18

channel band-width 20

#
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wlan mobility group oasis_1662146
source ip 192.168.2.61
data-tunnel disable
member auto-discovery
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wlan global-configuration
wlan mobility inter-neighbor enable
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wlan service-template 1

ssid 1IF-ROOM1

akm mode psk

preshared-key pass-phrase cipher ScS3SPRYh6E8v64Awia+JPc920mewub6WgNrB2HPwlybfU
cipher-suite ccmp

security-ie rsn

wpa3 personal optional

undo private-psk fail-permit enable
pmf optional

bss transition-management enable
sqa-profile oasis_sqga_1
service-template enable

#

sqa profile oasis_sqa_1

application statistics enable
application zoom enable
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wlan service-template 1

ssid 1IF-ROOM2

akm mode psk

preshared-key pass-phrase cipher ScS3SPRYh6E8v64Awia+JPc920mewub6WgNrB2HPwlybfU
cipher-suite ccmp

security-ie rsn

wpa3 personal optional

undo private-psk fail-permit enable

pmf optional

bss transition-management enable

ucc-profile oasis_ucc_1

service-template enable

#

ucc-profile oasis_ucc_1

application-subcategory Network_Community app Yahoo drop
application-subcategory Streaming_Media app YouTuBe drop

e

|
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®
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AT L v &
Smart O&M Broadcast multicast ratio i._. HE v Broadcast / multicast messages take up too much channel resources
Excessive wired port traffic HE v Excessive traffic on the physical interface
Region lock AR v Device moved out of locked region
&
Router 3G/4G link detection FE v 3G/4G link disconnected/established
Traffic threshold FE v Traffic threshold exceeded
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<H3C>display cloud-management state <H3C>display cloud-management state

Cloud connection state : Unconnected Cloud connection state : Unconnected

Device state :Idle Device state : Idle

Cloud server address : N/A Cloud server address : N/A

Cloud server domain name : cloudnet.h3c.com Cloud server domain name : cloudnet.h3c.com

Cloud connection mode : Https Cloud connection mode : Https

Cloud server port : 19443 Cloud server port : 19443

Connected at - N/A Connected at - N/A

Duration : 00d 00h 00m 00s Duration : 00d 00h 00m 00s

Process state : N/A Process state : N/A

Failure reason : DNS parse failed Failure reason : Processing register response failed
Last down reason : Configuration changed (Details: N/A) Last down reason : Device or process rebooted (Details: N/A)
Last down at : Mon Mar 14 17:37:52 2022 Last down at : Mon Mar 14 17:40:33 2022

Last report failure reason - N/A Last report failure reason - N/A

Last report failure at - N/A Last report failure at - N/A

Dropped packets after reaching buffer limit : O Dropped packets after reaching buffer limit : 0

Total dropped packets :0 Total dropped packets : 0

Last report incomplete reason - N/A Last report incomplete reason - N/A

Last report incomplete at - N/A Last report incomplete at - N/A

Buffer full count :0 Buffer full count :0




105

EE M CloudnetiZDGEMNBLLN?

AP Cloudnet|ZZ SN T-IREB(CH LSITHENIXBENEIILTLVET)

<CLOUDAPO1>display cloud-management state

Cloud connection state . Established

Device state : Request_success

Cloud server address : 52.163.242.100

Cloud server domain name : cloudnet.h3c.com

Cloud connection mode : Https

Cloud server port : 19443

Connected at : Tue Mar 15 08:32:54 2022
Duration : 00d 00h 00m 43s

Process state : Message received

Failure reason - N/A

Last down reason : Device or process rebooted (Details: N/A)
Last down at : Mon Mar 14 17:40:33 2022
Last report failure reason - N/A

Last report failure at - N/A

Dropped packets after reaching buffer limit : 0

Total dropped packets :0

Last report incomplete reason - N/A

Last report incomplete at - N/A

Buffer full count :0

TORRARAEDBEFER—VIZES
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H3C WX1800H Series Access H3C WX5800H Series Access H3C 802.11ax Series Access Points
Controllers Controllers

H3C WAB638 Access Point

H3C WX1800H Series Access H3C WX5800H Series Access o Mo

Confrollers Conftrollers R

Learn More Learn More =
H3C WX3800H Series Access H3C 802.11ac Wave2 Series Access H3C WAGB636 Access Point
Controllers Points

Learn More —»

H3C WX3800H Series Access H3C WA510H Access Paint
Controllers

Leamn More =

Learn More

H3C WABB30X Access Point

Learn More —*

H3C WAS30 Access Point

Learn More =

H3C WAB628X Access Point

Learn More =

H3C WAS30X Access Point

Learn More =
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H3‘ @ xvbF7—o PAY—F0&M [Z]SD-WAN DEH—F )
D zvrT—2 v 227 FAPTF T L — R
= BE ~
&N
BEREMH
T W 2 [N N, - R N —_—%s"F | . b MEMAR
NyFroFL—F . .
NyF7>Tl— D50 FAPT I L— I Firewall Templates
AC
55 AP ACT>TL— 07|’j FaPF>L— Security Policy Templates
2AvFFoTIL—F EoGREF>JL— I~ NAT Policy Templates
21y F
[ X>F+>2 v
Q Xwt-v v
& 22FL v

a1 e P .~ ‘?M’-‘l:EE:

Service Templates

sEat7 > L—

Firewall Service Template
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H3‘ @y rT7—9 F2RI—F0&M [E]SD-WAN DBH—p =2, Q Q
@ zvro—% v <E3 | Em
= BF A

bk FLTL—D3EA = K63XF

NyFF2TL—F

AC
TU73O—F W-FiZEE| CLI [Portal Setting  Portal Free Rule
27> FAP
O rolynks ) —XAPIRIRTE, COBEEETFE—FLTULEEA.
AT wF
Q Ayw—o v

3B SIAFL v F—abin0EEAM EBMLTIESL
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TORARA O ADOGT A EE

H3C

D zvbo—2 v
¥ BE ~
B

NyFFoTL—F

AC
£57 KAP
A1 YF
Ly xeF#+22z v
0 Aye—3 v
B YRAFA v

@ xy b= & A7—F0&M

<R3 | &
2T x
s
# CLI

Z)sD-waN DEH—F 2

create remote telnet account

return
system-view

local-user remote class manage
password simple h3ctsjp.com
service-type ssh telnet http https

authorization-attribute user-role network-admi

Q Q & Qz=a7

7

1

# PoE settings

[H3C]return

<H3C>system-view

# Enable PoE for power interface 3
[H3C]poe port 3 enable

# Disable PoE for power interface 3
[H3C]poe port 3 disable

2
# LED settings

[H3C]return

<H3C>system-view

# Set the LED lightning mode to always-on
[H3Cwlan led-mode always-on

[H3C]return
<H3C=system-view

clps_hakazaki

T




APAIZ AT AHCLIavY Uk 17

return
system-view

local-user remote class manage

password simple h3ctsjp.com

service-type ssh telnet http https
authorization-attribute user-role network-admin
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H3‘ @ 2y r7—2 PAT—F0&M [Z]SD-WAN D8 +#—r 2, Q Q @ E==a7FL clps_hakazaki  ~
@ Fw RT—2 w 2SI FAPT T L—F
& wE ~
1=} + 7 % Q - o
BERM
FuTL—h 4 77— FOBH 1) TAR— TRRL & TEH & BEEAAE
KyFFYTL—h
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ATwF
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Q Aye—-v v
8 2FL v

@y b7—2 P Av—F0&M SD-WAN

RS | EA

| 7>7L—F4:login_account

01

-

3

i DR

H3C_JAPAN

H3CJPTS_REMOTE

&t 5 HF—4

08— 2 Q Qo @ Q_?.:J?JL clps_hakazaki
O ok
BIRUEYA T > L— FEBALTELS L La-k
T
02 HIEODHER
22 Lwisa Tl ﬁ AL TLT
[- ] H
REMOTE_LAB H3CJPTS_REMOTE 0/0
TEST_LAB H3CJPTS_REMOTE 0/0
LOBBY_AP REMOTE_TEST_LAB "
OFFICE_AP REMOTE_TEST_LAB "
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@&y bkT7—2 | 3 A9—+F0&M [2] SD-WAN

O Hf—E 2 »

7727 H3CJPTS_CLOUDAP -7 + I FLOORO1_MIXED

o418
SSH A-7> @ s0-X
Telnet @) (@) #—7 a0—X
oy =4 il Application Advanced
WLANSEE FELEE APPSIHT APZAE-R
SvLAEEaUre  a-y-ER
Port Settings CLIEZE

VLANSRTE

Config Deployments
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F—T iz FD#EEEENICTB/0—X LITESHIZT S

mErls S i
telnet/sshiZ&ACLIFADERE
ssH @ #-7> s0-X - C|0Udnet75\BCL|"\)bl{—)(::L——GEETO"ZX#:{?/F
- S p— DCLIICtelnet/ssh TP IR T IREMHNIE. A—T>
BEIBWI-Fi (E%)':Lij-

https(Z&AGUIFNDERE

O EEWFRENLTISYEAPTAIRICFIEALEEBTEET

EEWI-FIOT 7 4L F@OSSIDIE TH3C OO T, DOOCOX FAPT N ADMACT FL ADTEHTTY.
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7Ot RARARDOCLIZCloudneth 5045 1> 122
CLINJLIN=,ELSRAVED )T HtelnetBIEICEEILET .

HB‘ @y r7—2 PRAY—F0&M [ZJSD-WAN DOBH—E 2, Q Q @
@ =vho—2 ~ 75>F TRAINING - b BUILDINGT v
P FINA X 515 DM
wisrak—
b FRARZAT
b
= BT v
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g T W
3F-ROOM6 219801A2YF8216G0002F - Cloud AP WA6320-JP
3F-ROOM5 219801A2YF8216E0002E - Cloud AP WA6320-JP
3F-ROOM4 219801A2YF8216G0002D - Cloud AP WA6320-JP
3F-ROOM3 219801A2YF8216G0002C - Cloud AP WA6320-JP
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H3‘ @ xvbr7—2 F2RT—F0&M [Z]SD-WAN OS5 H—F =)
Ok
@ Zy kT —4 v 7Z2»F I TRAINING - : BUILDING1 v /i ZMER | 4F-ROOM1 v
= BE v AR EALT COBIECED. [SEHFISOREE AP [CTCICE
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O Polynks ) —XAPIZERTE, COMEEEYE— R LTUWEE Ao iE] = [730F AP] R—TDH/ECL>TLESEFE
] — -
JE—+FTF7EX ?HETQL-:
Y7 kYT FOEH O —oREEEFERETICIE. T/ XN SSHTelnet TEIICH->TED, 1—H—2 Y
Signature Library Up._.. | O DI DINZT— FI&SE B
TSAR—=bN=
* Telnet Login 21— —%, remote

aAXXEALT

* Telnet Login /{27 —F ®

T7AIN AT L

RAT—F%EEE

AY 7+ JDERT

AT TR e
TN BRI

ANILAFTwd
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H3C @rvb7—2 PRY—F0&M [ESD-WAN D8+H—p =)

@® xvkT—2 " 75>F  TRAINING H- bk :BUILDING1 v /i Z?D;&ER | 4F-ROOM1 v
= BF v ATV RALT
[ X252 A

ESEMFROEBEEDBLEICE- T ET V!

andf | —EHMOADEBEE Y R —FLTWVWETS

N _ TR — MEELCER BIERREFr v 2 BE ROV =2
Signature Library Up. ..

authorization-attribute user-role network-admin

TZAR— b= .
local-user remote class manage

ARV EALT password hash $h$6$6Qq0/RwWGEd6pFCAT$aU3M2InPIa7FR3y2egqUIXNLLUNVWY2/1AQ0ZS2WKRDjb/H5FaKei+vfft9oFhEG
JACw==

JF AN AT L service-type ssh telnet http https

authorization-attribute user-role network-admin
authorization-attribute user-role network-operator

YT« THE portal user log enable
portal client-gateway interface Vlan-interfacel
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WA7539-JPDF&REE/\— 3>

202657 A15SARERH/\—Pa> O—SU ) FES—Sa ik, 802.11v0 547y
<WA7539>display version FOBEEO—S T EGR—FLET BED RV
H3C Comware Software, Version 7.1.064, Release 2802P06 J—HRRIREEISATURDRSSHEIZEDULT,
Copyright (c) 2011-2026 Hangzhou H3C Technologies Co., Ltd. APlE2.4GHz =18 00802.11vI S5 A T M=t L CHEE)
H3C WA7539-JP uptime is 0 weeks, 0 days, 10 hours, 18 minutes | gizOo—3 5 %2 EL. LYBWVAPADEEO—S
Last reboot reason : Power on U R L APAO—IV T ERREFEETEREHD
ERGHEETY , BRENSVEE. KYRRBINGT
Boot image: flash:/wa7500-boot.bin ES— gVl ERYEST ., =27 J)LE—FRIZ
Boot image version: 7.1.064, Release 2802P06 BIUERELTEY . TEIXEEIL—ILDOSFYUAZE
Compiled Jun 17 2026 16:00:00 LTHEYES,
System image: flash:/wa7500-system.bin EET—FILLYVEME- B EE Ry T—S
System image version: 7.1.064, Release 2802P06 (2L TULVET, R2803P02LLFED /N—2a3 %170
Compiled Jun 17 2026 16:00:00 TWABUY—ZDAPTINAADH D . BEHE—KEY
Feature image(s) list: R—kLTULVET,
flash:/wa7500-freeradius.bin, version: 7.1.064
Compiled Jun 172026 16:00:00 O—=U ) FES—SaBEIEHEER. | APOMR
BENBLL VAT UMD ERICEIT LR
2 a—)LIZELTULVET , R2803P02 LUE D /A—T3
DERTLTNED D —X AP TINA ZADH DY, AN
ﬁggﬂ#{)_l\L—CL\i_d_o




5GHzL6GHZEBELEY A—T (B

wlan radio-load-balance band-navigation enable (T 74 JLFED TRRSNELY)

5GHz&E6GHzZEELET EAL S (FESN)

wlan radio-load-balance band-navigation disable
XBHELOT ULV 2.4GHzE M D KYEETZELVTLVS5GHzZT ., 6GHZIR A FE I HHEE




WIRO—L/S5VR =T EW)
[EEAPO—=2T  A—TU(ER)
wlan global-configuration
radio-load-balance intelligent enable
wlan mobility inter-neighbor enable
wlan client bss-load-ie enable

|IRO—FN\SUR FALS (%)
BHEAPO—= >4 FACA(#EZh)

undo wlan radio-load-balance overload-5¢g ssid-hide
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A—s 0 FES—Yay v=a7)LE—F

interface WLAN-Radio1/0/1 (6GHz)
#

interface WLAN-Radio1/0/2 (5GHz)
sacp anti-sticky enable rssi 30

#
interface WLAN-Radio1/0/3 (2.4GHz)
sacp anti-sticky enable rssi 30
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—_— e A — = -"?\ — - — L _il
O—=Z2JF7ET—23>2 3 @ ¥=ZaFILE—E 8E 20dB
802 11v 2 4GHz 3 B3 (B —— EELE

80211v5GHz @ | | BALS (R O EEE

24GA—3VJ FES —a U BEEIL. 802.11vISA T U RDEE
A—S 5% R—MNZFT . BEDRYNTI—VATIREELEISAT
2 RDRSSHEIZE DUV T. APIX2.4GHZEIF D 802.11vI S5 A T M
XL CREBMICO—I T EEEL. KYBRWLAPADEHEO—IVS
BRI, APOO—SUTREZEIETH=-HDHEETT , BHEM
SWMEE., KYREEIRGTES —SaviigEGLYEST, v =27
E—FIZLERMEZELTEY., £IEEEIL—ILDOIF)AIEL
TBYET,

NKEBLI)TAT DT UOFARATAIXEHAL—TIVIZT BIZIL., sacp anti-sticky AT FZE2FERALET .
TINARE, RESNT-RRTISAT7 U rDEERELZRBLET . 75347 FDESREMNLEL
[EZTEAE, T/ALRIX802.11vI5A4 T e KY B EBSSICEHKTAESICHEFELET .




A—s 0 FES—Yay v=a7)LE—F

interface WLAN-Radio1/0/1 (6GHz)
#

interface WLAN-Radio1/0/2 (5GHz)

sacp anti-sticky enable rssi 10
#

interface WLAN-Radio1/0/3 (2.4GHz)
sacp anti-sticky enable rssi 10
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O—-2J+ESF—232 0@ ® I=aPILE—F BHEE—-F

80211v24GHz @ [ BAL3

80211vsGHz @ [ BAL 3

IEEE 802.11vIZRY—FA—SV T LA OBOEEELAAED
HTHHASN DI ENZL InKRZBHLTOEDAPAFEET S
ETCHREREDRLEIZRIILET .

7 #. IEEE 802.11vIX IR AL IELTLAIRELHYET , xt
IELTWEWNMER T, AP DBEREFFRATEE A,
Intel AX200(WiFi6). AX210(WIiFi6E). BE200(WiFi7) %2 & [ %M
(FWi-FIRIETIEKFIHEINTHY. 802.11k/v/rE Y R—r9 54K
R EIELANT A THATY,

XA 2T LB Wi-Fi 6 NIC(AX200/AX210/AX211%&E) B LA T IL D Wi-Fi 73 FENIC (1l: Intel Wi-Fi 7
BE200) [&. IEEE 802.11v(BSS Transition Management) ZH7/R—kLTLVET , F=1EL. A—T 2 RYRT—H %
— B DOEARITEX) T2 (PSK) IRETIIHEEE T, T2—T 54 XRYET—2 (WPA2/WPA3-

Enterprise) CTO A EBIMET HHIBIHYET,
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O—s>J7FE7S—Y3ay HEIE—F

HEITE—FIEEYEMF-EBNGRIERYET—5

interface WLAN-Radio1/0/1 (6GHz) |Z@LTLVET . R2803P02RLEE D /A —23 0 EATL
# TWBIY—ZXDAPTNAZADHH, BBE—REH
interface WLAN-Radio1/0/2 (5GHz) A—FLTVET

#

interface WLAN-Radio1/0/3 (2.4GHz)




O—S 0 FES—Sa Bt

O—=»JFEFr—=23mEt @ EFrmEiL (@ EREBEEENT ENFF sl

—SJFEF—LavEiEb X, APOEBRBEENEL. 94T UM BREIZBEFT 575 —XIZ#ELT
LVET , R2803P02 LIEED /N—U3 0 FETLTNA U —X AP TINARADH DY, RiEREF Y7 R— L TLVET,
(BN E1E1Z0) v I T 5 EEBIEDREITURDAPIZEEFESINET,

BRE{ERTHhN=DIZLL T DLast Detected AtTHETEET,
<AP>dis wlan rrm-status ap all
AP RRM Prdfile : fatap

Radio : 1 Basic BSSID : 00dd-b6b1-4540

Channel : 116 Tx Power (dBm) : 20
Ch Nbrs Load Util Intf PER Retry Radar] Last Detected At

(%) (%) (%) (%) (%)

36 4 0 0 0 5 - 2026-07-28 19:22:5
40 1 2 0 1 0 - 2026-07-28 19:22:5
44 0 O 0 0 0 - 2026-07-28 19:22:5
48 0 O 0 0 0 - 2026-07-28 19:22:5
52 0 O 0 0 0 - 2026-07-28 19:22:5
56 0 O 0 0 0 - 2026-07-28 19:22:5

144 0 O 0 0 0 - - 2026-07-28 19:22:56
Nbr-MACAddress Ch Intf SignalStrength Type Last Detected At

(%) (dBm)

3c64-cfd8-95be 36 0 -80 Unmanaged 2026-07-28 19:22:55
5e64-cfd8-95be 36 0 -80 Unmanaged 2026-07-28 19:22:55
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TO—FX o RREE HO—ZE)

rrop anti-bmc network ipv4-and-ipv6-simple enable

JA—K¥rAMEEE  F—T(H3h)
JA—FFv XM A—T(EZ)
rrop anti-bmc network ipv4-and-ipv6-simple enable
rrop anti-bmc default-action deny

REXRWETO—FXFVYAMBELVTILFEXVY ARy MO EEE
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JA—F&vXhREE Y0—X ()
rrop anti-bmc network ipv4-and-ipv6-simple enable
rrop anti-bmc default-action deny
MEAWGTTO—FXFrRARELUVTILF XXMy MO E
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JO—KXv XM A—F 2 (FZ)

rrop anti-bmc default-action deny
MEXRWGETA—FXFvARELURILF XXy MO R E

JO0—kXv XA BACA(FEX)

=JL =2

rropMEXTEHEL




5 HERRM .

F—TU(EH) FLC ()

wlan global-configuration wlan global-configuration
radio-load-balance intelligent enable radio-load-balance intelligent enable
calibrate-channel self-decisive enable 5g calibrate-power 6g power-range 1 to 27
calibrate-channel self-decisive enable 2.4g calibrate-power 5g power-range 1 to 27
calibrate-power self-decisive enable 59 calibrate-power 2.4g power-range 1 to 27

calibrate-power self-decisive enable 2.4g
calibrate-bandwidth self-decisive enable 59
calibrate-power 6g power-range 1 to 27
calibrate-power 5g power-range 1 to 27
calibrate-power 2.4g power-range 1 to 27
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Fv 2 ILERADERIE(DFS: calibrate-channel
self-decisive )

WLANDENMEF v RILIZBESNTWET , F¥RILDA—/N\—F VT TIEE
[CESB(CHEAELET,, OIS L—F—PEFLUDHEDMDERY—X
MAPDEIMEZ LT HEIEEMENHYE T . BIRE R ELGEIR (DFS) I, This
DEEERRTEEY,

DFSZ{#HY 5L, ACIEBAPIZERELEF v RILE) T ILAA LT:ERLT,
Bl—F ¥ RILTFEPMDER ) —ADNSDFHEEELET,
ROEHIZE>TDFSHARFEYET,

-I5—I—F&E  YERODIS>—a—KFECRCIS—,

-Fi%: T4V LRY—E R T 5802. 118 KU IE802. 11T A VL REE
Y- A=

FrE= o
-HEE APIE. ACHOACKAYE—CEZELLELMESICT—42HEE
l/i-g_o
EIMEF Y RILTREHESNL—F —ES ACIE. IMEF Y RILELEE TS
EOIZAPIZF-EBIEAMLET .
BUD3DDEHNFE-ENDE ACITFLLF Y RILEEIRLET, AP
(X FLOLWTFYRILETWVDWFYRILDOFrRILBEDENFBRLANILEEBZ
BET HLOFYRIILEZFALEE A,

%@437%Jul 26 14:02:39:120 2022 H3C APMGR/6/APMGR_LOG_CHANNELCHANGE: Channel of Radio 1 on AP a069-d952-1a60

changed from 100 to 132, Reason: Avoid radar channel.

% @438%Jul 26 14:06:02:969 2022 H3C APMGR/6/APMGR_LOG_CHANNELCHANGE: Channel of Radio 1 on AP a069-d952-1a60

changed from 132 to 36, Reason: Avoid radar channel.
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EBRJY—AEE(RRM)DHEE{E 140

EEE HHIE(TPC: calibrate-power self-decisive )

<p TPCEMERAT 2. ACIEYT LA LOWLANE Iz ESNTF I 1R HA D
AR “43? SENZEFMIZHIEHTEE T, EEBOFYRILTFESEEEBLENS, HELRFS
. - NLySERBRTEET,
@ ACIZ. BEEF TON-APL DR ELED LA /IN—LR—rEHEEL T, COELIC
a2 FoTRIESh O EEGIZET 2EHERHELET . ACIK. FhICEEM TN

EFEROHZEETEEY,

AP-2¢




D4 YL AR EF v ) (5G ) TORRMIZKSEEE 141

D - [j wlan global-configuration

: D ' calibrate-bandwidth self-decisive enable
Frgb: HP DB ARA VD HHIEAFHHIEDO L E L VE
(1Mbps - 500Mbps)IZZELFELT=,

wlan load-barance mode bandwidth 40
*%Ewﬁ‘“o wlan load-barance enable

.-.D_%’]?’v?)l/
VRt PN E T B
15913172125293337 DO

,41,45,49,53,57,61,65,69,7
3,77,81,85,89,93

141



BLMESDEE F—T(FD) -

BLESDIES O @ -7~ RS

L OESEEOEERSS) 10 dB (5~100, 727 =JL ~iE10)

interface WLAN-Radio1/0/1 (6GHz)
option client reject enable rssi 10
interface WLAN-Radio1/0/2 (5GHz)
option client reject enable rssi 10
interface WLAN-Radio1/0/3 (2.4GHz)
option client reject enable rssi 10




FeRI)LEHA - 24GHz A—F(B%h)

143

Channel Reuse- 24GHz G (@) #—T > MALC3

AL 6

(5~10, ¥ 7 #JL+6)

interface WLAN-Radio1/0/3 (2.4GHz)
option channel-reuse-optimization enable level 6

?’V*}l}ﬁ*um - 5G HZ Channel Reuse-5GHz @ (8 #—7 B3
T_j“/(ﬁg‘y]) BHALNL | 6

(5~10, 72 #JL+6)

interface WLAN-Radio1/0/2 (5GHz)
option channel-reuse-optimization enable level 6




BEL—FEE1EIZT 3 - 2.4GHz

interface WLAN-Radio1/0/3 (2.4GHz)
rate mandatory 11

rate multicast auto

rate supported 6 12 18 24 36 48 54
rate disabled125.59

144

BEL—FERIEICT3-24GHz B (@ 21k
|
11
48

[~
12
54

=IETL

H 55
18

.~ |5
24

[ ]
36




EL—F4E1EIZT 5 - 5GHz

interface WLAN-Radio1/0/2 (5GHz)
rate mandatory 24

rate multicast auto

rate supported 36 48 54

rate disabled 6912 18
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BEL— FEZIHCIT35CHz @ @ ik

[l
36

- [
48

=IETL

B3 12
54

.- L

24




A—3YJ8R%E - A—3IV T N—7

wlan mobility group oasis 1662146
source ip 192.168.2.61

data-tunnel disable

member auto-discovery

group enable
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SUURE - BBAPO—SV S

wlan global-configuration
wlan mobility inter-neighbor enable

7)) r—ia o4 )A4

HEEDEE)TATIN—TTIX. 31BEBADTIERARSAUMAP)BIDA—S T &Y R—FCEE
A RN ZLDAPEZO—SU T THLERHZHEE . H/\LYPITU TR TIDOHERENERIC
HHOTWATRTODAPH, A—VJ TN ZEBEMICEEBELTEHLET . cnIzkY. O—=0)
FASODNBEMICIERSNE T, inK(E, BEREIETOEAK O—S VT R AMVADAPEIZO—
IV TEET,

BEAN=X L

APDH—ERXIT)T7RIZHAMDAPIL, RA/N—APEREFNFET,

APEZ DA /IN—APDTE A TCIDRERENEMIZHE->TLSEE ., APIZTO—FX v Ay hE @
CTHRAN—APDIPFRLARZZELES . ZDE. O—IJ I N ZEL I =F v ARUDP/ AT Y
FERA/IN—APIZEEL, RA/N—APHA—3IU T TN EFE TELLSIZLET,
BRMRA/IN—APIZA—SUH T BRE. RA/IN—APITSGROBRHEEZTHT IcO—SU 5 TN %E
HELET,




SUURE - BBAPO—SV S

[AP] wlan global-configuration

[AP] radio-load-balance intelligent enable

[AP] wlan mobility inter-neighbor enable

[AP] display wlan mobility neighbor

Neighbor count: 4

MAC address VLAN1 address Learn Method
1019-65c2-45a0 192.168.2.131 WNDP
30f5-2790-0f20 192.168.2.143 WNDP
1019-65c2-45d0 192.168.2.154 WNDP
1019-65c2-41b0 192.168.2.132 WNDP

XKEE A YR

WNDP — WNDP(Wireless Neighbor Discovery Protocol )/ \ T YRR X [ZKYUFEH,
PREWROAM — PREWROAM(Pre-roaming / Pre-authentication Roaming)%~ O—/\)LO—3>%
IVRN)DZEIZKYFE,




CPaksikle -

interface WLAN-Radio1/0/2 (2.4GHz)
power enhc-optm enable

interface WLAN-Radio1/0/3 (5GHz)
power enhc-optm enable

WA7539M 54 . radio 1(£6GHz. radio 2(£5GHz. radio 31£2.4GHzZ D T, E H=E{bIE5GHz,
2AGHZD BRI L THO A BN

BENHBOREIL: AV T—0UDST1y NG NERET (RECKRBEGEE) (2, FEGRF (BIREIK
)V —RRN—FzT7OHNZE BRG] - L. HEBAZRIBLET

NIF—RUVREDINTGVR: BICEAMEEZET LT T RSN TV I5/47 U RK) D
PREEEFMZAIMLT LT X LTYTZ VAL LIZH L, BIEREEZHFLENCEAIRERELEY,
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DF5ATMPV6FRLADERE A—TU(BX) (TI4ILK)

wlan service-template 1
client ipv6-snooping nd-learning enable (774 JLNGDTRRSNELDY)
service-template enable

95AT2MPV6eZRLANDEE AL S (D)

wlan service-template 1

undo client ipv6-snooping nd-learning enable
bss transition-management enable
service-template enable
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